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General Terms
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Providing Resources in a Network

Flle Client

0 Networks of Many Sizes

0 Small Home / Office Networks
0 Medium to Large Networks
0 World Wide Network

0 Clients and Servers

0 Clients request and display information

0 Servers provide information to other
devices on the network

0 Peer-to-Peer

0 Computers can be both server and client

Web Clent

File Server

Emad Server

Email Client

| have a printer to

at the same time. share. | have files to share.
0 What are the advantages?

0 What are the disadvantages?

o D
Print Sharing File Sharing
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Network Components

0 End Devices
0 Either the source or destination of a
message Copper
O Name some end devices
0 Intermediary Network Devices

0 Connect multiple individual networks to
form an internetwork

0 Connect the individual end devices to the
network

O Ensure data flows across the network

0 Provide connectivity
0 Network Media

0 Provide the pathway for data transmission
0 Interconnect devices Wireless
0 Name the three types of media

Fiber Optic
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Network Components

0 Network Representations

0 What do the symbols represent?
0 Topology Diagrams

0 Physical
0 Logical
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LANs and WANs

0 Local Area Networks

0 Spans across small geographical area
0 Interconnects end devices

0 Administrated by a single organization
ad

Provides high speed bandwidth to internal
devices

O WAN Area Networks

0 Interconnects LAN
0 Administrated by multiple service providers
0 Provide slower speed links between LANS

4 epam > | CONFIDENTIAL 7



The Internet, Intranets, and Extranets

0 The Internet

0 Worldwide collection of interconnected networks
0 Not owned by any individual or group
0 Intranets and Extranets

The Internet
The World

Extranet
Suppliers, Customers, Collaborators

Intranet
Company Only

Govemment
LAN

School LAN Enterprise LAN
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Converged Networks

0 Traditional Separate Networks

0 Each network with its own rules and

0 The Converging Network Rule
Agreement

N . . ) M o

0 Capable of delivering data, voice, and video over I Standard i

the same network infrastructure Medium >

Message
Devices Message
Medium Q

Devices One Network-

Multiple Devices
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Reliable Network

0 Four Basic Characteristics of Network Architecture

0 Fault Tolerance

0 Scalability

0 Quality of Service (QoS)
0 Security
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Fault Tolerance Scalability
“ Reliable Networks 'L
Quality of Service Security
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Network Topology
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Topologies

We need rules for how

We need rules for how
to share the media.

to share the media.

Controlling Access to the Media

o ]
Shared Media
We need rules for how to
. . . share the media.
Physical and Logical Topologies -
COE (o) -
192,168,100
Server Room: mm: 2158 2.33} Class 1: Rm: 2125 Network — L
Web Server e
Rack 2
Shelf 1
Leiat fiack 1 Sk Class 22 Rm:2126 B Server
Email Server She¥
2 =
shelf 2 e
Network
ﬁ'?’"‘; o Class 3: Rm: 2127 Lot
Shel 3

Matwork
192168010

IT Office: Rm: 2159
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WAN Topologies

0 Common Physical WAN Topologies
0 Point-to-point
0  Hub and spoke
0 Mesh

0 Physical Point-to-Point Topology
0 Logical Point-to-Point Topology

Network

Node 1 ) Node 2
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LAN Topologies

Physical LAN Topologies
Half and Full Duplex
Media Access Control Methods
Contention-Based Access
0 CSMA/CD vs. CSMA/CA

I o [ s |
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Network Protocols
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The Rules

0 Rule Establishment

0 Identified sender and receiver

0 Common language and grammar
0 Speed and timing of delivery
a

Confirmation or acknowledgment
requirements

0 Message Encoding

0  Process of converting information into
another acceptable form

0 Message Formatting and Encapsulation
Message Size
0 Message Timing
0  Access method
0  Flow control
0 Response timeout
0 Message Delivery Options
0 Unicast
0  Multicast
0 Broadcast

c
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Message Delivery Options

Message Timing

Message Encoding

qP,

Protocols

Message Formatting and

Encapsulation

Message Size




Protocols

0 Rules that Govern Communications

0 Network Protocols Wb
0 The role of protocols S —
0 How the message is formatted or structured Application
0 The process by which networking devices share /
information about pathways with other —
networks —_— Intemet
0 How and when error and system messages are [\
passed between devices A
0 The setup and termination of data transfer < )
sessions

0 Protocol Interaction

i

Example: web server and client
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Protocol Stack

Hypertext Transfer Protocol (HTTP)

Transmission Control Protocol (TCP)

Internet Pratocol (IP)

Ethemet




Protocol Suites

0 Protocol Suites and Industry Standards

0 TCP/IPis an open standard

0 Can you name other protocol suites?
0 TCP/IP Protocol Suites

0 Can you name some of the protocols
from the TCP/IP protocol suite

0 TCP/IP Communication Process

0 Can you describe the process?
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Name Host Email File Web
System Config Transfer
f o B # N o s 5 8 . -
R DNS BOOTP SMTP FTP HTTP
{DHCP | [ pop ) [ TFTP )
IMAP
Nt Lagar { UDP ] TCP
IP Suppon Routing Protocols
1P
e TR ospr ) [ EIGRP )
NAT (W OSPF
§ " g bl 1
i ARP ' PPP '' Ethernet '' Interface Drivers



OSI Model
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Reference Models

. ) OSI Model TCP/IP Model
0 The Benefits of Using a Layered Model
0 Name some benefits |7. Application l
0 The OSI Reference Model :
0 Provides list of functions IG- Presentation l Application
0 Describes interactions between
layers 5. Session
0 OSI Model and TCP/IP Model [ ]
Com parison | 4. Transport I I Transport I\
0 Similar: transport and network
layers . . 3. Network Intemet
0 Contrast: relationship between
layers
|2. Data Link I

I 1. Physical I
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Data Encapsulation

0 Message Segmentation

0 Segmentation - Break Protocol Encapsulation Terms
communication into pieces Ehemet | P | TCP |  Daa | |
0 Multiplexing - interleaving the ‘ l A A
preces . User Data
0 Protocol Data Units
TCP Segment
0 What are PDUs called at each layer?
0 Encapsulation and de-encapsulation U Pockt
Wab Server Wab Client :
{

010101101010010111101101010010010101011011
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Data Access

O Network Addresses

O Source IP address
O Destination IP address

0 Deliver the IP packet from the
original source to the final
destination, either on the same
network or to a remote network

0 Data Link Addresses

O Source data link address
0 Destination data link address

O Deliver the data link frame from one
network interface card (NIC) to
another NIC on the same network

O Devices on the Same Network
0 Devices on a Remote Network
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Physical Data Link Network Transport Upper Layers
. i e
Timing and i Desttnatlor? AL Destination and | Encoded
- and source source logical L
synchronization 7 source process | application
: physical network
bits number (ports) | data
addresses addresses
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Network Media
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Copper Cabling

0 Characteristics of Copper Cabling

0 Inexpensive, easy to install, low resistance
to electric current

0 Distance and signal interference

Copper Media

Unshielded Twisted-Pair Cable
Shielded Twisted-Pair Cable
Coaxial Cable

Copper Media Safety

[ [ s [ o |

O Fire and electrical hazards

¢ epam > | CONFIDENTIAL

Shielded Twisted-Pair
(STP) cable

Coaxial cable
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UTP Cabling

0 Properties of UTP Cabling

0 Cancellation of EMI and RFI signals with
twisted pairs

0 UTP Cabling Standards

O TIA/EIA-568
0 IEEE: Cath, Catbe, Cat6, Catébe
O UTP Connectors

0 Types of UTP Cable

O Rollover
O Crossover

A
0 Straight-through Pair 3 [7{1 Pair 4 Pair2 Pair1 Pair4
0 Testing UTP Cables /\
0 Cable Pinouts ANV 1NNV
e v AseT e 12545678

Ll T5688
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Fiber-Optic Cabling

Jacket

- Strengthening material

0 Properties of Fiber-Optic Cabling

Buffer

0 Transmits data over longer distances
0 Flexible, but thin strands of glass
0 Transmits with less attenuation
0 Immune to EMI and RFI
0 Fiber Media Cable Design

0 Types of Fiber Media

0 Single mode and multimode

Cladding

Core

0 Fiber-Optic Connectors UTP Cabling Fiber-optic Cabling
. . Bandwidth supported 10 Mb/s - 10 Gb/s 10 Mb/s - 100 Gb/s
D TeSt] ng F] be r Cab leS Distance Relatively short Relatively high
|:| Fiber versus Copper (1 - 100 meters) (1 - 100,000 meters)
Immunity to EMI and RFI Low High
(Completely immune)
Immunity to electrical hazards Low High
(Completely immune)
Media and connector costs Lowest Highest
Installation skills required Lowest Highest
Safety precautions Lowest Highest
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Wireless Media

0 Properties of Wireless Media = '
SR -
0 Data communications using radio or " ~
microwave frequencies ' F '

0 Types of Wireless Media

0  Wi-Fi, Bluetooth, WiMax
0 Wireless LAN

O Wireless Access Point

0 Wireless NIC adapters 9 BluetOOth@

.

WP maf
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Wireless Media

802.11a
802.11b
802.11g
802.11n

802.11ac

802.11ad
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54 Mbps 5 GHz No
11 Mbps 2.4 GHz No

54 Mbps 2.4 GHz 802.11b
600 Mbps 2.4 GHz or 5 GHz 802.11b/g
1.3 Gbps 2.4 GHz and 5.5

7 Gbps 2.4 GHz, 5 GHz
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Ethernet
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Ethernet MAC Addresses

0 MAC Addresses and Hexadecimal
0 MAC address is 48-bit long and expressed as 12 hexadecimal digits
0 MAC Addresses: Ethernet Identity

0 IEEE requires a vendor to follow two simple rules:
0 Must use that vendor's assigned OUI as the first three bytes
0 AWl MAC addresses with the same OUI must be assigned a unique value in the last three bytes
0 Frame Processing
0 The NIC compares the destination MAC address in the frame with the device’s physical MAC address stored
in RAM
0 If there is a match, the framed is passed up the OSI layers
0 If there is no match, the device discards the frame
MAC Address Representations

0 MAC addresses can be represented with colons, dashes or dots and are case-insensitive

0 00-60-2F-3A-07-BC, 00:60:2F:3A:07:BC, 0060.2F3A.07BC and 00-60-2f-3a-07-bc are all valid representations
of the same MAC address

[
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Ethernet MAC Addresses

0 Unicast MAC Address
0 Unique address used when a frame is sent from a single transmitting device to a single destination device
0 The source MAC address must always be a unicast

0 Broadcast MAC Address

0 Used to address all nodes in the segment
0 The destination MAC address is the address of FF-FF-FF-FF-FF-FF in hexadecimal (48 ones in binary)

O Multicast MAC Address

0 Used to address a group of nodes in the segment

0 The multicast MAC address is a special value that begins with 01-00-5E in hexadecimal

0 The remaining portion of the multicast MAC address is created by converting the lower 23 bits of the IP
multicast group address into 6 hexadecimal characters

00-07-E9-42-AC-28 00-07-E9-63-CE-53 192.168.1.5 | 192.168.1.200 User Data Traller
Dest MAC Source MAC * Source IP Dest IP Q
I P Packet

Ethemet Frame
31
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The MAC Address Table

0 Switch Fundamentals

0 An Ethernet Switch is a Layer 2 device.
0 It uses MAC addresses to make forwarding decisions.
0 The MAC address table is sometimes referred to as a content
addressable memory (CAM) table
0 Learning MAC Addresses
0 Switches dynamically build the CAM by monitoring source
MACs

0 Every frame that enters a switch is checked for new
addresses

0 The frame is forwarded based on the CAM.
0 Filtering Frames

0 Since the switch knows where to find a specific MAC address,
it can filter the frames to that port only

0 Filtering is not done if the destination MAC is not present in
the CAM
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Switch Forwarding Methods

0 Frame Forwarding Methods on Cisco Switches

0 Store-And-Forward
0 Cut-Through
0 Cut-Through Switching

0 Fast-forward switching

0 Lowest level of latency immediately forwards a packet after
reading the destination address

0 Typical cut-through method of switching
0 Fragment-free switching

0  Switch stores the first 64 bytes of the
frame before forwarding

0  Most network errors and collisions
occur during the first 64 bytes

0 Memory Buffering on Switches = »
0 Port-based memory Source Destination
0 Share memory

A cut-through switch fC(W.’.lK_iS the frame before it is entirely received. At a minimum,
}he derglAna hon address of the frame must be read before the frame can be
orwarcec
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Switch Port Settings

0 Duplex and Speed Settings

0 Full-duplex - Both ends of the connection can send
and receive simultaneously

0 Half-duplex - Only one end of the connection can
send at a time

0 A common cause of performance issues on @ e '5
4

Ethernet links is when one port on the link

operates at half-duplex and the other on Autonegotiation
full-duplex Duplex Ful » = Eull Duplex
0 Auto-MDX E—
Half Half
0 Detects the type of connection required and
configures the interface accordingly
0 Helps reducing configuration errors ot S
Speed 100 Mo/s |« s+ 100 Morss
10 Mbjs 10 Mb/s
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MAC and IP

0 The combination of MAC and IP facilitate the
End-to-End communication

[0 Layer 2 addresses are used to move the frame
within the local network

[0 Layer 3 addresses are used to move the packets
through remote networks

0 Destination on Same Network

0 Physical address (MAC address) is used for
Ethernet NIC to Ethernet NIC communications on
the same network

0 Destination on Remote Network

0 Logical address (IP address) is used to send the
packet from the original source to the final
destination
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Communicating on a Local Network

Original Source

Destination MAC

Destination IP Address

File
Server
Address

192.168.1.110 192.168.1.50
Destination MAC Source MAC Source IP Destination IP
00-08 DO-0A 192.168.1.110 192.168.1.50
L2 Ethemet Hoader L3 IP Packet

Final Destination
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ARP

0 Introduction to ARP
0  ARP allows the source to request the MAC address of the
destination

0 The request is based upon the layer 3 address of the destination
(known by the source)

0 ARP Functions

0 Resolving IPv4 addresses to MAC addresses

0 Maintaining a table of mappings

0  ARP uses ARP Request and ARP Reply to perform its functions.
0 Removing Entries from an ARP Table

0 Entries are removed from the device’s ARP table when its cache
timer expires

0 Cache timers are OS dependent Reusers show ip arp
0 ARP entries can be manually removed via commands 2qe
O ARP Tables f:f::::: mfmr:»:zxu i ih:":ﬁ;ﬁe ;ﬁ: 1::;::::;&!'
. Internet 172.26.233.213 - 0000,0007.2c00 ARPA  Etherret0/0
0 OnIOS: show ip arp Internst 172.16.186.11 -  0000.0=63.1300 AREA  Ethorcet0/0
|:| On WindOWS PCS. arp a Intern=t 17Z2.26.168.254 3 0C00,0=36.6%65 ARPA  Etherret(/0
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Command Line Utilities

:\Users\Parallels>arp /?

-1 il3 1 Displays and modifies the IP-to—-Physical address translation tables used hy
arp 15a Ut]hty fOF manag]ng ddress resolution protocol (ARP)>.
ARP table ARP —s inet_addr eth_addr [if_adde]l
. ARP —d inet_addr [if_addrl
Parameters: ARP —a [inet_addr] [-N if_addr]l [-v]
[ /? - heﬂp -a Displays current ARP entries by interrogating the current
protocol data. If inet_addr is specified, the IP and Physical
A addresses for only the specified computer are displayed. If
D a ShOW a“ records more than one network interface uses ARP, entries for each ARP
. tabhl ¢ displ d.
0 -s-add static record 4 ek e
-v Displays current ARP entries in verbose mode. All invalid
U -d - delete record entries and entries on the loop-hack interface will bhe shoun.

inet_addr Specifies an internet address.

-N if_addr Displays the ARP entries for the network interface specified
by if_addr.
Deletes the host specified by inet_addr. inet_addr may he
wildcarded with »* to delete all hosts.
Adds the host and associates the Internet address inet_addr
with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
is permanent.

eth_addr Specifies a physical address.

if _addr If present, this specifies the Internet address of the
interface whose address translation tabhle should be modified.
If not present,. the first applicable interface will be used.

[Example :
> arp —s 157.55.85.212 BB8-aa-BB8-62-c6-B? .... Adds a static entry.
> arp —a .--.- Displays the arp table.
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ARP Issues

0 ARP Broadcasts

0 ARP requests can flood the local
segment

0 ARP Spoofing

0 Attackers can respond to requests and
pretend to be providers of services.
Example: default gateway
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All Devices Powered On at the Same Time

192.168.1.120
MAC 00-08
g
ARP Reqguest: | need the | will send an ARP reply
MAC address of default and preterx to be the
gateway, 192 168.1.1 Lefault gateway!

|

192.168.1.110 192.168.1.50
MAC 00-0A MAC 00-0C

1= 4 :

GO/0 \

Netwark
182.168.1.1

MAC 00-0D

MAC addmsses are shortened for demonstraton purposes
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Internet Protocol
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Network Layer in Communications

The Exchange of Dat
0 The Network Layer e b

End to End Transport processes .

192.168.32.11 192.168.36.5

. . e ACQArESSING  se—
Addressing end devices " Host i

Encapsulation — —
. n 7 Application I Application

Routing

De-encapsulating I 6 Presentation ' Presentation

0 Network Layer Protocols

0 IPv4
0 IPv6

s s [ s [ o

]]]

Session

(3 e ]

Data Link

Network layer protocols forward transport Iayer PDUs between hosts.
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Characteristics of the IP Protocol

0 Encapsulating IP

0 Segments are encapsulated into IP packets
for transmission

0 The network layer adds a header so packets
can be routed to the destination

O IP - Connectionless Transport Layer PDU
0 Sender doesn’t know if the receiver is
listening or the message arrived on time.

0 Receiver doesn’t know data is coming
0 IP - Best Effort Delivery

0 No guarantees of delivery are made IP Header Data
0 IP - Media Independent

0 IP can travel over different types of media

| Segment Header Data

Network Layer PDU

IP Packet
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IPv4 Packet

4o el ores
Version = 0100

a
0 DS = Packet Priority Difrentted Sevices A
e s Kimmet DS
0 TTL = Limits life of Packet S Seadehr Total Length
Lengt
0 Protocol = Upper layer protocol such as TCP sce | ecn
0 Source IP Address = source of packet
0 Destination IP Address = destination of Identification Flag Fragment Offset
20
packet r Bytes
Time-to-Live Protocol Header Checksum
Source IP Address
_
Destination IP Address
# v
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IPv6 Packet

0 Limitations of IPv4

i
i
i

IP address depletion
Internet routing table expansion
Lack of end-to-end connectivity

0 Introducing IPv6

i
i
i

Increased address space
Improved packet handling
Eliminates the need for NAT

0 Encapsulating IPv6

i
i
i
i

Simplified header format

No checksum process requirement

More efficient Options Header mechanism
Flow Label field makes it more efficient

O IPv6 Packet Header

i
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Version = 0110

(T (=) T (T

Fields in the IPv6 Packet Header

Version Traffic Class Flow Label A
Payload Length Next Header Hop Limit
Source IP Address 40
Bytes
Destination IP Address
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Time for questions.

Thank You!

For more information, please contact:
Dmitry Lukashonok

Lead Software Testing Engineer

EPAM Systems, Inc.

Dmitry_lukashonok@epam.com
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