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MacwTtabupyemocTb (aHrs. scalability) — cnocobHoCTb
CUCTEMBI CNPaBATLCSA C yBENUYEHNEM paboden HarpysKku,
npu gobasreHnn pecypcoB, Kak npaBuno annapaTHbIX.

KonmyecTtBeHHO MOXHO OLIEHUTb Kak OTHOLLEHWNE MOMYy4YEeHHOro
pocTa NPOM3BOAUTENBHOCTU K YBENUYEHNIO KOMN-Ba
NCnonb3yeMbiX pecypcoB. Ecnn oTHoweHne 6rnmnako K
eauHuLEe To MacliTabrupoBaHne Ha3bIBAOT SIUHEUHbIM.




HighLoad. Jlekuusa Ne3

BanaHcupoBka Harpy3ku (Load balancing)

PacnpeneneHue Harpyskm Ha MHOXXECTBO CepBepOB
becrnosie3Ho 6e3 BO3MOXXHOCTU pacnpenenaTb Harpysky B
HY>KHbIX nponopunsx (banaHcmpoBarh).

Ecnn n3-3a gucbanaHca BCS Harpyska nornagaeTt Ha OAuH
cepBep TO HUKaAKoOM MacLITabupyemMocCTn ObITb HE MOXKET.




HighLoad. Jlekuusa Ne3

BepTrkanbHOe MaclwTabrpoBaHue

= /locTaBUTb NPOLECCOPOB, NAMSATU, ANCKOB

KynnTtb 60n1ee MOLLHbIN cepBep
KynnTb eLe 6o/1ee MOLLHbLIV cepBep (0O4eHb A0POro)

COOTHOLLEeHMe poCcTa NPOMN3BOANTENBHOCTU Ha
BJIOXKEHHbIe AeHbl CTPeMUTEIbHO NMajaeT C BbIXOAOM
3a npejesibl MaCCOBbIX KOHQUrypaLunm

HacTynuT MOMEHT Korja ece pagHoO He Xxeamum




HighLoad. Jlekuusa Ne3

[Opu30HTaNbHOE MaclITabrpoBaHue

* PasHecTu Harpy3Ky Ha HECKOMNbKO CEPBEPOB

* BO3MOXHO TaMm rae HeT/maro obLmnx pecypcos
* YacTto TpebyeT U3aMEHEHUN B CUCTEME

= Bo3pacTtaeT cnoXHOCTb NoaaepP KU

= Ha bonblwmnx macwTtabdbax gaet cHmxkeHne TCO*

*TCO — Total Cost of Ownership
(COBOKYMHasg CTOMMOCTb BriageHus)




HighLoad. Jlekuusa Ne3

banaHcmpoBKa Harpysku

Server 1 SEVEr2 = = = = = = = = Server N




HighLoad. Jlekuusa Ne3

Anropntmbl 6anaHCUPOBKMU

AJroputm m Cocrosinue | OOparHasi CBS3b

Random
Round-Robin + 4
Hash (+)

Least connections
Least response time
Least load

Sticky sessions




HighLoad. Jlekuusa Ne3

Round-Robin

BekeHabl nonyyatoT 3anpockl Mo o4epean B OAHOM U TOM Xe
nopsgke (LMKNM4Yeckoe pacrnmcaHume).

Beca:

A-10
B-10
C-10

“ABC” — pacnucaHune 3anpocos




HighLoad. Jlekuusa Ne3

Weighted Round-Robin

BekeHabl nony4yatoT 3anpochkl NPONOpPLMOHanbHO Becam
COrnacHo pacnumcaHuio.

Beca:

A —50%
B —-20%
C-10%

“AAAAABBC” — pacnucaHme ¢ nukamm
“ABAABAAC” — pacnmncaHne paBHOMEPHOE




HighLoad. Jlekuusa Ne3

Weighted Round-Robin

[locTonHCTBA:

= PaBHOMepHbIN RPS Ha 6ekeHgax

[logxoauT:
= 3anpocbl 0OANMHAKOBON CTOMMOCTU

= 3anpocbl HEOOMbLLION CTOMMOCTHU




HighLoad. Jlekuusa Ne3

Hash

dopmyna:
N (Homep cepBepa) = Hash(IP) % M (konnyectBo 6ekeHOo0B)

B0O3MOXHble BapuaHThbI:

HASH (src ip)
HASH (src ip + src port)
HASH (src ip + src port + dst ip + dst port) *

* MoxHo npegco3agaTb MHOro 6aketoB n 6banaHcupoBaTb RR
11




MrTY
. H.3. Baymana

HighLoad. Jlekumnsa Ne3 L TEHOT >

N <
3 o
\\““‘

Hash

[locTonHCTBA:
= OTCyTCTBME COCTOSAHUS Ha BanaHCcMpoBLLUKE

= 3anpocbkl 0AHOro nonb3oBaTens nonagarT Ha oguH bekeHa

HepocTaTtKku:
= NlucbanaHc

» [lepepacnpeneneHne nonb3oBaTenen Nnpu cMeHe




HighLoad. Jlekuusa Ne3

Consistent Hash

I'Ip|/| N3IMEHEHNN COCTaBa 6eKeH,EI,OB MUrpmnpyet MMHNMMaJibHO-
BO3MOXXHOE KOJMMYECTBO MNOSb30BaTENEN.

[Mpumep:
http://nainx.ora/en/docs/http/ngx http upstream module.html#hash




HighLoad. Jlekuusa Ne3

YpoBHU OanaHCUPOBKH

= DNS

= Routing

= L4 (IP)

» L7 (HTTP)




HighLoad. Jlekuusa Ne3

Knaccudukauma metoaos

= GSLB - Global Scale Load Balancing
= | SLB - Local Scale Load Balancing




HighLoad. Jlekuusa Ne3

Round-Robin DNS

* DNS cepBep oTBe4aeT HECKONMbKMMN apecamMmu

* [1lpun cneayowem OoTBETE COABUrAET CMUCOK Ha 1 No3uLuio
* KnueHTbl 00bIYHO DepyT NepBbIV agpec N3 cnucka

* Windows Vista korga nosiBunacb bpana «bnmkanwmm»

= KopoTkun TTL 4yTOObI OTKMOYATHL yraBLUKE cepBepa




HighLoad. Jlekuusa Ne3

Round-Robin DNS

[ocTOUHCTBA:

* [1pocToTa N gelweBn3Ha

* MuHunmanbHasa Harpy3ka Ha DNS cepsep
= OTCcyTCTBME OOHOWM TOYKM BXOAOa

» Hebonblioe gobaBneHme oTkasoyCcTonyYnBOCTHU




HighLoad. Jlekuusa Ne3

Round-Robin DNS

HepoctaTku:

* OrpaHn4yeHHoe K0N1-BO cepBepoB B UDP-oTBeTe

* /iIrHopmpoBaHMe TTL Ha KeLlnpyrLLnX cepBepax

= /lonroe oTk/IlOUEeHMe yrnaBLUero cepsepa

* CUSIbHBIV ANCOanaHC Mexay cepeepamMmu

= Windows Vista 6epeT «bamxanwnm» agpec a He NepBbIV

= HeBo3MOXeH B3BeLleHHbI Round-Robin

18]




HighLoad. Jlekuusa Ne3

mail.ru

$ host mail.ru $ host mail.ru

mail.ru has address 94.100.191.209 mail.ru has address 94.100.191.250
mail.ru has address 94.100.191.210 mail.ru has address 94.100.191.201
mail.ru has address 94.100.191.241 mail.ru has address 94.100.191.202
mail.ru has address 94.100.191.242 mail.ru has address 94.100.191.203
mail.ru has address 94.100.191.243 mail.ru has address 94.100.191.204
mail.ru has address 94.100.191.244 mail.ru has address 94.100.191.205
mail.ru has address 94.100.191.245 mail.ru has address 94.100.191.206
mail.ru has address 94.100.191.246 mail.ru has address 94.100.191.207
mail.ru has address 94.100.191.247 mail.ru has address 94.100.191.208
mail.ru has address 94.100.191.248 mail.ru has address 94.100.191.209
mail.ru has address 94.100.191.249 mail.ru has address 94.100.191.210
mail.ru has address 94.100.191.250 mail.ru has address 94.100.191.241
mail.ru has address 94.100.191.201 mail.ru has address 94.100.191.242
mail.ru has address 94.100.191.202 mail.ru has address 94.100.191.243
mail.ru has address 94.100.191.203 mail.ru has address 94.100.191.244
mail.ru has address 94.100.191.204 mail.ru has address 94.100.191.245
mail.ru has address 94.100.191.205 mail.ru has address 94.100.191.246
mail.ru has address 94.100.191.206 mail.ru has address 94.100.191.247
mail.ru has address 94.100.191.207 mail.ru has address 94.100.191.248
mail.ru has address 94.100.191.208 mail.ru has address 94.100.191.249




HighLoad. Jlekuusa Ne3

vk.com

$ host vk.com S host vk.com

vk.com has address 87.240.131.100 vk.com has address 87.240.131.101
vk.com has address 87.240.131.101 vk.com has address 87.240.131.102
vk.com has address 87.240.131.102 vk.com has address 87.240.131.103
vk.com has address 87.240.131.103 vk.com has address 87.240.131.104
vk.com has address 87.240.131.104 vk.com has address 87.240.131.117
vk.com has address 87.240.131.117 vk.com has address 87.240.131.118
vk.com has address 87.240.131.118 vk.com has address 87.240.131.119
vk.com has address 87.240.131.119 vk.com has address 87.240.131.120
vk.com has address 87.240.131.120 vk.com has address 87.240.143.241
vk.com has address 87.240.143.241 vk.com has address 87.240.143.242
vk.com has address 87.240.143.242 vk.com has address 87.240.143.243
vk.com has address 87.240.143.243 vk.com has address 87.240.143.244
vk.com has address 87.240.143.244 vk.com has address 87.240.143.245
vk.com has address 87.240.143.245 vk.com has address 87.240.143.246
vk.com has address 87.240.143.24¢6 vk.com has address 87.240.143.247
vk.com has address 87.240.143.247 vk.com has address 87.240.143.248
vk.com has address 87.240.143.248 vk.com has address 93.186.224.244
vk.com has address 93.186.224.244 vk.com has address 93.186.224.245
vk.com has address 93.186.224.245 vk.com has address 93.186.224.246
vk.com has address 93.186.224.24¢6 vk.com has address 87.240.131.97

vk.com has address 87.240.131.97 vk.com has address 87.240.131.98

vk.com has address 87.240.131.98 vk.com has address 87.240.131.99

vk.com has address 87.240.131.99 vk.com has address 87.240.131.100
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HighLoad. Jlekuusa Ne3

www.yandex.ru

S host www.yandex.ru $ host www.yandex.ru

www.yandex.ru has address 87.250.250.203 www.yandex.ru has address 87.250.251.3
www.yandex.ru has address 87.250.251.3 www.yandex.ru has address 93.158.134.3
www.yandex.ru has address 93.158.134.3 www.yandex.ru has address 93.158.134.203
www.yandex.ru has address 93.158.134.203 www.yandex.ru has address 213.180.193.3
www.yandex.ru has address 213.180.193.3 www.yandex.ru has address 213.180.204.3
www.yandex.ru has address 213.180.204.3 www.yandex.ru has address 77.88.21.3
www.yandex.ru has address 77.88.21.3 www.yandex.ru has address 87.250.250.3
www.yandex.ru has address 87.250.250.3 www.yandex.ru has address 87.250.250.203
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HighLoad. Jlekuusa Ne3

google.com

$ host google.com S host google.com

google.com has address 173.194.32.227 google.com has address 173.194.32.228
google.com has address 173.194.32.228 google.com has address 173.194.32.229
google.com has address 173.194.32.229 google.com has address 173.194.32.230
google.com has address 173.194.32.230 google.com has address 173.194.32.231
google.com has address 173.194.32.231 google.com has address 173.194.32.232
google.com has address 173.194.32.232 google.com has address 173.194.32.233
google.com has address 173.194.32.233 google.com has address 173.194.32.238
google.com has address 173.194.32.238 google.com has address 173.194.32.224
google.com has address 173.194.32.224 google.com has address 173.194.32.225
google.com has address 173.194.32.225 google.com has address 173.194.32.226
google.com has address 173.194.32.226 google.com has address 173.194.32.227
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HighLoad. Jlekuusa Ne3

Xixi DNS

* Bblgaet oanH cnyyYanHbIin agpec B OTBETE

= B3peweHHbI Round-Robin




HighLoad. Jlekuusa Ne3

Geo-based DNS

= CepBep BblOAET aapec onuxanwiero K norib3oatento L

= CepBep BUAUT aapec Resolver a He KOHEYHOro KnueHTa

Bo3MOXHbIe NyTU peLlueHnst npobnemsi:
= DNS cepBep 8.8.8.8 ot Google

» Google npeanaraet gobasnte B DNS-3anpoc IP knneHTa




HighLoad. Jlekuusa Ne3

Latency-based DNS

= CepBep BblOAET aapec onmxanwero K nonb3oartento AL ¢
C MMHMUManbHbiM RTT

= CepBep BNAUT agpec Resolver a He KOHEYHOrO KNUeEHTa
* [lpnumep: AWS Route 53




HighLoad. Jlekuusa Ne3

BGP Anycast
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HighLoad. Jlekuusa Ne3

BGP Anycast

HepocTtaTKu:
= CNOXHOCTb KOHUrypauumn n nogaep’xku
* [lonomka coegnHeHUn Npu nepeckoke Tpadpuka mexay L

= Heobxoauma csosa AS u ceTb /24*




HighLoad. Jlekuusa Ne3

Hardware Load Balancers

= Cisco CSS (L4)
= Cisco ACE (L7)
= F5BIG-IP

= Citrix NetScaler
= Radware ADC




HighLoad. Jlekuusa Ne3

Software Load Balancers

= LVS (Linux Virtual Server)
= Nginx

= HAProxy

= ATS




HighLoad. Jlekuusa Ne3

Layer 3/4 Load Balancing

= Virtual Server via NAT

= Virtual Server via IP Tunneling

= Virtual Server via Direct Routing




HighLoad. Jlekuusa Ne3

Layer 4: Virtual Server via NAT

VIP 10.10.10.10
Load Balancer

20.20.20.200
Server A Server B Server C
20.20.20.1 20.20.20.2 20.20.20.3




HighLoad. Jlekuusa Ne3

Layer 4: Virtual Server via NAT

[Tntockl:

= CepBepa MOryT ObITb B pa3sHbIX (PU3NYECKUX CETAX

MUHYyCHbiI:
» bornblwasa Harpys3ka Ha npoueccop

» Becb 0bpaTHbIN TpaduKk naet yepes banaHcep




HighLoad. Jlekuusa Ne3

Layer 4: Virtual Server via IP Tunneling

3
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VIP 20.20.20.10
Load Balancer

A @ IP Encapsulation

Server A
20.20.20.1
Lo00:20.20.20.10

Server B
20.20.20.2
Lo00:20.20.20.10

Server C
20.20.20.3
Lo0:20.20.20.10




HighLoad. Jlekuusa Ne3

Layer 4: Virtual Server via IP Tunneling

[1nroChl:

» CepBepa MOryT 6bITb B Pa3HbIX PU3NYECKMX CeTHAX

= Bbicokad MNpon3BoANTE/IbHOCTb

MWHYCbI:

= /lononHWUTeNbHast Harpyska Ha npoLeccop

» CNOXHasA HACTPOWKA MHKaNCynsauum




HighLoad. Jlekuusa Ne3

Layer 3: Virtual Server via Direct Routing

— P
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VIP 20.20.20.10
Load Balancer
A @ Dst MAC Address Change
Server A Server B Server C
20.20.20.1 20.20.20.2 20.20.20.3

Lo0:20.20.20.10 Lo0:20.20.20.10 Lo0:20.20.20.10




HighLoad. Jlekuusa Ne3

Layer 3: Virtual Server via Direct Routing

[1nroChl:

= Bbicokas npon3BoANTE/IbHOCTb

MWHycChbI:

» CepBepa A0/IKHbI O6bITb B O4HON GU3NYECKOMN CeTU




HighLoad. Jlekuusa Ne3

keepalived

* [lporpaMMHbIN MOHUTOP OOCTYMHOCTU HOA
* CurHanusupyet banaHcepy npu nageHnn/nogbLemMbl HOObI

* YmeeT VRRP/CARP pesepBupoBaHne Hoa mexay cobou




HighLoad. Jlekuusa Ne3

[MpoBepKa paboTocnocodOHOCTU cepBepoOB

= OTBeyaeT Ha PING
* [IpUHUMaeT coeanHeHne Ha NopT
= OTtBedyaeT Ha npocton HEAD mnnn GET 3anpoc

= OTBeYaeT Ha cneumnanbHbIV 3anpoc (cgi-bin/ping)




HighLoad. Jlekuusa Ne3

BGP/RIP 6anaHcupoBka BHyTpu OL

= To e camoe 4To anga ansa 6anaHcuHra mexay AU
= TpebyeT HAaCTPOMKK Ha ceTeBoM 0bopyaoBaHUK

= TpebyeT cneumanbHoOro pasmeLleHns obopyaoBaHus




HighLoad. Jlekuusa Ne3

Layer 7 Load Balancing

HTTP Reverse Proxy:
= TCP multiplexing

» Persistence / Sticky sessions / Client affinity
= KewunpoBaHue

= SSL Termination

= Gzip

" [6KMe HaCTPOMKN AN yueTa bU3HeC-N0rKun




HighLoad. Jlekuusa Ne3

Layer 7 Load Balancing

Nnnrocobl:

* Bbicokasi rMbKOCTb KOHpUrypaumm
* HapexHoe pe3epBupoBaHmnE
= PaBHOMepHOE pacnpeneneHmne Harpysku

= PelleHune I'IpO6J'IeMbI MeOJ1eHHbIX KITMEHTOB

MuHychbl:

= OTHOCUTENBHO HM3Kad Nnpon3BOoANTEIIbHOCTb

= Heobxoanma moandukauma MO gns npuema X-Real-IP




HighLoad. Jlekuusa Ne3

Bbibop TarimayTa Ha 3anpoc K upstream
(Onmumu3auyuoHHas 3adaqa)

[Tpobnemsi:

» HebonbLuon timeout: obpexem gonrme Xxmneble 3anpochl

* bonblion timeout: 3aTopmMo3nMmM 0bbIYHbIE 3aMNpPOChI
Npewn:
" [/icnonb3oBaHMe KBaHTUIEN ONS BblOOpa 3Ha4YeHUSA

* PasHble HACTPOWKM ANs pasHbiX TUMNOB 3aMNpPoOCoB




HighLoad. Jlekuusa Ne3

[MonnTtmka failover

Anroputm BblIboOpa gpyroro (criegytoulero) bekeHga B cnyvae
OTKa3a TeKYLLEero B npouecce obpaboTku 3anpoca

Ha npumepe nginx:
proxy_next upstream <cnucok cutyauyunmn>
proxy next upstream_timeout

proxy next upstream_tries




HighLoad. Jlekuusa Ne3

banaHcMpoBKa BHYTPW MpoeKTa

BapunaHTbl:
1. DNS
2. L4
3. L7 Ha oTaenbHbIX cepBepax
4. L7 nokanbHbli Ha kKnueHTe (aka sidecar proxy)




HighLoad. Jlekuusa Ne3

SSL Termination

= Session cache — paboTtaeT B npegenax ogHoro |P
= Session tickets — nogaepxmBatoT He Bce bpay3epbl
= Perfect Forward Secrecy (PFS)

= Application Transport Security (ATS) B iOS 9

» Let’'s Encrypt — 6ecnnatHble SSL-cepTudmkarsl




HighLoad. Jlekuusa Ne3

Redirect Based Load Balancing

* [ToyuTn Takxe gelueB kak DNS
» YBenn4ymMBaeT 3a4ePXKY Ha Kaxabl 3anpoc
* /IMeeT eANHYIO TOUKY OTKa3a

= XopoLl 414 BblAaum 6AMKaMLLEero K N0ib30BaTeSto
cepBepa




HighLoad. Jlekuusa Ne3

Application Based Load Balancing

* Bblgaem B nNpuioXeHW NpamMble CCbIIKW Ha cepBepa
» ObecneyrBaem 6anaHCMPOBKY N OTKA30yCTOMYMBOCTb

* [Tpwn xopoLlen peanmsauny 04HO N3 CaMblIX
3P PEeKTNBHbIX peLueHnI

MWHycChbI:

* Heys06HO MPOrpaMmMmMpoBaThb

= PacKkpbiBaeM BHYTPEHHEe YCTPOWCTBO NPOEKTa
47




HighLoad. Jlekuusa Ne3

Client Based Load Balancing

= Bbibop cepBepa B kofe CTpaHuLbl B bpay3epe

» Jlerko obecneynTb OTKa30yCTOMYMBOCTb 3arnpoCmB OApYyrou
cepBep

MUHYyCHbiI:

* [1noxo coBmecTtnm ¢ AJAX ns-3a crossdomain policy




HighLoad. Jlekuusa Ne3

PyHKLMOHANIbHOE pa3jesieHne

" YHOCUM dpOpyM Ha OTAeNbHbIM OOMEH
" YHOCWUM CTaTUKy Ha OTAeNbHbIN JOMEH

= |/l Tak panee...

MuHycCHbiI:

= Cro)XHO aAMMHUCTPUpPOBATb

* Jlerko nonactb Ha HeOEeNMMMbIN KyCOK cauTa
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NomaluHee 3agaHue Ne2

= CobpaTtb Load Balancer B obna4yHom cepBuce Ha BbIOOp
(AWS, DigitalOcean, Windows Azure, Google Cloud etc)

= Pacnpenenutb Harpysky Ha HECKOMbKO CepBepoB
(L4: NAT, tunneling, L7: nginx, Haproxy)*

= [lpogeMoHCTpMpoBaTh pacnpeneneHne Harpysku
(cUcTeMHBbIE 1 NONb30BaTENbCKNE METPUKN)

= [TpogeMoHCTpUpoBaTh cpabaTbiBaHME MEXaHU3MOB
OTKa30yCTOMYMBOCTU K NageHUNo OOHOro cepeepa
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