[logKknto4YeHue K riokanbHOU BblMUCITUTENBbHOU
CETW.
HacTpouka nokanbHOW BbIMNCNNTENBHOWU CETU U
nogkntoyeHue Kk cetn IHtepHer

Hactpounka nokarnbHoOu
BbIYNCIIUTENTbHOU CeTU U
noakno4vyeHue K cetn MHTepHeT




1. [NpoBepka paboTocrnocobHOCTH
CeTeBOUu KapThl

C nomMoLLlbio gucneTyepa YyCTPOUCTB
HeEobXoaMMO NPOBEPUTL NPaBUSIbHO NN
yCTaHoBI1eHa ceTeBas nnara. OKono nyHKTa
HEe OOIMKHO ObITb HU KaKUX XenTbIX

BOMPOCUTESbHbIX N BOCKIULATESNbHbIX
3HaKoB. Ecnu oHKM Bce-Takn ecTb, TO
HeobxoaMuMOo NepeycTaHoOBUTL ApanBep
CEeTeBOU KapThbl, MMBO yCTpaHUTL

.
annapaTHbIn KOHCbJ'II/IKT .




1. NpoBepka pa6OTOCI'IOCO6HOCTI/I
CEeTEBOW KapThbl

CeTeBasd nnaTta (Takke n3BecTHas Kak
ceTeBad KapTta, ceteBon agantep, Ethernet-
aganTtep)— nepudepumnHoe yCTpPouCTBO,
NO3BOSIAIOLLIEE KOMIMBLIOTEPY
4 B3avmopencTeoBaTb C ApYrmy -
ycTpoucteamu cetu. [lo donsmnyeckoun
peanusalnn CETEBBLIE nAamkl AENATCA Ha:
BHYTPEHHME, BHELLHWE BCTp%)g;iHble B
"MaTEPUHCKYIO mraTy.



1. [NpoBepka paboTocrnocobHOCTH

CeTeBOUu KapThl
[ncnetyep ycTpomncTs oTobpakaeT
YCTAHOBJIEHHOE Ha KOMMbIOTEPE
obopynoBaHue B rpadonyeckom
npegctasneHnn. C nomMmoLlbio AucneTyepa

YCTPOMNCTB MOXXHO YCTaHaBMMBaThb U
OOHOBNATL ApanBepa annapaTHbIX

‘ YCTPONCTB, UBMEHATb NapamMeTpbl 3TUX
YCTPOMCTB N YCTPaHATb HENOSaAKN B UX
paborTe. r— —-

=




1. [NpoBepka paboTocrnocobHOCTH
CeTeBOUu KapThl

[1ns Toro 4ToObLI OTKPbLITL AUCNETYEP
yctponctB Windows XP Heobxogmmo:
* HaXkaTb KHOMKY [1yck 1 BbIOpaTh
komaHay [NaHenb ynpasneHus.
* ABaXObl WENKHYTb 3Ha4ok Cucrema.
* Ha BKkragke ObopynoBaHMe HaXkaTb
| KHOMKY [lucnetyep yCTPOUCTB.




1. [NpoBepka paboToCrnocodbHOCTH

CEeTeBOW KapThl
Oucnetyep yctponcts OC Windows XP

b= AucneTuep yCTpoHCTE

KoHcone  Adevicteme Bua  Cnpaeka
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% D¥D v CD-ROM ancKoBOAD
=) IDE ATAJATAPI KoHTpONNEpL!
% BuaeoaaanTepel
1 Avckosoae! rHBKMX AMCKOB
“e JWCKOBbIE YCTPOMCTES
@, 3eyKOBbIE, BMAEO W MTPOBBIE YCTPOHCTES
Z» KnaenaTtypbl
'y Komnetotep
=4 KoHTponnepel rubkux AMCKOB
% KoHTponnepeb! YHUBEPCaNEHON NOCNEAOBATENEHOM WHHBI USE
% MoHuTopb!
) MBIWK 1 MHEBIE YKE3EIBSHIWKE YCTPORCTES
5 NopTel (COM K LPT)
9 Mpoueccopsl
82
H8 V1A Compatable Fast Ethernet agantep
'y CHCTEMHbIE YCTPOMCTES
“e TOMa 3aNOMMHAHOLWLMX YCTPOHCTE
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2. YCTaHOBKa CeTeBbIX MPOTOKOMNOB
n cnyxo.

[locne yCcTaHOBKK B KOMMbKOTEP CETEBOIO
apgantepa cuctema Windows co3gaet ans Hero
nogknodeHune B nanke «CeteBble NOOKIHOYEHUAY .
[1na ceteBoro agantepa Ethernet cosgaetcs
noAgKnt4yYeHmne no nokanbHon cetu. Anga
becrnpoBOogHOro CETEBOro agantepa co3aaeTcs
becrnpoBogHOE CETEBOE NOAKITIOYEHUE.

B nanke «CeTteBble NOAKMNIOYEHUA» COAEPXKATCS
BCe ceTeBble nogknyeHunsa. CeteBoe nogknoyeHne
npeacTaBnseT cobou Ha609£ﬂ-leIX HeobxoanMbIX
Ong nodknoYeHns komnblotepa K UHTepHeTy, ceTu
UNn Opyromy KOMMbKOTEPY.




2. YCTaHOBKa CeTeBbIX MPOTOKOMNOB

n cnyxo.

[1ns Toro 4ToObl OTKPLITH KOMMNOHEHT «CeTeBbIE
NOAKIMHYEHUSA», HEODXOOMMO Ha)XaTb Ha
KHOMKY [1yck, BblIbpaTtb NyHKT [NaHenb ynpasneHus,
a 3aTtemM aBaXabl WenKHYTb 3Ha4oK CeTeBble
nogknioveHns. Hactponka ycTpoucTea, KoTopoe

NCNONb3YeTCs NOAKNIOYEHNEM, U BCEX CBA3AHHbIX
C HUM KIMEHTOB, CITy>X0 1 NPOTOKOMNOB
BbIMOJTHAETCS C NOMOLLBLIO KoMaHabl CBOUCTBA.
Windows, no ymon4yaHuio, yctaHaBn1MBaeT
Heobxoaumble A paboThl B CETU NPOTOKOIbI U
cnyx6bl. B cBOMCTBaX CETEBOr0 MOAKITOYEHMS
MO>XHO HACTPOWUTb, YCTAHOBUTb WUNW yOanUTb 3TH
KOMIMOHEHTHI.




2. YCTaHOBKa CeTEBLIX MPOTOKOJ10B
N Cnyxo.

.L I'Io,mmmue HHE M0 JI0KA/IbHOHW CeTH - CBOHCTBA ..

O6wwe | Nposepka nogauHHocTy | JonoaHuTensHO

MoakniyeHue Yepes:

H8 V1A Compatable Fast Ethemet agan [ HacTpouTe. .. ]

KOMI‘IOHeHTbI HMCnone3yemeoble 3ITUM NOAKAKYEHHUEM.

l:l KnueHt ana cerei Microsoft
L B Cnyx6a gocTyna K $aiinam U npuHTepam ceteld Micro...
v B 1 naruposwmk naketos GoS
V! %= Nporokon MHrepHera (TCP/IP)

[ YeTaHoBUTE. .. ] [ CeolicTBa ]

Onucanue

Mpotokon TCP/IP - cTaHaapTHLEIA NpoToKoN raoGantHblx
ceTel, 06eCNeYUBaIOWWIA CBASE MEXAY PASNUYHBIMM
B33aUMOAENCTBYIOWMWMK CETAMM,

[Mpy NOAK MOYEHWM BLIBECTU 3HAYOK B 06AACTH YBEAOMNEHMIA

YeeaomMAATE NPU OrpaHUYEHHOM UAKM OTCYTCTBYIOW EM
NOAK MHOYEHAK

oK I [ OTmeHa

[MpoTokon - HAbop NpaBwun 1 cornalleHnn
Ona nepegayvm gaHHbIX No ceTu. Takne
npasua onpeaensitoT cCoaepxmumoe,
doopmar, napameTpbl BPEMEHMH,
nocrneaoBaTenbHOCTb N MPOBEPKY OLLNMOOK B
COOBLLEHNAX, KOTOPbIMXU OBMEHNBAOTCS
ceTeBble YCTPOUCTBA.

[MpoTokon TCP/IP - Habop wmnpoko
ncnosnb3yembix B IHTEPHETE CETEBbLIX
NPOTOKOMOB, NOAAEPXUBAIOLLMIA CBA3L -~ I
Mexay oobeanHEHHBbIMN CETAMMU,
COCTOSLLMMM 13 KOMMbIOTEPOB PA3NNYHON
apXUTEKTYPbl N C pa3HbIMU
OMEpaLMOHHbIMM CUCTEMaMM. [TpoToKOn

loMaeT B cebsa ctangapThl Angd
| blOTEpaMm 1
cornalueHns 0 CoeauHEHUN CETEN U
npaBuax MapLipyTusauus CoooLLeHNN.




3. HacTtpouka |IP-agpeca

[MpoTtokon TCP/IP

[1pn nogknoYeHnn xocta (XoCT — 3TO Noboe YyCTPOUCTBO,
NOOKMNIOYEHHOE K CETU, 3TO MOXET ObITb HE TOMNLKO KOMMNbLIOTEP,
HO N CETEBOW NPUHTEP, MapLLyTUpu3aTop U T.4.) K cetun Intranet
(T.e. ceTn basupyroencsa Ha npotokone TCP/IP) nony4vaer
YHUKarnbHbIN IP-agpec. OTOT agpec MOXET ObITb NPUCBOEH 2-MS

cnocobamu;

e aBTOMaTn4ecku, ncrnosb3ys npotokost DHCP (Dynamic Host

Configuration Protocol), asnsatowmnmnca coctaBHOM 4acTbio
" npotokona TCP/IP; 1.e. IP-agpec Ha3biBalOT AMHAMUYECKNM,

€eCnn OH HasHavyaeTca aBTOMaTU4ECKM NPU NOOKMNHYEHNN
yCTPOVCTBA K CETI 1 UCMOJIb3YETCH B TeYeHe OrpaHNYeHHOro
NpoMeXyTKa BPpEMEHW, Kak npaBuso, Ao 3aBe eHns ceaHca
NOOKNI0YEHUS;

* B PYYHYIO.




3. HacTtpouka |IP-agpeca

|IP-agpec (cokpalueHue ot anrn. Internet Protocol Address) —
YHUKarbHbIN naeHTndunkaTop (agpec) ycrtponuctea (00bIMHO
KOMMMbOTEPA), MOAKITKOYEHHOIO K JTOKanbHOW CETU UM UHTEPHETY.

|IP-agpec npeacrtaendeTr coboun 32-6mutoBoe (no sepcumn IPv4) nnu
128-6utoBoe (no Bepcun IPv6) gBondHoe ymncno. YoobHou dpopmon
3anucu IP-agpeca (IPv4) siBnsietca 3anmcb B BUAOE YETbIPEX
aecatuyHbix yncen (ot 0 go 2595), pasgenéHHbiX To4Kamu,
Hanpumep, 192.168.0.1 nnun 10.32.123.46. Korga peyb nget o
ceTeBOM agpece, 0bbl4HO UmeeTcs B Buay IP-agpec.

192.168.0.1 — TpagmumnmoHHasa aecsatTudHas doopma
npeacrasneHns agpeca, a 11000000 10101000 00000000
00000001 — aBom4Haa obopMa npeacTaBfieHUsa 3TOro Xe agpeca.

Mobown IP-agpec cocTOUT U3 ABYX-HaeTen: agpeca CeTu
(naeHTnpukatopa cet, Network ID) n agpecaxocta
(noeHTndukatopa xocta, Host ID) B aTomn cetn.




3. HacTtpouka |IP-agpeca

[ns Toro 4tobbl OTAENUTL UAEHTUMPUKATOP CETU OT
naoeHTudurkarTopa xocta, NPUMEHSIETCA creumnanbHoe 32-OUuTHoe
4yncno, HasblBaeMoe mackom nogcetu (subnet mask). OHa
onpenenseT Kakas Yactb |IP-agpeca npegcraBnseT agpec
nogceTtn. YMcTo BHELLHE MacKa NoAceTM npeacTaBnsgeT cobon
TOYHO TaKom e Habop N3 YeTbIPEX OKTETOB, Pa3deneHHbIX
Mexay cobom Toukamu, Kak u rodon IP-agpec.

Hanpumep, y3en c IP-agpecom 12.34.56.78 n mackon nogcetu
255.255.0.0 HaxoguTtca B cetn 12.34.0.0.

[Mpn nenonssosaHnm DHCP - npoTokonia aBToMaTtU4ecKkoro
npucesoeHus |P- ~8[IPECOB, KOMILIOTEPaM B CETU MOTyT ObITb
Np1CcBOeHbl agpeca ¢ pasfNyHLIMAMEAEHTUdUKaTOpamMn CETH.
Opyrnmmn cnoBamu, KOMMNbOTEPLI Kak Obl npma/unemaT pasHbIM
ceTsaM U He byayT oTobpakaTbCsl B OkHe CeTeBOE OKPYKEHME.




3. HacTtpouka |IP-agpeca

[na Toro 4Tobbl NpnceBonTb |IP-agpeca B py4yHyto
HeobXoaMMO BbIMOMHUTL CrieayloLlee.

BoinonHute komaHay NaHens ynpaBneHus - CeteBble
NoAOKMNYEHUs, Bbl3BaTb KOHTEKCTHOE MEHLIO (MpaBast KHOrMKa
MbILUW) NO NOAKMOYEHNE NO STOKanNbHOW CETU U
BbIOpaTb CBOMCTBA.

A3 enucka Heobxoammo BbibpaTb NpoTokon IHTepHeTa
(TCP/IP)/(TCP/IPv4 ) - 1 WenkHyTb No KHOMKe CBOUCTBA.

~— —
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3. HacTtpounka |IP-agpeca

- [Nogxknwye HWe No J10KaAbHOW CETH - CBOMCTBA @@

O6wwue MNpoeepka nogAMHHOCTH | JlonoaHUTENBHO |

MoaknoyeHue Yepes:

| E® VA Compatable Fast Ethernet agar HacTpouTs. .

KoMNoHEHTBI, UCNOAB3YEMBIE 3THM NOAK NOYEHWEM:

- W B K aven ana cereit Microsoft
B Cnyx6a aocTyna K $alinam W npuHTepam ceteld Micro...
B MnanupoBwwMk naketos JoS
V! %= MNporokon WHrepreta [TCP/IP)

[ YeTaHoBUTE. .. ] Janure CeolicTea

Onucanue

Mpotokon TCP/IP - cTaHaapTHeIM NpoToKon rnofaneHex
ceTel, 06eCNeYUBaIoW I CBASE MEKAY PasNWYHEIMM
BE3aUMOAENCTBYIOWMMU CETAMM.

|
[Py NOAKNK4EHUU BBIBECTU SHAYOK B 0GNACTH YBEAOMAEHUIA

YeeaomMAaTe NpW OrpaHUYEHHOM UK OTCYTCTEYOLWEM
NOAK NOYEHWA

[ OTmeHa J




3. HacTtpouka |IP-agpeca

B nosiBuBwemcs okHe CBonctea: NpoTokon IHTepHEeT
(TCP/IP) HeobxoamMmMo yCTaHOBUTb NeEPEKIoYaTenb B
nonoxeHue Kcnonb3oBaTtb creayowmumn IP-agpec (no ymonyaHuio
nepeknyarens HaxognTbcs B nonoxeHun MNonyunteb IP-agpec
aBTOMaTUYECKN).

Tenepb ctanu goctynHeiMu nonga IP-agpec u Macka noacetw.
|IP-agpec MOXeET ObITb M0ObIM, HO ANsl ATUX LiEefIEW PEKOMEHAYIOTCS
cneumarnbHbIe agpeca, KOTopble UCMOMb3YHTCA TOMBKO B NOKanbHbIX
CETHAX U HE NPUMEHSAIOTCS B ceTu VIHTepHET. Takme agpeca HasbiBaloT
nokanbHbIMU Nnn cepbiMn. HeobxoanMoOCTb UCMONb30BaTh Takme
agpeca BO3HUKNA U3-3a TOro, YTo Korga paspabarsiBarncs npoTtokon IP
He npeaycmMmaTpuBanoch CTOSb LUMPOKOro ero pacnpocTpaHeHue, u
NOCTENEHHO aApPECOB CTarno He xBataTb. Kak BapuaHT Obin npuaymaH
npotokon IPv6. OgHako, "OH"Roka HE CTafLAONYNAPHBIM 1 CTanm
MCNonbL30BaTb JIOKarnbHbIE agpeca. ITo, Hanpumep, 1P-agpeca — ot
192.168.0.0 o 192.168.255.255 (1.e. 192.168. .0/16), ot 10.0.0.0 oo
10.255.255.255 (1.€. 10.0.0.0/8) 1 172.16.0.0/12.




s (%) Wcnonezosate creayowue agpeca DNS-cepeepoe:
\ Mpeanouvraemeni DNS-cepeep: \ . . .

3. HacTtpounka |IP-agpeca

Ceouctea: [1potokon MuTe pueta (TCP/IP)

706ume i

Mapamerpel IP MOryT Ha3HaYaTECA SETOMATUYECKM, ECAM CETh
NOAAEPHKUBAET 3TY BOSMOXHOCTE. B NpoTUBHOM CydYae napameTpel
IP MO¥HO NONYYUTE Y CETEBOrD 3AMUHUCTPATOPA.

() Nonyuure IP-aapec aeToMaTUyecku

(%) WUcnonezoeate cneayowwii |P-agpec:

|P-agpec: | 192 168 . 1 . 1

Macka noaceru 255 . 255 . 255 . 224 |

OcHoeHOM Wntos: |

1 AneTepHatueHei DNS-cepeep: \ : « I

[gononan'eano. -

0K [ OTmeHa
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4. NpeHTUdomKaumna KomMmnblotTepa

Ecnn He Obina BbINOMHEHA
npaBubHas
naeHTudmnkaumns
KOMMblOTEPA BO BPEMS
yctaHoBkn OC, HeobxoamMmo
9TO caenaTtb. [Ans aToro
HeOOXOANUMO LWENKHYTb
NpaByo KHOMKY MbILLN Ha
3Hadke Mou KomnbioTtep, n B
NOSABUBLLEMCH KOHTEKCTHOM
MEHIO BblOpaTb MyHKT
CBOﬁC?é?T"ﬂaﬂee B

OKHe CBOMCTBa‘é‘VrCIeM bl
Heo6XoaMMo BbIOpaTh .

BKnagky Mma komnbrotepa —
ganee KHorka MIamMeHuTb.

CBOHWCTBA CHUCTEMbI

BoccraHoBneHWe cucTembl
ABTOMaTHYECKOE 0OHOBNEHWE YpaneHHble ceaHchbl

D6wue Mma komMnetoTepa

O 6opyaoBaHue HononHurensHo

. Yka3aHHbIE HUKE CEEAEHUA UCMONB3YITCA AR
57 WAEHTUPUKAEUMM KOMNBIOTEPE B CETH.

OnucaHue: |

Hanpumep: "KomnbtoTep & rocTUHON' uau
"Komnetorep AHapea'.

MNonHoe umMa; pcO1.
Patoyaa rpynna:  SCHOOL
Yrobbl BbIZBATE MAcTep CETEBOMN MAEHTUPUK AWK

ANA NPUCOEAMHEHUA KOMMNBIOTEPS K A0OMEHY,
HaxmuTe KHoNKY ""MaeHTudukauua'.

[ WaeHTueukauua ]

Yro6bl NEpeUMEHOBATE KOMMBIOTED UK
NPUCOEAUHWTE Ero K AOMEHY BPYYHYID, HaKMUTE

[ HMameHuTE. .. ]
kHonKyY "'Wamenurs".




4. NpeHTUdomKaumna KomMmnblotTepa

YcTtaHaBnmBaem NMs
KOMMblOTEPA U NMS paboyen
rpynneol.

Hanpumep, komnbtoTepam
ctyaeHToB ayautopum 310
cneayowme nmeHa: 310-1, 310-2
... 310-NN, a komnoTeEpy
npenogasatens (cepBepy) UMs
"server". 1o umeHn paboyas
CTaHUUA MOXET ObITb pacno3HaHa
N 3aperncTpmpoBaHa B CeTH,
cnegoBaTeribHO,. MMeHa A0ITKHbI
ObITb YHUKANBHBIMU . .

Pabouyto rpynny moxete
Ha3BaTb, Hanpumep, UGKR.

i

HM3ise He HHE Mise HM KONbHTE pa

Mo¥HO W3MEHUTE UMA W NPUHAANEKHOCTE K AOMEHY UAW
patoyeli rpynne aToro KomMnetotepa. MameHeHua mMoryr
NOBNUATE Ha AOCTYN K CETEBLIM PECYPCAM.

HMma komneloTepa:

peO

MNonHoe UMA KoMnbloTepa:
pcO1.

| HononHuTensHo...

AenaeTca YneHom

() nomeHa:

(%) pafioyedi rpynnb:;
SCHOOL

OtmeHa




5. HacTtpounka NHTepHeTa
x|

CoegMHEeH1E I,D,ononHMTeanO I Mopa4yue KnasKrwmK I

Traffic Inspector

Cepeep |1D.1U.D.1
[Tocne 3anycka npunoxeHue
NPAYETCA B CUCTEMHbLIN TPEW, rae
MOHO YNpPaBnsiTb CBOEN Y4ETHOM FE I
3anunChbio, a TaK Xe AT UMELH
npocMaTpmBaTh COCTOSIHUE v gullnoo syl IO
nMueBOoro cyera. |‘|p|/| KenaHum [T Mcnone30BaTh TEKYWMA NOTUH
MOXHO NEPENTU Ha BED-CTpaHMLy At user
C nogpobHoM CTaTUCTUKON Mo
__NpeOCTaBMIEHHbIM yCryram u
| notpebrneHHoMY TpaduKy. (el
C uenblo YyCTaHOBKM HACTPOEK ‘
COEeANHEHUA HEOBXOAUMO ..
LLIENKHYTb N0 3Ha4Ky B Tpee
[ApaBOu KHOMKOW MbILLUK — Janee
~ HACTpPOWKW.

—ABTOpM3AUMA

Aomen [DOMAIN

b o

|~ CoxpaHAaTe | '

i ABTOMATHYECKM NOAKNIOYATLCA K
CepBepy NPY 3anycke NporpamMmel

OK OtmeHa




5. HacTtpounka NHTepHeTa
x|

CoegMHEeH1E I,D,ononHMTeano I Mopaqre Knasuwm l

Cepeep |1 0.10.0.1

~ABTOpU3AUMA

" Mo IP unu MAC
¢ M0 UMEHM

Traffic Inspector v Windows ayTeHTHdUKEaUMA
[T Mcnonb30BaTh TEKYLWMA NOTMH
B naHHOM okHe Heobxoanmo
YCTaHOBUTb NMA CepBepa, 3aTeM
BblOpaTb aBTOpPM3aLMIO NO UMEHMU AomeH [DOMAIN

r-q‘ n yKa§§"I'b UMA 1N Naporib. Mapone [ || CoxpaHﬂT”

Mma |ti_user

-y v ABTOMATHYECKM NOAKNIOYATLCA K
~ — CePBEpY NPM 3aNyCKe NPOrpammbl

oK OTtmeHa




