YCTAHOBKA M HACTPOUMKA
PULLEDPORK




PULLEDPORK

m PulledPork — ckpunT Ha Perl, ynpaBasitowmit Habopom npasua aaa Snort. MoxkeT
MO pacnMCaHUIO 3arpy>kaTb NocAepHIoo Bepcuio npaBuA aaa COA Snort.



MOPAAOK AEMCTBUMU

N o v x> W N

[loaroTtoBKa u yctaHoBKa PulledPork

PeapakTpoBaHue koHurypaumoHHoro ¢araa pulledpork.conf
TecTtoBbin 3anyck PulledPork

3anyck PulledPork aas noAyyeHus npaeua snort.rules
PepakTpoBaHue KoH$UrypaumoHHoro ¢araa snort.conf

[MpoBepka KoppekTHocTH ¢ainaa snort.conf

[MpoBepka paboTbl Snort ¢ NoAy4eHHbIM HabopoM MpaBuA



YCTAHOBKA PULLEDPORK?*

m YCTaHOBKa NpPepeKBMU3UTOB:

sudo apt-get install -y libcrypt-ssleay-perl liblwp-useragent-determined-perl

* http://c-sec.ru



YCTAHOBKA PULLEDPORK?*

m YctaHosKa PulledPork:
cd ~/snort_src

wget  https://github.com/shirkdog/pulledpork/archive/master.targz  -O
pulledpork-master.tar.gz

tar xzvf pulledpork-master.tar.gz

cd pulledpork-master/

sudo cp pulledpork.pl /usr/local/bin
sudo chmod +x /usr/local/bin/pulledpork.pl

sudo cp etc/*.conf /etc/snort

* http://c-sec.ru



YCTAHOBKA PULLEDPORK?*

m [lpoBepka Toro, Yto NporpamMmma yCTaHOBMUAACH:

/usr/local/bin/pulledpork.pl =V

PulledPork v0.7.3 - Making signature updates great again!

* http://c-sec.ru



PEAAKTUPOBAHWE PULLEDPORK.CONF*

7 Ctpoka 19: Beectn cBom oinkcode BmecTo <oinkcode> nau
3aKOMMEHTUPOBATb CTPOKY, eCAU HeT oinkcode

7 Ctpoka 29: PackoMMeHTUpPOBaTb CTPOKY
#rule_url=https://rules.emergingthreats.net/|emerging.rules.tar.gz|open-nogpl

7 Crpoka 74: 3ameHuTb cTpOKY rule_path=/usr/local/etc/snort/rules/snort.rules
Ha rule_path=/etc/snort/rules/snort.rules

* http://c-sec.ru



PEAAKTUPOBAHWE PULLEDPORK.CONF*

m Crpoka 89: 3aMeHUTb CTpOKY
local rules=/usr/local/etc/snort/rules/local.rules Ha
local rules=/etc/snort/rules/local.rules

M Ctpoka 92: 3aMmeHUTb CTPOKY
sid_msg=/usr/local/etc/snort/sid-msg.map Ha
sid_msg=/etc/snort/sid-msg.map

0 Crpoka 96: 3ameHUTb cTpoKy sid_msg version=1| Ha
sid_msg_version=2

* http://c-sec.ru



PEAAKTUPOBAHWE PULLEDPORK.CONF*

Crpoka | 19: 3ameHnTb CTpOKY
config_path=/usr/local/etc/snort/snort.conf Ha
config_path=/etc/snort/snort.conf

Ctpoka 133: 3ameHuTb cTpoKy distro=FreeBSD-8-1 Ha
distro=Debian-6-0

Crpoka 141:3ameHuTb cTPOKY
black list=/usr/local/etc/snort/rules/iplists/default.blacklist Ha
black list=/etc/snort/rules/iplists/black_list.rules

Crpoka 150: 3ameHUTb cTpOKY
IPRVersion=/usr/local/etc/snort/rules/iplists Ha
IPRVersion=/etc/snort/rules/iplists

* http://c-sec.ru



TECTOBbIN 3AMYCK PULLEDPORK

m  sudo /usr/local/bin/pulledpork.pl -c /etc/snort/pulledpork.conf |

https://github.com/shirkdog/pulledpork
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TECTOBbIN 3AMYCK PULLEDPORK

m  sudo /usr/local/bin/pulledpork.pl -c /etc/snort/pulledpork.conf |

https://github.com/shirkdog/pulledpork
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3AIPY3KA INMPABUNA C NOMOLLBIO

PULLEDPORK

m sudo /usr/local/bin/pulledpork.pl -c /etc/snort/pulledpork.conf —| —P

B kaTaAore etc/snort/rules AoaxkeH noseuTbea dana *.rules

(Mo ymoA4aHuio snort.rules)



PEAAKTUPOBAHUME SNORT.CONF

m  AAs TOro, Ytobbl snort y4uTbiBaA 3arpy>KeHHble NPaBUAa, TpebyeTcs
PAaCKOMMEHTUPOBATb CTPOKY

m include $RULE PATH/snort.rules



[MTPOBEPKA KOPPEKTHOCTHN KOHOUT'YPALLIMA

m [locae AobBaBAEHUS CTPOKM C MpaBMAAMU CAEAYET 3aMyCTUTb SNOI't C KAKOYOM
NpOBEPKM KOHPUTYpaLMOHHOIO damaa:

m sudo snort -T -c /etc/snort/snort.conf -i ethQ



TECTOBbIN 3AMNYCK SNORT

m [locae npoBepkn KoHbUrypauum Snort cAeAyeT 3anycTUTb MPOrpaMMy C HOBbIM
HabopoM npaBuA U A0BUTBLCA XOTA Bbl OAHOrO cpabaTbiBaHUSA NPaBUA U3 Habopa



