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O yeM 6ygeM rosopuTb

e HemHoro Teopuu Wi-Fi
e Pa3Hble NoAXoAbl K MOCTPOEHUIO CeTel
e KoHTponnep Wi-Fi Ha Mikrotik - CAPSMAN
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HeMHoro teopuu

802.11 standard evolution

|EEE

e 802.11a 802.11b 802.11g 802.11n 802.11ac
Year Adopted 1999 1999 2003 2009 2014
Frequency 5 GHz 2.4 GHz 2.4 GHz 2.4/5 GHz 5 GHz
Max. Data 54 Mbps 11 Mbps 54 Mbps 600 Mbps 1 Gbps
Rate

Typical

Range 100 ft. 100 ft. 125 ft. 225 ft. 90 ft.
Indoors*

Typical

Range 400 ft. 450 ft. 450 ft. 825 ft. 1,000 ft.
Outdoors*
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HeMHoro teopuu

Channel Centre Frequency (GHz)

12 3 4 5 6 7 8 9 10 N 12 1 14
2412 2471 2422 24271 2432 2431 2442 2441 2452 2451 2462 2467 2472 2484
T T T T T T T T T T T

22MHz

The 2.4GHz channels contain a vast amount of overlap, which is why some routers only allow you to choose
from channels 1,6 and 11. The use of channel 14 isn’t permitted in much of the world, including Australia.
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HeMHoro reopuu
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CnekTpasibHbIX aHAN3

/interface wireless spectral-history wlan1

2414 2419 2423 2428 24 438 244 148 24 457 24 167 247 477 242 487 24 ; 0 0 3576
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PoyMuUHr
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BpeaHble coBeThl

e YacToTy CTaBMM auto - TOUKa caMa 3HaeT, YTo BbIbpaTh
e LLInpnHy KaHana Ha MakcMMyMm - 60JIbLLIE JAHHbIX MPoae3eT

e MoLHOCTb NepegaTymka NobosibLLe - ydlle byaeT CUrHam
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ABTOHOMHbIE TOUKMU A0CTYynNa
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ABTOHOMHbIE TOUKMU A0CTYynNa
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Touykun gocTyna v KOHTponnep
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Mikrotik. CAPsMAN

e [logKNOUYNTb HOBYH TOUKY AOCTYrNa CMOXET Aa)e TBos 6abyLuka
e Touka Aaxe 0O6HOBUT CBOK MPOLUVIBKY
e Heckonbko SSID ¢ pa3geneHviem no VLAN

e ABTOBLIOOpP MAeaNbHbIX YaCcTOT
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Mikrotik. CAPsMAN

CAP Interface |Ptows|orng Corfigurations Channels Datapaths Securty Cfg. Access List Rates Remote CAP Radio Registration Table
E E} ’ Reselect Channel H Manager ” AAA I
|Name / | Type MTU  |Actual MTU [L2MTU [Tx |Rx |Tx Packet [p/s) | Rx Packet {p/s) | ¥
M CAP-RBOT1-U... CAP Intefface 1500 1600 Obps Obps 0 -
| 4PCAP-RBO1... CAP Interface 1500 0bps Obps 0
M 4CAP-RB021-U... CAP Intefface 1500 1600 0bps 0bps 0
) Wln o 2
G, A A ace ps
| 4 CAP-RB02... CAP Interface Enabled | 0K | Dbps 0
M CAP-RBO31-U... CAP Intefface Cestiicate: | v Obps 0
| 4CAP-RBO3... CAP Interface : Cancel | 0bps 0
MI 4PCAP-RB041-U... CAP Interface CA Cettficate: | | v Obps 0
| 4CAP-RBO4... CAP Interface b . 0bps 0
M CAP-RBO42-U... CAP Intefface equire Peer Certficate Obps 0 -
| 4CAP-RBO4... CAP Interface _ 0bps 0
M <DCAP-RBO43U.. CAP inteface Generated Cetficate: | | Obps 0 L
| 4PCAP-RBO4... CAP Interface G ted CA Certificate: | ] Obps 0 -
¢ ' >
i 4
16:emi o of 2 Package Path: |/disk 1/pka |

Upgrade Policy: ]require same version " +
none
equire same version
N
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CAPsMAN. Channels

CAP Interface  Provisioning Corfigurations Channels | Datapaths Security Cfg.  Access List Rates Remote CAP Radio  Registration Table

[+][=]

2ghz-oniyn 15

‘ Channel ... Ch Pow 1

CH11-20n 2462 20Mhz 2ghz-onlyn 15
CAPs Channel <CH1-20n>
Name: | oK |
Frequency: |2412 |$ | Cancel |
Control Channel Width: | 20Mhz |5 a Apply |
Band: I29hz-oniyn "31 - [ml
Extension Channel: | | v WI
3items (1 selected) Save;:w: :15 ; : Eianove

Reeelectlntefval:l

Skip DFS Channels: | %
N
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CAPsMAN. Security

Interfaces Provisioning Configurations Channels Datapaths Security Cfg. | Access List Rates Remote CAP Radi

#[[=] =] [¥]

lName 4 IAuthentication T..lEncryption IGroup Encryption IPassphrase [EAP Methods l
guest WPA2 PSK aes ccm aes ccm hibdniates
security26 WPA2 PSK aes ccm aes ccm bt
security27 WPA2 PSK aesccm aes ccm *EEE%
CAPs Security Configuration <security26> El m

NI

Authentication Typ || WPA PSK WPA2PSK [ | WPAEAP [ |WPA2EAP 4
Encryption [v] aescem [ | tkip &

Group Encryption |aes ccm ]~ —
Passphrase |************* |A l - |
opy |

EAP Methods | ¥ i
EAP Radius Accountin I l b
TLS Mode | |+
TLS Certificate | | v

3 items (1 selected)
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CAPsMAN. Datapath

Interfaces Provisioning Configurations Channel: Datapaths| Security Cfg. Acces

[#[[=] [a] [¥]

|Name / |Bridge |Local Forwarding | Client To... VLAN Mod¢ VLA
datapath101 yes use tag
datapath3100 yes use tag

New CAPs Datapath Configuration

Name Idatapathl I

MTU: b Cancel
L2MTU ¥
aRe: [ >

Bridge [EFPISVEENN |
Bridge Cost v Remove
BridgeHorizor | |~

Local Forwardini [ |
| clientTocientForwardir| | ~¥

ViaNMode | |~
vano [ |~

Il
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CAPsMAN. Datapath

Internet

CAPsMAN
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CAPsMAN. Datapath. Local Forwarding

Interfaces Provisioning Configurations Channels Datapathsl Security Cfg. Access List Ri

#[[=] [=] [¥]

[Name / |Bridge |Local Forwarding | Client To...| VLAN Mod{ VLAN ID
datapath101 yes use tag 101
datapath3100 yes use tag 3100

Name

MTU: ¥ Cancel
L2MTU v

L I | ¢

Bridge e
Bridge Cost v Remove
BridgeHorizor [ |~

Local Forwardini -

Client To Client Forwardir [:I e

2 AN ode usetas 5]+ N
wan - N
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CAPsMAN. Configuration

Interfaces Provisioning Configurations Channels Datapaths Security Cfg.  Access List Rates Remote CAP Radio Registration Table

+|=lal[7]

[Name + |ss [Hide SSID [Load Bal.[Country [Channel  [F Yy [Band [Rate |Datapath  [Bridge VLAN Mod{VLAN ID | Security
guest guest ry;sia datapath101 guest
ud26 ud26 russia datapath3100 security26
ud27 ud27 russia datapath3100 security27
CAPs Configuration <guest> New CAPs Configuration \ New CAPs Configuration
Wireless | Channel Rates Datapath Security Wireless Channel Rates Datapath | ecurity Wireless| Channel Rates Datapatn Security| o |
B s l oatapatn [vatspatnior ___[¥]/ Securiy PYEE | ~
Moge [~
s - e —
ssio: -
e[ Eneoption || | | Comment
mgesso[ |~
1 I | GoupEnenption [ |v | [ Copy
loadBalancingGro [ |~ =
Remove
pidge [ |~ : ¥
ostance [ |~ I
Bidgecost | |~ e %
e S I
BridgeHorizor [ | v || FAPRadiusAccountin i
Hw ProtectionMode [ |~ TisMode | |~
Framelifetm [ |~ rocalt = TisCentificate [ |~
e — | | B
Country: [ussia |4 vinMege [ |~
vano [
Maxswtoncoun [ |~
MutticastHepe [ |~
HTTxcnans [~
WTRxChans[ |~
HiGuardintena [ |+
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CAPsMAN. Provisioning

Interfaces Provsioning| Configuratons Channe

_  Datapaths Secunty Co. Access List Rates Remate CAP Radio. Regisration Tabh
[#][=] [~l[*] [a] [7]

# I [Radio MAC lldentity Reg... ICommon Na... |Action IMaster Conﬁgura..| Slave Configuration |
~ 0 00:00:00:00:00:00 create di.. ud27 ud26, guest

CAPs Provisioning <00:00:00:00:00:00> = E3

Radio MAC | 00:00:00:00:00:00 | | oK |

Hw. Supported Modes [ l¢ Cancel |

Identity Regex; | || ety |

Common Name Regex | |
Disable

IP Address Range: | | %

Action |create disabled

B create disabled
Master Configuratio | create dynamic enabled

|create enabled

Slave Configuratiol ra2o m
lguest [+]=
Name Format [prefix identity || ¥ |
litem
Name Prefi> | CAP P8

N

MIKROTIK NINJA




CAPsMAN. Access List

Interfaces Provisioning Conf Channels Datapaths Security Cfg. AccessList| Rates Remote CAP Radio Registration Table

[#][=] [v][x] [] [7]

# | [MACAddress [MAC Mask |Interface [Signal Ra.|Action [Client To Clie. [VLAN Mod{VLAN D |
J -75.-35 accept i
T 49 reject
=&

MAC Address |,
macMask [ |~
nteface [ | v
S Reden Disable
Signal Rang: |-75..-35 -

v Time

Action |accept 'ﬂ -~

ApTxumit [ |~
GientTxtimi [ |~

e I E—

ClientTo Client Forwardir | |~
RADIUSAccounting [ |

vianmode [ |¥

_——— 1
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CAPsMAN. Provisioning

CAPsMAN =] E3
CAP Intefface P'OVIS'OMQ Corfigurations Channels Datapaths Securty Cfg. Access List Rates
iH e [ Pt | lg R4 4 ‘
' # | |[Radio MAC [Hw. Supported Modes | Identity Regexp|Action Master Corfiguration [¥ |
0 00:00:00:00:00:00 g | -2.4CHO1 | create dynamic enabled | 2.4GHz CH1 A
1 00:00:00:00:00:00 g -2.4CH11 create dynamic enabled 24GHz CH11 }
2 00:00:00:00:0000 g -2.4CHO6 create dynamic enabled | 2.4GHz CH6 ‘
3 00:00:00:00:00:00 none Missing
Lo
4 items o
— Provisioning s |Channels Datapaths Securty Cfg. Accesslist Rates Remote CAP Radio
+ iﬂ \ 'd [F »
‘ Name SSID ‘Country :Chmnel Frequency [Rate Datapath Sectv
‘ '2.4GHz CH1 FMS gemany 2 4GHz Standard 2412MHz [StandardRates ToCAPsBridge =~ WPA2
2.4GHz CH11 FMS germany 2.4GHz Standard 2462MH;z [StandardRates  ToCAPsBridge =~ WPA2 |
2.4GHz CH6 FMS germany 2.4GHz Standard 2437MHz [StandardRates  ToCAPsBridge = WPA2 |
Missing
_ 9[ E iry
4 items F (m] S
Configurations Channels ‘Damahs Security Cfg. Access List Rates Remote CAP Radio
[+[=] =] [¥ Find__]
' Name / Frequency | Width ;Band Ex!enslon Channel Tx Power V
f 2.4GHz Standard 20MHz 2ghz-g/n disabled
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Wi-Fi planners
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Wi-Fi planners: Ekahau, Tamograph, ...
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CnekTpasibHbIX aHAN3

/interface wireless spectral-history wlan1

2414 2419 2423 2428 24 438 244 148 24 457 24 167 247 477 242 487 24 ; 0 0 3576
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ape 06 3TOM nounuTaTb

e https://sysadminka.org/?p=105

e https://mum.mikrotik.com/presentations/BR14/Uldis.pdf

e https://mum.mikrotik.com/presentations/EU17/presentation 4059 1492080639.pdf
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