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Jdkocucrtema Skyengd

- Obyyatowaga nnargopma Vimbox

- MobunbHOEe NPUNOXeHUe AN N3y4eHns CrioB
- Skyeng TV c cybtutpamm

- PacwmnpeHue ansa dbpaysepa

- 1 mHOroe gpyroe
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AyTeHTU(pUKauma oObiBaerT:

9

KrnneHTtckas MexxcepBepHad
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Buaobl ayTeHTUUKaLUN

- Session

- JWT

- OAuth 2.0

- Query Token
- Basic Http
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AyTeHTU(pukKauuma B
MOHOJIUTHbIX NPUITOXKEeHUAX

- icTopunyeckn, ayteHTUdUKaumna obina
stateful cepsuncom.

- AyTEHTUDUKALINA BCTPOEHA B CepBep
MOHOJUTHOIO MPUIOXXEHUS.
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Ceccus

User credentials

Server Client

Session_id in cookie

Session storage
Session _id — User data

Session id

skyeng



Mcnonb3oBaHuWe ceccumn B skyeng

*Open

words.skyenq.ru

- Check user roles
- Show homepage

Redirec

—

Redirect back

——

Send session_id=123

Return user data

———

id.skyeng.ru

?redirect=words.skvenq.ru

- Userlog in
- Set browser cookie session id=123
for domain *.skyeng.ru

GET id.skyeng.ru/session
?session id=123

skyeng



AyTeHTU(PUKaumna wm
MUKPOCEepPBUCHI

- AyTeHTUdUMKauma — npenocrasneHue
OokasaTenbCTB, YTO Bbl HA caMOM aerne ecTb TOT,
KeM nogeHTUOULMpoBanuncsh.

- ABTOpMU3aunda — NpoBepKa, YTO BaM pa3pelLleH
OOCTYM K 3anpalinBaeMoMy pecypcy.
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B KOHTeKCcTe MUKpocepBUCOB

- AyTeHTUdMKauMA npeacraBnseT U3 cebs
cepBucC.

- ABTOpMU3auuna - obOLLas O11s1 BCEX CEPBUCOB
doyHKLNOHANbHOCTD.

skyeng



B KOHTeKCTe MUKpocepBUCOB

Authentication Session
service ~1d :

Se sion if

Application Session_id
service
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B KOHTeKCTe MUKpocepBUCOB

. L Token
Authentication OKE =
service
Token
Token

Application loken
service
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Json Web Token - JWT
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Encoded o roenien: Decoded oo e

HEADER: ALGORITHM & TOKEN TYPE

kthchiOiJIUzI1NiIsInRScCI6IkpXVCJ9.eyJ
zdWIiO0iIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4 {

"alg”: "HS256",
gRGI1TiwiaWFOIjoxNTE2MjM5SMDIy Q. SF1KxwRJ e A

SMeKKF2QT4fwpMeJf36POk6yJV_adQssw5c }

PAYLOAD: DATA

{
“syb”: “1234567800
I‘name”: "John Doe",l
"1at”: 1516239022
}

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "
base64UrlEncode(payload)
your-256-bit-secret

) [J secret base64 encoded




Encoded i Deécoded wriciisisss

HEADER: ALGORITHM & TOKEN TYPE
eyJhbGci0iJIUzZITNiIsInR5cCI6IkpXVCJI9.ewo
gICJzdWIi0iAiMTIzNDU2Nzg5MCIsCiAgIm5hbWU {
10iAiQWRtaW4iLAogICJpYXQi0iAXNTE2MjM5MDI
yCn0O.ST1KxwRJSMeKKF2QT4fwpMeJT36POk6yJV_ }
adQsswSc

"alg”: "HS256",
"typ”: "JWT"

PAYLOAD: DATA

{
"sub”: "1234567898'
I "“name"” : "Admin", I
"1at”: 1516239022
}

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + *
base64UrlEncode(payload)
your-256-bit-secret

) [J secret base64 encoded




cnonb3oBaHune JWT

Loglnl Loglnl

JWT [ user_id

Cemec Words

Cepsuc Auth

[TpnnoxxeHne ons
N3y4yeHns crnos
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[Tlodemy Mbl He reHepupyem JWT
B cepBuce Words?

-OTO OTBETCTBEHHOCTbL cepBuca Auth
- TokeH co3agaHHbIN B HALLEM MPOEKTE
HEe CMOXET UCNOJSIb30BaTbLCA B APYrmx
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Kakme MHCTPYMEHTbI UCMONb3yeT
MOOUIbHbLIN D3KeHa?

- Symfony Guard Authentication System
- LexikdWTAuthenticationBundle
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Kak pabotaem ¢ JWT nokanbHoO ”
B TecTax?

- Mokn nonb3oBateneun ¢ pasHbiIMU PONAM
- B Ka4yecTBe TOKkeHa ncnosnb3yeTcsa NorvH
nonb3oBartens
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OAuth 2.0

OAuth 2.0 — npoTokosn aBTopusaLuu,
NO3BONAKOLLNA BblgaTb OAHOMY CEPBUCY
(NpUNoXeHuto) NpasBa Ha AOCTYN K pecypcam
Nnonb30BaTeNnd Ha ApYyrom cepBuce.
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OAuth 2.0: ponu

Bnageneu pecypca

[Tonb3oBaTtesnb, AJaHHbIE KOTOPOro
Mbl Oyaem LapuTb
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OAuth 2.0: ponu

5 ) Commen ooy
m MpunoxeHune, KOTOPOE COOEPKUT
3alLMLLEHHbIE PECYPChl

skyeng



OAuth 2.0: ponu

CepBep aBTOpPU3aL UM

(\ [1lpunoxeHwne, KOToOpoe

noaTBepXaaeT NoafIMHHOCTb
u rnonb3oBaTteneun
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OAuth 2.0: ponu

KnneHt

[lpunoxeHwne, KOTOPOE AenaeT 3anpochl
K cepBepy pecypcoB OT UMEHMU
BrnagensLa pecypca
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OAuth 2.0 B Skyeng

@ Y4YeHUuK LLKOnbI

bpay3epHoe pacLunpeHue

Cepsuc Words

CepBuc Auth
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OAuth 2.0

[puBeT, Gpay3epHoe pacLunpeHune.
 X04y NOCMOTPETb CNMCOK CBOUX CIIOB Ha U3VYEHUY

BUHW, OPYr, 9TO 3aWMLLEHHbIN pecypc.
Tebe HY>XHO nepenatb MHe access_token.

O e
N 0w



OAuth 2.0

[MpuBeT, Opyr. I\Ae\»?é B Ne0@TaBNTL MHE CBOW OOCTYMNbI?
MHe HYXXH@\Fe

AP s LimpoBarthb.
o'.
(A

G

AN
(A




OAuth 2.0

BoT TBOM cnncok cros. Y4n Ha 300poBbe!

*

Cepsuc Words, BoT access_token:
gKJkgkw1gkdyeuTolkpKn2Jiq

Bce B nopsake. [Nonyyan cnncok crios.
Rfb e FETTQKSR GAIGIRS, K TRIKISRASHY T
MYKEIADEERLRS KGRI GH npunagnexut? =
N
':' O




Ncnonb3osaHune OAuth 2.0

Lar 1: AyTeHTupukauma B bpay3epHOM paclunpeHnmn

C & https//oauthskyeng.ru/auth... ¢ Q % ® o QO

VIMbOX [ nepesonuuk | & Hamm.. 83

MepesecTy CNoBO MAK ppasy

OTANYHbIV Temn!

Bbl 3anonHunm gemo-cnosapb Ha 100%
The application Vimbox

Translator wants to access

client_id your account access_to U et
red i reCt_u ri ke n N authentication

ayTeHTudUKaums

cepTudrKaT NOANMHHOCTY, aYTEHTUDH...

YT106bI CHATL OrpaHUYEHNe Ha pasmep

CNOBaps U yUnTb CNI0Ba B NPUNOXEHUN, res po nse_type=c

BOMAUTE MOJ BalUVM aKKayHTOM B
Skyeng unu 3aperucTpupymTecs: Od e

3 author

nucarenb, co3jatenn, 6biTb asToOpoM

) conference
coBellaHne, KoHOepeHunsa

Boiitun 3aperucrpupoBarbes

Q7 Ao




Ncnonb3osaHune OAuth 2.0

LLlar 2: Nony4eHne cnucka cnoB Ha N3y4YeHuun

access_toke m access_token

word_list
? ?
- user_dat
Cepsuc Words a
client_id Cepsuc Auth
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Query Token

- TokeH nepenaeTcyd B CTPOKe 3anpoca BMeCTe
c email nonb3oBaTtens.

- Wcnonbayetcsa B nyonuyHom API ans
Nnonb3oBaTeNen.

- TokeH oTnpaBndeTcs nosfib3oBaTento Ha emalil
Mo 3anpocy.
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Query Token

api.words.ru/api/public/words
?email=n.nurmamedov@skyeng.ru
&token=bcfaa
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Query Token

- TOKEH reHepupyeTca Ha OCHOBE X3Ll-
doyHKUMKM no emall + secret key.
- TOKeHbl He XpaHATCHA Ha cepBepe.
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Basic Http

- [1na ayTeHTUdomKaumm mexny
BHYTPEHHUMU cepBucamm Skyeng
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BbiBOA

CyLUeCTBYIOT pa3Hble BUAbI
ayTEHTUMPUKALUUN U KaXXabIN N3 HUX UMEET
CBOIO 00nacTb NPUMEHEHUS
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BOINPOCHI?
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