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NMPABOBAA OXPAHA NHO®OOPMALUIUA

[lpaBoBasi oxpaHa
nporpamm anga 9BM n 6a3
OaHHbIX B NOSITHOM OObEME

BBeaeHa B Poccumckon
denepaymn 3akoHom 'O
NnpaBoOBOMU OXpPaHe
. nporpamm ansa 9BM u 6a3
AaHHbIX", KOTOPbI BCTYNWUI
B cuny B 1992 roay.




NMNMPABOBAA OXPAHA NTHOPOPMALIUUA

[TpaBoBasi oxpaHa paclpOCTPAHICTCS Ha BCE
BHJIBI IPOTPAMM JIJISI KOMITBIOTEPA .

OmHako  IpaBoBas  OXpaHAa  HE
PACTIPOCTPAHACTCS HA WIACW W TPUHIIMIIbI,
JeXKalue B OCHOBE  OporpaMmbl A
KOMITBIOTEpPA, B TOM YHCJIC HA UACH W IIPUHIIHIIBI
OpraHu3aluy HHTEpQeiica U aJlrOpUTMa.




NMNMPABOBAA OXPAHA NTHOPOPMALIUUA

JInss Tnpu3HaHUST W OCYUIECTBIICHUS aBTOPCKOIO
IpaBa Ha IPOrpaMMBbI JIJISI KOMIILIOTEpa HE TPEOYETCS €¢
pErucTpalius B KaKOM-IMOO OpraHU3aliuH.

JInsg omoBelieHHsT O CBOMX IIpaBax pa3padOTYMK
IporpaMMbl MOXKET, HAUMHAs C IIEPBOTO BBIITYCKA B CBET
IpOrpamMMbl, HMCHOJIL30BAaTh 3HAK OXPaHbl aBTOPCKOIO
paBa (KOIMUPAMT), COCTOSIIMN U3 TPEX JIIEMEHTOB:

o OykBbl C B OKPY>KHOCTH HWJIM KPYIJIbIX CKOOKax ©;

O HaMMEHOBAaHMS IIpaBO00IagaTEeIIs;

O roja NepBOro BhIIYCKA IIPOrPaMMEI B CBET.
Hanpumep: ©Kopnopanus Microsoft, 1983-20°°




NMNMPABOBAA OXPAHA NTHOPOPMALIUUA

ABTOpPY HporpamMMbl HOPUHAIJICKHUT HCKIIOUYUTEIBHOE
IIPaBo OCYIIECTBIISTh BOCITPOU3BEICHUE 1
pacnpoCTpaHEHUE MNpPOrpaMMbl JIFOOBIMH CIIOCOOaMH, a
TaK)Ke€ MOJU(DUKAILIUIO TPOrPAMMBI.

JIMIeH3us Ha porpaMMHoe odecredyeHue — 3TO
IIPABOBOM MHCTPYMEHT, OIIPEACIIAIONIUN UCTIOIb30BAHUE U
pacupoCTpaHEHUE MPOTPaAMMHOT0O 00€CIICUCHHS,
3AIAIIIEHHOTO AaBTOPCKUM IIPABOM.



NMNMPABOBAA OXPAHA NTHOPOPMALIUUA

JIunieH3un Ha MOporpaMMHOE OOECIEYEeHHE B IICJIOM
JEIIITCS Ha ABE OOJIBIIKUE TPYIIIIbI:

*  HecBOOOOHDLIC
* JIMIEH3HH CBOOOAHOrO0 U OTKpHITOro IO.

OCHOBHOM XapaKTEPHCTHUKOM HECBOOOAHBIX JIHIECH3UH
SABIISIETCS TO, 4TO m3aarens 110 B auiieH3un Ja€T pa3peiicHue
€€ IOJIyYarelil0 UCIOJb30BaTh OJHY WU HECKOJIBKO KOIUU
IIpOrpamMMbl, HO IPU 3TOM CaM OCTAETCs IIPaBOO0IaIaTeIeM
BCEX DTUX KOIIHUU.



NMNMPABOBAA OXPAHA NTHOPOPMALIUUA

B oTiimyme ot HeCBOOOHBIX, CBOOOAHBIE U OTKPBITHIE
JIMIIEH3UM HE OCTABJISIOT IpaBa HA KOHKPETHYIO KOMHIO
[IpOrpaMMBbI €€ M3IATENI0, a MEPEHAOT CaMble BAXXHBIE W3
HAX KOHEYHOMY II0JIb30BATENI0, KOTOPHIM U CTAHOBUTCSA
BIIAJICIIBLIEM.

[IpuHuMIn =~ ,,HaclI€AOBaHUS  TIpaB  HA3bIBACTCS
«KonuyaedT»



NMPABOBAA OXPAHA NTHOOPMALIUA

Jluyensuonnvie  npocpammsvl  PaCIPOCTPAHAKOTCS
pa3pabOTYMKaMM Ha  OCHOBAHWHU _ JIOTOBOPOB  C
0JIL30BATEISIMU Ha IUIAaTHOU OCHOBE. B COOTBETCTBUU
C  JIMICH3WOHHBIM  COIVIAIlICHHEM  Pa3padOTYHUKH
IIPOTrPaMMBbI TapaHTUPYIOT ee HOPMAaJIbLHOE
(YHKIIMUOHUPOBAHHWE B ONPEIACICHHOW OIEpaIl[MOHHOM
CUCTEME Y HECYT 32 3TO OTBETCTBEHHOCTb.

Vcnosuno-oecnnamuvie  npoepammer  (trialware)
peJjiararoTcs nojab30oBaTeasaM  pupmamMm  —
pa3pabOTYMKK OPOrPaMMHOTO OOECICUCHHUS B LEIIX UX
peKJaMbl U HOPOABHMKEHHS Ha PBIHOK. Iloab3oBarenio
IIPEIOCTABISICTCS BEPCUsl MPOTIPaMMBl C OTPAaHUYCHHBIM
CPDOKOM  JACWCTBUS  HIA  C OrPAHUYCHHBIMU
(QYHKIIMOHAIBHBIMY BO3MOXKHOCTSIMH.




NMNMPABOBAA OXPAHA NTHOPOPMALIUUA

C60000HO pacnpocmparsiemvle NpocpaMMvl MOTYT
PacCIpOCTPaAHITHCS, yCTaHABJIMBAThCS 5|
MCIOJIL30BAaThCs Ha JIOOBIX KOMIBIOTEpaAx J0Ma, B
oucax, IIKOJIaX, By3aX, a TaKkKe KOMMEPYECKHUX H
rOCYJapCTBEHHBIX YUPEKIACHUAX 0€3 OrpaHUYCHUM.



NMPABOBAA OXPAHA NTHOOPMALUA

B 2002 roay 6bin
NPUHAT 3aKoH «O06
3NEeKTPOHHO-
uncpposou
nognucu»,
KOTOPbIN cTan
3aKoHoaaTenbHOU
OCHOBOW
9NIEKTPOHHOIO
[OKYMEHTOODOOPOT
a B Poccuw.




NMPABOBAA OXPAHA NTHOOPMALUA

[1pn pernctpaumnm anekTpoHHO-UndpoBoU NOANMUCHU B
cneunannampoBaHHbIX LLEHTPax KoppecnoHOEHT nony4vaeT
OBa Knrova:

o I

CEeKpEeTHbIN OTKPbITbIN



NMPABOBAA OXPAHA NTHOOPMALUA

CekpeTtHbiis Koy
XPaHUTCS Ha
Anckete unp
CMapT-kapre u
M3BECTEH Tonbko
KOppecnonpenTy.




NMPABOBAA OXPAHA NTHOOPMALUA

OTKpbITbIN K104
nosikeH 6bIThb Y BCEX
NoTEeHUMaNbHbIX
nosiydarenieu
NOKYMEHTOB.

Ob6bIYHO
pacchblslaeTcs no
3/1EKTPOHHOW
noyTe.




SALLULIUTA AHOPOPMALIUA

3alwumTta oT HeCaHKLUOHUPOBaAHHOIO KONMpoBaHUA
— cucTema Mep, HanpaBreHHbIX Ha NPOTUBOAENCTBUE
HEeCaHKLIMOHMPOBAHHOMY KONMMPOBaHMIO MHGOpPMaLMK, Kak NpaBUino
npeacTaBneHHOW B 3NEeKTPOHHOM BMae (AaHHbIX UM NporpaMmmMHOro
obecnevyeHus).




SALLULUTA AHOPOPMALIUUA

[1pn 3amnTE OT
KONMMpPOBaHUS
MCMNONb3YyHTCH

Pa3NUYHbIE MEPBI:

OopraHun3aLumoHHbIE
-topuanyeckume
-on3nyeckune
-B UIHTEpPHETE




SALLIUTA AHOOPMALIUUN

NNS 3aWnTbl 4AHHbIX, XPaHALMNXCS Ha KOMMbIOTEpe,
MCMONb3YHTCSH NapOu.
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KoMnbloTep pa3peLuaeT A0CTYn K CBOMM pecypcaM TOJ1bKO
TEM NOJSIb30BaTENAM, KOTOPbIE 3aperncTpnpoBaHbl U BBEIM
NpaBUIbHbIA Napoib.



SALLIUTA AHOOPMALIUUN

OpraHuvsauluMoOHHbIe Mepbl 3aWnTbl OT HECAHKLUMOHUPOBAHHOIO
KonmpoeaHus

nsa 3aWmTbl 4OCTYNa K UHOpMaLnM BCE Yalle
NCMOJIb3YIOT BMOMETPUYECKUE CUCTEMBI

MaeHTUOUKaUumMn: naeHTndunKauma no otnevyaTkam
nanbLeB, CUCTEMbI pacno3HaBaHUA peyn, CUCTEMBI
naeHTuduKaumMm no pagy>xHom obonoyke rnasa, no
n3o06paxkeHunto numua, No reoMeTpun nagoHu pyKu.




SALLULUTA AHOPOPMALIUA

FOpnanuyeckme Mmepbl 3alimMTbl OT HECAHKLIMOHUPOBAHHOIo
KonmpoeaHus

[lpeaycMaTpuBalOT OTBETCTBEHHOCTb, B COOTBETCTBUU
C JENCTBYIOLLMM 3aKOHOAATENbCTBOM, 33a
MCMOJ/1Ib30BaHNE KOHTpadaKTHbIX 3K3eMMJISpPOB
nporpaMm ans 3BM wnmn 6a3 gaHHbIX.



SALLULUTA AHOPOPMALIUA

dusnuyeckan 3dllMMTaAa AAdHHbIX
na obecnevyeHuUs

bonbLen HaAEXXHOCTU
XpaHeHUa AaHHbIX Ha
XECTKUX ANCKaAX
ncnonb3ytoT RAID-
MaCCuBbl. HeckonbkK
XXECTKUX ANCKOB
NOAK/TH0YATCA K
RAID-KOHTpONNEpYy,
KOTOPbIN
paccMaTpuBaeT UX Kak
eaUnHbIA NOrnMyecknmn
HOCUTESb
MHPOpMaLUN.




SALLULUTA AHOPOPMALIUA

dusnyeckan 3awmTta gaHHbIX

[Mlpn 3anmcn uvHoOpmMaumm oHa AOyonmpyetca W
COXPaHAETCA Ha HEeCKONbKUX AOuckax OOHOBPEMEHHO,
NO3TOMY MNP BbIXO4E U3 CTPOS OOQHOro U3 ANCKOB AaHHbIE
He TepPAITCA.
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SALLULUTA AHOPOPMALIUA

3awmTta B MHTEepHeTe

i nga 3awunThl
o MHMOPMALMOHHbIX
S DECYPCOB

KOMMbOTEPQ,
NOAKJTOYEHHOIO K

NMHTEepHeTy
MCMOJIb3YIOT
aHTUBUPYCHbIE
nporpamMmmebl,
HanpuMmep:
AHTUBUPYC
Kacnepckoro
(Windows) u
aHTUBUPYC
KlamAV(Linux).

KASPERSK\




SALLIUTA AHOOPMALIUUN

3awmTta B MHTEepHeTe

Ana 3aWnTbl KOMMNbKOTEPOB, MNOAKAKYEHHbIX K WHTEpHeTy, OoT
CeTeBblX BUPYCOB W XaKepCKuUx aTtak Mexay WHTepHeToOM U
KOMMbIOTEPOM YCTaHaB/IMBAETCA annapaTHbI WUAXM NPOrpaMMHbIN
MeXCeTeBOU 3KpaH. MexceTeBOWM 3KpaH OTC/eXuBaeT nepenadvy
AaHHbIX Mexay NWHTepHeTOM M NoKajibHbIM KOMMNbLIOTEPOM, BbISABNAET
NoAO3pUTENIbHbIE 0encTeung " npegoTBpallaeT
HEeCaHKUMOHMPOBAHHbLIN AOCTYMN K AAHHbIM.

Mexcerepon 3KaH

MapLupyTusaTop

EHeWwHsA CeTb

3alumaemsin
OTKDBITHIN CEMMENT
(DMZ)



