MIHICTEPCTBO OCBITU | HAYKU YKPAIHU
HALIOHANbHUU ABIALIMHUA YHIBEPCUTET

OVNNOMHUN NPOEKT

Tema:
Cucrtema MOHITOPUHrY Tpadika
KopnopaTUBHOI KOMM ‘OTEePHOI
Mepexi

BukoHaB: Nacbkko €.P.
KepiBHuUK: cT. BUKnagad MNMywkin HO.0.




AKTyanbHICTb TEMU

Benukoro po3maxy HabpaB pO3BUTOK KOMM IOTEPHOI
TexHikn. Komn'totepn novanu ob‘egHyBaTy B JfIOKanbHI |
rmobanbHi Mepexi.

B pgaHomy AuMnnoMHOMY MPOEKTI Oyro posrnsHyTo
KOpnopaTuBHY KOMM IOTEPHY MEPEXY.

Y 3BA3KY 3  PO3LUMPEHHAM  Mepexi, no4arno
30inblUYBaATUCb HAaBaHTaXXEHHS Ha I 0bnagHaHHS.

Onsa Toro wob 3anobirtu nepeHaBaHTa)XeHHs Oyna
nobyooBaHa cucteMa MOHITOPUHTY, B pe3ynbraTi Kol OyB
PO3pObNEeHUN anropuT™ No NEPEPO3NOAINY MEPEXKEBOIO
Tpadiky MiXK KOpUCTyBa4YaMu.

Ta HanawToBaHO CUCTEMY KOHTPOMIO | nepeposanoainy
Tpadiky Kerio Control.



MeTa | 3aBOaHHSA OOCHIaKEHHS

[TIpoaHanisyBaTu ICHYO4YY KOMMN'IOTEPHY MEPEXY,
nodyayBaTn CUCTEMY MOHITOPUHIY TpadikKy;

PO3POOUTN IHCTPYKLIKO NO BCTAHOBIIEHHIO Ta
HanaluTyBaHHIO NPOrpaMi MOHITOPUHTY Ha cepBepi
KOMM IOTEPHOI MepeXxi;

npoaHaniayBaTu pesynsratyi MOHITOPUHTY Tpadiky
KOMM‘IOTEPHOI Mepexi, a TaKoXX PO3pobUTN anroputm
nepepo3noainy mepexesoro Tpadiky Mk
KOpUCTyBavYamMm.

BcTaHOBMTK Ta HanawTyBaTh CUCTEMY KOHTPOIHO |
nepepo3noainy Tpadiky Kerio Control



Cxema Tonororil KoprnopaTtnBHOI
KOMM IOTEPHOI MEPEXI
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[ ONOBHI HanNalwTyBaHHSA CepPBEPHOI
YaCTUHM NporpamMmm MOHITOPUHTY

PRTG Network Monitor - Server Administration Tool @ PRTG Network Monitor - Server Administration Tool

| Web Server :que Server || Cluster | Memory Usage | Administrator | License | Start/Stop | Logs | About | Web Server | Core Server | Cluster | Memory Usage | Administrator | License | StartfStop | Logs | About |
Select TCP Port for PRTG's Web Server Probe Connection Management
(3 HTTPS (Port 443): Use secure web server with S5L Encryption (recommended setting) 4————— 4 (O Accept connections from the Local Probe only (default setting, does not allow remate probes)
(O HTTP (Port 80): Use standard web server without SSL encryption {not recommended) (%) Accept connections from remote probes on all IPs % 1
(O HTTP using TCP Part: ‘ / () Accept connections from remote probes on selected IPs only:

Select IP Address for PRTG's Web Server
() Localhost: Use 127.0.0.1 (PRTG will not be accessible from other computers) <—‘ 2

() all1Ps: Use all IPs available on this computer

(O Specify IPs: Probe Connections Port

Listen for connections from probes on TCP port number (default is 23560):  |23560 @

Local Storage of Data Files and Monitoring Database

Folder: |C:\Documents and Settingsiall Users\Application Data\Paessler\PRTG Metwork Monitorivah E]

[Juse NTFS based file compression [ Revert to default Folder ]
Note: Please copy your PRTG data files to the desived location BEFORE changing the path here.

Select System Language

: English v

R




[ ONOBHI HanNawTyBaHHSA KIMIEHTCLKOI
YacTUHU NporpamMy MOHITOPUHTY

PRTG Network Monitor - Probe Administration Tool

Probe Settings | Start/Stop | Logs { Directory | about
Probe Settings

Mame of Probe: Reconnect Time:
|Local Probe on 127.0.0.1 | |300 | sec

Connection to PRTG Core Server

(%) Act as Local Probe: Connect to local core server on 127.0.0.1 < 1

() Act as Remote Probe: Connect to a core server using the following settings

Port:
23560 (%4 (standard: 23560)
Probe GID:
{1449F389-8BB0-4CDE-BSDC-16BB66844035F [ Edit GID... ]
Outgoing IP for monitoring requests Probe Administration Tool Language
|auto v | English v

£

]

I Ok l Cancel |



BikHo nporpamu PRTG 3 rpadikamu
MOHITOPUHIY B pearnibHOMY MacLuTabi Yacy

& PRTG Network Monitor - 127.0.0.1:443 (prtgadmin) SSL
File Edit VYiew Help

P E
Devices | Sensors | Alarms | Maps | Reports | Logs | ToDos | Setup
- Root Overview | Live Graph | 2 days | 30 days | 365 days | Log Settings | History
B i 3 & iy
[z}% ¢ Local Probe on 127.0.0.1 SURECOM EP-320X-R 100_10_M PCI aaanTep - MAHAMOPT NnaHMpoBLmKa nakeTos (Live Graph, 2 hours)
[FE=m Probe Device Local Probe on 127.0.0.1 (Local Probe on 127.0.0.1) | Probe Device
=4 CorefProbe Health Max: 115 KBitls
| Disk Free ‘,u‘ o5
{7 M5 TCP Loopback inte 100 i o0
SURECOM EP-320%-R " il A
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0.3 mrm mr iy mr i min MR o mla R My OmEn mran omEm
M Downtime (%) Total {kbit/s) | Traffic in (kbit/s) Traffic out {kbit/s) W Packets (#/s)
SURECOM EP-320X-R 100_10_M PCI apantep - M pT POBUMKaA NAaKeToB A I
I (
Date Time Total (volume) Total (speed) Traffic in {(volume) Traffic in (speed) Traffic out {volume) Traffic out (speed) Packets (volume) Packets |
|01,07.2011 14:56:23 15 KByte 2 kbitfs 15 KByte 2 kbitfs 0 KByte 0 kbit/s 161 #
01.07.2011 14:55:23 16 KByte 2 kbit/fs 16 KByte 2 kbitfs 0 KByte 0 khitjs 189 #
01.07.2011 14:54:23 14 KByte 2 kbitfs 14 KByte 2 kbit/s 0 KByte 0 kbit/fs 166 #
101,07.2011 14:53:23 13 KByte 2 kbitfs 13 KByte 2 kbitfs 0 KByte 0 kbitfs 152 #
101.07.2011 14:52:23 14 KByte 2 kbitfs 14 KByte 2 kbitfs 0 KByte 0 kbitfs 167 #
01.07.2011 14:51:23 15 KByte 2 kbitjs 15 KByte 2 kbitfs 0,24 KByte 0,03 kbit/s 165 #
01.07.2011 14:50:23 14 KByte 2 kbitfs 14 KByte 2 kbit/fs 0 KByte 0 kbitfs 155 #
101.07.2011 14:49:23 15 KByte 2 kbitfs 15 KByte 2 kbitfs 0 KByte 0 kbit/s 167 #
101.07.2011 14:48:23 16 KByte 2 kbitfs 16 KByte 2 kbitfs 0,10 KByte 0,01 kbitfs 173 #
01.07.2011 14:47:23 24 KByte 3 kbitjs 22 KByte 3 kbitfs 3 KByte 0,37 kbitfs 237 #
01.07.2011 14:46:23 11 KByte 1 kbitjs 11 KByte 1 kbitfs 0 KByte 0 kbitfs 124
101.07.2011 14:45:23 11 KByte 2 kbitfs 11 KByte 2 kbitfs 0,11 KByte 0,01 kbitfs 125 # v ||
< % |8 ]
Refresh in 19 seconds ¥ 8.3.2.2157 PAESSLER



Pe3ynkrat MOHITOPUHIY TpadIiky

& Graph Zoom

SURECOM EP-320%-R 100_10_M PCI aganTep - MMHMNOPT NNaHMpoBLLMKa nakeTos (Live Graph, 2 hours)
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BigganeHnn MOHITOPUHT nporpamu

yepes Web-IHTepdenc
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HanawTyBaHHA NpaBui CUCTEMI
KOHTPOIMIO | nepepo3noainy Tpamiky

¥ grcomm.com - Administration Console for Kerio WinRoute Firewall = |_>Q
File Help
@_. Kerio WinRoute Firewall 3~ o = i 3
T %)| Traffic Policy (cobion
. 8 Interfaces
pDHCP Py Name Source Destination ?ervice Action | Log | Translation _‘J
- % DNS Forwarder A
R e S5 4, POP3S
)~ C¥ Content Filtering %4, SMTP
<@ HTTP Palicy
~FTP Policy M alibrand 2% public ™ 68.122.76.233 2, HTTP v MAP 10.10.10.10
(29 Antivirus s
(W Definitions M ftp brandbuilder 2 public =) 68.122.76.234 %, FTP v MAP 10.10.10.3
(8 Address Groups M incoming phomes % public =) 6812276.235 &4, HTTP N MAP10.1010.9
8 Time Ranges %, RDP
2 Servi
e A B incoming jucaia = ubiic = 631227623 4, FTP v |¢ |Map1a10105
- & Dial On Demand N
) <4 HTTP
. '+ Routing Table ¥, RDP :I
- A Logs & Alerts
... @ Advanced Options M incoming arcomm & public = £8,122.76.237 <4, HTTP v MAP 10.10.10.7 l'
Users and Groups = AP
0 Users 7| incoming ADMIN (": public @ Firewall <4 KMS Admin
29 Groups KWF Admin
[=- (£ Status RDP
- Mm Hosts / Users B nat o] :3'5' private ('-, public Any \/ NAT (Default outgoing
- Conhécllnns M Local Traffic (€0 Firewal € Firewall Any v
""'?S[a“S"CS I private o private
- 8 VPN Clients £y VPN clients £ VPN clients
- [\ Blert messages
- A g M Firewall Traffic ] Firewall & Any & Any
B gL . ®
-2 Logs
- 17 alert Default rule |4 Any & Any & Any 8 =

- o4 config <« | Ll

i connection b Add I HRemove I Wizard... I
- | debug

- &) dial
- @ ernor Spply I Feset | 1 0
- ] filter L]

o Kerio WinRoute Firewall  Configuration / Traffic Policy | ™4 grcomm.com:44333 2 brian '!7*' Ready
8 ()




ANropnTM aBTOMaTU4YHOI 3MIHW

nepepos3noainy Tpamiky

y

AHani3 MOHITOPMHTY TpadiKy
komn'totepHoi Mepexi HHILL 3a gonomoroto cHidepa

Mik
MaKCUMyMy
L[OCATHYTO?

Hi

Tak
Y

Mogaya curHary B Nporpamy aBTOMaTU4HOTO
nepeposnoainy Tpadiky Mk KOPUCTyBa4amMm

Y

AHarnia curHary i nogaya curHany Ha caity iHTepdericy
AiB

v

CBiTU BUKOHYE fgito. AGO 36inbluye WBWAKCTE ANg
iHTepdoeiicy, Yn ANS KopucTyBaya, abo 3MeHLLYye




Cxema aBTOMaTU4YHOIo KepyBaHHS
TpadIKoMm
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BCHOBKW

B pesynberaTi nobyaoBm CUCTEMU MOHITOPUHTY Tpadoiky
KOprnopaTMBHOI KOMIM'IOTEPHOI MEPEXI, Ta AETalbHOro
aHani3y pesynsraty poboTu uiei cuctemn, by po3pobrieHnn
anropuTM NMpPakTUYHOro BUKOPUCTAHHA LIEl NporpamMmu, aKnum
ObyB 3aCTOCOBaAHU B Nporpami KOHTPOIO | nepepo3noainy
Tpadiky Kerio Control.
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