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[ lomaua 3adBKU Ha BKJIIQUCHUE B
baHk miaHupyeMbIX padoT
(MCITIOJIB3YSI HTHTCPHET-CEPBUCHI

www.gati-online.ru)

OO0si3aTenpHbIC 1Iaru, BaxKHasi nHPopmaus.

\

3aMeTKH, MmoJjie3Hast uHpopmanus.




CucTeMHbIe TpeOOBaHUs

Internet Explorer — Bepcuu 6 viiu Bellie (paboTa BO3MOKHA TOILKO B 3TOM Opay3epe)

CapiCom — nocieanei Bepcuu (HOXXMUTE AN Nepexona Ha CTpaHWLLY 3arpysku)
Munumansable cucteMuble TpedoBanus: Windows 2000 - Service Pack 4,
Windows XP - Service Pack 2, Windows Vista, Windows Installer Bepcuu 3.0

Taxoke miist padboThl Bam notpedyercst Dnekrponnas [ludponas [Moanuce
BbIJIaHHAsI YI0CTOBEPSIIOIINM LIEHTPOM OpraHoB ['0CcynapCTBEHHOM BIaCTU ¢ 001aCThIO
nerictBuss MAMC M®I] (ceprudukar 11 nomxeH ObITh ycTaHOBIIEH B JIMUHbBIE
cepTU(UKATHI MOJIB30BATENSA, HHAYE MPU MOMBITKE OTIPABUTH U MOANUCATH JaHHbBIC
cepTU(PUKAT HE TTOSIBUTCSA B CITUCKE).

Caiit http://gati-online.ru qomkeH ObITh 100OaBIeH B Bariem Opay3epe B CIIUCOK
«HaméxHbIx y3710BY.




Ycranopka CapiCom

ITeperinute no CChlIKe

WJIA BOCITIOJIL3YHTECHh MTOMCKOM Ha caiite http://www.microsoft.com/ru-ru/.

I1ose moncka
Microsoft

Mpoayktel  Windows  Office  Kynute  3arpyskm  beszonmacHocre  [Moadepxkka  Pewenna O ko

esos ©

Marasud  Bce caiitel Microsoft  Poccuf - Pycckiid

AOMaWwHAR CTPaHML3 NoMcKa l PacluimperHbii NomMck ] Hacrposika noucka I Cnpaska No nowcky

A xouy

) Ckavate Becnnathe capicom E‘ urg
Wlndows, MoMeK CTpaHML Ha CleayioweM asbike (6 pycckiii aseik (0 Bee asbiki

Microsa

Essentia P
]
cO34aHa 3aHOBO A £3yAbTaThLIoMCka 3arpysku no Teme
ANA 33l 1-10 113 18 pesyasTaTos Ha: "Microsoft.com” ¥T04UHHTL pe3ybTar 1. CB0BOAHO PACNPOCTPAHAEMBIN (7}
onepayy = Habop .
Windows 8 Consumer Window 2. Security Update for CAPICOM 7]
5 5 KBI31906) - Pycckmii
Preview yxe goctynHa!l > Ceobogro pacnpoc H3BOp .. i
A @ 3 CAPICOM 2.1.0.1 3. OBHOBAEHWS, 3arpy3kK, Directd ... (7]

ZJaHHbI NAKET 33MPY3KN COAEPKMT CBOBOAHO Baiine aa
Mo Bee
wawww,microsoft.com/downloads/ru-ru/details, ?FamilyID 4 43-462f-abb5-ff88

('!') YCTaHOBMTE HOBBI
o Microsoft Security Bulletin MS07-028 - Kputudeckuii ...
(‘!') Kynute Windows 1 CAPICOM — 3arpy3uTb 06HoBAeHKe; Platform SDK Redistributable: CAPICOM — 3arpy3uTh 06HoBAeHME; BizTalk
Server 2004 c NaKeTOM ...
www,microsoft.com/rus/technet/security/bulletin/ms07-028.mspx

Kak cospate cocrasroii SMIME noanucm c ...

MpoaykTbl < )
MNepebii BX04 33NMCLIBAEM NOTOK, MCNOAL3YA Capicom. J063BUTh ewe 3anucbiBaeM OBBeKT COOBWEHNA,
support.microsoft.com/kb/318215/ru

MNonyAPHLIE | WINDOWS | OFFICE | XBOX 360 | WINDOWS PHONE | WINDOWS LIVE
Mpobnema c capicom

| BE3OMACHOCTL | MSN Windows XP SP3. Mpw PErMCTRaLM Ha 04EpeaHDif 31, Topr. MAOLIBAKE BHICKOHMID TREGOBIHHE YETaHOBHTE
capicom ...
social.technet.microsoft.com/Forums/ru-RU/xprufthread/7e0df57e-9bcc-445b-8cf7-48a7c165772b
‘Windows 8 Consumer Temb1 g1 Windows O6HoBAE
Preview - CratEre TeMLIH BBGH AR Cravarire Kak seinonnute nposepky CRL c CAPICOM
‘Windows § Consumer ‘ nepCoHanMsaLmn saLuei m W ofHoBY Mo yMOAYaHMI, NPOBEPKa CNWCKa OT3bIBa CepTUMKaTOB (CRL) He BbINoAHAeTCA Certificate IsValid -wan-

Preview yxe aocTynHal — OnepaUMORHoi cucTemel yeTanosr Chain.Build ...

SWindows: Vs support.microsoft.com/kb/304298/ru
CkayaTe Dit YcraHoska self-signed ceptudmkara. CAPICOM
Ao6poro BpeMeHit qyTok. Hanucan ckpunT Ha vbs KOTOPLIA YCTaHABAWBAET B KOPHEBOE XPAHWUAMLLE ...
social.msdn.microsoft.com/Forums/ru-RU/securityru/thread/941303d5-0d71-4e7c-9002-6393..,

CAPICOM 2.1.0.1 v win?
n OAAe p>KKa CKa l-{ aT b HOB OCT M €apicom He NOAAEPXMBAETCA, CM. TYT. [N 33Nycka NPUACKEHWI KOTOPbIE MCNOAESYIOT CAPICOM NOACHAET Xp

mode.
' Maket cosmectumocTi hopmatos Office > DevCon‘12: knto4eBbIMK social.technet.microsoft.com/forums/ru-rupwindows7ru/thread/4CIDEDFC-72CC-4BAC-AFAC-FF...
- . .

Extracting Server Certificate Information with 3 CAPICOM-Based ...

CAPICOM is an easy-to-use interface into CryptoAPL CAPICOM allows you to incorporate Public Key
Infrastructure (PK) functionality into your applications by providing a simple ...
technet.microsoft.com/ru-ruflibrary/cc781291(ws.10).aspx




Microsoft Pocca | Kaptacadta | Worldwide

Microsoft: Download Center

3arpy3ku ot A o0 2w CemeilcTBa npoaykToBw Kareropuu dpaiinosss lMomMowbmw

O MoMck Ha pycckoM @ MOMCK Ha aHM NHHCKOM

=1 Microsoft Update

Security Update for CAPICOM (KB931906) - Pycckuia 5‘ Mposepsre sau

KOMNBHOTEP Ha
Heobx0AMMOCTE 0BHOBNEHHA
Windows u Office.

KpaTtkoe onucaHue CoaepixaHue

WHCTPYKUMK ANA 3TOro thakina sarpysku ckopo By AyT AOCTYNHB! HA ¥ Kpatkue cBegenvs
PYCCKOM A3bIke, YT00bI NPEAOCTAENTE BaM 3TH CEEASHHA KAK MOMHO % 0630

BLICTpEE, NPEANAraHTCA MHCTPYKUMK Ha SHMMACKOM A3bIKE,
¥ Cucremuble TpeboBanua
< [lononHurenbHble CBEAeHUs
<+ CBA3aHHbIE pecypcbl
< Yro 3arpyxaor Apyrve?

Wmsa daiina: Pasmep: cpen
CAPICOM-KB931906-v2102.exe 375 K6

KpaTkue cBegeHun

Bepcua: 2 I/ l

Aarta pasMeweHna; 08.05,2007
BeifpaTe A3bIk I Pyccruit ll VISMEHHTE
Internet Explorer 9
MpHBAMEUTENEHOE BPEMA 3arpy3KkH: I Mogem (56K) LI 1 mMuH,
BronneTenu Ge30nacHoCTH: MS07-028

Baza 3HaHWH:

CkauaiiTe yCTaHOBOYHBIN (pailyl Ha CBOM KOMITBIOTEDP M 3aITyCTUTE €TO.

¢
O630p HEOOXOAMMBI IIpaBa A IMHUHUCTPATOpa

A remote code execution vulnerability exists in Cryptographic API Component Object Model (CAPICOM) that allows an attacker who

cuccaccFulle avnlaike Fhic winilnarahilibe Fa Fala carmnlalka cankval aF an sffackad cuckarm CADTENM Fan ha icad ac 2 camnanank AF 2




{i@ Security Update for CAPICOM (KB931906) Setup
Haxwmure kHOMNKY

Welcome to the Security
Update for CAPICOM «Next > ».
(KB931906) Setup Wizard

End-User License Agreement

Please read the following license agreement carefully

MICROSOFT SOFTWARE LICENSE TERMS il

MICROSOFT CAPICOM

These license terms are an agreement between Microsoft Corporation
{or based on where you live, one of its affiliates) and you. Please read
them. They apply to the software named above, which includes the

HpI/IMI/ITG YCIIOBHA COITIAIICHUS U media on which you received it, if any. The terms also apply to any |

HA)XMHUTC KHOIIKY «Next > ». {+' 1 accept the terms in the License Agreement:

e kerms in the License Agreement

Cancel




]{? Security Update for CAPICOM (KB931906) Setup

Custom Setup

Select the way you want features to be installed.

Click on the icons in the tree below to change the way Features will be installed.

=Rk cecurity Update for CAPICOM Microsoft CAPICOM 2.1.0.2

This Feature requires 790KB on your
hard drive.

«| 2

Location:  C:\Program Files\Microsoft CAPICOM 2.1.0.2} Browse I

N

\ikl;_sage l < Back Next = Cancel

KHomnka cMeHBI marnku
YCTaHOBKH.

Haxxmurte KHOIKY
«Next > ».

* 3ech MmMoKa3aH
IYTh VCTAHOBKH.




{i® Security Update for CAPICOM (KB931906) Setup
Ready to Install

The Setup Wizard is ready to begin the Custom installation

Click Install to begin the installation. I you want to review or change any of your
installation settings, click Back. Click Cancel to exit the wizard.

IE Security Update for CAPICOM (KBQSIQOG} Setup

Haxxmurte KHOMKY
«Next > ».

Jlo)kIuTeCh OKOHYAHUS
YCTAHOBKH (HE 00Jie€ MUHYTHI)
U HaKMHUTE KHOMNKY «Finish»

Completing the Security
Update for CAPICOM
(KB931906) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Finish




OdvuranbHbiIA caiT I osoft Internet Explore =181x]

®akin  Mpaska Bua MsbpanHoe | Cepeuc Cnpaska I "f
N F MoYTa M HOBOCTH > e wmi ’ - K
Hazan - 3 - M ﬂ e vl ﬂ 3
@ \) = BROoKWpOBaHWE BCNABIBSHOWNX okKoH P || = - "i
Aapec: lg’] http:{fwww.gati-online.ruf ~ ¥NPaBNEHHe HAACTPORKAMH. .. Z| Hepexop. ‘chmK” »
P/ CHHXPOHM30BATE. ., -

Windows Update

—— km-Ilemepoypza
T0CY0UpCI ey 0-MeXHUYeCKaA UHCHeKYUA

@ naBHan IMABHAA CTPAHHLIE

@ CnpaBo4Han UH(opHauma
W 0D bABNEHWA.

MOCTaB"eH'&{)c' yenyr ¢ 2012 rona. O6HoBNEeHO pacnucaHue cemuHapos Ha 11.03.2012, 12.03.2012, 13.03.2012.

w JobaBnenue caiira http://www.gati-online.ru/ B cincok «HaéXHbBIX V3I0B»

ol Otkpoiite Bar 6paysep (Internet Explorer Bepcuu 6 1 BbIIIIE).
4 B mento «CepBucy» BbiOepuTe MyHKT « CBOHCTBAa 0003peBaTesl. .. ».

opr. ==

- gy
+ JlononHUTenbHbLIN NepeYeHb aapecos peroHTa aopor 2012,
© 3akoHoparenbLcIBo W

BOKYMEHTbI.
@ AnKHMHKUCTPATHBHAA Opnepa Ha NPoOU3IBOACTBO paﬁoT OpraHuaauun AO0POXKHOIo ABMKEeHUA
pedhopria M NpoTMBOAEHCTBHE
KOpPyTILMK. + 00 opaepax Ha NPOM3BOACTBO pador. + 0D opraHi3auMM A0poXHOIo ABHKEHHA
@ Mepeyens Foc. dyHiil 1 +Nopsagok ochoprneHun opaepa. + PacnopsikeHus 0 3aKPbITHKU (OrPaHMYEeHUN) A0POKHONO ABMKEHUA (NPU NPOM3BOACTBE
loc. yeryr FATH +Paborbl, NPoOM3BOACTBO KOTOPLIX pazpelieHo De3 opaepa MATH . NNaHoBbLIX pabor)
+ Paborbl, NPOKM3BOACTBO KOTOPBIX 3anpelieHo bes opaepa B CaHki-lerepOypre Ha kapie ropoaa.
@ lpoeKTbl HOPHATHBHBIX rATH + CUCOK PacnopsiKeHuii.
NPaBOBbIX AKTOB W +lNepeyeHb AeHCTBYIOWME OpAENOoB. +lNoBecika 3acenaHusn MBK .
AAHUHUCTPATHBHbLIX + Apxus opaepoB FATH. + 3anBKa Ha MBK, Pacnops:xeHue.
pernameHIoB —
© Me:xBeaoMCTBEHHOR o
B3aMMOAEHCTBHE. KomMnneKkcHbINn Ko HTpOJb
@ lNoc. 3akymim .
+[naH MeponpuATHi No ['oC. KOHTPORIO.
@ BakaHcuu + Anpeca u rened)oHbl cneuManucIoB oTAesnoB KoHipons FATH.
+ CnpaBKa 0 COCTOSIHWM Aen.

ﬁ:"l ,, WH®OPMUPOBAHUE OPTAHU3ALIMA U HACENEHUA

KapTorpacdpudeckue cepsuchkl FTATA.

MHdopmauua ob
OrpaHUYeHUAX
no Tenedony 004, 050 U



Cogepxarve | Moakaiovermwa | Mporpamme: I JononnurencHo
O6uwme e i

BriGepure zoHy MHTEpHETS, YTOGBI NPUCEOUTE €11 YpoBEHE GE30NacHOCTH.

® © 0 &

1) B oTkphIBIIIEMCSI OKHE TIEPENUIUTE HA BKIAAKY
«be30macHOCThY.

WHTepHer MecTHan HagexHele OrpaHuye...
WHTPaCcEeTE Y3kl Y3kl

HagexHbie y3nni
3Ta 30Ha COQEPHUT AOBEPEHHBIE
Be6-y3Abl, KOTOPbIE HE NPUYUHAT BPEaa

BawemMy KOMNeoTepY AW AaHHBIM. B aToli zoHe Y3SN0E HET.

— YpoBeHb 6e30NacHOCTH ANA 3TOM S0HbI
YpoeeHb 6830MaCHOCTH YCTAHABNWBAETCA NOASYHKOM.

= - Huskun

- 06ecneyqBaeT MUHUMaNbHLIM YPOBEHE GE30NacHOCTH
- Bonbwan YacTe CoaepKMMoro 3arpyKaeTca 1
3anycKkaeTca 6es NpeaynpexaeHus
- | - -Bce akTuBHOE COAEPHKUMOE MOXET GbTb 3anyWeHo

- MpuMeHAETCA ANA Y3N0E, KOTOPBIM Bbl NOAHOCTHIO
-__|- Aaosepsete

Opyroi... I 1o ymonuaHua I

OtmeHa | ﬂpw-_nemnbl

2) Breibepute «HanexHbie y3IIbD».

3) Haxxmure KHONIKY «Y37bD».

4) CHUMHTE TajJouKy ¢ ATOTO MOJIs.

5) Beaute B nosie
http://www.gati-online.ru
¥ HAXXMUTE Ha KHOMKY «/[00aBUTH»

B AaHHYH 30HY MOMXHO A0BaBNATE BEG-Y3Nbl M YAANATE MX M3
Hee, 3aaaHHble ANA 30HbI NapaMeTpbl BesonacHocTH ByayT
MCNONb30BATECA ANA BCEX B8 Y3N0B,

AoBaBHTE Y3EN B 30HY!

http: /v, gati-online. ru
Beb-y3nbl:
YASNUTE |

Y3M0B 3TOM 30HEI TpebyeTca npoeepka cepeepos (https:)

OTMEHa




’ Ilpasumenscmeo Canxkm-Ilemepoypea
Tocy()apcmaeﬂn as aOMuH ucmpamueHo-mexXHu4eCKaa UHCneKuuA

@ nasHan

@ CnpaBo4Han UHopHauma

Mol LABNONL. Dopma 0TNPAEKKM 33ABKW HA BKNKOMEHME B BaHk nnanupyembn pafor

@ Kaprorpaduyeckme
CepBHCHI

? 3ameutens: | | HH] |

@ MNnaHupoBaH1e u

KOOpAMHaUMA pabor. S X =
? HOpuanyeckuil agpec:
@ Opaepa Ha NPOM3BOACTBO =

pabor.

@ OpraHu3aups A0PoKHOTO ? MouToseiit agpec:

OBHHEHHA. )
© KOMNNEeKCHbIi KOHTPOSb. ? 3akazumk padot:| |MHH

@ UHdhopriwpoBaHne ‘
OpPraHu3aLMil U HaceseHus. ? Anpec pafioT: |

© 3aKoHOAATeNbCTBO M

AOBYHUHIGI, ? Bug pafor; J ? OBbem pabor: |
@ AnMUHUCTPATHBHAA
pedhoptia U NpoTMBOAEICTBHE
KOPPYTILMK.

@ Mepeyiens I'oc. diyHiayi u c(MecquIro,n)Im "I|2012 'Ino (Mecnu,!ro,q)lm 'II|2012 'I

lNoc.ycmyr FATH

? CpokW Hayana v 0KoHYaHWA paboT:

@ TpoeKTbI HOPHATHBHBIX 7 0BnacTe JEACTBUA 3AABKM:

NPaBOBbIX AKTOB I =
AAHMHUCTPATHBHDIX Iﬂ«”" BCEX:aAPECHEL:INOTHAMM =l

pernaMeHToBs

o s .
© Me:Bea0HCTBEHHOE _* Npukpenute dain PSP: . =
B3auMOAeNCTBHE. H Ofzop...

@l 'oc. 3akynk

© BakaHCHy | MoanucaTe W 0TNPaBWTL

OrpaHyyeHVs ABMKEHWS

3anonHute popmy 3asiBKM Ha BKNoYeHUE B baHk
NJaHUPYEMBbIX PaboT

WMHpopmauna of
QrpaHUYeHNAX
no tenedoHy 004, 050 1

n =l
[ | [ | |® Haaexrwee yzne




[Tocne 3ano0HEHUS TTOJIENM HAXKMHUTE KHOIIKY
«llonmucare U OTIIPABUTHY.

\1 _ ITocae ATOro B MOsSIBUBILIEMCS AUaJIOTOBOM OKHCE

HaXMUTC KHOIIKY «Yes».

This Web site needs access to digital certificates on this computer.

WARNING: By allowing access to your certificates, this Web sitel also gain
access to any personal information that are stored in your cerbificates.

Do you want this Web site to gain access to the certifigates on this computer now?

2

Brifiepute ceptudmkar,

Komy BblaaH Kem Bbl... I HazH... | [MOHATH. .. I CpoK AeicT

d E= o = CA TAC 3aw,... Orcyrc.., 08.11.2012
BBI6epI/ITe CBOH CepTH(pHKaT EDO_NOT_TRUST FiddlerRoot  DO_NO... Mpoe... OTtcyte... 07.02.2022

(O6ﬂaCTI) I[€I‘/’ICTBI/I51 MAHC M(DH) E2 Bauses . . CA IAC Mcno... Otcyrc,.. 29.11,2012
1 HOKMATE KHONIKY «OK»

This Web site needs to create a digital signature using your private key. | _>|

WARNING: Allowing an untrusted Web site to use your private key is a security risk. ‘ s l MpocMoTp cepvdikaTa I

The Web site could use your private key to compromise protected data or assume
your identity.

Do you want this Web site to create the sighature now?

. . HOCHC 3TOT'O B IMMOABHUBIICMCS I1HUAJIOTOBOM OKHE
[~ Do not show this dialog box again.

If you select this check box, any Web pages within this site wil be abl HAXXMHUTC KHOHKY ((YCS».

dlgltal sighatures without prompting you again. However, you
again when you visit another Web site.




HexkoTopsie ommoOKH.

Coo6ueHue c Be 6-CcTpaHMLb] @

E An error occurred when attempting to sign the content, the errot was: The certificate store does not contain any
° certificate.,

OtcytcTBre Bamero ceptudukara B CIUCKe WK
HOSBIIAIOIIEECS] COOOIIEHHE TAKOTO BUA O3HAYAIOT, YTO
Bai ceprudukar He ycTaHOBJIEH B XpaHuinile «JIMUHbIeY.




Microsoft Internet Explorer ] x|

L | E An error occurred when attempting to sign the content, the errot was: HeBosMoxHO co3aaHHWe 06bEKTa CepBEpOM NPOrpaMMUpOBaHKA 0B BEKTOB
L J

Ecnu npu Haxxatuu kHONKK «[loamucarh ¥ OTIPaBUThY MOSBISETCS COOOIICHHE
TaKoro BUja, Tpedyercs nepeyctaHoBuTh CapiCom wiu (€Ciiu OH YK€ YCTaHOBJICH )
HaxaTh KHOMKY «I1yck» - « BBITIOTHUTE)» 1 BBECTH:
regsvr32.exe “«NyTb YCTaHOBKM»Lib\X86\capicom.dll”

(manpumep: regsvr32.exe "C:\Program Files\Microsoft CAPICOM
2.1.0.2\Lib\X86\capicom.dll")

* He0OXOIUMBI TIpaBa A IMUHHUCTPATOPA.

e CHWINDOWS system32\cmd.exe

Microsoft Windows XP [Bepcua 5.1.26001
(C)> Kopnopauus Maskpocooer, 1985-2001.

C:\WINDOWS\system32>regsur32.exe "C:\Program Files\Microsoft CAPICOM 2.1.0.2\Libh
\#86\capicom.d1l1l"

C:\WINDOWS\system32>_

X




