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[1naH nekunn

[MpoBnembl MHOrONOTOYHbIX NPUITOXKEHUN
- BBegeHue
o 3apgayun ymtatenen u nucartenen
o 3agauyu cnswero napmkmaxepa
o He DeadLock
o [locTyn K pasgensieMbiM JaHHbIM
° Atomicity-Violation Bugs
o QOrder-Violation Bugs
> DeadLock
> [Mpnumepbl MSSQL
> [1pMMNTUBBI CUHXPOHN3aLUN
o Kputndeckume cekumm
o MbtoTekchbl
> Cemadopbl
o CobbITns
> ObpaboTka TanmayToB




[lpocTOoe pa3nunymne

[MocnenoBaTenbHasi nporpamMmma - nporpaMmma, KoTopasi BbINoSHAET
NOrNYEeCcKyro onepauuio U Korga oHa 3akaH4YMBaETCH, BbINOJTHAET

CNeayoLLLYH0 NOrMYeCcKyro onepaumio.

[MapannenbHas nporpamMmma - 3To Habop He3aBUCUMBbIX
nocriegoBaTeribHbIX onepaLluii, BbINOMHAKLWUXCA
OO4HOBPEMEHHO.




reaJin3aln4
napannenbHbIX
BbIYNCITIEHNI

 MHOronoTo4yHas
* MHOronpotueccHaga
* PacnpeneneHHad




Parallelism vs Concurrency

e Concurrency is not (only) parallelism

e Interleaved Concurrency
: : ; Br--=m-------- .- >
= Logically simultaneous processing
= Interleaved execution on a single Cr—-- - _—---
processor
~N
7l

e Parallelism AI .

= Physically simultaneous processing
. ; S
= Requires a multiprocessors or a B
multicore system C
~N




Parallelism vs Concurrency

Cxoacrtea

° [NocnenoBartenbHOE BbINOMHEHUE B

pamMKax ofHou o4epeaun ; % * g ; % */1

- bopbba 3a pecypchl
(TepsaeTcsa ckopoCThb napanennusama)

Bonee 6bICTpOE BbIMNOMHEHWE MO
CpaBHEHWIO C OHOW o4epeabto * * g- ; g ; i\. .

ent: 2 queues, 1 vending machin

333338300
1332343~

Parallel: 2 queues, 2 vending machines



Parallelism vs Concurrency

OTnnyung

> B cnyyae Concurrenc ﬁﬁ
o Heoﬁxop,mma oyepeab ! £ % g * * * *—)g%ﬁ

° MepBbIn Nonyyaet nbor nogapok

© B Ccn Y‘-Iae Para I Ielism Concurrency: 7 kids queueing for presents from 1 heap

° oYyepenb He HYXHa (BbIUrpbILL MO
CKOpOCTH) % % % % %
° 3apaHee U3BEeCTHO KTO Kakon Nogapok >(

BO3bMET

Parallelism: 7 kids getting 7 labeled presents, no queue




Parallelism vs Concurrency

JTabopaTtopHasa paboTa Nel
> Concurrency ?

o Parallelism?




[Tpobnembl

°Shared resources
cDeadLocks
cABA problem




[Tpobnembl 1 npumepsbl

> SharedResources
> baHKoBCKUI cyeT (HegepHas 3arnuck rnepemeHHoU)
> CNuLKOM MHOro Mofnoka (00Ho8peMeHHOEe 8bInoriHeHUe delicmeusi)
> [Mpobnema cnswero napukmaxepa (HegepHoe cocmosiHuUe cucmembl)

o DeadLocks

> [Mpobnema obepatowmx unnocodoB (83aumHas briokuposka, besdeticmesue,
rnpocmausaHue)

> ABA problem



[Tpobnembl 1 npumepsbl

SharedResources




[ OHKW NOTOKOB.
BaHKOBCKUW cYeT.

import java.util.*; import java.util.*;
public class Account { public class Bank {
String id; HashMap<String, Account> accounts;
String password; static Bank theBank = null;
int balance;
private Bank() {
ACCOU}S"‘(%"’”(‘E id, String password, String balance) { accounts = new HashMap<String, Account>();
this.id = id; }

this.balance = balance; D) public static Bank getbank() {

} if (theBank == null)
theBank = new Bank();
boolean is_password(String password) { return theBank;
return password == this.password; }
}
7 - public Account get(String ID) {
(" int getbal() { ) return accounts.get(ID);
return balance; }
}
}

void post(int v) {
balance = balance + v;

- J




[ OHKM NOTOKOB.
TepmunHan onepartopa.

public void run() {
while(true) {
try {
out.print( “Account ID > *);
String id = in.readLine();
String acc = bnk.get(id);
if (acc == null) throw new Exception();
out.print("Password > “);
String pass = in.readline();
if (lacc.is_password(pass))
throw new Excepflon()
out. prm'l'( your ba/ance /s + acc. gefbal())

int val in. read()

if (acc.getbal() + val > 0)
acc.post(val);

else

throw new Exception();.

out.print(“your balance is* + acc.getbal());
} catch(Exception e) {
out.printin(“Znvalid input, restart”);




[ OHKN NOTOKOB.

OOHOBpPEMEHHOE CHSATHE.

balance ATM 1 ATM 2
100 out.print(“your balance is “ + acc.getbal()):
Your account balance is 100
out.print(“your balance is “ + acc.getbal());
Your: account balance 1s 100 out.print( "Deposit or withdraw amount > “);
g : 5 D it Withd t.>
out.print(“Deposit or withdraw amount > ©); RNEEY e R ale,  CG
Deposit or Withdraw amount >
-90
-90
int val = in.read(); int val = in.read();
100
if (acc.getbal() + val > 0)
100 if (acc.getbal() + val > 0)
10 acc.post(val); acc.post(val);
10

out.print(“your balance is “ + acc.getbal()):;
Your account balance is 10

out.print(“your balance is “ + acc.getbal()):
Your account balance is 10



[ OHKM NOTOKOB.
[1nnTenbHble onepayunn.

time | You Your Roommate
3:00 | Arrive home

3:05 | Look in fridge, no milk

3:10 | Leave for grocery

Z15 Arrive home

3:20 | Arrive at grocery Look in fridge, no milk

3:25 | Buy milk Leave for grocery

3:35 | Arrive home, put milk in fridge

3:45 = Buy Milk 2

3:50 R Arrive home, put up milk \
3:50 ﬁ Oh no! ﬁ
: =



[ OHKM NOTOKOB.
[1nnTenbHble onepayunn.

Hy>xHa 6r1okMpoBKa 4BOWHOIO BbIMOSTHEHUS.

BapuaHThbI?




[ OHKM MOTOKOB.
[1nnTenbHbIE onepaunn.

thread A thread B
if (no milk && no note) if (no milk && no note)
leave note leave note

remove note ‘ remove note |




Kputnyeckasa cekumns

Y4acToK UCMNOMHAEMOro Kogda nporpammbl, B KOTOPOM
NpOn3BOAUTCSH OOCTYI K 00LEeMY pecypcy (4aHHbIM Unn
YCTPOWCTBY), KOTOPbIN HE AOIMKEH ObITb O4HOBPEMEHHO
ncnornb3oBaH bonee Yem 0gHNUM NOTOKOM UCMOSTHEHUS.

[lpu Haxox0eHuU 8 Kpumu4eckou ceKuyuu osyx (unu boree)
rpoUEeCCco8 BO3HUKAEM COCMOSIHUE «20HKU» («coCcmsi3aHUSsI»).




[ OHKM NOTOKOB.
OOHOBpPEMEHHOE CHSATHE.

synchronized int getbal() { if (acc.getbal() + val > 0)
return balance; ace posf(val)'
} ' '
else

synchronized void post(int v) {
balance = balance + v;

}

throw new Exception();

OKCKINO3UBHbIN Koa cHATUSA co

cyeTa
OOCTYN

PelwueHa nu npobrnema?



[ OHKM NOTOKOB.
[1BOHOE cnnucaHue.

balance ATM 1 ATM 2

100

int val = in.read();

int val = in.read();

L if (acc.getbal() + val > 0)
100 if (acc.getbal() + val > 0)
0 ‘éﬁz.'posf(val);
10 19;
N

acc.post(val); %
. »
%‘b out.print(“your balance is “ + acc.getbal());

Your account balance is -80

out.print(“your ba/ance‘é,\* acc.getbal()):

Your accoun ; nce is -80



[ OHKN NOTOKOB.
HeBO3MOXHOCTb CHATUA.

public void run() {
while(true) {
try {

out.print(“Account ID > *);
String id = in.readLine();
String acc = bnk.get(id):
if (acc == null) throw new Exception();
out.print(“Password > *);
String pass = in.readLine();
if (lacc.is_password(pass))

throw new Exception();
out.print(“your balance is “ + acc.getbal()):
out.print( “Deposit or withdraw amount > *);
int val = in.read();
synchronized (acc) {

if (acc.getbal() + val > 0)

acc.post(val);
else
throw new Exception();
out.print(“your balance is “ + acc.getbal());

} catch(Exception e) {
out.printin(“Znvalid input, restart*);

}



[ OHKN NOTOKOB.

HeBO3MOXHOCTb CHATUA.

balance

100

100

100
100
10

10
10

ATM 1

out.print(“your balance is “ + acc.getbal()):
Your account balance is 100

out.print("Deposit or withdraw amount > ©);
Deposit or Withdraw amount >

=90
int val = in.read();

synchronized(acc)

if (acc.getbal() + val > 0) $$

acc.post(val);

Q" .
out.print(“your balance is “ + ac %()); @“
¥

Your account balance 6

D

Q,\
soﬁ

>
cPo\b

QY
8
nchronized(acc)

ATM 2

out.print(“your balance is “ + acc.getbal());
Your account balance is 100

out.print(“Deposit or withdraw amount > );
Deposit or Withdraw amount >

-90

int val = in.read();

\.

&

if (acc.getbal() + val > 0)
throw new Exception()



[ OHKM MOTOKOB.
[TloaBucaHune nHtepdeunca.

synchronized (acc) {
out.print(“your balance is “ + acc.getbal());
out.print( “Deposit or withdraw amount > *);
int val = in.read();
if (acc.getbal() + val > 0)
acc.post(val);
else
throw new Exception();
out.print(“your balance is “ + acc.getbal()):;



[ OHKM NOTOKOB.
[loaBucaHne nHTepgenca.

ATM1 ATM 2

Account ID >
Account ID >

ben
Password > ben
Password >
6189cell
6189cell
synchronized(acc)
out.print(“your balance is “ + acc.getbal());
Your account balance is 100
synchronized(acc) \\ '

out.print( “Deposit or withdraw amount > *);
Deposit or Withdraw amount >



[ OHKM NOTOKOB.
TpaHcdep aeHer.

public boolean transfer(Account from, Account to, int val) {
synchronized(from) {
if (from.getbal() > val)
from.post(-val);
else
throw new Exception();
synchronized(to) {
to.post(val);
}
}
}



SharedResources.
be3onacHaga 3anuce.

> [loCTyn K pecypcy He U3MEHSIET PECYPC — HAaNpUMep onepaunst YTEHUS;

> AaMeHeHne gaHHbIX ABNAETCA NAEMMNOTEHTHbLIM — NOBTOPHbIE 3alNpocChl
Ha NAMEHEHNE MNpmUBOAAT K OANHAKOBOMY pe3yribraTy,

> A3MeHeHne JaHHbIX BbINOMNHAETCH TONTIbKO OOHUM OObEKTOM —
nepcoHanbHbIA AOCTYM, KpUTUYECKas CEKLUS.




[Tpobnembl 1 npumepsbl

DeadLocks




[ OHKM NOTOKOB.
B3anmHaa brnokmpoBka.

Allyssa wants to transfer $10 to Ben’s account
While Ben wants to also transfer $20 to Allyssa’s account

Allyssa->Ben Ben->Allysa
synchronized(from)

if (from.getbal() > val) synchronized(from)
from.post(-val); if (from.getbal() > val)

from.post(-val);

synchronized(to) synchronized(to)
Waiting for Ben’s account Waiting for Allyssa’s account

to be releabeorm to be released to perform
D)



DeadlLock




DeadlLock

public boolean transfer(Account from,
Account to,
int val) {

Account first = (from.rank > to.rank)?from:to;
Account second = (from.rank > to.rank)?to:from;
synchronized(first) {
synchronized(second) {

if (from.getbal() > val)
from.post(-val);

else
throw new Exception();

to.post(val);



[Tpobnema obenatoLmnx
donnocoos.

° [1aTtb dpmunocodos
o [lepen KaxgbIM Tapesrika cnaretTu.
o Mexay napown gunocodos BUnkKa.

o JInbo ecTb ABYMS BUITKaMu
° JlInbo pasmbILNATb

> MOXXeT MOCMOTPETL U B3ATb BrvKamnLLyto BUKY,
ecnv oHa AoCTynHa

o MoXeT nonoXxnTb BUJIKY



[Tpobnema obenatoLmnx
donnoco@os.

Hy>XeH anropntmM genctemsa unocodoos.

BapuaHThbI?




Euwe npobnembl

> Livelock — NnOTOKM paboTaloT, HO HAYEero He AenatoT, NOTOMY
Kak He MOryT 3axBaTUTb BCe HEOOXOANMbIE PECYPCHI.

o Starvation (ronogaHue) — NOTOKY MOXXET COBCEM He
00CTaBaTbCHA pPecypcos.

> Lack of fairness — KOMy-TO gocTaeTcsi 0osblLLe pecypcoB, KOMY
TO MEHbLLe.

o Shared Resources —
o DeadLocks —

> ABA - ??



DeadlLocks

- CobntogaTb nocnegoBaTenibHOCTb BXO4a U BbIXo4da B KpUTUYECKNE
cekumm

> Acnonb3oBaTb 6MbnnoTeYHble Knacchbl (std, boost)
> ObpabaTbiBaTb UCKNIOYEHUSA
> icnonb3oBaTb NPaBUNbHYIO CTPATEN0 CUHXPOHM3aLNN




[ TpMUTUBSI
CUHXPOHM3aLU M1 NOTOKOB.

> [1pocTble bNokupyrowme metoasl
> BNIOKMpYOLLIME KOHCTPYKL MK

> CurHansol

> Hebnoknpyrowme KOHCTPYKLINK




[ TpMUTUBSI
CUHXPOHM3aLU M1 NOTOKOB.

[TpocTble briokmnpytoLme MeToabl




[TpocTbie briokupytoLme
MeToabl

> Wait
) S | ce p WaitSleepJoin
A
o Join Thread Thread

Blocks Unblocks

\

L Abart L abort
Unstarted Running J< Requested
ResetAbort \

I

|in

| theory
| only!

Thread Thread
Ends Ends

Stopped




[TIpocTble bnokmpytoLmne
MeToAbl

O)KI/I,EI,aHI/Ie MOXET 3aBeEpPLUNTbCA MNo cregyrwmmm npuvnHam:
> BbINOMHMIOCHL YCNoBue OXuaaHus

o 3aKOH4YMII0Cb BPEMSA OXMNaaHus
> [1oTOK NpepBaH QyHKuMen TerminateThread




[TpocTbie bnokunpytoLine
METObI.
YcrnoBue oxngaHua

MwuHycCbl:
o Harpyska Ha npoueccop

° [1pocTon

while (!proceed);

while (DateTime.Now < nextStartTime);




[1pocTble GrokupyroLwmne
METOoAbI.
TanmayTt

WaitForSingleObject(.. INFINITE)

WaitForMultipleObjects(.. INFINITE)




[ TpMUTUBSI
CUHXPOHM3aLU M1 NOTOKOB.

briokmpyroLme KOHCTPYKUUK




bnokupytouine
KOHCTPYKLUW

o Cemaop — 0O6BLEKT, OrpaHNYNBaOLLINIA KOSTMYECTBO NOTOKOB, KOTOPbLIE
MOryT BOWTU B 3afjaHHbIN y4aCTOK KoAa.

> MblOoTEKC — ceMadop, paspeLlaroLLnm BXO4 TOSIbKO O4AHOMY MOTOKY.




C++ Kputnyeckaa cekuyus

HasHauyeHune: npegocTtasnenne goctyna OHOMY noTtoky

CKOpOCTb: BbICOKas

ObnacTb BUAMMOCTW: npouecc

s W

[Mpumep:
CRITICAL_SECTION cs;
InitializeCriticalSection( &cs);
EnterCriticalSection( &cs);
// ?? TOnNbKO OOQMH NOTOK
LeaveCriticalSection( &cs);

SR A S

DeleteCriticalSection( &cs);



C++ MbloTekc

IMeHOBaHHas KpUTndeckas cekuus, 4OCTyNHas Ans UCNOoNb30BaHUS B
pamkax onepaLOHHOM CUCTEMBI.

HasHa4yeHue: npegoctasneHne goctyna OQHOMY noTtoky
CKOpOCTb: MeasieHHee

ObnacTtb BugnmocTun: OC

W o

[Mpumep:
HANDLE hMutex;
hMutex = CreateMutex( NULL, false, NULL);
WaitForSingleObject(hMutex, INFINITE);
// ?? TonbKo oOAMH NOTOK
ReleaseMutex( hMutex);
CloseHandle( &cs);

o vk wnNE



C++ Cemagoop

1. HasHnaueHwue: npepoctaBneHune goctyna HECKOJIbKUM
noToKam

2. CKopocCTb: mMeaneHHee

3. O6nacTtb Buanmoctun: OC

4. Tlpumep:
1. HANDLE hSemaphore;
2. hSemaphore = CreateSemaphore(NULL, [CURRENT],[MAX], NULL);
3.  WaitForSingleObject(hSemaphore, INFINITE);
4. [/ ?? He bonee MAX NOTOKOB
5. ReleaseSemaphore(hSemaphore, 1, NULL);



[ TpMUTUBSI
CUHXPOHM3aLU M1 NOTOKOB.

Curdansl




C++ CobObiTHe

HANDLE hEvent;

hEvent = CreateEvent(NULL, false (autoreset event), false, NULL);

1

2

3.  WaitForSingleObject(hEvent, INFINITE);
4. [/ ?? OOWH NOTOK 3a CYET autoreset

5

CloseHandle(hEvent);




Cnucok nutepartypsbl

Bukunegus

- BBepgeHue
o https://habrahabr.ru/company/piter/blog/274569

o Mpobnembl napannesbHOro NporpaMmmMmmMpoBaHuns
o https://ru.wikipedia.org/wiki/[Ipobnema_cnsLiiero_napukmaxepa

o https://ru.wikipedia.org/wiki/[Tpobnema_obeaaroLimx _dunocodoB
o Threading in C#

o http://www.albahari.com/threading

o Best practices
o https://msdn.microsoft.com/en-us/library/ff601929.aspx

o https://msdn.microsoft.com/en-us/library/1c9txz50(v=vs.110).aspx




BBeoeHne B napannenbHoe
nporpamMmmMmmpoBaHme

“To put it quite bluntly: as long as there were no
machines, programming was no problem at all;
when we had a few weak computers,
programming became a mild problem, and now
we have gigantic computers, programming has
become an equally gigantic problem."

-- E. Dijkstra, 1972 Turing Award Lecture



3HaMeHUTbIN 3aKoH Mypa

| 3akoH Mypa (1965): Kaxxable 2 roga Korim4yecTBO TPaH3UCTOPOB B
NHTEerpanbHOW MUKpPOCXeMe yaBanBaeTCA.

Crnedcmeue Xayca: Nnpon3BoANTENbHOCTb LIeHTparibHOro
npoLeccopa KoMMbloTepa yaBanBaeTca Kaxgble 18 MecsiLeB.

Myp, 2007: 3aKOHOMEPHOCTWN NepecTaHyT paboTaTb BcreacTaune
aToMapHOW NPUPOAbI BeLLecTBa 1 OrpaHNYeHns CKOPOCTU CBETA.
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