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O3HaKOMMBLUMCE C 3TOW MAaBOW, Bbl HAY4YMTECH:

*  OnpegensTb YCTPOWUCTBA W NPOTOKONLI, UCNONb3yemble B HEDONbLLKX CeTAX;

* 0DBACHATDL, Kak HebonbLIAan CeTb MOXET CTaTh OCHOBOW Ans bonee obLWKMPHLIX CeTelr;

*  OnucbIBaTh NOTPEDHOCTL B OCHOBHLIX Mepax no obecneveHunto beaonacHocTu
CETEBbIX YCTPOUCTB;

*  OnpegensaTb YA3BMMOCTU B cUCTEMe ceTeBoi BeaonacHOCTU U OCHOBHLIE METOAbI
nogasneHusa NocNeacTBuK, BbI3BaHHLIX NOAODHBLIMU HapYLUEHUAMM;

*  BbINOMHATL HACTPOWUKY NAapamMeTpoB CETEBLIX YCTPOUCTE C NOMOLLYbID
COOTBETCTBYIOLLMX 3aLUTHLIX DYHKUUK, YTODLI MUHUMKUIUPOBATL NOCNEACTBUA,
Bbl3BaHHbIE HApyLeHWAMU CeTeBon be3aonacHocTH,

*  WUCNONbLb30BaTh BLIXOAHLIE AdHHLIE KOMAH4 ping W tracert ANS AOCTWKEHUN
OTHOCUTENbLHOW NPOU3BOAUTENLHOCTU CETH;

*  KCNONb30BaTh OCHOBHLIE KOMaHAbI show ANA NPOBEPKU NapameTpos
KOH(hUrypauum U COCTORHUA MHTepdenca YCTPoMCTea;

*  WCNONb30BaTh OCHOBHbLIE KOMaHAbl yana u cuctemsl |OS ana nonyyeHus ceeaeHui
0D yCTpOiCTBax B CETH;

*  ODBACHATL NPUHLUMNLI paboTkl hannoBbiX CUCTEM Ha MapLUpyTU3aTopax u
KOMMYTaTOpax;

*  NPUMEHATL KOMaHAb! ANA PE3epBHOro KONWPoBaHUA U BOCCTaHoBNeHus tanna
koHcpurypauuum 10S.
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Han paBJieHUA OeATeJIbHOCTW

Oo6cnyxuBaHune Ob6ecneyeHune

‘ ! 0e30nacHOCTHU

X

narHoctumka

YcTpaHeHue
HeuncnpaBHOCTEN
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IJokymMmeHTauus

e CeTeBasd [AOKYMeHTauus — usndeckasd u noruyeckas
TONOJI0TNSA

 PeecTp yCTPOMUCTB — CMUCOK YCTPOWUCTB, WCMOJIb3YIOLLINX
nnn obpasyroulmnx ceTb

e blompKeT — aAetasin3npoBaHHbIN BromKeT WT, BKKO4Yas
OOKET Ha 3aKynKy 060pyaoBaHuUA Ha OUHAHCOBbLIN rof.

e AHaNu3 Tpadmka — HeobxoAMMOCTb [NOKYMEHTUPOBaHUS
NPOTOKO/10B, NMPUTOXEHNN 7 CyX®0, a  Takke
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dakTopbl BbIOOpa obopyaoBaHuA

EXPANDABLE/ MODULAR MANAGEABLE
"cost per port"
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[TnaHnpoBaHue npocTpaHcTBa IP-agpecoB

Administration Computers

} 20 Hosts

Given IP Address:
172.16.0.0/21

1 Switch

Server

20 Switches

4 Switches

64 Hosts 460 Hosts

Instructor Computers Student Computers
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A failure of any of these
switches only affects the
directly connected PCs.

The failure of either of these
central switches does not
stop network operation.

Multiple switches, connected with a
central switch
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Bblicokui Tpaduk, )
npuopureT nepegasaemblil Ha

Mar1ucTpans B nopsgke
NPUOPUTETHOCTK
Tpaduk,
oTnpaensembli Ha ;
MapLpyTA3aTop MarucTtpansHas ceTb

BHEe 3aBUCHUMOCTH
OT npuopuTeTa

NpHUOpMUTET
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Buabl npunoxeHun

Obbekmal
MPUKIaoHo20
YPOBHS

CeTeBble
NPUNOXEHUS

[ToNne3HOCTb ceTu onpenensaeTcs nosie3HOCTb UCNOMb3yeMblX
B HEN MPUIOXKEHUN!
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Cepeep DNS Cepeep [No4ToBbLIN Cepsep Beb-cepeep Cepsep FTP
Telnet cepeep DHCP
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XuleHne nHdopMaLuum [loTeps AaHHLIX U MaHUMYNSALWKA C
OaHHbLIMK

404
CTpaHuUa He

HangeHa

Kpaxa nu4Hon uhgopmMaumnm lNpekpaweHue obcnyxuBaHns



Knaccbl dpusnyeckmx yrpos cetu

« JKcnnyaTauMoHHbIE
yrpo3bl

* YIrpo3bl OKpYyXatoLLleWn
cpeabl

* YIpo3bl 3MieKTponUTaHnS

* Yrpo3ssbl MeXaHU4eCKnx
KOHCTPYKLUIA .
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Monutnka ©OGe3onacHocTM -— cpopmanbHoe
U3rOXXeHUue npaBun, KOTOPbIX  [AOMMKHbI
npuaepXxmnBaTbCA Nonb3oBaTenn nNpu gocTtyne
K TeXHONMorm4yeckMM v WHGOPMaLMOHHLIM
pecypcam.

MonuTtuka 6esonacHocTu

1.|MonuTtuka naeHTMuKauum u
ayTeHTUUKaymm

2.|Monutuka npuMeHeHus naponemn

3.|MonuTtuka uenesoro
UCNONb30BaHUA

4.|lMonuTHUKa yaaneHHoro aocryna

) 5./M
| i ISO/IEC 27002
6.|Mopsaok npopaGoTkn 1 2 ce KL',M 7

MHUWAEHTOB
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YA3BUMOCTU

TexHonornyeckue

KoHurypaumoHHblie

A
A 8
[TonnTnkn ‘

Oe3onacHoOCTU
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ATaku ¢ ncnonb3oBaHUEM 3n03pep,Horo Kopa
(Malicious Code Attacks)

Bupyc — nporpamma, Kkotopaa oyHKLMOHUPYeET

N pacnpoCTpPaHAETCA NyTeM U3MEHEHUS OPpYrnx
nporpamMmm n pannos. Bupyc He 3anyckaetca cam —
OH JOMMKeH BbITb aKTUBUPOBAH.

Bupycbl

YepBb aHanornyeH BUpycy ¢ Tem OTINYMEM, YTO

emMy He TpebyeTcsl BHEAPATLCH B CYLLECTBYIOLLIYHO .
nporpammy. YepBb pacchinaet konum camoro cebs ‘
MO CETU Ha BCE MOAKMIOYEHHbIE Y3rbl.

Yepsu "TpOSIHCKUI KOHb"

"TPOAHCKUM KOHeM" Ha3blBalOT HE Pa3MHOXKatoLLLYHCS
nporpammy, NpeacTaBnArLLYy0 COO0MN UHCTPYMEHT

0149 ataku, 3aMacKMpoBaHHbIN Mo, HEKOTOPYHO
NEermMTUMHYIO NporpamMmmy.



JE——

working | Agademy’

Internet queries

Ping sweeps

Port scans

Packet sniffers
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ATaku Ha nony4yeHue gocTtyna

Trust
Exploitation

Port
Redirection

Man-in-the-Middle

System A trusts
System B

B

System A
usel—psmlth Pat Smith

| own System B and now A
have access to System A. uber=psmith;
at Smith

Goal: |
An attacker wants to gain

access to System A.
Attacker

Attacker

System B trusts
everyone

System B

Compromised by
attacker
user=psmith; Pat
Smith

Compromised Host A

Source: A
Destination: B
Port: 23

Host B
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Buabl DoS (denial of services) atak

10T cailT ceropHs paboraer
04€Hb MeAneHHo!

1

£ oTnpaenio CTonbko
3anpocoB, YTO Cepeep He
cmoxeT obpabarbiBath
HUKakue Apyrie obpallenus.

lMomorute, 5 He mory
BbINOMHUTL HUKaKyto paboTty! |

WHTepHer

Beb6-cepsep
WWW.XXYZCORP.COM 3noymbILWNEHHKK, Mcnonbaylowuii DoS-ataky
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MeTtoAabl n POTHU BO,D,QVICTBVIFI dTdKaM

Pe3epBHoe icnonb3oBaHue
KonnpoBaHue X aHTUBMpYyca

YCcTaHoBKa AAA
OOHOBNEHUN

bBecnpoBoaHbIE MapLpPyTHU3aToOPLI MepcoHanbHbIi MEXCETEBO 3KpaH
Linksys C mHTErpvpoBaHHbIM
MEXCETEBbIM 3KDaHOM
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Cisco Discovery P‘rotocol (CDP) -
NPOTOKONT BTOPOIro YPpOBHSA

JE——

R3#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability Platform Port ID
S3 Fas 0/0 151 Sk WS-C2550 Fas (/€
R2 Ser 0/0/1 125 R 1841 Ser (/0/1

R3#show cdp neighbors detail

Device ID: R2
Entry address(es):

IP address : 192.168.1.2
FPlatform: Cisco 1841, Capabilities: Router Switch IGMP
Serizl0/0/1, Port ID (outgoing port): Serizl0/0/1
161 sec

Interfzace:
Holdtime :

Version :

!To disable CDP globally use...
R3(config)$#no cdp run
|

lor, to disable CDP on only an interface...
R3(config-if)#no cdp enable

working Agademy’
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NonyyeHue nHdopmMaumm 06 nHTepdercax
MapLupyTU3aTopa

Rl#show ip interface brief

Interface IFP-Address 0K? Method Status Protocol
FastEthernet(0/0 unassigned YES manuzl administratively down down
Seriall/0/0 unassigned YES unset administratively down down
FastEthernet(0/1 unassigned YES unset administratively down down
Seriall/0/1 unassigned YES unset administratively down down

R1#show interfaces
FastEthernet(/0 is administratively down, line protocol is down
Hardware is AmdFE, address is 000c.3010.92&0 (biz 000c.3010.5260)
MTU 1500 bytes, BW 100000 Xbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive zet (10 sec)
Auto-duplex, Auto Speed, 100BaszeTX/FX
ARP type: ARFA, ARP Timecut 0£:00:00
Last input never, output never, output hang never
Last clezaring of "show interface™ counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes
Received (0 broadecasts, 0 runts, 0 giants, 0 throttles v
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Ucnonb3oBaHue MAC n ARP

Rl#show interfaces fastethernet 0/0

FastEthernet(0/0 iz up, line protocol is up
Hardware is AmdFE, address iz 0002.3010.8260 (biz 000c.3010.95260)
Internet address is 172.16.3.1/24
<output omitted>

R1#

Rl#show interfaces serial 0/0/0

Seriall/0/0 is down, line protocol is down
Hardware 13 PowerQUICC Serial

Internet address iz 172.16.2.1/24
MTO 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
<output omitted>
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Hactpounka SSH

router# hostname cisco
cisco# clock set 17:10:00 28 Aug 2009
cisco# configure terminal
cisco(config)# ip domain name test.dom
cisco(config) # crypto key generate rsa
cisco(config) # service password-encryption
cisco(config) # username user password 7 Pa$$wOrd
cisco(config)# line vty 0 4
cisco(config-line)# transport input ssh

(

(

(

(

cisco(config-line)# logging synchronous
cisco(config-line)# exec-timeout 60 0
cisco(config-line)# exit

cisco(config) # exit

YcTaHaBNMBaeM TOYHOE BpeMs AS1 reHepauumn Kitoda

BxoanM B pexxmuM KOHPUrypmpoBaHuS

YKa3biBaeM UMea gomeHa (HeobxoamMo Anga reHepaumm Kr4ya)

[eHepupyeM RSA koY

AKTUBMpPYEeM WndpoBaHue naponen B KOHPUrypaumoHHoMm danne

3aBoAuMM nosb3oBaTenia ¢ UMeHeM user, naponem Pa$$wOrd

YKa3blBaeM cpeaon AOCTyna Yyepe3 CceTb No yMon4daHutio SSH

YKa3blBaeM BpeMs TanMayTa 40 aBTOMAaTU4eCcKOro 3akpblitna SSH ceccun B 60 MUHYT
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‘Router¢show file systems

File Systems:

Size(b)

* 256487424

262136

Free (b)

183234560

254779

Type
opaque
opaque
opaque
opaque

network
disk
disk
nvram
opaque
opaque
opaque
network
network
network
network
opaque
network
opaque

Prefixes

archive:

system:
tmpsys:
null:
tftp:
flash0Q:
flashl:
nvrams:
syslog:
xmodem:
ymodem:
rcp:
ttp:
ftp:

flash:#

Router#cd nvram:
Router#pwd

nvram:/

Routergdir
Directory of nvram:/

253
254

—TrW—-

1156
5

<no date> startup-config
<no date> private-config

| Cisco Networking Agademy’

Cisco IFSi
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Pe3epBHOe KOI'IVIpOBaHVIe KOchMrypau,MM

Routerfcopy running-config tftp
Remote host []? 131.108.2.155
Name of configuration file to write[tokyo-config]?tokyo.2

Write file tokyo.2 to 131.108.2.155? [confirm]
Writing tokyo.2 !!!!!! [OK]

Rl#copy running-config usbflash0:
Destination filename [running-config]? R1-Config
5024 bytes copied in 0.736 secs (6826 bytes/sec)

— o
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