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ASP.NET Identity

B ASPNET Core wucnonp3yercss CHCTEMa aBTOPHU3ALUU U
ayreHTuukanuu mnoa Hazpanuem ASP.NET Identity.

OcHogéHnbwie Knaccol:

O IdentityDbContext
(Microsoft.AspNetCore.ldentity.EntityFrameworkCore) - KOHTEKCT
HAHHBIX, TPOU3BOAHBIN OT DbContext, KOTOPBIM yXKE COICPKUT
CBOMCTBAa, HEOOXOAWMMBIC s YHOpPaBJICHUS IIOJb30BATCIAMU U
ponamu: cBouctBa Users u Roles. B peanbHOM npuiioxxeHuu
Iydiie co3/iaBarh Kinacc, mpon3Boanbiid ot Identity DbContext.

public class AccountDbContext : IdentityDbContext<User>

{
public AccountDbContext(DbContextOptions<AccountDbContext>
options)
: base(options)
{
Database.EnsureCreated();
}



Kpome Users u Roles B kKOHTEeKCTE €CTh CBOMCTBA:
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RoleClaims: Habop o0bekToB IdentityRoleClaim, coorBeTcTBYET
TaOJIMIIE CBSI3U POJICH U 00OBEKTOB claims

UserLogins: Ha0op 00bekTOB IdentityUserLogin, COOTBETCTBYET
TaOJIUIIE CBS3M MMOJIb30BATEICH C UX JJOTMHAMM X BHEIIHUX
CEpPBHCOB

UserClaims: Ha0op o0bekToB IdentityUserClaim, cooTBETCTBYET
TaO0JIMIIE CBSI3U I0JIb30BaTeNe 1 00BEKTOB claims

UserRoles: Habop o0bekToB IdentityUserRole, cooTBeTcTBYET
Ta0JIuIIe, KOTOpas COMOCTAaBIISET MOJIb30BaTeNIe U UX POJIU
UserTokens: Habop 00bekToB IdentityUserToken, cooTBeTCcTBYET
TaOJIUIE TOKEHOB I0JIb30BaTeNIcHh



0 IdentityUser peamuzyer wunrepdeiic IUser m ompenenser
CJIEAYIOIINE CBOUCTBA:

Claims: Bo3Bpamaer KOJUIGKLIMIO  CIIEHHAJIbHBIX  arpuOyTOB,
KOTOPBIMH  00JIaJacT IOJb30BaTe€lb M  KOTOPHIE XpaHSAT O
10JIb30BaTENC ONPEACICHHYIO HH(POPMAIIHIO

Email: email nons3oBares

Id: YHHUKAIbHBIN UACHTU(PUKATOP I10JIb30BaATEIIS

Logins: BO3BpamacT KOUICKIMIO JIOTUHOB MMOJIb30BATEIISA



PasswordHash: Bo3Bpaiaer xau naposs
Roles: Bo3BpalaeT KOUIEKIAIO POJIEU TTOJb30BATE
PhoneNumber: Bo3BpaiiiaeT Homep TenedoHa

SecurityStamp: BO3BpaliacT HEKOTOPOE 3HAYECHUE, KOTOPOE MEHSETCS
Oph  KOKIOW CMEHE HACTPOCK ayTCHTU(UKAIMH 9 JAHHOIO
I10JIL30BaTEIIA

UserName: BO3BpalllacT HUK MOJIb30BATEIS
AccessFailedCount: 41cii0 TONBITOK HEYIAYHOTO BXO/A B CUCTEMY

EmailConfirmed: Bo3Bpaiaer true, eciim email ObLI1 TOATBEPIKICH
PhoneNumberConfirmed: Bo3Bpaimaer true, ecid TeneQOHHBIN
HOMEp OBLII NOATBEPKACH

TwoFactorEnabled: eciu paBeH true, TO Ui TaHHOTO IOJIH30BATEIIA
BKJIFOYEHA ABYX(AKTOpHAs aBTOpU3AlIMS



OOBIYHO MJIs1 YHpPABJICHUS MOJIb30BATEIISIMU OIPEACISIOT KJjacc,
npon3BoaHbIN OT IdentityUser:

public class ApplicationUser : IdentityUser

{
}

 UserManager oCYyIIECTBISCT HEMOCPEACTBEHHOE YMpaBJICHUE
ITOJIb30BATEISIMU
OcHo8Hble Memooul:

= ChangePasswordAsync(user, old, new): usMeHs€T I1apojb
I0JIb30BaTEIIS
= CreateAsync(user): CO3/1a€T HOBOTO I10JIb30BaTEIIS

= DeleteAsync(user): ygaasieT IoJib30BaTeIIs
= FindByldAsync(id): umet nonp3oBarens no id

= FindByEmailAsync(email): umeT monap3oBaress mo email



FindByNameAsync(name): UIIET MOJIL30BATENS 110 UMEHHU
UpdateAsync(user): 0OHOBJISECT NOJIb30BATEIIS

Users: BO3BpalllacT BCEX MOJIb30BATEIICH

AddToRoleAsync(user, role): 1o0aBisieT A1 MOJIb30BATEINS USET
poIb role

GetRolesAsync (user): BO3BpaliaeT CIUCOK POJIeH, K KOTOPBIM
IPUHAJIEKUT MOJIB30BATEIb USET

IsInRoleAsync(user, name): BO3BpaIaeT true, €CIiiv MoJib30BaTelib
user MPUHAIJICKAT PO name

RemoveFromRoleAsync(user, name): ygajusieT pojib ¢ UMEHEM

name y 110JIb30BaTCJIA uscr



Q UserStore<T> - XPaHWINIIEC I0JI30BaTCIICH.

Knacc UserStore npeacrasisiet peau3aluo
uHtepdenca IUserStore<T>.Uto0n1 co3mare 00bekT UserStore,
HEOOXOIMMO MCII0JIb30BaTh KOHTEKCT JTaHHBIX
ApplicationContext.

O IdentityRole

CBoOJCTBA:

Id: YHUKAJIbHBIN UICHTU(PUKATOP POIU
Name: Ha3BaHUE POJIU

Users: koiuiekius 00bekToB IdentityUserRole, KOTOpbIi CBSI3BIBAIOT
MIOJIb30BaTENs U POJIb



0 RoleManager<T>,rae T - peanuzanus uatepderica IRole.

YpasisieT poJisIMU € IIOMOIIBIO CIACTYIOMINX METOMOB:

= CreateAsync(role): co3maet HOBYIO POJIb

= DeleteAsync(role): ynamnser posb

= FindByldAsync(id): Bo3Bpamaet poss o 1d

» FindByNameAsync(name): BO3BpaiaeT poJib 110 Ha3BaHUIO

= RoleExistsAsync(name): BO3Bpalaer true, €Ciay poJib C
JTAHHBIM UMEHEM CYIIIECTBYET

= UpdateAsync(role): 0OHOBJISET POIb

= Roles: Bo3Bpalaer Bce poiau



Tunwvt aymenmugurxayuu
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WsmeHuTs NpoBEpKy NOAMMHHOCTH - - ——— SR u
B ———

Ana npunoxkeHni, XpaHawmx npoduamn NoNbL30BaTeNEN B
Base aanHbix SQL Server. MNMonbsosatenn moryT
3apErnCTPUPOBATECA MW BOWTH B C NOMOLLbHO YHETHOM
sanucu ana Facebook, Google, Twitter, yueTHol 3anncn
MaiikpocodT nnm gpyroro nocTasLUnKa.

() Bes npoeepkn NOAAMHHOCTK

© WHanenayanbHble yYETHBIE 33NUCKH NONB30BATENEN
JononHuTensHbIE CEEAEHUA

() YuetHble 3annucK opraHnsaumn

() Npoeepka nognunHoctn Windows

0K OtmeHa ]




IIpumep. /Jo0aBuTh ayTEHTU(PUKALIMIO U AaBTOPU3AIAIO B IIPUIOKECHUE
— Mara3zuH tejie(poHOB. 3apETUCTPUPOBAHHBIE MOJIb30BATEIIN MOTYT
7ejiaTh 3aKa3. AJIMUHUCTPATOP MOXKET YIPAaBIATH IMOJIB30BATEIISIMU.
['0CTH MOT'YT TONBKO ITPOCMATPUBATD.

Jlims Bzammopencteus ¢ MS SQL Server uepe3 ASP.NET Core
Identity Hy:XHO H70OaBUTH B MPOEKT uepe3 Nuget makeThl

0 Microsoft. AspNetCore.Identity.EntityFrameworkCore
0 Microsoft. EntityFrameworkCore.SqlServer

B npoekre yxke ObUT CO34aH KOHTEKCT TAHHBIX:

public class ShopContext : DbContext

{
public DbSet<Phone> Phones { get; set; }

public DbSet<Order> Orders { get; set; }
public ShopContext(DbContextOptions<ShopContext> options)
: base(options)

{
}

//Database.EnsureCreated();



0 JdobaBuMm Kiacchl MOJIB30BATECl M KOHTEKCTA JAHHBIX B MAIKy
Models.

Knacc nonb3oBarteneun:

public class User:IdentityUser
{

public string Lastname { get; set; }

public string Address { get; set; }
}

Kiacc xouTekcTa naHHbIX:

public class AccountDbContext : IdentityDbContext<User>

{
public AccountDbContext(DbContextOptions<AccountDbContext> options)
: base(options)
{
//Database.EnsureCreated();
}



JInst oOecneyeHHsT BO3MOXKHOCTH HCIOJB30BaHUS MUTrpaLUd

N00aBUM KJIAcChl I KOH(MUIYPUPOBAHUS MOJAKIIOYCHHUS IIpH
CO3JJaHUU KOHTEKCTA

class ContextFactory : IDesignTimeDbContextFactory<AccountDbContext>

{
public AccountDbContext CreateDbContext(string[] args)

{

var builder = new ConfigurationBuilder();

// ycTaHOBKa NyTW K TeKywemy KaTanory

builder.SetBasePath(Directory.GetCurrentDirectory());

// nony4yaem kKoHourypauumw u3 danna appsettings.json

builder.AddJsonFile("appsettings.json");

// co3paeM KOHPUTrypauuw

var config = builder.Build();

// nony4yaem CTpOKY NOAK/HYEHUN

string connectionString =
config.GetConnectionString("DefaultConnection");

var optionsBuilder = new DbContextOptionsBuilder<AccountDbContext>();

DbContextOptions<AccountDbContext> options = optionsBuilder
.UseSqglServer(connectionString)
.Options;

return new AccountDbContext(optionsBuilder.Options);



public class ShopContextFactory : IDesignTimeDbContextFactory<ShopContext>

{
public ShopContext CreateDbContext(string[] args)

{
var builder = new ConfigurationBuilder();
// ycCTaHOBKa NyTuU K TeKywemy KaTanory
builder.SetBasePath(Directory.GetCurrentDirectory());
// nony4aem kKoHburypauuw u3 danna appsettings.json
builder.AddJsonFile("appsettings.json");
// co3paeM KOHPUrypauuw
var config = builder.Build();
// nony4aem CTpOKY NOAKIHNYEHUS
string connectionString =
config.GetConnectionString("DefaultConnection");
var optionsBuilder = new DbContextOptionsBuilder<ShopContext>();
DbContextOptions<ShopContext> options = optionsBuilder
.UseSglServer(connectionString)
.Options;
return new ShopContext(optionsBuilder.Options);



B knacce Startup Hy’KHO NPUMEHUTh BCE HEOOXOIMMBIE CEPBHUCHI
U151 padoThI ¢ Identity u 0a301 JaHHBIX

string connection =
Configuration.GetConnectionString("DefaultConnection");
services.AddDbContext<ShopContext>(options =>
options.UseSqglServer(connection));
services.AddDbContext<AccountDbContext>(options =>
options.UseSqglServer(connection));
services.AddIdentity<User, IdentityRole>()
.AddEntityFrameworkStores<AccountDbContext>();

B Meroge Configure() Hy’kHO  yCTQaHOBUTb  KOMIIOHEHT
middeware -Bb3Bath UseAuthentication. 9tor meTton middleware
BbI3bIBacTCA nepen app.UseEndpoints()

app.UseAuthentication();



JI1a wHANUaId3anuyu  0a3bl JAHHBIX HAYaJIbHBIMM POJISIMH U
MOJIB30BAaTEIAMHU, a 320/IHO U MH(MOPMAIIMEH O TOBapax OMpeIeiIuM
KJIacC

public class DbInitializer
{
public static async Task InitializeAsync(AccountDbContext accountContext,
ShopContext context, UserManager<User> userManager,
RoleManager<IdentityRole> roleManager)

{
if (context.Phones.Count() == 0)
{
context.Phones.AddRange(
new Phone
{
Name = "Gnusmus galaxy note",
Company = "Gnusmus",
Price = 600
}s
new Phone
{
Name = "Samsung Galaxy Note",
Company = "Samsung",
Price = 550
}s
w W T.40.

)s

context.SaveChanges();



if (await roleManager.FindByNameAsync("admin") == null)

{

await roleManager.CreateAsync(new IdentityRole("admin"));
accountContext.SaveChanges();

}
if (await roleManager.FindByNameAsync("user") == null)
{
await roleManager.CreateAsync(new IdentityRole("user"));
accountContext.SaveChanges();
}
string adminNik = "Boss";
string password = "&Aal234";
if (await userManager.FindByNameAsync(adminNik) == null)
{
User admin = new User
{
UserName = adminNik,
Address = "lomenb"
}s

IdentityResult result = await userManager.CreateAsync(admin, password);
if (result.Succeeded)
{
await userManager.AddToRoleAsync(admin, "admin");
accountContext.SaveChanges();



B MmeTome Main MOXHO BBI3BATh METOI WHUIIMAIU3AIINN;

var host = CreateWebHostBuilder(args).Build();
using (var scope = host.Services.CreateScope())
{
var services = scope.ServiceProvider;
try
{

var context = services.GetRequiredService<ShopContext>();
var accountContext = services.GetRequiredService<AccountDbContext>();
var userManager = services.GetRequiredService<UserManager<User>>();
var rolesManager = services.GetRequiredService<RoleManager<IdentityRole>>();
DbInitializer.InitializeAsync(accountContext, context, userManager
rolesManager).Wait();

//await DbInitializer.InitializeAsync(accountContext,context, userManager,
rolesManager);

}
catch (Exception ex)
{
var logger = services.GetRequiredService<ILogger<Program>>();
logger.LogError(ex, "Owubka npu uHuumManusaumm 6asbl faHHbIX");
}

}
host.Run();



Jl1s coznanus (miau usMeHeHus b/1) Hy»KHO co37aTh U IPUMEHUTD

MUTpALUU:

Komcone gncneryepa nakeros

Wctounuk naketa: Bce > a Mpoext no ymonuanuio:  WebApplication_Core

PM> Add-Migration CreateDB -context AccountDbContext
The EF Core tools version '2.1.1-rtm-30846' is older
To undo this action, use Remove-Migration.

PM> Add-Migration CreateShopDB -context ShopContext
The EF Core tools version '2.1.1-rtm-30846' is older
To undo this action, use Remove-Migration.

PM> Update-Database -context AccountDbContext

The EF Core tools version '2.1.1-rtm-30846"' is older
Applying migration '20210408202730 CreateDB'.

Done.

PM> Update-Database -context ShopeContext

The EF Core tools version '2.1.1-rtm-30846' is older
PM> Update-Database -context ShopContext

The EF Core tools version '2.1.1-rtm-30846' is older
Applying migration '20210408202915 CreateShopDB'.
Done.
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146% ~

than

than

than

than

than

that

that

that

that

that

of the

of the

of the

of the

of the

runtime

runtime

runtime

runtime

runtime

I

'2.1.14-servicing-32113"'. Update the

'2.1.14-servicing-32113"'. Update the

'2.1.14-servicing-32113"'. Update the

'2.1.14-servicing-32113"'. Update the

'2.1.14-servicing-32113". Update the

tools

tools

tools

tools

tools

for the

for the

for the

for the

for the

latest features

latest features

latest features

latest features

latest features

v X

and bug fixes.

and bug fixes.

and bug fixes.

and bug fixes.

and bug fixes.™



0 Jnus cosmanus (yHKIMOHAJIAa BXOAA IOJB30BaTelIcH BHaJaje
100aBUM B IIPOEKT B nanky ViewModels crienuaibHyH0 MOJEIIb

LoginModel:

public class LoginModel

{

[Required(ErrorMessage ="He 3apgaHo umA nonb3oBaTena")]
[Display(Name = "Jlorun")]
public string UserName { get; set; }

[Required]
[DataType(DataType.Password) ]
[Display(Name = "Maponb")]

public string Password { get; set; }
[Display(Name = "3anomMHuTb?")]
public bool RememberMe { get; set; }

public string ReturnUrl { get; set; }



0 JdoGaBum B nanky Controllers HOBBIN KOHTPOJLIIEP
AccountController u oO0aBuM B HETO:

public class AccountController : Controller

{

private readonly UserManager<User> userManager;
private readonly SignInManager<User> signInManager;

public AccountController(UserManager<User> userManager,
SignInManager<User> signInManager)

{

this.userManager = userManager;
this.signInManager = signInManager;

}

[HttpGet]
public IActionResult Login(string returnUrl = null)

{
//returnUrl = HttpContext.Request.Path;

return PartialView(new LoginModel

{
})s

ReturnUrl = returnUrl



0 Cozmagum npeacraBiIeHue A1 BXOAA:
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” WebApplication_Core - Login.cshtml* - x
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@model WebApplication_Core.ViewModels.loginModel %+
l o
<hr /> E 2
<div class="row">
<div class="col-md-4">
<form asp-action="Login">
<div asp-validation-summary="ModelOnly" class="text-danger"></div>
<div class="form-group”>
<label asp-for="UserName" class="control-label"></label>
<input asp-for="UserName" class="form-control"” />
<span asp-validation-for="UserName" class="text-danger"></span>
</div>
<div class="form-group”>
<label asp-for="Password"” class="control-label"></label>
<input asp-for="Password" class="form-control™ />
@Html.validationMessageFor(m => m.Password,"",new { @class= "text-danger" })
@*<span asp-validation-for="Password" class="text-danger"></span>*@
</div>
<div class="form-group”>
<div class="checkbox">
<label>
<input asp-for="RememberMe" /> @Html.DisplayNameFor(model => model.RememberMe)
</label>
</div>
</div>
<div class="form-group™>
<input type="submit" value="0K" class="btn btn-default” />
</div>
</form>
</div>
</div>
— . v
@ MMpo6nemel He HaWAEHBI, 4 i Kanuxgnmop » Crp:2 Cume:1 Mpo6ennt  CRLF

110 %



JlobaBUM B KOHTpPOJUIEp  JICMCTBHE, KOTOPOE
BBINIOJIHATHCA B OTBET HA POST 3amnpoc o kHorike Bxog.

[HttpPost]
[ValidateAntiForgeryToken]
public IActionResult Login(LoginModel model)

{
if (ModelState.IsValid)

{

var result =
signInManager.PasswordSignInAsync(model.UserName,
model.Password, model.RememberMe, false).Result;

if (result.Succeeded)

{

return RedirectToAction("Index", "Home");

}

else

{

oyaer

ModelState.AddModelError("", "HenpaBunbHbin norvH v (unmn) naponb™);

}
}

return View(model);



MeTo nJig BbIXoda

public async Task<ActionResult> Logout()
{

await signInManager.SignOutAsync();
return RedirectToAction("Index", "Home");



0 JloGaBuM (PyHKIIMOHAI PErUCTPallMK I10Jb30BaTeICH.

public class RegisterModel
{
[Required]
public string Email { get; set; }

[Required]
public int Age { get; set; }

[Required]
[DataType(DataType.Password) ]
public string Password { get; set; }

[Required]

[Compare("Password", ErrorMessage = "[laponu He coBnagatoTt") ]
[DataType(DataType.Password) ]

public string PasswordConfirm { get; set; }



Ilepeuncinenue DataType MOXET MPUHUMATH HECKOJIBKO PA3JIMYHBIX
3HAYCHUU:

3Ha4vyeHne OnucaHne

Currency OTobpakaeT TEKCT B BUAE BantoThl

DateTime OTobpaxaeT aaty 1 Bpems

Date OTtobpaxaeT Tonbko aarty, 6e3 BpeMeHu

Time OTobpakaeT ToNbKo BpeMs

Text OTobpakaeT O gHOCTPOYHLIN TEKCT

MultilineText OTobpaxaeT MHOrOCTPOYHbIN TEKCT (anemeHT textarea)
Password OTobpakaeT CMMBOJSIbI C UCMOMb30BaHNEM MacCKM

Url OTtobpaxaet cTpoky URL

EmailAddress OTobpaxaeT aneKTPOHHbIN agpec



0 JlobGaBuM B KOHTPOJIJIEP METOJ PETUCTPAIIMH MOJIb30BaTEICH:

//peructpaumna nonb3oBareneun
public ActionResult Register()

{
}

return View();

0 Co3zganum npeacTaBiIeHUE IS PETUCTPALIMH TTOIh30BaTEII



@model Identity Post.Models.RegisterModel

@{
ViewBag.Title = "Peructpauyusa";
}
@using (Html.BeginForm())
{
@Html.AntiForgeryToken()
<div>
<h4>Pernctpauunsa nonb3oBatensa</h4>
<hr />

@Html.ValidationSummary()

<div>
Nmsa
<div>
@Html.EditorFor(model => model.Name)
</div>
</div>

<div>
OnNEKTPOHHbIN agpec
<div>
@Html.EditorFor(model => model.Email)
</div>
</div>



<div>
BospacTt
<div>
@Html.EditorFor(model => model.Age)
</div>
</div>
<div>
[Maponb
<div>
@Html.EditorFor(model => model.Password)
</div>
</div>

<div>
[MoaTBepanTb Naporsib
<div>
@Html.EditorFor(model => model.PasswordConfirm)
</div>
</div>
<div>
<div>
<input type="submit" value="3aperucrtpuposarb" />
</div>
</div>
</div>



0 Hob6aBum B KOHTpOJIep Post-Bepcrio MeTo1a perucTpauu

[HttpPost]
[ValidateAntiForgeryToken]
public async Task<ActionResult> Register(RegisterModel model)

{
if (ModelState.IsValid)

{
ApplicationUser user = new ApplicationUser { UserName = model.Name,
Email = model.Email, Age = model.Age };
IdentityResult result = await UserManager.CreateAsync(user, model.Password);
if (result.Succeeded)

{
return RedirectToAction("Index", "Home");
}
else
{
foreach (string error in result.Errors)
{
ModelState.AddModelError("", error);
}
}
}
SetViewBag();

return View(model);



private void SetViewBag()
{
bool isAuthenticated =
HttpContext.GetOwinContext().Authentication.User.Identity.IsAuthenticated;

if (isAuthenticated)
{
ViewBag.Login = "Bbixog";
ViewBag.LoginAction = "Logout";
ViewBag.UserName =
HttpContext.GetOwinContext().Authentication.User.Identity.Name;

}

else

{
ViewBag.Login = "Bxoa";
ViewBag.LoginAction = "Login";
ViewBag.UserName = "locTb";

}

}

3aoanue. 3aMEHUTH STOT METO (PUIBTPOM.



[0 Jlms momydeHHUs COXpaHCHHBIX B 0a3e JaHHBIX OOBSIBICHUM B
nerictun Index oOparumcs k MeToay-pacmuperHuro Get s
[OwmContext. i1  3TOr0  HYXKHO  MMIOPTUPOBATH
npocTpancTBO UMeH Microsoft.AspNet.ldentity.Owin.

TEnumerable<Post> posts =
HttpContext.GetOwinContext().Get<ApplicationContext>().Post.ToList();

0 Wsmenum mnpeacraBienue Index, d9ToObl cTpaHHIA
BBIMIISIIE)IA CACIYIOIUM 00pa3oM:
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Dunompsl aymenmupukayuu

OunbTpbl ayTEHTU(UKAMK CpadaThIBAOT A0 JIFOOOTO JPYyroro
(UIBTpa W BBITIOJHEHUS METOJA, a TAKXKE TOIJAa, KOTJAAa METOH YXKE
3aBEPIIWJI BBIITOJHEHHUE, HO €ro pe3yabTar - 00bekT ActionResult - He
0o0paboTaH.

OUIBTPHI ayTCHTU(pHUKALINH peaan3yroT UHTEpdeic
IAuthenticationFilter:

public interface IAuthenticationFilter

{
void OnAuthentication(AuthenticationContext filterContext);
void OnAuthenticationChallenge(AuthenticationChallengeContext
filterContext);
}

Peanmmzauusa Meroga OnAuthentication  HcCHoIb3yeTcs IS
IIPOBEPKHU I10JIb30BATENS: ayTCHTU()UIIMPOBAH JIM OH B CUCTEME.

Meton OnAuthenticationChallenge MCTIOJIB3YETCSA IS
OTpaHUYCHUS JOCTYyIIa JJIs ay TCHTU(UIIMPOBAHHOIO ITOJIb30BATEIS.



Memoo OnAuthenticationChallenge() BbI3bIBacTCA
uHpactpykrypod MVC Framework kaxaplii pa3, Korja 3ampoc HE
opoliea ayTeHTU(UKAIMI0 WA HE YAOBJICTBOPWI IOJIMTHKAM
aBTOPU3AIIMHU JJIs1 METOA JCHCTBUA.

Metony OnAuthenticationChallenge() nepenaercss >SK3EMILISIP
kiacca AuthenticationChallengeContext, mpon3BOJHOTO OT KJjacca
ControllerContext, KOTOpbIli OBLI OIKCAaH paHEEe W ONpeACIIseT
CBOMCTBA:

e ActionDescriptor BosBpamiaer 00bekT ActionDescriptor,
ONHUCBIBAIOIIMM METOJ JCHCTBUSA, K KOTOPOMY OBLI NPUMEHEH
GUIBTP

* Result VYcranaBnuBaeT 00bekT ActionResult, KOTopbIii BhIpakaeT
pe3yJIbTaT 3alpoca ayTCHTU(UKAIINU



Metony OnAuthentication() nepeaacTcs SK3EMILIIAP
kiacca AuthenticationContext, KoTophlli  IOJOOHO  KJIaccy
AuthenticationChallengeContext ynacinenoBad ot ControllerContext.
B kmacce AuthenticationContext Takxke oIpeneiieHbl CBOMCTBa
ActionDescriptor u Result, a Ttakxe ceoticmeo Principal, xotopoe
Bo3Bpaimaer o00bekT ActionDescriptor, ONUCBHIBAIOIIAN METO]
JIEUCTBUS, K KOTOPOMY OBLII MPUMEHEH (PUIIBTP.

Meton OnAuthentication() wucnons3yeTcss ISl CO3JAHUSA
pe3yibTara, KOTOPHIM COOOIAaeT MOJb30BaTEIl0 00 OIIHOKe
AyTCHTU(PUKAIUM M MOXET 3aTe€M OBbITh MEPEONpeacICH METOA0M
OnAuthenticationChallenge()

OunbTpbl ayTeHTUMMKALMK MOTYT Takke KOMOMHMPOBATLCS C
buneTpamu aBTOpM3aLMN, YTOObI NpoBOAUTb
ayTeHTUdMKaLUMIO  3anpocoB, KOTOpble He cobntogatoT

NMOJNMNTUKY aBTOPU3aLlnn.
0 Cosmagum cBoit GUILTP ayTeHTU(PUKAITHH



public class AuthenticateAttribute : FilterAttribute,
TAuthenticationFilter

{
public void OnAuthentication(AuthenticationContext filterContext)
{
var user = filterContext.HttpContext.User;
if (user == null || !user.Identity.IsAuthenticated)
{
filterContext.Result = new HttpUnauthorizedResult();
}
}

public void OnAuthenticationChallenge(AuthenticationChallengeContext
context)

{
if (context.Result == null || context.Result is
HttpUnauthorizedResult)

{

context.Result = new RedirectToRouteResult(new
System.Web.Routing.RouteValueDictionary {
{ "controller", "Account" }, { "action", "Login" } });

}



Baytpu peamuzamuu meroga OnAuthentication() BeImomHSETCS
IIpOBEPKA, IPOIIEI JIM 3anpoc ayTeHTUduKanuw. Eciau 3anpoc He ObLI
ayTeHTA(puIMpoBaH, cBOMCTBY Result o0bekra AuthenticationContext
npucBanBaeTcs HOBbIM dKk3eMILIsip HttpUnauthorizedResult.

Ox3emiuisip knacca HttpUnauthorizedResult ycranaBnuBaerca B
KAueCTBE 3HAYCHUS CBOMCTBA Result 1A o0BEKTA
AuthenticationChallengeContext, KoTOpbeld IepegacTCs  METOIY
OnAuthenticationChallenge().

0 TIIpumenum ¢unsTp k Metoay Contact



Paboma c ponamu

[0 Jlo6aBuMm B Mmoxaenu kinacc ApplicationRoleManager

public class ApplicationRoleManager : RoleManager<IdentityRole>
{
public ApplicationRoleManager(RoleStore<IdentityRole> store)
: base(store)

{}

public static ApplicationRoleManager
Create(IdentityFactoryOptions<ApplicationRoleManager> options,

TOwinContext context)

{

return new ApplicationRoleManager(new

RoleStore<IdentityRole>(context.Get<ApplicationContext>()));

¥
}



0 Cosmagum knacc ming wHunuanm3anuud bJl, B koTopom OymyT
CO3/1aBATbCA POJIU U TOJIL30BATENN C HA3HAYEHHBIMU POJIIMU

public class AppDbInitializer
DropCreateDatabaseAlways<ApplicationContext>

{

protected override void Seed(ApplicationContext context)
{

var userManager = new ApplicationUserManager(

new UserStore<ApplicationUser>(context));

var roleManager = new ApplicationRoleManager(
new RoleStore<IdentityRole>(context));

// co3gaem OBe ponu
var rolel = new IdentityRole { Name
var role2 = new IdentityRole { Name

"admin" };
"user" };

// nobaeBnsiem porm B 64
roleManager.Create(rolel);
roleManager.Create(role2);



// co3paeM agMUHUCTpaTopa
var admin = new ApplicationUser {
Email = "admin@mail.ru”,
UserName = "Boss" };
string password = "123456";
var result = userManager.Create(admin, password);

// €ecnn co3gaHue nosb3oBaTtend npoLufio yCcnewHo
if(result.Succeeded)

{
// nobaBnsiem Onsa nonb3oBaTens porb
userManager.AddToRole(admin.Id, rolel.Name);
userManager.AddToRole(admin.Id, role2.Name);
}

base.Seed(context);

}

0 nob6asum maunmanu3anuio bl B daitn Global.asax



[0 B kiacc Startup mo0Gasisgem

app.CreatePerOwinContext<ApplicationRoleManager>(
ApplicationRoleManager.Create);

0 JloGaBuM aelicTBHE KOHTPOJIIEpA U IIPEACTABICHUE K HEMY JIJIS
OoTOOpakeHusd HH@OpMaMU 000 BCEX 3apErMCTPUPOBAHHBIX
MOJIb30BaTEIISIX

PepaktvposaHue v yaan X Vo [Oenyratel Bepxosro 41 X 2§ G knaccsl ans veuumanuza X
Y VAL

& C | ® localhost:49638/Home/AllUsers & | ¢

3aperncTpupoBaHHbIe
NnoJib30BaTeEllN
Nms E-mail BoapacTt Ponu
Vasja vvv@mail.ru 18 user

Boss admin@mail.ru 0 admin

user
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0 Cpemaem Tak, 4YToOBI HOPOCMOTP HHPOpPMAIIUA O
MOJIb30BaTENISIX OBbLI  JIOCTYIIEH TOJBKO aJMUHHUCTPATOPY,
MCHob3ys uiasTp aBTopu3aum [Authorize(Roles = "admin")]

QDuavmpsr  aemopuzayuu  cpadaThIBAIOT  MOCIE  (PUIBTPOB
ayTeHTU(DUKALIMU U J0 3aIllyCKa OCTaJbHBIX (PUIBTPOB M BHI30BA METOJOB
nericTBui. https://metanit.com/sharp/mvcS/8.3.php

[lens  QuUIBTPOB  aBTOpU3AIMM -  pPa3rPaHUYUTh  JOCTYII
10JIb30BaTesIe, YTOOBI K ONpPEACICHHBIM pecypcaM IMPUIOKEHUS UMEIH
TOCTYII TOJIbKO OMPEICIIEHHBIE TTOJIb30BATEIIN.

OUIbTPHI aBTOpHU3aIUU pEaANU3yIOT
unrepderic IAuthorizationFilter:

public interface IAuthorizationFilter

{

void OnAuthorization(AuthorizationContext filterContext);



Ecnu npu nojlydeHHuM 3ampoca OKaXXeTcs, 4YTO K 3apalinBacMOMy
JISCUCTBUIO KOHTpOJIIepa MPUMEHSETCS JTaHHBIM (PUIBTP, TO CHadaja
cpabarbiBacT Meton OnAuthorization manHoro mHtepdeiica. 1 eciaun
(GUIBTp OAOOPHUT 3ampoc, TO Aajiee BbI3bIBaeTCs JercTBue. MHaue
JIECUCTBHUE HE OyneT padoTaTh.

B ASP.NET MVC 5 ecTb BCTpOCHHAs peanr3alus JaHHOIO
¢uiibTpa - AuthorizeAttribute.

[IppuMeHseTCcsT MOCpeACTBOM YCTAaHOBKH aTpuOyrta [Authorize]
HA0 KOHMPOALepoM NI Memo0oM KOHTPOJLIEPA.

Atpuoyt AllowAnonymous 1103BOJISIET pa3pelInuTh JOCTYIl K
pecypcam I aHOHUMHBIX, HE aBTOPU30BAHHBIX MOJIb30BATEIICH.



YToOBl HACTPOUTH JOCTYIl K pecypcaM ISl OTACIbHBIX
MOJIb30BATEEC WM  TPynm  TOJb30BATENCH,  MOXKHO
MCIOJIb30BaTh JBa CBOMCTBA arpuOyTa AuthorizeAtribute:

Users - COACP)KUT IIEPEUMCICHUE HMEH II0Jb30BaTEICH,
KOTOPBIM Pa3peICH BXO/

Roles - coaepXur mnepeyucieHnue HUMEH poJied, KOTOPbIM
pa3penieH BXO

[Authorize (Roles="admin, moderator", Users="eugene, sergey")]
public ActionResult Edit()



3aganume. Paspaborare Web-nipuioXXeHHE C MCIOJIb30BaHUEM
ASP.Net MVC @opym na memy «O cmviciie HCU3HU

(1 HeaBropu3zoBaHHbIE TOJB30BATEIM  MOTYT  MOPOCMaTpPHBaTh
COOOIICHHS IPYTUX IOJIb30BaTeICH

1 OObIuHBIE 3apETUCTPUPOBAHHBIC YYaCTHUKH MOTYT
IPOCMaTPUBATh U JOOABIISITH COOOIIIECHHUS.

(1 Monepatopsl ¥ TIOIB30BATENL Vasja MOTYT PEAAKTUPOBATH
COOOIIIECHUS

J AaMuHHCTpATOP MOKET PETUCTPUPOBATH U YAAJIATH
TOJIH30BaTEJICH

Hcnons3oBate ASP.NET Identity



/ M K B p X Y G eep meHo bo: X Yﬁ Kak genaetcs Ha Bootstr X \( JI Lutatst v Bbic) x Y M w Gasoiz X \/ [ localhost X ﬁ Dopym punocopos - np X \\

e

\
C | ® localhost:51368

Monb3osarenu

Bxon

B yem cMbICI XXU3HU ...

FocTh XoTuUTe NPUHATbL yyacTue B 06CYXOEHUU - AN perncTpaum
obpallanTecb K agMUHUCTPaTOpy canTa

Peructpayusa

XnsHb - 6onb
Boss

[Ona Moderator
Vasia [Toka Mbl OTKNazblBaeM XNU3Hb, OHa npoxoauT. /CeHekal

[Ona Moderator
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