bes3omacHOCTD
B CeTUu
MHuTepHeT

IIpaBusia 6e3onacHoCTH




JInTepHeT-0€3011acHOCTD

M HuTepHeT-0€30aCHOCTh — 3TO OTPACb
KOMITLIOTEPHOM 0e30I1acHOCTH, CBs3aHHAas
CIIelliaJIbHBIM 00pa3oM He TOJbKO C
NHTEpHETOM, HO W C  CEeTeBOU
b6e3onacHocTbi0. E€ 11€eJ1b — YCTaHOBUTH
IpaBUJa ©W  IPUHATH  MEPBI I
IIpeJIOTBpallleHusA aTak uepe3 MHTepHeT.
HTepHeT IIpEJICTaBIIsIET coboi
HeOe30macHbIM KaHayJ  Id  oOMeHa
nHpopManyeld, KOTOPbIi NPUBOJUT K
OOJIBIIIOMY  PHCKYy  BTOPKEHUA  WJIH
MOIIIEHHHUYEeCTBA.

B HacrosdAmee BpemMAa OCHOBHOE
BHUMAaHUE yaesserca IpoduIakTUKe, a
TakKe 3all[UTe OT W3BECTHBIX U HOBBIX
yI'PO3 B pPe:KHMe PealbHOT'O BpEMEHH.



20 nmpaBua 0e3011acCHOTIO MO0Ab30BAHU S
VHTePHETOM

CorsiacHO cTaTUCTHKe, 00Jiee 124 MJIH POCCUSH, TO €CTh OKOJIO
85% HacejleHUs CTPaHbl, IIOJIB3YIOTCA HWHTEpHETOM. MHorue
HACTOJIBKO IPUBBIKJIN OOIIaThCsA, paboTaTh, YUUTHCS, CMOTPETH
BUJE0 U CAYyIIaTh MY3bIKYy OHJIAMH, YTO HE IIPEACTABJIAIOT CBOEU
IIOBCETHEBHOM KHU3HU 0e3 mHTepHeTa. OJHAKO, HAaXOJIsICh B CETH,
Ba)KHO IIOMHUTH O HNpaBHJjax Oe3omacHOCTU. MITHade BbI pHUCKYyeTe
CTOJIKHYTBCSI € MOIIEHHHUKAMW W JIMIIUTHBCA  BaKHOU
MHQPOPMAaIIUU.

JlasibIie 20 COBETOB, KOTOPhIE IT03BOJIAT 00e30I1acuTh cedsl.



1. YCTaHOBUTE AHTUBUPYCHBIE IIPOrPaAMMBEI

Bupyc — 5TO BpeaoOHOCHasA
IIporpaMma, KoTopasi IPOHHUKAaeT Ha Balll
KOMITbIOTED, HOYTOYK MU cMapTQdOH
pas3JIndYHbIMU ciiocobamu. OHa cnocoOHa
HEe TOJIbKO IOMellnaTh paboTe, HO U
IIOXUTUTD KOH(pUIeHIIHATIbHYIO
nHPOpMAaIUIO: JIOTHHBI, IIapOoJIH,
OaHKOBCKHE PEKBUBUTHI. JIJis1 3aIIIUTHI OT
BHPYCOB CYIIIECTBYIOT aHTUBUPYCHI.




2. Mcnosib3yuTe CJI0KHbIE JIOTHHBI U ITapOJIn

JIoruH B BHUJe HMEHH,
(baMUJIMU U apoJib THUIIA 1234
— He JyJdinas uaeA. XOPOIInU
JIOTH U I1apOJIb — 3TO CJIOKHAaA
KOMOMHAaIsI, B KOTOPOU
HCIOJIb3YIOTCA 3arjlaBHble U
CTpOYHbIe OYKBbI, IIU(MPHI U
CHUMBOJIBI. KenarenbHO
I10JIb30BaThCS pPa3HbIMU
COYETAHUSIMU JIOTUHOB 5|
IIapoJien JJis pa3HbIX CAUTOB.




3. PazmoruHuBanTech Ha 4y:KUX YCTPOHCTBAX

Bocnoib30BalINCh  UYKUM
KOMITBFOTEPOM ? Ilocne 3TOTO
HEIO0CTATOYHO IIPOCTO 3aKPBITh
CTpaHUIly, Ha KOTOPYIO BBI 3axoauiu. He
3a0bIBANTE MNPEABAPUTECIBHO BBIXOIUTh
M3 BCE€X AKKaAyHTOB, COIICETEM H
MECCEHXKEPOB HA YCTPOUCTBE.




4. ITpoBepsiiiTe 6€30I1aCHOCTb COeIMHEHU U

Bcerma oOpamaiite BHUMaHHAE Ha TO,
YTO HAIMCAHO B aJ[pECHOU CTPOKE. ECin BbI
BUJIWUTE, 4YTO aJpEC canuTa HAYMHACTCA C
HTTPS — Bce B mopsjake, 3T0 0€30I1aCHOE
COCIMHEHHNE UM 31eChb MOXHO BBOIUTH
KOH(UICHIMATbHYI0 HHpopManui. Eciau
xe aapec HaumHaercas ¢ HTTP — »s10
3HAQYUT, 4YTO COCAMHCHUE HE 3alUIICHO.
Takxe ciaeBa or HTTPS nmomken OBITH
3HAUOK B BUJIE 3aMKa.




5. byapTe BHUMAaTENbHBI K coefuHeHusIM Wi-Fi

OO1IEI0CTYTHBIE COCAUHEHUS €CTh, HAIIPUMED, B Kape, TOPTOBBIX
[EeHTpax U adponoprax. He uCroibs3ynuTe ux, €Cim coOnpaeTech
BBOAWTH JIOTHMHBI, ITAPOJIH, JIMOO COBEPIIATH OIIATY YCIYyT U TOBAPOB

yepe3 HHTEPHET.




6. Opranu3yure
Oe30macHbBIN PEKUM JIJIA
pebeHKa

Ha MHOrux KOMIIbIOTEPAX U
MOOMIIBHBIX YCTPOMCTBAX
IpeayCMOTpPEH Oe30macHbIi «/leTCKuil
pexuM». Takxke MOKHO HACTPOUTH
OTPAHUYECHHUSA C TIOMOIIBIO JIOMAIITHETO
poyTepa — OOBIYHO 3Ta (PYHKIIUS
Ha3bIBACTCA «POAUTENBCKUU KOHTPOJIbY.
W, KoHEeYHO, 3aBEUTE EMY
COOCTBEHHYIO YUETHYIO 3aIIHCh.




7. Co3gaure JiBe
IIOYTHI — JIJIS
paboTHI U

JINYHYIO

DTO €mIe IMOMOTAET OTCIEKUBATH
MOIIICHHUKOB. Ecim Ha pabouyr mnodty
IPUXOIUT IIMCHBMO, B KOTOPOM
YTBEPKIACTCSA, YTO €ro aBTOp YYWICA C
BaMM B OJHOM KJIACC€ U BBI CaMH JAJIU €My
3TOT aApec — Ccpa3zy SCHO, 4YTO JENO
HEYUCTO.




8. He nepenaBanTe KOH(pUIeHIINAIbHbBIE
cBeleHUSd

He niepecbuiante mapoiiv, JOTHHBI,
nmacrnoptHbelie JgaHHble, IIMH-xoapl wu
IpoYyl0 NOAOOHYI0 HMH(POpPMAIUIO B
MECCEHIKEpaXx, yarax  WIM 10
3JIEKTPOHHOM MOYTE.
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Ecan ectb COMHEHUA, Jy4llle
IIEpPE3BOHUTE B Balll OaHK WJIH HHYIO
OpraHu3aleo, COTPYAHUKOM KOTOPOH
IPEJICTABIISIETCA YEJIOBEK, U YTOUYHUTE
MH(OPMAIHIO.




9. He xpaHuTe CKaHbI JIOKYMEHTOB B
II0YTe

JIyudiiie BooOIIE€ HE IIEPEChLIATh
CKaHbl M (oTtorpaduu JOKYMEHTOB
10 DJEKTPOHHOM IIOUTe, B 4YaTax u
MECCEHKEPAX. Eciu TaKas
HeOOXOIMMOCTh BCE JK€ BO3HHKIIA,
HampuMep, II0 padoTe HIM €CIH
HY’>KHO JHUCTAHLIMOHHO HAaIlpaBUTh
3asBJICHUE, MOCIEC YHAIMTE IHUChbMO
UJIM COOOIIIEHUE B MECCEHKEPE.




10. OrpannubTe NHGPOPMAIHMIO O cede B
NHTEpHeTE

JIydine He BBIKJIAJBIBaTh Ha BCEOOIIEE
= 0003peHHEe CBOM HOMEp TenaedoHa, alpec
AJICKTPOHHOM MOYTHI U JPYIyIH0 KOHTAKTHYIO
uHpopMmauuo. Eciau 3To HY)KHO cAejaTh B
CBSI3U C JOIKHOCTHBIMU OOS3aHHOCTSIMM HJIU
IIOUCKOM  PaloTHhlI, CO3JalTe agpec
AJICKTPOHHOM IIOYTBI M HOMep TejedoHa,

KOTOPBIC 6y,Z[YT HNCIIOJIB30BATHCA TOJIBKO HJIsA
IOTOTIO.




11. He
OTKPBIBAUTE
[IOJ03PUTEJIbHBIE
[IHChMa

[Ipexae 4eM OTKPBITh MUCHMO,
MPUILIEANIEE HA JJICKTPOHHYIO IOYTY,
MIPOYUTANTE 3ar0JIOBOK U IIOCMOTPHUTE, C
KaKOro ajpeca OHO OBLIO OTIIPABIICHO.
Ecian TemMa BaM HEMHTEPECHA, 3ar0JI0BOK
COCTaBJICH C IpyObIMHU OIIMOKAMH, aJpec
IPEICTABIISICT coOoi Xa0TUYHOE
HATrPOMOXKJICHUE CHMBOJIOB WJIH
HAaIlOMHHAET HA3BAHUE Balllero OaHKa, HO
C IIepECTaBIICHHBIMH OyKBaMH, Cpazy
OTIIPABJISIUTE IMUCBMO B KoOp3uHy. U
HUKOTJIa HE OTKpbIBATE (Daljibl .€X€ B
ITOJIO3PUTEIIBHBIX ITMChMaX.



12. He nmepexoaure 110
[I0J03PUTETbHBIM
CChLJIKAM

Jlaxxe e€ciam BCIUIBIBAIOIIAs CCHLIKA
00€IIIaeT YTO-TO OYE€Hb MHTEPECHOE
M BBITOAHOE, JIyUIlle HE KJIUKaTh Ha
Hee. Eciau cchUIKy mpucial Bam
3HAKOMBIM, MpUYeM 0€3 KaKUX-JTHu00
KOMMEHTapUEB, CHavyajga YTOYHHUTE,
4TO OH UMEJI B BULLY.

B03M0OXHO, €ro B3JioMaJiv, ¥ TENEPD
MOIIICHHUKHA  MCHOJB3YIOT  €IO0
npo(uiIb TSI PACCBHUIKA
BPEAOHOCHBIX IPOrPaMM.



13. He oTnpaBnanTte
npeaBapuUTENbHbIE
SMS

Bam mnpemiararor ckadarb
KPaCHBYIO KapTHHKY WJIN
UHTEPECHBIU PUHITOH B UHTEPHETE
3a SMS? IIpoBeprTe HOMEp, HAa
KOTOPBIN IIPOCAT OTIIPABUTH
COOOIIeHE, B JIIOOOM ITOMCKOBHKE.
B03MO0OXHO, ’TO MOILICHHUYECTBO, U
BaM MOPUILIIOT (haljl C BHPYCOM
WJIM TIONPOCTY CIMINYT CO CYETa
Telle(PoHa COMUIHYIO CYMMY JICHET.



14. He
yCTAaHABJIHUBAUTE

COMHUTCJIbHbBIC

Ectp nBa 0e30macHBIX
HMCTOYHHUKA MPUI0KCHUH:

ouIIaTbHBIE Mara3uHsbl,
co3nanuble  Apple,  Google,
Microsoft u Apyrumu 1mog00HBIMU
KOMITAaHUSIMH;

o(HIIHaTbHBIC CAWThl KOMIIAHWH,
pa3padOTaBIINX TPUIIOKECHUS.

YcTaHOBKa NPUIIOKEHUN U3
IPYTUX UICTOYHUKOB, B TOM YHUCIIE
PAa3JIMYHbBIX JIOMAHBIX 17|
IMUPATCKUX  BEPCHU, MOKET
3aKOHYUTBHCS TEM, UYTO BaM
MPUAETCA TIIATEIILHO YUCTUTH
KOMIIBIOTEp WJIM TelaeoH OoT
BUPYCOB.



15. byapTe akKypaTHBI
B UHTEPHETE C
He3HaKOMIlaMU

v Aam )\ A ]

BupryansHas KpacaBulla
(vl KpacaBell) MpeiararoT
oOMeHaThCs ororpadusmu? He
TOPONUTECH COIIAINaThbC. DBl
PHUCKYETE TEM, YTO Bl CHUMKH
CTaHYT HOCTYIIHBI B HHTEPHETE
BCEM KEJIAIOIIHM.

Ecam BamM mOpeajiararor
JTAYHYIO BCTpEYY, TOXKE
[OJIlyManTe  HECKOJBbKO  pas.
OObluHasE  BCTpEYa  BIIOJHE
MOKET 00CpPHYTHCS
OrpaOJICHUEM.



16. 11 co 3HAaKOMBIMHU Oy/IbTE aKKypaTHEE

b JIronu u oOIIeHE OBIBAIOT
pPa3HBIMU: CETOJHS BEI JYUIIIHE
IPYy3bs, a 3aBTpa 3jeullure Bparu. 1
COBMECTHBIC (poTorpaduu, BUJIECO,
IIUTATHI U3 TIEPEIIHCOK MOTYT OBITh

m MCII0J1b30BaHbI IIPOTUB Bac. [1loaTomy

[IPEXKJEC YEM OTIIPABUTH YTO-TO
JIMYHOE JIAXKE XOPOIIIO 3HAKOMOMY
YEJI0BEKY, ITOJAyMANTE, HE
[IPEBPATUTCA JIU B MOCIEAYIOILIEM
3TOT KOHTEHT B KOMIIpOMAT.




17. bnokupyure

NOAO3PUTETIbHbIX Ecii y Bac MOSBWINCH
nornb3oBaTenen MOIO3PEHMS, UTO TOT, KTO IHUILIET
BaM B HHTEPHETE — MOIIECHHUK,

OCTEPEI AMTECb cMeno OnokupyuTe ero. C TakuMu

JTIOIBMM JIYYIIIE JaX€ HE BECTH
MO |_|_| I/I KO B Oeceq W CMEIO OTHPaBIATH B
YEPHbIN CITMCOK. TakXe y HaC €CTh
ynoOHas ycayra «be3omacHbii
PEKUM», IMOJKIIYHUB KOTOPYIO,
He)KeJIaTeJIbHBIC COOOIICHUS, cIlaM
M HAHTEPHET-NIOANUCKA  OymayT
OJIOKMPOBATbCS AaBTOMAaTUYCCKU —

oOpaTuTe BHUMaHUE.




18. bypTe 0oCTOpOKHBI ¢ OeclIaTHBIMU
IpeaioKeHUs MU

Bunaute cioBa «0ecmiaaTtHOy, «3apab0TOK 0€3 BIIOKECHUN, «CKUIKH
99%» Wi 4TO-HUOYIb elie B 3TOM poje? OO0XoauTe TaAKUE CalThI
CTOpOHOM. Bce oHM mpeanararoT 30JI0TbI€ TOPbI, HO Ha JIEJIE BBl JIMOO
OTEpPsIETE ACHBIH, TU0O0 3aIJIATUTE COJUIHYI0 CYMMY 3a JACIICBYIO
KUTANCKYIO ITOIJIEIKY.




19. Co3gaure
OTJEJIbHYIO KapTy JJIA
IJIaTEXKEU B UHTEPHETE

HeoOs3aTrenbHO BBOOUTH JJAHHBIC
Ballleii OCHOBHOM OQHKOBCKOM KapThl
B UHTEpPHET-Mara3nuHax.
3apETUCTPUPYHITE OTIAECIBHYIO, C
KOTOPOM BBI OyJI€TE OMIa4yMBaTh BCE
OHJIAUH-TIOKYIIKH, U HE XPAHUTE Ha
HEW OOJIBIIINE CYMMBI.




20. [Tocrapaurech
HUYETO He MMOKYIIaTh B
COITMAJIbHBIX CETSIX

&

Cenyac HEMAJIO TOBAPOB M
yCIYyr  TPEAJaracrcsa 4epes
«BKoHrtakrey. Ecan  Bac
3aMHTEPECOBAIN Cepbru
pPYYHOM pabOTBl MM TOPT,
yOeaIuTeCh, 4YTO  YEJOBEK,
KOTOPBIN UX MPOJAECT, pEAJICH..

Ilo kpariHen Mepe, eciu
Bbl  COBEpIIACTE  MOKYIKY
BIIEPBBIE, HE  MEPEBOIUTE
IIPEAOIIIATy Ha KapTy
(bM3UYECKOro JIHIIA.



Croacubo 3a BHUMaHUue!
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