user@server :~$% SSH

[ang Mo HacTpoumke U KUCMNOJIb30BAHUIO
SSH - Secure Shell, ceTeBoW NpoTOKON



KpaTtko npo SSH

[MoaKkatoyeHme.
OPENSSH

[lepBMYHAA
HACTPOMKa
cepBepa ¢ OC
Ubuntu

3anyck
YAQANEHHbIX
rpaduyeckmx
MPUIOKEHNI

YCTaHOBKa
Ubuntu Server

[logKkntoyeHume.
PuTTy

ABTOpM3aums ssh
Mo KoYy

[IlpOKCMpOBaHME
TpadumKa

[loarotoBKa
Ubuntu Server

Windows
Subsystem for
Linux

KaK elle MOXHO
NPUMEHATL ssh?

A KaK e
Windows?

[ToakntoveHune,
[Mpobpoc nopTos.

[ToakntoyeHne
yepes ceTeBOM
MOCT

MoHTHMpoBaHMe
YOQA/NIEHHbIX Manok

MoHTHpyem
nanky A
paboTbl B VSC



| Kpatko npo SSH

YTO OH 13 cebd npeacrtaBideT

SSH (Secure SHell - 3aumueHHas 060/104Ka) — ceTeBON NPOTOKON NPUKNAAHOIO YPOBHS, NpeaHa3HauYeHHbI
ana 6esonacHoro yaaneHHoro goctyna kK UNIX-cucrteMmaM. [JaHHbI NpoTOKON apdeKTUBEH TEM, YTO LLUUMPPYET BCHO
nepenasaemMyto nHpopmaumo no cetu. o ymonyaHuio, ncnosnb3yetcd 22-n nopT TCP/IP. B OCHOBHOM OH HYyXeH A
yOaneHHOoro ynpasneHus AaHHbIMU NOMb30BaTenNs Ha cepBepe, 3anycka crnyXeOHbIX KomaH4, paboTbl B KOHCOSTbHOM
pexume ¢ bazamu aaHHbIX.

OTa cnyxba Oblna co3gaHa B Ka4ecTBe 3aMeHbl He 3alum@poBaHHOMY Telnet M MCNOMb3YET KpunTorpadunyeckme
TEXHUKN, YTOBbLI 06ecnevnTb, YTO BCE COOBLLEHME MEXOY CepPBEPOM M NoSib3oBaTenemM Ob110 3amMdpoBaHo.

NHdopmauma nepegaeTtcs B 3aumpoBaHHOM BUAE, TaKMM 0Opa3oM nosbillaeTcs be3onacHoCTb 0bMeHa gaHHbIMU, C
KOTOpbIMU Bbl paboTaeTe. CoeanHeHne N ayTeHTUdUKaLNA OCYLLECTBIATCA OAHUM U3 ABYX CMOCODOB:

*Bxoa no naponto. Mexay KnMeHToM 1 cepBepoM CO34aETCS OOLLMN CEKPETHBIN KITHOY, C ero NOMOLLbIO LWndpyeTcs
TpadpuK.

*Bxopg c nomoubo napsbl kntoden. Nepen nepBbiM coeanHEHNEM MNoSb3oBaTeNb reHePUPYET ABa KItoYa: OTKPbITbIN U
3aKpbITbIN. OHM XpaHATCSA Ha YOAan€HHOM U fTOKanbHOM YCTPOUCTBAX COOTBETCTBEHHO.



| Ons yero Hy>keH SSH

[Nepenayn gaHHbIX (MoYTa, BUAEO, M300paXkeHns u Apyrme dannbl) Yepes 3alluiéHHoe coeanHeHne

YoanéHHoro 3allyCKa rnporpamMmm " BblNnoriHEHNA KOMaH4 Ha cepBepe Hepel3 KOMaHOHYH CTPOKY

Cxatus doannos ans yagobHom nepegayn gaHHbIX

« [lepeaapecaunn NOPTOB M Nepeaayu LWngpoBaHHOro Tpaduka Mexay NopTaMmmn pasHbIX MallvH

| Ba30BbIN CUHTaKCUC

CuHTaKcUC KOMaHabl BbIMMSANT cneayowmum obpasom:

Tak 6yp,eT BbIMMAAETb KOMaHAa NOAKNOYEHUA K 2222 NOPTY

ssh user@192.168.0.105 -p 2222



| Onuun komaHabl ssh

f - nepeBecT ssh B $OHOBLIN pexnm;

g - paspeLunTb yaasIeHHbIM MallHaM 06paLlaTbCs K
NOKaNbHbIM NOpTaMm;

| - MA Nonb3oBaTeNnsa B CUCTEME;

°n - NepeHanpaBnTb CTaHAAPTHbIV BbiBOZ B /dev/null;
*p - NOPT ssh Ha yaaneHHOW MallnHe;

(] - HE MOKa3blBaTb COOOLLEHUS 06 OLLMOKAX;

*V - PEXUM OTNALKY;

*X - OTK/IOUYNTb NepeHanpasneHne X11;

*X - BK/IOYNTb nepeHanpasieHne X11;

*C - BK/IIOUNTb CKaTue.

| Hactpoiika cepsepa ssh

HacTpoikun cepBepa SSH HaxogaTtcs B gpanne /etc/ssh/sshd_config
BoT Tak 6yayT BbIrNa4eTb KOMaHAbl 418 4OCTyNa U peAakTUpoBaHMs Gpaina KoHUrypayuu.

Sudo nano /etc/ssh/sshd_config Sudo vi /etc/ssh/sshd_config
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3arpyxaem obpa3s

CkauymBaeMm obpas Ubuntu Server 22.04.1 ¢
odU1LMaNbHOIO CanTa:

Th al l< yO U | https://ubuntu.com/download/server:

Your download of Ubuntu Server 22.04.1 should start in the
background.

If your download doesn’t start automatically, download now.

You can verify your download, or get help on installing.

EXPLORE:

@ multipass & MAAS
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CosgaHue BUpTyanbHOW MalUUHbI

, 0% @ @ {:} ED:I Co34aanM BUPTYaJIbHYIO MALLNHY

HacTpoitku MMnopTupoBaTe  3KCNOPTMPOBaTb Cospate [obasButb

[obpo noXxanoeartb B VirtualBox!

NeBan Y4acTb OKHa NPUNOKEHNA COAEMKMUT rnobansH
MaLWMHBI, MCMOMb3YA COOTBETCTBYIOWME KHOMKM NaH

HCTPYMEHTI, @ TaKXKe CMCOK BCEX BMPTYanbHbIX MALMH M MX rpynn Ha BalweM KoMnbtoTepe. Bbl MOXETE MMNOpPTUPOBaTL, A0BaBNATL M CO343BaTb HOBbIE
HCTPYMEHTOB. [ANA NONYYEHWA CNMCKa MHCTPYMEHTOB TEKYLLEr0 SNEMEHTE, HEXKMATE COOTBETCTEYIOWLYIO KHOMKY 3NEMEHTAE.

Bbl MOXETE HaXaTb KHoNKy F1 Ana nony4eHns noMoLm, nn noceTuTe www. virtualbox.org ana aansHenwei MHOOPMELIM 1 CBEXMX HOBOCTEN,

T x| | ?><

€ Co3aaTb BMPTYanbHYHO MaLLMHY Co3aaTe BMPTyanbHYHO MaLLIMHY yKa)Ke MU Mﬂl
XecTtkui anck Ykaxunte nma n tun OC Bb|6epeM
MM KenaHu1 K HOBOIM BUPTYanbHOM MaLWMHE MOXHO NOAKMKOYATE BUPT YanbHbIN MoxanyicTa yKaKuTe uMa u MecTononoxeHne HOBOWM BMPTYaNbHOM MaLMHB! 1 nan Ky
WECTKMIN AMCK. Bbl MOXKETE CO34aTb HOBbIM MK BbIBPaTh M3 YXKE MMEKOLLMXCA, BbifepuTE THN ONEPALMOHHOI CUCTEMBI, KOTOPYIO Bbl cobupaeTecs YCTaHOBUTL Ha
AaHHYIO MaLWKHY, 3aaaHHoe Bamu uMa ByaeT MCnonb30BaThCa ANA MAEHTUOUKALYM yCT dHOBKMU
Ecni Bam Heobxoauma Bonee cnoxHan KoHbMrypawis Bel MOXKETE NponycTUTb 3TOT AEHHON MaLMHBI,
LWar ¥ BHECTM M3MEHEHMA B HACTPOMKM MALLMHBI NOCNe e€ Co34aHWUA.
Ving: |UBSERVER) |
PekoMeHAyeMbIin 06bEM HOBOro BUPTYanbHOro XECTKOro Ancka paseH 10,00 I'b.
o " Manka MalmHbl: 1 C:\WUsers\1\virtualBox VMs v |
(O He noakno4aTh BUPTyanbHLIN KECTKMIA AMCK
= i < Tun: | Li b @
(® CosnaTh HOBLIN BMPTYaNbHBIN KECTKMI ANCK = L ,
(O Ucnonb3oBaTh CyLIECTBYIOWMI BAPTyanbHbIi KECTKMA ANCK Bepawsa: | Ubuntu (64-bit) ¥

UBLINUX.vdi (OBbiurbng, 20,00 I6) v
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€ Co3a3Tb BUPTYaNbHYHO MaLLNHY Co3aaTe BUPTYanbHbIN XKECTKUIA AUCK

YkaxuTte o6bEM NamaTu Ykaxure Tvn
YikaxuTe obbEM onepaTeHoi NamaTi (RAM) BolaeneHHbI AGHHON BUPTYanbHOM MoxanyicTa, yKaxuTe Tun daina, onpeaensiowmil GopMaT, KOTopblit Bl XOTUTE UCNonb30BaTh
MaluMHe, Np1 CO3AaHUM HOBOMO XKECTKOro Ancka. Ecnm y Bac HeT HeobxoaMMOCTH MCMoNb30BaTh AMCK C

APYrMU NPOAYKTEMU NPOrpaMMHON BUPTYanu3aLwm, Bol MOXXETE 0CTaBUTb AaHHbIN NapaMeTp bes
PexomeHayeMblit 06bEM paseH 1024 MB. W3MEHEHWIA,
' 1024 | MB @ VDI (virtualBox Disk Image)
P v (O VHD (virtual Hard Disk)

(O VMDK (Virtual Machine Disk)

Lanee OTMeHa

SKCNEPTHBIN PEXMUM Lanee OTMmeHa
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€ Co3aaTb BUPTYaNbHBbIN XKECTKMIA ANCK

YkaxuTe Gopmat xpaHeHus

MoXanyicTa YyTOYHUTE, A0/DKEH K HOBbLIM BUPT yanbHbIA XKECTKMIA AUCK NOACTPaUMBATL CBOI
pasMep NoA pasMep CBOSro COASPKMMOro MK BbiTh TOYHO 33AEHHOr0 PasMepa.

®ain AWHAMWYECKOr0 KECTKO0 ANCKE 6‘/1181' 3aHMMaTL HeobxoauMoe MecTo Ha Bawem
¢M3MHECKOM HocuTEne MH¢ODMBLMM NnWb NO MEPEe 3anoNHEHWA, 0AHAK0 HE CMOXET YMEHbLWMTDLCA B
pasMepe ecnu MeCcTo, 3aHATOE ero CoaepXnMbiM, ocsoboauTcs.

Daitn PUKCHPOBAHHOIO XECTKOMO AMCKa MOXET NoTpebosaTe Honblue BpeMEHI NPU CO3AEHMM Ha
HEKOTOPbIX DaiNoBbIX CUCTEMaX, 0AHaK0, 0Bbl4HO, BbICTpEE B MCMONL30BaHMA.

(® AWHaMMYECKWit BUPTYanbHBIM XKECTKMI ANCK

(O ®OuKcMpoBaHHBII BUPTYanbHbIM XECTKMI ANCK

Lanee OTMeHa

erver

€ Cosgate BMPTYaNbHbII XKECTKNIA ANCK

Ykaxute uma v pasmep darna

MoXanyicTa YKaxXuTe MMA HOBOMO BMPTYanbHOr0 XKECTKOr0 AWCKA B NONE CHU3Y MM MCNONb3YiTe
KHOMKY C MKOHKOI Nanku cnpasa oT Hero.

|C:\Users\1\VirtualBox VMs\UBSERVER \JBSERVER. vdii | &

YKE&KMUTE pasMep BUPTYanbHOM0 XECTKOro AMCKa B MerabaiiTax. 3Ta BenMuMHa orpaHuyYnBaeT
pasmep haitnoBbIX AaHHbIX, KOTOPLIE BMPTYanbHaA MalLMHa CMOXKET XPaHUTb Ha 3TOM AWCKE.

.

4,00 MB 2,00TB

Cosaatb OTmeHa

YKasblBaeM pa3Mep BUpPTYyanbHOro gmcka. Jlyyiie
cTaBuTb 20 nnu 6onbLue rmradbanTt, 10 mano gnsa
CUCTEMDbI.
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YcTtaHoBKa CUCTEMbI

WS

Caenate Yaoanuts BoccraHosuTe @ CeoictBa KnonupoBaTb — HacTpouTb
[TpucTynaem K yCTaHOBKe
P4 UBSERVER [Pabotaer] - Oracle VM VirtualBox - O X
7 X ®aitn  Mawwna Bug Beoa Ycrpoiictea Cnpaeka

GNU GRUB wversion 2.06
BbibepuTe 3arpy3ouHbIit ancK

Try or Install Ubuntu Serwver

MoxanyicTa BoibepuTe BUPTYanbHbIi ONTHUYECKMIA AUCK MK Test memory
DU3MYECKIIA NPUBOA ONTUYECKMX AMCKOB, COAEPKALLMIA ANCK
ANA 3anycKa Balueit HoBoM BUPTYanbHOM MaLWMHBI,

Auck gomkeH BbiTo 3a8rpy304HbIM M COAEPHETE AMCTPUOYTUE
OMNEPALYIOHHOI CUCTEMBI, KOTOPYHO Bbl XOTUTE YCTaHOBUTL.
Auck ByaeT aBTOMaTUHECKM M3BNEYEH MPU BEIKMTKOYEHN
BMPTYanbHOM MaluMHb!, 0AHEKO0, B cnydae HeobxoamMocTy, Bl
MOXETE CAENaTb 3TO M CAMM MCMONb3YA MEHIO YCTPOMCTES.

{. ubuntu-20.04.3-desktop-amd64.iso (HeaocTyneH) ¥ L::;

MpoaomknTe OTmMeHa

Use the T and ! keys to select which entry is highlighted.
Bbl6|/|paeM HaLll O6pa3 Press enter to boot the selected 0S, ‘e’ to edit the commands

’

before booting or "¢’ for a command-line.

Bon@e =@ < @ rntcyl
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g

BuiObnpaem a3bIk

Willkommen! Bienvenue! Helcome! Aofpo noxanosaTb! Welkom! [ Help ]
Use UP, DOWN and ENTER keys to select your language.

Asturianu

Bahasa Indonesia
Catala

Deutsch

English

English (UK)
Espafiol

Francais

Lietuviskai
Magyar
Nederlands
Norsk bokmal
Polski
Portugués
Suomi
Svenska
Cestina
EArANV LKO
Benapyckasa
Pycckun
Cpnckwy
YKpalHCcbKa

¥ ¥¥Y Y Y¥YY¥YY¥YY¥YY¥YYYYY¥YY¥YY¥YY¥YYYT¥YTY¥TY¥YYYY

Q& S =i 8@ @ richtcyl
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BuibepuTte packnaaky
KraBuaTypbl.
YKasblBanuTe Be3ge
English

Pa

Keyboard configuration [ Help ]

Please select your keyboard layout helow, or select "Identify keuboard' to
detect your layout automatically.
Layout: [ English (US) v ]

Variant: [ English (US) ¥ ]

[ Identify keyhoard ]

Q&S B )& @ richtctl
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P4

Beibepem nosHyto

Choose type of install
BEPCULO

Choose the hase for the installation.
{(¥) Ubuntu Server

The default install contains a curated set of packages that provide a
comfortable experience for operating your sServer.

Ubuntu Server (minimized)

This wersion has heen customized to hav mall runtime footprint in
1

og in.

g as
environments where humans are not expected to

[ FoToBO
[ Hazan

Qe o B 8@ 3 rightcrl
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P4
HacTtpownTe ceTb.
CeTeBble CORAVHEHWS [ Help ]
Mo YMOJ14aHuio, and which preferably provides sufficient access for updates.
nony4yeHue IP agpeca
[ enpos3 eth - * |+ (close)
HacTpoeHOo no DHCP. DHCPv4  10.0.2.15/24 Infa

Edit IPw4
Edit IPv6
Add a VLAN tag

[ Create bhond » ]

B ok Bl gl® @ rghtcy
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YcTaHOBKa CUCTEMbI

V4

[Ona npumepa

CETEBLIE CORAVHEHMA [ Help ]

Edit enp0s3 IPv4 configuration

IPv4 Method: [ BpyyHyk ¥ ]

MoaceTb: 52.178.162.0/25

252 2
plalal=Iv 52 . 175, 162. 79
252.

Waws: 52.178.152.125

RENEER=TR - 157 . 0. 200. 173, §.5.4.4

IP addresses, comma separated

Aovers noncra: |

Domains, comma separated

[ CoxpaHuTe ]
[ OTMEHUTE ]

Q&S =i )@ ®richtcrl
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g

Ecnu gocTtyn B MHTEPHET
Y BaC OCyLLEeCTBJIAETCHAH

Ecam cucTeme TpeGueTcd NPOKCU-CEPBEP, AAA BbXOA B WHTEPHET, TOrada BBEAUTE
Yyepes3 proxy-cepBep, CODTBETCTEBYNWME CEBEAEHUA 30EChH.
YKaXuTte ero AAPEC NpOKCW-Cepeepa:

HacTpouTe NPOKCW-CEepBEp [ Help ]

If you need to use a HTTP proxy to access the outside
world, enter the proxy information here. Otherwise,
leave this hlank.

The proxy information should be given in the standard
form of “http://[[user] [:pass] @ host [:port] /.

Qi@ =i 8@ @ rihtct
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P4

Bbibop agpeca 3epkana

Configure Ubuntu archive mirror

If you use an alternative mirror for Ubuntu, enter its details here.

Rl aln]al=To (s [al=T3-00 t t 10 : //ru.archive.ubuntu.com/ubuntu
You may provide an archive mirror that will be used instead of
the default.

[ FroToBO
[ Hazaa

Q& &)@ @ rihtct
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Ha aTtom atane oyner
NpeasioxXeHo
pa3MeTUTb AUCKOBOE
NPOCTPAHCTRBO.

BbiOpaB «Use an
entire disk»
YCTaHOBLLMWK cam
pasMeTUT ANCKU B
aBTOMaTU4eCKOM
pexunme.

B 3aBucumocTun ot
3agadv, Bbl MOXeTe
BbINOSHUTb pa3bunBKy
pasgenos Ha
cobcTBEHHOE
YCMOTpPEHMeE, BbibpaB
«Custom storage
layoutn»:

e

Guided storage configuration

Configure a guided storage layout, or create a custom one:

(X)

)

Use an entire disk

[ vBOX_HARDDISK_YBSd1llbee6-fSe3e96e local disk 30.000G ¥ ]

[]

Set up this disk as an LVYM group

[ 1 Encrypt the LWYM group with LUKS

Custom storage layout

BoOkds B E® R rtc
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P4

[TpoBepsiem

Storage configuration

FILE SYSTEM SUMMARY

[ # 13.996G new ext4 new LVYM logical wolume L

St
[ /boot 2.000G new extd4 new partition of nokanbHeR auck ™ ]

AVAILABLE DEVICES

[ ubuntu-vg (new) LVYM volume group .9960G
free space 4 000G

USED DEVICES

[ ubuntu-vg (new) LVYM wolume group 996G
ubuntu-1v new, to he formatted as extd4, mounted at / L9966
[ VBOX_HARDDISK_YBSd11lbees-f5e3edce NOKaAbHBIN AUCK 30.000G
partition 1 new, BIOS grub spacer 1.000M
partition 2 new, to he formatted as extd, mounted at /shoot .000G
partition 3 new, PY of LVYM volume group ubuntu-vg 27.997G

[ CoToeO
[ COBpocKuTh
[ Hazan

Qg ol Bl f]® @Rt
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Pa

[MooTBepXoaem ‘ ,
- Storage configuration
HaAaCTOUKUA : -

Confirm destructive action

Selecting Continue below will begin the installation process and
result in the loss of data on the disks selected to be formatted.

You will not be able to return to this or a previous screen once the

installation has started.
Are you sure you want to continue?

[ Het ]
[ MpoaonxuTe ]

Bok&E S B & @®rightct
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YKaxute nms cepsepa u

Profile set e
nonb3oBaTenbCKue il e

Enter the username and password you will use to log in to the system. You can
AdaHHble 54 OOCTYMa K configure SSH access on the next screen but a password is still needed for

sudo.
cepsepy. .

Bawe uMa:

Bbl moxeTe Bbl6paTb Your server's name:

MMa, WCNOAb3YEMOE NPW CBA3W C APYrUMA KOMNBKTEPAMA.

BeeauTe WMA NOAb30BATENA: HEsu=-Igmi-g

nooboro nonb3oBaTtens
KpoOMe «root» U

«admin», KOTOpbIE 3agaiiTe naponb:
3apes3epBUpOBaHbI

o MoATEBERANTE MNap0fb:  FRKRRRRRE
CUCtemMou.

[Mpnaymante naporsb

[ FToToBO

Bok@e i3 @ rtct
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ﬂ UBSERVER [PaBotaer] - Oracle VM VirtualBox - | X

®aiin  Mawwuna Bug Bsoa Ycrpoiictea Cnpaeka

OTMeTbTe YCTaHOBKY
OpenSSH Server n

‘ou can choose to install the OpenSSH serwver package to enable secure remote
HaXXMute «Done»: to your server.

SSH Setup [ Help 1]

[¥] Install OpenSSH serwver

Import SSH identity: [ Het xe
You can import your SSH keys from GitHub or Launchpad.

[ ToToBO
[ Hazan

Qg Bl Y@ & rohtcy
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Vi

OTKpoeTCcs Cnncok
BO3MOXHbIX
AONOSIHEHUIN. Hnyero
yCTaHaBnnBaTb He
bynem

Featured Server Snaps [ Help ]

These are popular snaps in server environments. Select or deselect with SPACE,
ENTER to see more details of the package, publisher and versions
available.

=
=)

1 microk8s Kubernetes for workstations and appliances

] nextcloud Nextcloud Server - A safe home for all your data

1 wekan The open-source kanban

1 kata-containers Build lightweight WMs that seamlessly plug into the
1 docker Docker container runtime

1 canonical-livepatch Canonical Livepatch Client

1 rocketchat-server  Rocket.Chat serwver

1 mosquitto Eclipse Mosquitto MGTT broker

1 etcd Resilient key-walue store by Core0S

1 powershell PowerShell for every system!

1 stress-ng tool to load and stress a computer

1 sabnzhd SABnzhd
]
]
]
]
]
]
]
|
]
]
]

wormhole get things from one computer to another, safely
aws-cli Universal Command Line Interface for Amazon HWeb Serwi
google-cloud-sdk G e Cloud SDK

slcli ython based SoftLayer API Tool.

doctl The official DigitalOcean command line interface
conjure-up Package runtime for conjure-up spells

postgresgllo PostgreSOL is a powerful, open source object-relation
heroku CLI client for Heroku

keepalived High availability VYRRP/BFD and load-balancing for Lin
prometheus The Prometheus monitoring system and time series data
Juju Juju - a model-driven operator lifecycle manager for

¥y ¥ ¥ Y Y¥YY¥YYY¥YY¥YY Y Y Y Y Y TY¥YTY¥YY¥YYrrovyry

I
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

Boks ¢ BEiFgE ®rgtct
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OXxungaem oKoH4YaHus
YCTaHOBKU

YCTAHOBKa CUCTEMbI

subiguitys/Earlysapply_autoinstall_config
subiguity/Reporting/apply_autoinstall_config
subiguity/Error/apply_autoinstall_config
subiguity/Userdatasapply_autoinstall_config
subiguitys/Packagesapply_autoinstall_config
subiguity/Debconf/apply_autoinstall_config
subiguitys/Kernel/apply_autoinstall_config
subiguity/2devsapply_autoinstall_config
subiguity/Latesapply_autoinstall_config
configuring apt

curtin command in-target /

[ view full log ]

Bk ol B iR 8@ &Rt ctrl
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JlormHnmcsa no
3agjaHHOMY paHee
NOrnHY 1 Napornto

[oTOBBI K paboTe!

tem information as o

n be applied immedi

additional updates run

59 :EI-I ||T|

in

jpt list --upgradable

'sudo

<command> "'

{:@p | =0 8] @ @ right
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[MpoBepsieMm SSH KnneHT

y6€)|<,£l,aeMCF| , UTO y HacC SEFVEr_USE :™% grep Port setc/ssh/sshd_config
OTKPbIT npaBMHbeIIZ nopT 5
SSH

Cnyx6a SSH formkHa bbITb Sudo service ssh status

BKItoYeHa u paboTtaTb B
CbOHOBOM pexume. Ecnu d: loaded (/ 1117 nabled; vendor preset: ena
cnyxba He paboTaeT, 4eMOH Active: ac (running) since ton 2022-09-C 9:42 UTC; 19min ag

SSH He MOXeT NPUHUMaTb " man:sshd_conf ig(5)
coeanHeHunsa. YToosbl
NPOBEPUTL CTaTyC CyXObl,
BBeAMTE 3Ty KOMaHAy:

xited, status=0/SUCCESS)

;".hli -D [listener] 0 of 10-100 startups"

4 P pam unix
: Failed pass

user from 127.0.0.1 port 39
ion opened for user server_use

}—l v T o T o T o T o T o T o I o T i )

Nes 1-22/22 (END)
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SSH MOXEeT OTKNOHUTb CoeaMHEHME 1U3-3a OrpaHnYeHnin bpanomayapa.

bpaHgmayap 3aluuLLaeT cepBep OT NoTeHUMaNnbHO ONacHbIX
NOOKITHOYEHUN.

OpgHako, ecnu B cucteMe HacTpoeH SSH, HeobxoanMMo HaCTPOUTb
6paHamayap, 4TobbI pa3pewmnTb SSH-coegnHeHns.

Korga Bbl NblTaeTechb NOAKMIOYUTLCSA K Sudo lsof -1:22

y.El.aJ'l €HHOM y ce p BE py; SSH oTn pa BI1AET server_user@ubserver:™$ sudo lsof -1:22

3anpoc Ha onpeaeneHHbIN NOPT. UTOGL! - st e
NPUHATL STOT 3anNpPocC, Ha cepsBepe 6% rost  du

au

OOMMKEH BbITb OTKPLIT MOPT SSH. 376 server_user  3u
Ecnv nopt 3aKpbIT, cepBep OTKa3biBAET B EEENENNELE root  4u
COGD,VIHeHl/IVI. :_ C 1033 server_user 41

Beeaute crneayroulyto KOMaHAay B OKHE
TepMmuHana, Ytobbl pa3peLnTb SSH-
CoeINHEHUS:

Sudo ufw allow ssh

server_user@ubserver:™$ sudo ufw allow ssh

Rules upd
Rules upd

SIZE/OFF NODE NAME
A0 =

(CLOSE_WAIT)
{ESTABL ISHE

8 (ESTABLISHE

19348 (ESTABLISHE

yCTaHOBIEHO N Ans Hero STATE 3HavyeHue LISTEN.



| Nogxnouenune. Mpobpoc nopTos.

Kak nogkntountbes ¢ Windows k Ubuntu Server VB.

[na npobpoca nopToB HYXXHO 3HaTh IP agpec, KOTOPbIV NPUCBaNBaAETCHA BUPTYanbHON MallnHe. [1ng aToro 3anyctute
BMPTYarnbHYO MaLUMHY M BbINONHUTE Ha Hen komaHay «ip addr» unm «ifconfig»

Ecnn B Baluen cucteme HeT koMaHabl «ifconfig», TO ee Hy>KHO ByaeT ycTaHOBUTbL OTAENbLHO. [nsa Ubuntu Linux 9TO
koMaHaa «apt-get install net-tools».

'er J:ErMHh:Er“Pr' $ ip addr
nﬁu hqc 6 qd

mtu 1500
er preferred_lft forew |
LMULTICAST,UP, LOWER_UP> mtu 1500 gdis

o ¥ pac 8 bytes 1449 .4 KB)
3 ' X errors ed 0 DUHIIHHT 0 carrier 0 collisions 0

errors 0 - overruns 0 collisions 0



| Nogknouenmne. Mpobpoc NopToB.

[locne Toro Kak Mbl y3Hanu IP agpec BUpTyasibHYO MaLlLMHY HYXXHO BbIK/IHOYUTb U OTKPbITb €e HaCTPOMKN B
nporpamme VirtualBox.

Hactpouts... Ctrl+S
Knonuposarts... Ctrl+O
Mepemectuts...

kcnoptuposate 8 OCL...

Yaanute...

Crpynnupoeate

O DRID2DYDE

3anycTutb »
MpuocTaHoBuTL

MepesanycTuts

3akpbiTh »

CBpocuTe COXpaHEHHOE COCTORHMWE. ..

Mokasate xypHan... Ctrl+L

&

OBHOBUTE

MNokazatb B NPOBCAHUKE

Cospate apnbik Ha paboyem cTone

Coptuposate
Monck Ctrl+F

A
88
Jo




| NooknoueHne. Mpobpoc nopTos.

B HacTpolikax BUPTYasNibHOW MaLLWUHbI HY)XXHO OTKPbITb pasaen «CeTb», OTKPbITb AOMNO/IHUTESIbHblE HACTPOWNKN U
nepenTn K Npobpocy NOpPTOB.

2 @ UbuntuServer - Hactpoiikn
E OBwwme Cetb
@ Cucrema Apantep 1 ApanTep 2 ApanTtep 3 Apnantep 4
@ Aucnnen BKNIOWMTL CETEBOI aaanTep
@] LS Tun noaxknioyeHua: |NAT X
Mmn: i
(Dj Ayano ¥ [LononHUTENbHO
@y Cems Tun aganTepa: | Intel PRO/1000 MT Desktop (82540EM) -
@ COM-nopTsl HepaztopunBbiit pexximM: | 38NDETUTE v
ﬁ i MAC-aapec: (080027534486 | ®

MNoaknounTe Kabenb

\j OB6Lwme nanku

EI WHTepdeiic nonbsosatens

MNpobpoc nopTos




| Nogknouenmne. Mpobpoc NopToB.

[Mocne 3Toro oTKPOEeTCcA OKHO AJ1 Mpo6poca NopToB. 3[4eChb HYXXHO HaXXaTb Ha KHOMKY «/lo6aBUTb» U 3aMo/IHUTb
crneayroLne faHHbIe:

ima: SSH.

[l[poTokon: TCP.

*Apec XocCTa: ocTaBNfAeM NyCTbIM UK
ykasbiBaem 127.0.0.1.

[lopT XxocTa: Nbon cBOOGOAHbLIN NOPT Ha
Ballle OCHOBHOUW CUCTEME, Hanpumep, 2222.
*Agpec rocTa: IP agpec, KOTOpbIN 6bIn
NPUCBOEH Ballen BUpPTyasrbHON MalUuuHe. B
Hawem cnydae a1o 10.0.2.15.

[lopT rocTa: nopt SSH Ha BUpTYyanbHOW
MaLlUWnHe, Mo YMoNn4yaHuto — 22.

u

Wma Mpotokoen Agpecxocta [loprxocta Agpecrocta [loptrocra @

SSH TCP 2222 10.0.2.15 22

[==1]

[locne npobpoca nopTa 3aKpbiBaeM BCe OKHa
C NMOMOLLbtO KHOMKKU «OK».

OK OTMeHa

OK OTMeHa




| NooknoueHne. Mpobpoc nopTos.

[nst Hayana, 4To6bl cepBep He 3anpeLuarn Ham JOCTYN C KIMEHTCKOW MaLLMHbI C COOBLLEHMEM «Permission denied» Ham
B7KPBiBaem HacTpoiikm Ha MalMHe-cepBepe SSH:

Sudo nano /etC/SSh/SShd_Config setcs/ssh/sshd_config.ds«. conf

N peaakTnpyem napametTp
PermitRootLogin
— 3aﬂ|aeM 3Ha4YeHune yes # Ciphers and keying

ekeulimit default none
# PermitRootLogin yes

ons 10

* ecrnv napameTp 3aKOMMEHTUPOBAH,
CHMMAEM KOMMEHTapUN.

#PubkeyAuthent ication yes

** Mo ymon4aHuto, 3HaveHve moxeT 6biTb Without-password wnu prohibit-password — oHo pa3peluaet Bxoa
ans root cpeactsaMmmn GSSAPI (He naponbHOW ayTeHTUMKaLMm), Hanpumep, CMapT-KapTbl UM oTneYvaTtka nanbua.




| NooknoueHne. Mpobpoc nopTos.

[lepes3anyckaeM ssh server:

service ssh restart || service sshd restart

server_user@ubserver:™~$ service ssh restart || service sshd restart

Authentication is reguired to restart 'ssh.service'.
Authenticating as: UB (server_user)
Passuword:

Terlepb Mbl CMOXEM 3aJIOTMHUTbCA Yepea3 KINEeHTa, NPOAOITXKXNM



| NMooknoyeHne. OPENSSH

Bce MpuaoxeHus JOKyMEeHTb! UHTepHer Apyrve ¥

Jlyywee coorseTcrene

> Windows PowerShell >

lMpunoxeHue
MpunoxeHua .
Windows PowerShell
WindOWS powerShe“ ISE npmnoerme

Windows PowerShell (x86)

YctaHoBka OPENSSH = Windows PowerShell ISE (x86) " OTkpuiTb

3a NycKaem PowerShell OT UMeHU &1 Developer PowerShell for VS 2019 3anycK OT MMEHU aAMUHUCTpaTOpa
AdMUHUCTPAaTopa

Mapamerpsi 3anyctuts ISE OT UMEeHun agMuHUCTpaTopa

* Windows PowerShell ISE
It nNapamerpwbi paspa6ortumka

PowerShell

3amMeHa KOMaHAHOW CTPOKM Ha
ob6onouky Windows PowerShell B

PaspelmnTb BLINOAHATL NOKaNbHbIE
cueHapuu PowerShell 6e3 nognucu

MNMowuck B NHTEepHeTe

L PowerShell - Cm. pezynbTatsi B

uTenHeTe

£ PowerShell




| MooknoueHne. OPENSSH

[nsa nposepku goctynHoct OpenSSH BbinonHaem:

Get-WindowsCapability | Where-Object Name

EN Apmunnuctpatop: Windows PowerShell

Windows PowerShell
(C) Kopnopauua MankpocodT (Microsoft Corporation). Bce npaBa 3auMuweHsi.

MonpobyiTe HoByw KpoccnnaTtoopmeHHyw obonoudky PowerShell (https://aka.ms/pscores)
PS C:\Windows\system32> Get-WindowsCapability | Where-Object Name

: OpenSSH.Client~~~~8.8.1.0

: Installed

: OpenSSH.Server~~~~8.06.1.0
: NotPresent

OpenSSH.Client~~~~0.8.1.0

RestartNeeded : False




| MoakntoueHne. OPENSSH

JlormHMMcSA Yyepes KMeHTCKyo MalnHy. OpenSSH
Ha>xumaem coyetaHume knasmw WIN +R

BeinonHute X C:\Users\1>ssh server_user@localhost -p 2222
server_user@localhost’s password:
Welcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-47-generic x86_64)

BBEAMTE MMA NporpamMmmel, Nanku, 40KyMeEHTa WA pecypca

WTeprera, koTopble TpeGyerca oTKpbITs. * Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
OTkpbITh: Iﬂﬂﬂ v * Support: https://ubuntu.com/advantage

ystem information as of C6 10 ceH 2022 15:58:39 UTC

OTtmeHa O6z0p...

6.0 Processes:
33.4% of 13.67GB Users 1lo
Memory usage: 22% IPv4 add
0

= 169
gged in: 1
ress for enp@s3: 10.0.2.15

Y/

Swap usage:

BbinonHsem cmd
* Super-optimized for small spaces - read how we shrank the memory

ﬂOCKOﬂbe nopTt «2222» HA OCHOBHOW cuctemMe 6bln footprint of Microk8s to make it the smallest full K8s around.
|'|pO6pOLL|eH Ha I'IOpT «22» Ha BMpTyaﬂbHOVI MallnHe, TO A https://ubuntu.com/blog/microk8s-memory-optimisation
noaknto4YeHns Nno SSH HaM HY>XHO BbIMOMHUTb 17 updates can be applied immediately.

Cﬂe,u,yFOLLl,yPO KOMaHﬂ,y' To see these additional updates run: apt list --upgradable

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts.
ssh user@localhost -p 2222

Last login: Sat Sep 10 15:56:06 2022 from 16.0.2.2
[[0OTOBO, MOXHO NpUCTynaTh K paboTe Server_user@ubserver:

i~$




| Noakniouenmne. PUTTy

Kak anbTepHaTuBy nogkntovyeHuto yepes OpenSSH MOXHO ncnonb3oBaTtb KNMeHT PUTTY

AHanormyHbiM cnoco60M BbIMOJIHAETCS B
noakatoyeHue ¢ nomowbro PuTTY. B none
«Host Name» ykasbiBaeM «localhost», a
B nonie «Port» — «2222», )xmeM «open»

Category:
=] Session Basic options for your PuTTY session
Te L_og!ging Specify the destination you want to connect to
m;(l:arboa - Host Name (or IP address) ,P,cl',t,
Beﬁ ’_Iocalhost | 5{_2_222 ‘
Features Connection type:
T ‘.’v’incﬂiow @SSH (OSerial (OOther: |Telnet v
Appearance
Behaviour Load, save or delete a stored session
Translation Saved Sessions
+- Selection mm -
Colours L - !
-] Connection Default Settings Load
Dat P
- Z N
roxy
SSH
T : Delete
Serial
Telnet
Rlogin
SUPDUP C_lose window on exit: B
| O#mways  ONever @ Only on clean ext [0TOBO, MOXHO NPUCTYNaTb K paboTe

About Help Open Cancel




| Windows Subsystem for Linux

[penBapuTenbHble TpeboBaHWsA = Bomonnums X

=/ BeeauTe umsa nporpammel, Nanku, A0KyMEHTa MK pecypca
= WHTepHeTa, koTopbie TpeByeTca oTKpbITh,

| c

Bam criegyeT ucnonb3osatb Windows 10
Bepcum 2004 U BbiLLe (cBopka 19041 S
Bbille) unn Windows 11.

OK | Otmena O6zop...

am Windows10

MaitkpocodT Windows
Bepaa 21H1 (cbopka OC 19043.2006)
© Kopnopawa MaiikpocodT (Microsoft Corporation). Bce npasa

YT0o0ObI NpoBEPUTL BEPCUIO N HOMEP
cbopkn Windows, HaXXmMuTe .
kKnaBsuwm WIN+R 2

OnepaworHas cuctema Windows 10 ana o6pasoBaTensHbIX YYpEXaeHuin
1 NONb30BaTENbCKMIA MHTEPDEIC B HEl 3aLUMLLEHbI NPaBaMK Ha
TOBapHbIE 3HaKK M MHble 06BEKTEI MHTENNEKTyanbHoM coBCTEEHHOCTH B
CLUIA 1 apyrux cTpaHax.




| Windows Subsystem for Linux

Bce MpuaoxeHun JOKYMEHTHI MHTepHer Apyrve ¥

Jlyywee coorsercrene

3anyckaem PowerShell OT UMeHM »  Windows PowerShell >
lMpunoxeHue [
aAMUHUHCTpaTopa

Mounck B MHTepHete .
Windows PowerShell

L WindowsPowerShell - Cu. pezyasTare: & MpunoxeHue
MHTepHete

PowerShell - Programming Language
OTKpLITL

windows powershell admin
3anyck OT UMEHWU aAMUHUCTPATOpPa

windowspowershell v1.0

3anyctuts ISE OT UMeHu agMUHUCTpaTopa
powershell.exe

Windows PowerShell ISE

Windows PowerShell
ll (C) Kopnopauus MankpocodT (Microsoft Corporation). Bce npaBa SawuweHo.

Mcnonb3yeM KOMaHﬂy N MonpobyiTe HoBYW KpoccnnaThopmeHHyw obonoyky PowerShell (https://aka.ms/pscore6)
I'Iepe3aI'IyCKaeM CMCTeMy PS C:\Windows\system32> wsl

BunonHaeTca ycTaHoBka: naTtoopma BUPTYaNbHOW MaWMHLI

YcTaHoBka "Mnatdopma BUPTYaNbHOW MaWWMHH" BLINONHEHA.
WS BunonHaeTca ycTaHoBka: Mogcuctema Windows gna Linux
YcTaHoBka “MoacucTtema Windows ana Linux"™ BoiNnonHeHa.
3arpyska: fAgpo WSL
BunonHaeTca ycTtadHosBka: fAapo WSL
3JTa KoMaH4a BKNHOYUT PyHKLMK, VcTanosKa "flapo WSL" ssnonmena.

3arpy3ka: Ubuntu

HeO6XOﬂ|MMb|e ﬂ'ﬂﬂ 3ar|yCKa WSL 7] Tpebyemana onepauus BLINONAHEHa yCnewHo. YTobul CAenaHHbie W3MEHEeHWA BCTYNWAWM B CUNY, CneayeT NepesarpysuTb CUCTEMY.
PS C:\Windows\system32>
yCTaHOBKM AncTpunbyTrea Ubuntu Ans




| Windows Subsystem for Linux

Installing, this may take a few minutes...

Please create a default UNIX user account. The username does not need to match your Windows username. I_IOCHe nepe3arpy3KM nonyqaeM TaKkoe
For more information visit: https://aka.ms/wslusers COO6LL|,eH|/|e

Installation successful!
To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo root" for details.

Welcome to Ubuntu 26.04 LTS (GNU/Linux 5.10.16.3-microsoft-standard-WSL2 x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

Enter new UNIX username: superuser

New password:
Retype new password:
passwd: password updated successfully

System information as of Sun Sep 18 18:45:56 MSK 2822

System load: ©.04 Processes: 8 PerVICTpI/IpyeM yquHym 3armncb
Usage of /: ©.4% of 250.98GB Users logged in: 5}

Memory usage: 1% IPv4 address for eth@: 172.26.6.112
Swap usage: 0%

updates can be installed immediately.
of these updates are security updates.

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

This message is shown once once a day. To disable it please create the JlormHumMmcsa Tak Ke, KaK 1 B
/home/superuser/.hushlogin file.

$ npeabliaywmx cnocobax




| NogknoyeHne yepes ceteBon MocCT

Kak nogkntountbes ¢ Windows k Ubuntu Server VB. logkntouyeHne 4yepes ceTeBOM MOCT

Takke eCcTb anbrepHaTUBHbLIN CNOCOO
NOAKMNKYEHNS K BUPTYyasribHOM MaLUnHe
no SSH Anga 3Toro Hy>KHO N3MEHUTb TUN
nogkntoveHns ¢ «NAT» Ha «CeTeBon
MOCT».

B 3TOM cnyyae BupTyanbHasi MalunMHa
OyaeT noaknoveHa K Bawen
foKanbHOM ceTn 1 Nony4uT IP agpec oT
BalLLIEro poytepa u3 Toro e
ananasoHa, YTo 1 Balla OCHOBHasd
cuctema.

G} UbuntuServer - Hactpoiiku

D OBwme nankun

‘ﬁ WnuTepdeiic nonssosatens

‘ Cerp

ApanTep 1 ApanTep 2 ApnanTep 3 AganTep 4
BKNIOYMTL CETEBOI ananTep
Tun noakniodeHna: | CeTesoit MocT v

Mma: .Realhek Gaming GbE Family Controller

> JononnuTensHo

[ o 1]

OTMeHa




| MoaknioyeHmne L4epe3 CeTeBOW MOCT

[Toaknto4yeHne Yyepes ceTeBOn MOCT

[Tocne aTOro HY>XHO 3anyCTUTb
BUPTYyasibHYIO MaLUUHY U BbINOSHUTb
Ha Hel KoMmaHay «ip addr» nnm
«1fconfig» gnsa Toro, Ytobbl y3HaThb,
Kakom IP agpec oHa nonyyuna ot

poyTepa.

B HalueMm cnyyae 6bia nonyyeH IP ' 0 frane o
aﬂpec ((1 92 . 1 68 . O . 1 05)), ¥ errors 0 dropped 0 overruns 0 carrier 0 collisions O

*He ob6pawaliTe BHMMAHMS Ha MeHsAwwWMecs B rainge
ip, Kaxayil nepesarpy3ky poyTep BblgaeT

pa3Hble, CYTW 3TO HE MeHseT




| NooknioyeHne yepes ceTeBon MOCT

[MoaokntoyeHne PUTTY yepes ceTteBOM MOCT

@ server_user@ubserver: ~

AHanornyHo paboTaeT 1 NOAKITHOYEHMUE C
nomouwbro PUTTY. BBoaum «192.168.0.101»
N NoaKroyaemMcs No cTaHAapTHOMY MOPTYy
«22», )XMeM «openy

PuTTY Configuration ?
Category:
—J- Session Basic options for your PUTTY session
Te Foglging Specify the destination you want to connect to
crmu:ua Host Name (or IP address) Port
Keyboard ——— s
Bell [192.168.0.101 J\ :22
Features Connection type:
- Window @SSH O Seral (OOther: |Telnet
.- Appearance
-+ Behaviour Load, save or delete a stored session
 Translation Saved Sessions
+- Selection |IP |
Colours , .
—J- Connection Default Settings Load
Data
... Proxy LH Save
SSH
: 2z Delete
- Serial
i Telnet
Rlogin
SUPDUP Close window on exit: ~
() Aways (ONever (@ Onlyon clean exit
[OTOBO, MOXKHO NPUCTYNaTh K paboTe
About Help Cancel



| NepeuyHas HacTpowka cepsepa c OC
Ubuntu

Co3gaHue HOBOro Nosib30BaTens U 3anpert noruHa root

Mo ymonyaHuto HalLm cepBepa co3aatoT Ans padoTbl Nonb3oBaTensi ¢ NorMHom root. 3ToT nonb3oBaTens obnagaet
MaKkcUMarnbHbIMW NpaBamMu B cUCTEME, U Hanbonee MHTEPECEH 3NoyMblLLNeHHMKaM. oToMy cneayeT co3gaTth CBOEro
nonb3oBaTens, a IorMH nop, nonb3oBaTeniem root oTKNYNTb.

[NepBO€e NOAKMOYEHME OCYLLECTBMASETCH MO NOrMHY 1 Napono CO34aHHOro cepeepa.

: uk :~$ sudo su
[sudo] password for server_user: |: [locne noAaKN4eHNA Haao 3anpeTnTb JTONMH root, gnsa atoro

Sudo su | *Beogum nmaponb cynepnonb3osaTens* [eeEuEhICRICClENCERICITeedIT byoem pabortars.
— e Co3gaém HOBOIro Nonb30BaTens, 3agaemM Naporb
oot@ubserver:/home/server_user# adduser superuser
Adding user ~superuser’

Adding new group "superuser’ (1002) ... \ Mo »xenaHuto Bbl MOXXeTe A06aBUTb HEODXOANMYIO NHOPMALUIO
Adding new user "~ superuser’ (1002) with group "superuser’ ... o I'IOJ'IbSOBaTeJ'Ie, B ,EI,I/IaJ'Iore ero CO3LI,aHl/IF| UMK OI'IyCTI/ITb ee

Creating home directory ~/home/superuser’ ...
Copying files from " /etc/skel® ... -
2l = Room Number []:

* * ' Work Phone []:
Adduser *uma nonb3oBaTend e hiona T

New password: Other []:

Retype new paSSHOf"d: *BBOAMM I—Iaponb p'nﬂ Is the information correct? [Y,/'n] Yy

passwd: password updated successfully
Changing the user information for superuser HOBOI'o MNoJib30BAaTENIA WU *HOATBerAaeM BBOA*

Enter the new \.faluei.or* press ENTER for the default HOATBep)K,U,aEM ero BBO,U,*

Full Name



| NepBuyHasa HacTpoiika cepeepa c OC
Ubuntu

YTO06bI OT 3TOM YYETHOW 3aMMNCN MOXKHO 6bIJI0 BECT
HaCTPOMKY cepBepa, HAZL0 en AaTb BO3MOXHOCTY
agMUHKUCTpaTopa. Ana 3Toro BbINOJHAEM:

GNU nano 6.2 /etc/ssh/sshd config

Usermod -aG sudo superuser

[Nocne 3Toro, y»e eCTb BO3MOXXHOCTb BbINOMHATb
KOMaHAbl C NnpaBaMu agMuHUcTpaTopa. [danee
HeobxoaMMOo 3anpPeTUTb BO3MOXHOCTb TOrMHa root no
ssh. [insa atoro otpegaktnpyem cann sshd_config.

sudo nano /etc/ssh/sshd_config

Ctrl+O, Enter cOXpaHUTb U3MEeHeHNd
Ctrl+X — BbINTM N3 NHTepenca

[Mocne 3Toro nepesanyckaem ssh-cepBuc.

service sshd reload



| NepBuyHasa HacTpoiika cepeepa c OC

Ubuntu

| NepsonavanbHas HacTpolika dpaepsona

Ans Toro, YTo6LI AOMONIHUTENBLHOIO 06€30MacUTh
cepBep, HEOHXOANMO BKAKUYNTL BpaHaMay3p. MOXHO
NPOBEPUTL ero paboTy cieayoLLlet KOMaHAOM:

Ufw app list

ByaeT gaH, NpMMepPHO Takol BOT OTBET.

Available applications:

OpenSSH

Ansa Toro, UTobbLI HE NOTEepPATL CepBep, BO BPeMS
HaCTPOWKUN, HEOBXOANMO YbeanTbCH, UTO bpaHaMay3p
pa3peLuaeT SSH-coegnHeHKe. PaspeLwim 370

CICAYIOLLEV Ufw allow OpenSSH

root@ubserver:/home/server_user# ufw allow OpenSSH
Rules updated

Rules updated (v6)

Ufw status

[Mocne 3TOro Mbl MOXeM pa3peLlmnTb ero paborTy.

Ufw enable

root@ubserver:/home/server_user# ufw enable
Command may disrupt existing ssh connections. Proceed with operation (y|n)? y
Firewall is active and enabled on system startup

[ToaTBEpPXAaeM “Y" nnm Haxatnem knasumin “Enter”.

[locne 3Toro MoXHO NPOBePUTL CTaTyC bpaHaMay3pa
cnefyrouler KOMaHAOW:

root@ubserver: /home/server_user# ufw status

tatus: active

o From

Anywhere
Anywhere
Anywhere
Anywhere

2/tcp
)penSSH
2/tcp (v6)
DpenSSH (v6)

JTOT OTBET rOBOPUT HaM TO, UTO 6paHaMayap B

HacTosiLLee BpeMs 6/10KMpyeT BCe NoAK/I0YeHUS,
Kpome SSH



| AsTOpur3aums ssh no knroyy

JTorvH no kn4Yam MMeeT ABe Lienn: He BBOAUTb Naporib KaXXabl pa3 BPYYHYHO, U MPOCTO OTKMKOYNTL JTOMMH MO Naporito.
Kntoun nepebpaTb 3Ha4YMTENBHO CIIOXHEE, YeM Naporib No CroBapsiM.

Ha MmalumHe-KnmMeHTe reHeprupyem Koy KOMaHAom, No yMornYaHuo OyaeT co3aaH KoY «1d_rsa», ecnu He 3aaaTtb MHOE
BBoauMm 1 noaTBepKaaemM A0MNONHUTENBHbBIN Naposib UK ABaxabl HaxnMaem «Enter», 4Tobbl NPogoMKUTL 6e3 Hero

Ssh-keygen

:~$ ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/home/soloaire/.ssh/id _rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/soloaire/.ssh/id_rsa
Your public key has been saved in /home/soloaire/.ssh/id_rsa.pub
The key fingerprint is:
SHA256:a78K8JcpKiPwyIKgLlf7w28zg0Iww+SyQ20F1epITmRO soloaire@soloaire-VirtualBox
The key's randomart image 1is:
+---[RSA 3072]----+




| AsTopu3zauus ssh no knouy

Konupyem kntoy komaHOou, NoATBEPXOAaeM, Hanncas «yes»

ssh-copy-1id superuser@192.168.0.101

:~S ssh-copy-id superuser@192.168.0.101
Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed
Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys
superuser@192.168.0.101's password:
Permission denied, please try again.
superuser@192.168.0.101's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'superuser@192.168.0.101'"
and check to make sure that only the key(s) you wanted were added.




| AsTopu3zauus ssh no knouy

[MpoBepsieM Krod, BBOAUM ssh superuser@192.168.0.101

ssh superuser@192.168.0.101

:~$ ssh superuser@192.168.0.101
Welcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-47-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Bc 11 ceH 2022 15:16:00 UTC

System load: 0.0 Processes: 103

Usage of /: 36.3% of 13.67GB Users logged in: 1

Memory usage: 21% IPv4 address for enp0s3: 192.168.0.101
Swap usage: 0%

Super-optimized for small spaces - read how we shrank the memory
footprint of Microk8s to make it the smallest full K8s around.

https://ubuntu.com/blog/microk8s-memory-optimisation

updates can be applied immediately.
see these additional updates run: apt list --upgradable

Last login: Sun Sep 11 15:14:20 2022 from 192.168.0.105

[Tocne 4ero MoXHo
BOBCE OTKJTHOYUTL JNTOTMH Mo
naponto. Ecnu Bbl
eaNHOSTINYHO UCnonb3yeTe
cepBep, TO 3TO JTyYLLNU
BapuUaHT.



| AsTopu3zauus ssh no knouy

Pepaktnpyem daun:

Sudo nano /etc/ssh/sshd_config Ctrl+0O, Enter COXpaHUTb

Haxooum cTtpoky PasswordAuthentication, packommeHTupyem eé n ctaBum no USMEHEHNA

GNU nano 6.2 etc/ssh/sshd config

PasswordAuthentication nolj

[ Wrote 127 lines ]




| AsTopu3zauus ssh no knouy

Ha mawmnHe-cepBepe nepesanyckaem ssh cepBmc KomaHOom

service ssh restart

superuser@ubserver:~/.ssh$ service ssh restart

superuser@ubserver:~/.ssh$

Tenepb Mbl MOXEM 3axoanTb 6e3 NCnonb30BaHUS napon4d



| Kak eLe MOXXHO NpUMEHSATB ssh?

[MpongemMcst N0 OCHOBHbBIM MPUMEHEHNSAM ssh, Kpome 6aHanbHOro yaanéHHoro AocTtyna
YnanéHHoe BbINorHeHne KomaHA;:
[MpocTenwnm npumep — 3TO BbIMOMHUTL U 3anncaTb KOMaHay cpa3y nocne agpeca yaanéHHoro XocTa.

Hanpumep Yepes MalunHy-KrveH ssh superuser@192.168.0.101 cat /etc/passwd | grep superuser

BepHETca cneaytowasn cTpoka:
:~$ ssh superuser@192.168.0.101 cat /etc/passwd | grep superuser

:1X:1002:1002:,,,: /home/ :/bin/bash
O6paTVITe BHUMaHME, 4TO grep BbIMOJIHUIICA YK€ Ha CTOPOHE MallnHbl, C KOTOpOVI Mbl Oernalin 3anpoc. ATO MOXXHO

yBUAEeTb, ecrnv 4obaBuTb BbIBOA, HAaNpuUMep, ip-agpeca:

:~$ ssh superuser@192.168.0.101 cat /etc/passwd | grep superuser;ip a
1X:1002:1002:,,,: /home/ :/bin/bash
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host

valid_1ft forever preferred 1lft forever
2: enpOs3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:e0:77:74 brd ff:ff:ff:ff:ff:ff
inet 192.168.0.105/24 brd 192.168.0.255 scope global dynamic noprefixroute enp0s3
valid_1ft 6088sec preferred 1lft 6088sec
inet6 feB80::1827:370f:db0e:8926/64 scope link noprefixroute
valid_1ft forever preferred lft forever




| Kak eLie MOXHO npuMeHATb ssh?

Ecnn mbl XOTUM, YTOObI LIENoO4YKa KoMaHg Obina BbINOSIHEHA HA CTOPOHE XOCTa, TO crneayet 6paTb KOMaH4bl B KaBbI4KW.

Ssh superuser@192.0.101 “cat /etc/passwd | grep superuser;ip a”

:~$ ssh superuser@192.168.0.101 "cat /etc/passwd | grep superuser;ip a"
superuser:x:1002:1002:,,,: /home/superuser: /bin/bash
1: lo: <LOOPBACK,UP,LOWER _UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred 1ft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:59:44:b6 brd ff:ff:ff:ff:ff:ff
inet 192.168.0.101/24 metric 100 brd 192.168.0.255 scope global dynamic enp0s3
valid_1ft 5989sec preferred Lft 5989sec
inet6 feB80::300:27ff:fe59:44b6/64 scope link
valid_1lft forever preferred 1ft forever

[Mpn aTOM BbLIBAET YOOOHO MCMNOSb30BaTh Kak NepBbIN, Tak U BTOPOM BapuaHT. [1pn nepBom BapmnaHTe yaobHO nony4vartb
BbIX/10M B CBOW CKPUNTbLI, @ NP1 BTOPOM — AenaTb YTO-TO DOnbLIOe Ha yaaneHHOM cepBepe.



| KonuposaHnue aitnoB «Ha» n «c» yaanéHHOro XocTa

B JIMHYKCEe OOCTaTO4YHO OaHanbHas onepauuna KornnmpoBaHuA rno npoToKOoJ1y scp, KOToOpad oCyLlecTBnAaeTCA C NOMOLLbIO
KOMaHAbl scp. [laHHas nporpamMmma NCcnoJib3yeTcqd TO4HO TakK Ke, KakK N KOMaHAa cp, C TOW OCODEHHOCTbIO, YTO Hago

YKa3blBaTb aipecC y,EI,aJ'IéHHOFO cepBepa. an/IMep NCroJib30BaHUA:

Cos3pgaaum doanrn, NnpoBepPsiEM ero Hanmune

:~S touch testfile
:~S s

testfile

Konnpyem ero Ha yaané€HHbIn XOCT (B LOMaLLHIO
:~$ ssh superuser@192.168.0.101 ls testfile

testfile

[MpoBepsieM ero cyLecTBoBaHne. AHANOrM4YHO MOXXHO KONMMPOBAaThb 1 B 06paTHOM HanpasneHnn.

:~$ scp testfile superuser@192.168.0.101:~/

testfile 100% 0 0.0KB/s 00:00




| MoHTUpoBaHue yaanéHHbIX nanok

[nsa Toro 4To6bLI MOHTMPOBATL yAANEHHbIE NanKn, HY>XHO YCTAaHOBUTL NMpuroxeHue sshfs.

Sudo apt install sshfs

:~$ sudo apt install sshfs

YTeHMe CcnUckoB nNakeTos.. [oToBO
MocTpoeHne paepeBa 3aBUCMMOCTEN
YTeHne WHPOpMauUMM O COCTOAHUWU.. [OTOBO
Cnepywumne HOBBLIE nakeTbl 6yayT YCTAHOBNEHbI:

sshfs
06HOBNEHO O NakeToOB, YCTAHOBNEHO 1 HOBbIX MAKeTOB, ANA YA3/NEHUWA OTMe4YeHo O nakeTo
B, M 288 nakeToB He obHoOBAEHO.
Heobxoaumo ckavaTb 43,5 kB apxuBoB.
Nocne pAaHHOW onepaunn ob6bEM 33HATOro AMCKOBOro MPOCTPAHCTBA BO3PacTéT Ha 123 kB.
Mon:1 http://ru.archive.ubuntu.com/ubuntu focal/universe amd64 sshfs amd64 3.6.0
+repack+really2.10-0ubuntul [43,5 kB]
MonyyeHo 43,5 kB 3a 0c (343 kB/s)
Boilbop paHee He BbibpaHHOro naketa sshfs.
(YTeHne 6a3bl A3HHBLIX .. HA [A3HHbLIM MOMEHT YCTaHoB/NEeHO 188170 $alnoB M KAaTanoros.)
MoaroToBKa K pacnakoBke ../sshfs_3.6.0+repack+really2.10-0ubuntul_amdé64.deb ..
PacnakosbiBaetca sshfs (3.6.0+repack+really2.10-0ubuntul) ..
HactpamBaetca naket sshfs (3.6.0+repack+really2.10-0ubuntul) ..
O6bpabaTtbnBawTCcAa Tpurrepol aAna man-db (2.9.1-1) ..




| MoHTUpoBaHMe yaanéHHbIX nanok

Tenepb MOXHO caenartb MOHTUPOBAaHWE yOariEHHOW Narku.,
[1na 3TOro HY>XXHO yKasaTb NOKanbHYK TOYKY MOHTUPOBaHUSA
N NyTb K yoaneéHHowW nanke. Hanpumep, CMOHTUPYEM nanky
home yganéHHoro cepsepa — B narky ~/home rnokasnbHOn

sshfs superuser@192.168.0.101:/home/superuser/ ~/home

B TOM, 4TO MOHTUPOBaHWE NPOLLSIO YCMELLHO,
MOXHO yb6eauTbcst KomaHaon mount:

superuser@192.168.0.101: /home/superuser/ on /home/soloaire/home type fuse.sshfs (rw,nosuid,nodev,relatime,user_1d=1000,group_id=1000)
Ybeaommcs, 4YTto nanka He nycra:

ntoro 36
drwxr-x--- 1 1002 1002
drwxr-xr-x 17 soloaire soloaire

1002 1002 - .bash_history
~-FW-F--r-- 1002 1002 - .bash_logout
-TW-r--r-- 1002 1002 - .bashrc

1002 1002
drwxrwxr-x 1002 1002
~-fW-F--r-- 1002 1002 - .profile
1002 1002
-TW-r--r-- 1002 1002 : .sudo_as_admin_successful
~TW-TW-I-- 1002 1002 - testfile




| 3anyck yonanéHHbix rpadmyeckux npunoxKeHni

OTO HasblBaeTcs X11 Forwarding, 1 Ans
TOro 4YToObI NPOAEMOHCTPUPOBATL
. OaHHbIN PYHKUMOHaN, HeobxoanmMo
_____ N 2 CTpOUTb ssh-AeMoH. CHoBa Ha
E S ‘ U \1anEHHOM cepBepe pedakTupyem

Dependin
dInter

Sudo nano /etc/ssh/sshd_config

PAM authentic then enable this but set PasswordAuthent icat ion

and KbdInteractiveAuthentication to

'AM yes

Haxogum tam cTpoky X11Forwarding,
HE ts no_ PacKOMMEHTUPYEM €€ U CTaBUM
¥11Displayoffset 10 3Ha4YeHne yes

#x11lUseLocalhost yes

superuser@ubserver:™$ service ssh restart

I nocne — He 3abbiBaeMm
Authentication is required to restart 'ssh.service'.
HultipleAiriFntitiF can he used for authentication: l'lepe3a|'|yCTV|Tb CepBMC SSh-

superuser@ubserver: s



UToObI NOKa3aTb paboTy «NPOOPOCKM OKOLLEK» — HY>KHO Ha YMUCTbIN cepBep 6e3 «MKCOB», yCTAHOBUTb XOTb KaKue-
HUBYAb X-npunoxeHus. Ans aToro s BbINOMHWI

sudo apt install x11-apps % noaBepXxaaem

OTO NErkoBecHbIN nNpumep rpacbwﬁé’&?& NPUNOXEHNN, KOTOPbIN A1 CBOEW YCTaHOBKU He TpebyeT MHOro MecTa.
OTkntovYaeMcs OT yaanéHHoro cepsepa kombuHaumen knasuw ctrl-d (deattach) wm nogkniovaemcs yxe C

Qniiaia

Ssh superuser@192.168.0.101 -X

:~$ ssh superuser@192.168.0.101 -X
Welcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-47-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Bc 11 ceH 2022 16:05:38 UTC

System load: 0.0 Processes: 107

Usage of /: 36.3% of 13.67GB Users logged in: 1

Memory usage: 24% IPv4 address for enp0s3: 192.168.0.101
Swap usage: 0%

Super-optimized for small spaces - read how we shrank the memory [nasku yOanéHHoeo cepsepa criedsim 3a eauweu
footprint of MicrokK8s to make it the smallest full K8s around. MbIWKOU

https://ubuntu.com/blog/microk8s-memory-optimisation

updates can be applied immediately.
see these additional updates run: apt list --upgradable

Last login: Sun Sep 11 16:06:05 2022



| MpokcuposaHue Tpaduka

[lpoKCK-cepBep — 3TO KOMMbIOTEP, KOTOPbLIA UCNOMb3YETCA B KayeCcTBEe MOCPedHUKa MeXAy KIMEHTOM U ApYyrMmu
cepBepamMu, C KOTOPOro KIMEHT MOXET 3anpallunBaTb Pecypchbl.

[1pocToun npmumep aTOro:

- Korga knueHT genaeTr OHMNaunH-3anpochbl (Hanpumep, XO4eT OTKPbITb BED-CTpaHWUUy), OH CHayana noakndaeTcs K
NPOKCU-CepPBEPY;

« 3aTeM NPOKCU-cepBep NPOBEPSIET CBOW NOKasribHbIN OUCKOBbLIW KELU, WU, eCnn AaHHble MOryT ObITb HanOdeHbl TaMm, OH
BEPHET OaHHbIE KNUEHTY

* ECnNn OHKM ellé He KAWMpOoBaHbI, OH cAenaeT 3anpoc OT MMEHWN KITMeHTa, Ucnonb3yda IP-agpec NpPokcn (OTNNYHbIA OT
KITMEHTCKOrO), a 3aTeM BEPHET AaHHbIE KITUEHTY;

*[IPOKCU-CEPBEP MONbITAETCS KALUMPOBaTb HOBLIE JaHHbIE U BydeT ncnonb3oBaTh UX ANa dyayuimx 3anpocoB K TOMY Xe
cepBepy.

[1Nna Yero ncnosnb3yT NPOKCH

* AHOHUMHOCTb B CETU

* [loBblWEHNE OHNaNH-6e30nacHOCTH

* YMEHbLIUTb BPeEMS 3arpy3Kku

» briokMpoBaTb Bpe4oHOCHbIN TpaduK

» BeCTn y4y€T1 cBOEMN OHMANH-aKTUBHOCTH

* YUTOObI 060NTU peErMOHanbHbIe OrpaHNYEHNS

* B HEKOTOPBIX Cry4asix MOXeT CHU3NTb UCNONb30BaHME NOMNOCHI MPOnyckaHua (Harpy3Ky Ha CceTb)

« OrpaHnyeHne OocTtyna K onpenenéHHbIM pecypcamMm C rmbkon BO3MOXHOCTbIO HACTPOWKW: BBeAEHWE OrpaHuvyeHumn
TONbLKO ANs onpeaenéxHbIX Nofib3oBaTernen, No pacnmcaHuto, ¢ TpedbosaHnem aytTeHTUdMKaUUM 1 Tak ganee



| MpokcupoBaHne Tpaduka
il |

Set this to 'yes' to enable PAM authentication, account

and session ;:irtw:u:e-z:zin:g:. If this is enabled, PAM alﬁ_t"xer'xtia:atiizi.r-i;l:vl,l_li:ii COXpaHﬂeM Cba|7|ﬂ n ”epe3a”yCKaeM ,D,eMOH. nOCﬂe 3TOro
be allowed through the KbdInteractivefuthenticatior MOXKHO CO3,D,aTb KaHan ﬂpOKCI/I K Hal.uemy CepBepy

PasswordAuthentication. Depending on your PAM configuration,

PAM authentication wia KbdInteractivefuthentication may hypass cne .D'y|.0 LLl,elZ KOMaH ,EI,OIZ:

the setting of "PermitRootLogin without-password".

If you just want the PAM account and session checks to run without

PAM authentication, then enable this but set PasswordAuthentication :~$ ssh -D 8888 superuser@192.168.0.101

and KbdInteractiveAuthentication to 'no'. Welcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-47-generic x86_64)

sePAM yes

I 3 I I I I 3 3IE 3t

* Documentation: https://help.ubuntu.com
#AllowAgentForwarding yes * Management: https://landscape.canonical.com

f-'i:].].EIIIJTE;:IFEII‘II_IEH‘dif-l'g [:lE‘__‘; * Support: https . //Ubuntu % Com/advantage
#GatewayPorts no
¥11Forwarding yes
#¥11Display0ffset 10

#x11UseLocalhost yes

#PermitTTY ues System load: 0.005859375 Processes: 108

PrintMotd no Usage of /: 36.3% of 13.67GB Users logged in: 1
#PrintLastLog yes Memory usage: 24% IPv4 address for enp0s3: 192.168.0.101
superuser@ubserver:™$ service ssh res Swap usage: 0%

System information as of Bc 11 ceH 2022 16:11:14 UTC

Authentication is reguired to restart 'ssh.service'. * Super-optimized for small spaces - read how we shrank the memory
1. UB (server_user)
,, (sur )

se identity to authenticate as (1-2): 2

https://ubuntu.com/blog/microk8s-memory-optimisation

17 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Last login: Sun Sep 11 16:06:16 2022 from 192.168.0.105




| MpokcuposaHue Tpaduka

[ oe 8888 — rokarnbHbIN NOPT ANs NpokcKu. Bee, Tenepb € 4aHHbLIM NPOKCU MOXHO HacTpouTb 1 bpaysep. MNpumep
HacTpowukn ans firefox:

napaMeTpbl CeTH (%)
£83 OcHosHbie Pe3ynbTaTbl NOMCKA
@ Hauano MapameTpbl ceTH
Q Mouck Hactpoutb, kak Firefox coeguHaeTca ¢ UHTepHeToM. MNoapobHee HacTpouTs...

8 MpMBaTHOCTb U
3aWwmnTa

Q CUHXpOHMN3aUMA




[prMep HaCTPOMKM NPOKCH MapameTpsi coeAuHenun X

() Ncnonb30BaTh CUCTEMHbIE HACTPONKM NPOKCH

O PyuyHas HacTpoiika npokcu

HTTP npokcu ‘nng’ 0 ‘

TakXe MCNoNb30BaTh 3TOT NPoKcK Ana HTTPS

HTTPS npokcn MopT 0

Y3en SOCKS | 127.0.0.1 Nopr| 8888

() socks4 © sOCKs 5
(_) URL aBTOMaTM4ECKON HaCTPOWKM NPOKCH

O6HOBUTHL

He ncnonb3oBaTb NPOKCKH 4NA

Mpumep: .mozilla-russia.org, .net.nz, 192.168.1.0/24

CoeanHennsa c localhost, 127.0.0.1/8 v ::1 HUKOrAa HE NPOKCUMPYIOTCA.

|| He 3anpawwuBath ayTeHTMdMKaumio (ecnm 6bin coxpaHéH Naponb)
OTnpaenaTe DNS-3anpocki Yepes NpoKCH Npu UCNonb3oBaHMM SOCKS 5

[ | BkarounTb DNS yepes HTTPS

Mcnonb3yembiii nposaingep  Cloudflare (Mo ymonuauuio) S

Cnpaska OTMeHa m



| MpokcuposaHue Tpaduka

C XpOMOM — eLLl,é npoLuie. D,OCTaTO‘-IHO 3alyCTnUTb €ero n3 KOMaH,D,HOVI CTPOKW. Ho an4a Hadallia CKkayd4aem ero
:~$ sudo wget https://dl.google.com/1linux/direct/google-chrome-stable current_amd64.deb

[sudo] naponb ana soloaire:
--2022-09-11 19:21:52-- https://dl.google.com/1linux/direct/google-chrome-stable_current_amd64.deb

Pacno3Haétca dl.google.com (dl.google.com).. 142.250.150.190, 142.250.150.93, 142.250.150.136,
MNoaknwyeHme K dl.google.com (dl.google.com)|142.250.150.190|:443... coeAuMHEHME YCTAHOBJIEHO.
HTTP-3anpoc oTnpasneH. OxuaaHue oTeeTa.. 200 OK

OAnnHa: 91348040 (87M) [application/x-debian-package]

CoxpaHeHue B: «google-chrome-stable current_amd64.deb»

google-chrome-stable current_amd64 100%[ 87,12M 7,06MB/s 3a 12s

2022-09-11 19:22:05 (7,00 MB/s) - «google-chrome-stable current_amd64.deb» coxpaH&H [91348040/91348040]

A ycTaHoBUM

google-chrome-stable

[Tpogormknm google-chrome --proxy-server="socks5://localhost:8888"

MaHOOoM
Eonn e Ternepb NepenTn Ha canT myip.ru, To Tam OyaeTt oTobpaxaTbcs agpec Ballero cepaepa:

Ewe paboTtocrnocobHOCTb NPOKCU MOXHO NPOBEPUTL APYrMM Cnocobom




| MpokcupoBaHue Tpaduka

S sudo apt install iptraf

. [sudo] napone ana soloaire:
YTeHMe CcnMcKoB nakeTos.. [0TOBO

MocTpoeHne aepeBa 3aBUCUMOCTEN

YTeHne uHPOpPMaUMM O COCTOAHMW.. [OTOBO

ByayT ycTaHoBneHbl caeaywuue AONONAHUTE/IbHbE NaKeThi:

iptraf-ng
Cnepywumne HOBHLIE nakeTol OyAyT YCTAHOBAEHbI: .

iptraf iptraf-ng ) : :~$ ssh superuser@192.168.0.105

06HOB/NIEHO © NAKeTOB, YCTAHOB/NEHO 2 HOBbIX NAKeTOB, ANA YAAN jelcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-47-generic x86_64)
HeobxoauMo ckauyaTb 293 kB apxuBsoB.

Xotute npoponxute? [A/H] yes * Management: https://landscape.canonical.com

Mon:1 http://ru.archive.ubuntu.com/ubuntu focal/main amd64 x sypport: https://ubuntu.com/advantage

Mon:2 http://ru.archive.ubuntu.com/ubuntu focal/universe ai

Monydyero 293 kB 3a Oc (1 038 kB/s) System information as of BT 13 ceH 2022 19:59:34 UTC

Builbop paHee He BuibpaHHoro naketa iptraf-ng.

(YTeHne 6asbl A3HHBIX .. HA A3HHbIi MOMEHT YCTAHOBNEHO 188294 « gystem load: 0.24853515625 Processes: 106
MoaroToska K pacnakoske ../iptraf-ng_1%3a1.1.4-6buildl_amd6: ysage of /: 36.9% of 13.67GB  Users logged in: )

PacnakoswisaeTca iptraf-ng (1:1.1.4-6buildl) .. Memory usage: 20% IPv4 address for enp0s3: 192.168.0.105
Bubop paHee He BuibpaHHOro naketa iptraf. Swap usage: 0%

MoaroToBka K pacnakoske ../iptraf_1%3al.1.4-6buildl_all.deb

PacnakosbiBaeTcA iptraf (1:1.1.4-6buildl) .. * Super-optimized for small spaces - read how we shrank the memory

HacTpansaetca naket iptraf-ng (1:1.1.4-6buildl) .. footprint of Microk8s to make it the smallest full K8s around.
HacTtpauBaeTtca naket iptraf (1:1.1.4-6buildl) ..

ObpabatbisanTca Tpurreps Ana man-db (2.9.1-1) .. https://ubuntu.com/blog/microk8s-memory-optimisation

17 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Last login: Tue Sep 13 19:59:34 2022



| MpokcuposaHue Tpaduka

:~$ sudo iptraf-ng 3
[sudo] password for superuser: 4

Mbl BuOnM nogkrodeHue no SSH. A tenepb
BKJTHOMUM MPOKCH.




| MpokcuposaHue Tpaduka

S ssh -D 8888 superuser@l92.168.0.105

:~$ sudo iptraf-ng

superuser@192.168.0.105's password: [sudo] password for superuser:

Permission denied, please try again.
superuser@192.168.0.105's password:
Welcome to Ubuntu 22.04.1 LTS (GNU/Linux 5.15.0-47-generic x86 _64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of BT 13 ceH 2022 20:01:56 UTC

System load: 0.02099609375 Processes:
Usage of /: 36.9% of 13.67GB Users logged 1in:
Memory usage: 21% IPv4 address for enp0s3:

Swap usage: 0%

Super-optimized for small spaces - read how we shrank the
footprint of MicroK8s to make it the smallest full K8s ar«

https://ubuntu.com/blog/microk8s-memory-optimisation

updates can be applied immediately.
see these additional updates run: apt list --upgradable

Last login: Tue Sep 13 19:59:48 2022 from 192.168.0.107
BBO,EI,I/IM HYXHYIO KOMaHAyY, NOBTOPAEM TE XKe
camMmble D,GVICTBI/IFI, YTO 1N Ha NpoLJIOM Cna|7|,u,e 7
BNOWUM, KaK BbIrMAANT NMNogKIno4YeHme C NnpoKCcu

-scroll
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[Mockonbky Windows He nmeeT cobcTBeHHOro Windows X-cepBepa, ero cneayet npeaBapuTeribHO YCTaHOBUTb.

Ncnonb3yem VcXsrv Windows X Server.
[lepengem K ycTaHOBKe

|

ﬁ.‘ VeXsrv Setup: Installation Options — X | jEJ VeXsrv Setup: Installation Folder —

Check the components you want to install and uncheck the components ]| Setup will install VeXsrv in the following folder. To install in a different
3 you don't want to install. Click Next to continue. g&" folder, dick Browse and select another folder. Click Install to start the
- installation.
Select the type of install: Full v
Or, select the optional VcXsrv (required) Destination Folder
components you wish to install: Fonts [ C:\Program Files\VcXsrv Browse...
Start Menu Shortcuts
Desktop Shortcuts
Space required: 80.0 MB Space required: 80.0 MB
Space available: 381.8 GB
Cancel Nullsaft Install System v3.08 Next > Cancel Nullsaft Install System 3,08 < Back Install

[Tocrne ycTaHOBKM 3anyckaem u He 3abbiBaeM YCTAaHOBUTb
HOMEP AUCNest paBHbIN HYIHO:



| A kakxe Windows?

[Nocne ycTaHOBKM 3anyckaem 1 He 3abbiBaeM YCTaHOBUTbL HOMEP AUCHIES PaBHbI HYIO:

Client startup X

Select display settings Select how to start clients
Choose how VcXsrv display programs

(¢ Start no client

(¢ Multiple windows " Fullscreen

This will just start the xserver. You will be able to start local clients later.

" Start a program

This will start a local or remote program which will connect to the xserver. You will be able

" One window to start local clients later too. Remote programs are started using SSH.

without titlebar

" One large window

~

Display number 0
(Specify -1 to let vexsrv automatically choose one)

Oanee > OmveHa I < Hasan | Lanee > | Omvena |
4
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[anee BCé No ymon4yaHuto, passe YTo CTOUT OTKNIOYUTb opengl:

Extra settings

Extra settings

Finish configuration X

Configuration complete

[V Clipboard
Start the integrated clipboard manager
[V Primary Selection
Also map the PRIMARY selection to the windows clipboard.
[~ Native opengl
Use the native windows opengl library (wal). Make sure to export the
LIBGL_ALWAYS_INDIRECT environment variable.
[v Disable access control
Use this when you want vcxsrv to accept connections from all clients.

Additional parameters for VcXsrv

Configuration is complete. Click Finish to start VeXsrv.

You may also save the configuration for later use.

Save configuration

< Hasan Oanee >

< Hasan I [oToBO I OmveHa

LLleénkaem ganee v rotoso.
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B Putty Heob6x0aMMO paspeLlunTb NepeHanpaBsneHne NKCoB. B ceccuu, KOTOpyo Bbl CO34anu U coXpaHunm ans Ballero
yOanéHHOro cepsepa HeobXxoaMMO NMONTU B HACTPOMKN, N HANTW BKNAaAKy X11, n Tam BKNIOYMTb X11-nepeHanpaBrieHune.
JTO BbIMMAAUT TaKk:

@ PuTTY Configuration

i i.Colours
[=- Connection

- Kex
- Host keys
- Cipher

[+ Auth
~TTY
X1

- Tunnels

- Bugs

- More bugs

- SUPDUP v

About Help

- Behaviour A

Options controlling SSH X11 forwarding

X11 forwarding
Enable X11 forwarding

X display location

|

Remote X11 authentication protocol

(® MIT-Magic-Cookie-1

(O XDM-Authorization-1

X authority file for local display

| Browse...

Cancel




| A kakxe Windows?

[aBanTe nogknio4mMmcs Kk cepBepy Yyepes Putty. Mbl BKNOYMM Ha3ag aBTopM3aLunio No naponto.

JNTormHmnmcs Ha cepBep; CMOTPUM Ha rnasku

@ PuTTY Configuration

Category:
=J- Session
Logging
=J- Terminal
Keyboard
Bell
Features
—J- Window
Appearance
Behaviour
Translation
+- Selection
Colours
=} Connection
... Data
... Proxy
+- SSH
... Serial
Telnet
Rlogin
SUPDUP

About Help

Basic options for your PuTTY session

Specify the destination you want to connect to
HQS?,,N,a',’,‘_e !ﬁg(_IP address) Port

[192.168.0.101 |[22

Connection type:

@®SSH (O Seral (O Other: |Telnet

Load, save or delete a stored session

Saved Sessions
[P |

 Default Settings 7 Load
IR Rec e

LH Save

Delete

Close window on exit:
(JAways (ONever (@ Onlyon clean exit

L xeyes@u... — |OJ i’

Hable
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cnonb3yem WSL

:~$ sudo apt update O6bHoBUMCA

er @DES >-A1VB8LI:~$ sudo apt install sshfs
Reading package lists... Done yCTaHOBMM Cﬂy>K6y
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:
sshfs
@ upgraded, 1 newly installed, © to remove and 288 not upgraded.
Need to get 43.5 kB of archives.
After this operation, 123 kB of additional disk space will be used.
Get:1 http://archive.ubuntu.com/ubuntu focal/universe amd64 sshfs amd64 3.6.0+repack+really2.10-06ubuntul [43.5 kB]
Fetched 43.5 kB in @s (1064 kB/s)
Selecting previously unselected package sshfs.
(Reading database ... 31836 files and directories currently installed.)
Preparing to unpack .../sshfs_3.6.0+repack+really2.18-08ubuntul_amd64.deb ...
Unpacking sshfs (3.6.0+repack+really2.18-8ubuntul)
Setting up sshfs (3.6.0+repack+really2.18-8ubuntul)

Processing triggers for man-db (2.9.1-1)

her r@DESKTOP-A1VE :~$ sshfs superuser@l92.168.0.105:/home/superuser ~/home
The authenticity of host "192.168.0.105 (192.168.0.1085)" can't be established.
ECDSA key fingerprint is SHA256:9MbaZII8gBukQnTt2dSvCZUclp/Fn60oqgBM1yFZ1wM.
re you sure you want to continue connecting (yes/no/[fingerprint])? yes
superuser@192.168.0.1085's password:

:~$ export DISPLAY=$(awk '/nameserver / {print $2; exit}' /etc/resolv.conf 2>/dev/null):®

MOHTMpYeM yoaneHHyo

e er@DESKTOP-A1V :~$ code
Installing VS Code Server for x64 (74b1f979648cc44d385a2286793c226e611f59%e7) nanKy home B WSl' n3arem

Downloading: 166% OTKpblIBalo €€ B Visual Studio
Unpacking: 100%
Unpacked 2424 files and folders to /home/superuser/.vscode-server/bin/74b1f979648cc44d385a2286793¢c226e611f59%¢e7. Ck)(je
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i

L

®aiin Tlpaeka Boigenenune Bua [lepex 6

BT IAL
NMPOBOAHWMK

HET OTKPbITOM MNAMKW
Manka ewe He OTKpPbLITa.
OTKpbITE Nanky

MNpw OTKPLITUM Nanku OyAyT 2aKPbiThl
BCE OTKPbLIThIE B HAaCTOALLEe BpemMs
peaakTopbl. YTobbl OCTaBUTL MX
OTKPbITbIMMU,

Peno3uTopuii MOXHO KJIOHMPOBaTh
NOKaNLHO.

KNOHWPOBaTL Peno3uTopuii

Y100kl NOAYYNTE AONOAHUTENbHEIE
ceeaeHun 06 ucnosns3oeaHum Git u
CUCTEMBI YNPaBNEHWUA BEPCUAMM B

VS Code,

OTKpbIiBaem VS Code u
nobaensem Hawly .ssh
nanky

.ssh

] oaiin lMpaeka Boigenenne Bug [llepexd

@ NPOBOAHWK

SSH bEBE O &

id_rsa

id_rsa.pub

known_hosts

Mol ycneLHo oTKpbInu Visual Studio Code ¢
yaaneHHomn rnankom



