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)NPECTYMHOCTb.
DepnpecTynieHnmn.
B couMaribHbIX CETAX.
DUMEPBLI KNOEPNPECTYNNEHUN B
Mupe, Poccuw.
5. [latb pekomMmeHaauum NpoTUBOCTOAHNS
Xakepam B JOMaLLHUX YCITOBUSIX.




0 Buabl
OULLNHF Ku6epaTaK

Pacchlnka nmcem ot cepBucoB 1 bpeHaoB, BeayLmx Ha
doanbLlunBbIN canT. Takon canT KONUpPYeT uHTepdenc
HaCTOALLEro UITN COAEPXKNUT PEAUPEKT Ha ApYyryto
cTpaHuyy. [locne nonagaHna Ha cTpaHuLy oOT
nosfib3oBaTtensa TpebyeTcs BBECTU CBOM JIOTMH U Maporib,
YTO OH ODObIYHO M Oenaer.

DriveByDownloads

NpubNMU3NTbLCA K BpeaOHOCHOW pekname. Bbl nocellaete

Beb-calT, u OH 3anyckaeT 3arpy3ky BpeJoHOCHOro Koaa
Ha Ball KOMMblOTEp. ATU KOMMbIOTEPHI 3aTeM
MCMNOMNb3YIOTCA ANSA arpernpoBaHns AaHHbIX U
ynpaBneHus Apyrmmmn KoMnbioTepamMu.

DDoS

DistributedDenialofService - [lpocTbiMu crioBamu, DDoS
3aKnoyaeTcs B MoAaBneHnn Beb-pecypca unm cepeepa
TpathMKOM 13 OFPOMHOIO KOMMYECTBA CTOYHUKOB, YTO

AenaeT ero HeAoCTYMHbIM.
/

BackDoor

3ﬂ0yMbILIJJ'IeHHI/IK He3aMeTHO 3aJ1a3nT B
BalLl KOMMbLIOTEP, Kak 6yaTo B AOM 4Yepes
YepHbIN X04, YTOBLI YKpaCcTb BallM JaHHbIE

B BotHeTsl B Orcyrcreue gocryna k UP

B ouwunr BpeaoHocHoeNO

OTKas B 06CAyRMBAHUM B HecaukumonuposaHHbIil gocTyn
’ W MmogudpuKkaumua coaepxanua UP
% Dpyrwe






. [Mony4yeHue

OTteeToB 43

Ctankmneanuch Bbl C B3noMoM CcoUManbHbIX ceTen?

rlOD,Bepl'aﬂMCb NN Bbl YTEYKE TNYHbIA OaHHbIX?

HezHaw

OTteetoB 48
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BbiBoAbI

A cunTato, UTO crnenyeT 3HaTbh Kak, “Xakepbl” nony4atoT AOCTYN K BaM, Kak OHU
MOFYT 3TO UCMOMNb30BaTb U YEM 3TO rPO3UT ANA HUX. [Tonb3oBaTensaM NHTEPHETA
cnenyet bonee bepexHO NepexoanTb MO CCblfIkaM canTam, He JaBaTb
cornalleHue, He NpPoYnTaB YCOBUS U K YEMY MONYYUT AOCTYN canT-nporpamma
Oabbl n3dexarb NnadveBHbIX CUTYaUUN.

BONbLMHCTBO ONPOLLEHHBLIX MHTEPHET MONb30BaTENEN MHTEPECYIOTCA 3aLLMTON
B coLManbHbIX CETAX, TakKe NonoBMHa Nonb3oBaTenen He 3HatoT, kak paboTtatoT
XaKepcKue nasenku ans gocTtyna K Balnm fIMYHbIM JaHHbIM, MHOMMe
CcTanKknBanucb ¢ B3aIOMOM CBOUX COLMArIbHbIX CETEN, NMONOBMHA OMNPOLLIEHHbIX
Mo BOMPOCY: (CTankmMBanucb v Bbl ¢ Nnpobriemamn knbepbesonacHoOCTM?) He
cTankuBanuch ¢ npobnemon kKnbepbe3onacHOCTN U AaXe He 3Hat0 YTO 3TO
Takoe, MHOIMe 3HaKT YTO MOXET CIYXUTb MPUYNHON XaKEePCKNX aTtak a gpyras
NONOBMHA HEe 3HAET, DONbLLUMHCTBO HE MOABEPraniuchb yTeuKe NUYHbIX AaHHbIX HO
40% B cpegHeM nogseprarnncb yTedke.



