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Seven Steps To Full Control



EAGERY

CeMb LaroB K NonHoMy KOHTPO/IO



LET S GET STARTED!

Whether you are just starting your security journey

or loo

your

KINg to take testing to the next level, securing

ousiness is what we do, and we |look forward

to working with you.




HY YTO? HAYHEM!

Ecnun Bbl TOJTIbKO Ha4YMHaeTe CBOW MyTb B chepe
6e30MacHOCTU UM XOTUTE BbIBECTU TECTUPOBaHME

Ha HOBbIWN YPOBEHb, ObpaLlanTecs!

ObecneyeHme 6e30MacHOCTM BaLlero bmlsHeca -
3TO TO, YEM Mbl 3aHMMAEMCH, N Mbl BygeM paabl

corpyaHmM4atb C BaMW.




WHO ARE WE?

We are security professionals also known as ethical hackers,

who use ethical hacking techniques to flesh out any

security control weaknesses before someone with

malicious intentions discovers them.




KTO Mbl?

Mbl - MpodeccmoHarbl B 06/1aCTV 6€30MacHOCTU, TaKXKe

NM3IBECTHDbIE KaK 3TUYHHDbIE XaKepPbl, KOTOPblIE NCTOJIb3YIOT
METOLLObl 5TNHHOIO B3J10Ma, YTOODbI YCTPaHWTb BCE cnabble

MECTa B CNCTEME KOHTPOJIH 6e30MacHOCTU A0 TOINO, KaK KTO-

O 3J1IbIMNN HaMepeHNAMK O6Hapy)+(l/lT N X.




E7S TESTING TEAM...

..nas extensive experience conducting security testing and
vulnerability assessments.

netration testing process, our knowledgeable
security exper rm attack simulations and, in the process,

uncover tsiders can try to gain access.




[NTEHTECTEPbLI N3 E7

... UMetoT 60S1bLLIOW OMbIT npopedeHnd TeCTnpoOBaHNA 6e30MacHOCTU U
OUEeHKW yS:I3Bl/IMOCTel;l.

Ca 1TeCTNpPOBaHNA Ha NMPOHNMKHOBEHWNME HallUW
OlNblTHbIE SKCIEP €30lMNaCHOCTU mMnpoBoadT MMNTaUMNIO aTaK N B
rnpouecce BbldABJTAKOT 6b|, C NMoMoLWwbtO KOTOPbIX NMOCTOPOHHUME

MOTYT MOomMb MoNyduUTb OOCTYI.
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URAIM IS ...

..to find problems so you can put a stop Lg rity

[ 2

event before it starts and get full Ver your

cybersecurity.
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HALLIA LIENb ...

..HANTW Npobnembl, YTOObI Bbl MO MNp&d DaTUTb

HETNPUNATHDbIE CO6bITl/IS:I, KaCalOLWNES OMNaCHOCTI

BalLLlen KOMMaHMWM G

€ A TTPON30UNAOYT.



Why Does My Business Need Penetration

Testing?

Pentesting is a vital part of any business' cybersecurity strategy.

By Identifying and fixing vulnerabilities before they can be

exploited, you can reduce the risk of a data breach ang

your business from financial damages.




[Touemy moemy bnsHecy Heobxoammo

TeCcTUpoBaHMe Ha NPOHUKHOBEHUE??

TecTnpoBaHMe Ha NPOHMKHOBEHME ABNAETCA XXKU3HEHHO
HEOBXOOAMMOM YacCTblo CTpaTeErMm Knbepbe3onacHOCTA

noboro npeanpuaTus.

BblaBIAA U YCTPAHAA YASBMMOCTWM OO TOINO, KakK OHW MOT'YT

NCIOJIb30OBaHDbI, Bbl MOXETEe CHN3NTb PUNCK YTEUKW OAdHHDIX U

33N TUTB CBOW OM3HEC OT PMHAHCOBOIO U PeryraumMoHHOIO

o - vilienba.



Benefits you'll derive from comprehensive security testing include:

« |dentifying your vulnherabilities before cybercriminals do and plugging
any security holes before a person with unlawful intentions finds them.

 Reducing your network downtime and avoiding the high costs of
being offline for extended periods of time if a cyberattack were to occur.

 Preventing data breaches and financial losses due to system hacking.

 Ensuring your organization meets government and industry
compliance rules.
 Building a solid reputation for your organization's adherence to
security best practices.



[penmyLLecTBa, KOTOpPbIE Bbl MONYy4YUTE OT KOMMIIEKCHOrO TECTUPOBAHUSA

Oe3onacHOCTU, BKIMKOYaIOT:

« BblgBneHue um NCripaBJieHUNe NOObIX yﬂ3Bl/IMOCTel7I 1O TOIo, KaK 2TO COeJ1akoT
Kl/l6epl_lpeCTyI_IHl/lKl/l, NN HelnoBeK C NMpoTnMBO3aKOHHBbIMN HaMepeHNAMN.

« CoKpalleHne BpeMeHM NpoCTosa Ballen CETU N n3bexkaHne BbICOKMX 3aTpaT B
crnydyae KmbepaTaku.

« (ObecneyeHme COOTBETCTBMA Ballen opraHmM3aumm rocygapCcTBEeHHbIM M OTPaC/1E€BbIM
HOpPMaM. TeCcTUpoBaHME Ha MPOHMKHOBEHME TpebyeTca KOMMaHMAa B COOTBETCTBUU C
o83-[1, 719-11, 757-11 n TOCT 57580.

. [MpenoTBpalleHne yteyek AaHHbIX 1 GMHAHCOBbLIX MOTEPb MO NpUuymHe
B3/TOMa CUCTEMBDI.

« Co30aHMe HageXXHoMm penyTaunm Balen opraHmsaumm, npuaep>xmBatoLLlemcs

FNANAMADPLIV AMATAFRAD ANAAAACHFALIALIIAA (SKASATFAALIAATIA



WHY ARE
CYBERSECURITY
THREATS INCREASIN

Cybersecurity threats are increasing at an
extraordinary rate, and so are the concerns of
experiencing a breach. 68% of business leaders feel

that their cybersecurity risks are increasing.

Software quickly becomes obsolete and not
supported, and new patches are not provided to
protect against newly found or created

vulnerabilities.

Cyber threats also continue to evolve and appear in
many forms, including phishing emails, phone calls
or texts, malicious devices (l.e., USB drives), and

exploiting system vulnerabillities.

Cybersecurity threats often mirror current events,

which are also rapidly changing in today's world.



Yrpo3bl KNbepbe3onacHOCTM PaACcTyYT C
HeobblMaMHOWM CKOPOCTbIO, KaK M onaceHms,

CBA3adHHbIE C X HAPYLLEHWNEM.

[TOYEMY

PACTET

HACIIO YI'POS3

B COEPE
BE3OINACHOCTIN?

[TporpamMmMHoOe obecrneyeHme ObICTPO YCTapeBaeT U
He noaoep>xXmBaeTcq, a OOHOBMEHWA HEe MOMOratoT
019 3aLlMTbl OT BHOBb HaMOEeHHbIX MM CO34aHHbIX

YA3BUMOCTEMW.

Knbepyrpo3bl TakyXe Mpoao/HKatoT Pa3BMBATLCA U
MPOABMAKOTCA B PAa3INYHbIX GOpMax, BK/IoYad
PULLMHT, TeNTePOHHbIE 3BOHKU UM TEKCTOBbLIE

COOOLEHNA, BPpeOOHOCHbIE YCTPOMCTBA (HanpuMmep,

USB-Hakonmtenm) n ncnonb3oBaHMeE YA3BUMOCTEMN

CNCTEMDI.

Yrpo3bl KNOepHbe30mMacHOCTM YaCTo OTPaX<atoT



PENETRATION TESTING:

BLACK BOX
GREY BOX
WHITE BOX

RED TEAM
ADVANCED PENETRATION TESTING

OUR SERVICE

VULNERABILITY
ASSESSMENT



TECTUPOBAHWE HA
[MPOHUKHOBEHWE (IMEHTECT):

BLACK BOX
GREY BOX

WHITE BOX

Mbl
RED TEAM

I_I P ED'J-IAFAE M PACLUMPEHHOE TECTUPOBAHWE HA
MPOHVMKHOBEHWE

AYOUT BESOIMNACHOCTWU



PENETRATION TESTING

DEEP-DIVE, MANUAL PENETRATION TESTING PERFORMED BY
EXPERIENCED AND CERTIFIED PENETRATION TESTERS.

BLACK BOX

This testing simulates the
actions of an attacker as
realistically as possible. We only
know the name of the company

and have a minimum of

iInformation.

GREY BOX

. Testers develop these
simulations to understand
Issues that an average system
could cause if they had bad
Intentions or if their login
permissions were stolen. For

example,

from rank-and-file employees.

WHITE BOX

This type of testing Is used to
check what damage can be
done by attackers who gain

access to administrator
credentials. Tools of statistical
and dynamic code analysis are

used.



[MEHTECT

[TTYBOKOE PYHHOE TECTUPOBAHWE HA TTPOHNKHOBEHWE, BbITTOJTHAEMOE
OMbITHbIMW U CEPTUDULMNPOBAHHbIMU CrielmanmcTaMu.

O
BLACK BOX

JTO TeCTNpPOBaHME
MaKCUMaJTbHO peaJiIMCTN4YHO
MMUNTUNPYET 0ENCTBUS
3J1T0yMblWJTEHHWMKA. Mbl 3HaeM
TOJ1IbKO Ha3BaHMeE KOMTITaHNI

n nMeeM MNHUMYM

MHPOPMaLLMW.

O
GREY BOX

[MeHTecTepbl pa3pabaTbiBatoT
TakKume cumynaumm, YToobbl
MOHATb NPO6BIEMbI, KOTOPbIE
MOTIYT BO3HUKHYTb B OObIYHOM
cucteme, ecnumy
nonb3oBaTena 6yayT nioxue
HaMepeHMa, UM eCcriny Hero
YKpaayT npaBa Ha BXo[, B
cucteMy. Hanpumep, y

PAOOBDBIX COTPYOAHWKOB.

O
WHITE BOX

OTOT BU TECTUPOBaAHUSA
MCMOoNb3yeTcs, YTOObI
NPOBEPUTb, KaKOWM YPOH CMOTYT
HaHEeCTU 3TOYMbILLTEHHUKMN,
NnonyvmBLLUME OOCTYMN K YYETHbIM
O0AHHbIM aAMUHUNCTPATOPOB:
Icnonb3yoTca cpeacTsa
CTaTUCTUYECKOIO U

ANHaMNYHECKOTIO aHalJ1M3a KO4da.



Multi-blended, adversarial-based attack
RED TEAM simulation against people, software,
hardware, and facilities performed
simultaneously for the conservation of

the target’s data security.




MHOMOKOMMOHEHTHAA MMUTaLMNG aTakU
RED TEAM Ha ntogen, NporpaMMHoe U TeEXHUYecKoe
obecrneyvyeHmne, obopynoBaHme U
OOBbEKTbI, OCYyLLEeCcTBAAeMad
OOHOBPEMEHHO C Le/blo COXPaHeHUS

6e30MacHOCTM OaHHbIX ObbekKTa.

4 )




A process of identifying, guantifying, and prioritizing (or

ranking) the vulnerabilities of a or systems. RedTeam
Security will identify vulnerabilities > in-scope systems,
uantify their risk and prioritize them accordingto importance.

i<e a Penetration Test, these vulnerabilities will not be

VULNERABILITY
ASSESSMENT



[Tpouecc BbiaBIEHUSA, KOJTMYECTBEHHOM OLUEHKN U
ornpeneneHmsa NpnopmuTeTOB (MW PAHXMPOBaAHWSA)
YA3BMMOCTEWN CUCTEMbBI U1 CUCTEM.

E/ BbIaBUT YA3BMMOCTUM B CUCTEMaAX, JLLIMX B Chepy OXBaTa,

OLLEHUT NX PUCK 1 PACCTaBUT MPUOPUTETEI MO CTEMEH M

Ba>XHOCTW.

e OT TeCcTa Ha MNPOHUKHOBEHWNE, 3TN YA3BUMOCTU HE
OyayT MCMONb30BaTbCS.

A

ayauT 6e3onacHoCTU

1

OLIEHKA YA3BUMOCTEW



ADMIN@EAGER7.NE
T

Thanks for your attention!




ADMIN@EAGER7.NE
T
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