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I[HCTpYyMeHTU Anga aHanisy
Tpadika



[lepenik Tem

«[Mepernap» mepexeBoro Tpadika.
ObnacTi aHaniay.

Ornap iHCTPYMEHTIB:
—TCPdump;
—Tshark;
—Wireshark.

Ornan Wireshark.



«Nepernaa» MepexeBoro

TpadiKa

*[lepernap BUXigHOro NOoTokKy OITIB € TeXHIYHO

HeBUNpaBAaHUM, TOMY MU byaemo

BUKOPUCTOBYBATU cneuianbHy nporpamy, Lo
Ha3MBa€ETbCHA aHani3aTop NPOTOKONiB, ANA

3axXOnJieHHs, TpaHCcnALUil Ta NnpeAacTaBlIeHHA NakeTiB

y 3py4Hin gna noanHn dopmi.

*l[HTepnpeTauia BiANOBIAHO A0

dopmaTiB 3aronoBKiB.,
BU3HA4YE€HUX Y AOKYMEHTax
RFC, cnpaBa HecknagHa.

>

IP ox.: 1.2.3.5
IP npu3H.: 6.7.8.9

MopT Ax.: 4208
MopT npu3H.: 161

Mpanopui: Syn ...
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OobnacTi aHani3s

‘MepexeBun aHanis
OINCHIOKTb 3 HU3KOKO MET:

. 3aranbHvN aHani3s:

Vireshal

. MOLWYK | YCYHEHHA ——eee
HecrnpaBHOCTEeMU;
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1. 3aBOaHHA 3aranbHOro
aHanisy

MNMowyk By3niB, Wo BeAyTb Hanobifnbll aKTUBHUA OOMIH AAHNMU B Me|

ornan MmepexeBUX KOMYHIKaLiN IK «MPOCTOr0 TEKCTY»;

ornag nporpam, Wo BUKOPUCTOBYHTLCA XOCTaMU; l \: s
BU3Ha4YeHHSA 6a30BOro piBHA HOpPMaribHUX MepeXeBUX KOMYHiKaLin; .
nepesBipKa HaneXxHoCTi MepexeBux onepaudin;

BU3Ha4YeHHSA, XTO HaMaraeTbCA nNpueaHaTuca Ao 6e34poToBOI Mepexi;

BeAeHHSA 3axonseHHs Tpadgika B KiNbKOX Mepexax 04HOYaCHO;

30iMCHEHHA 3axonsieHHA Tpadika 6e3 Harnsay agMmiHicTpaTopa;

3axonJieHHs1 U aHani3 Tpadika B HaNnpsAMKY A0/Bif KOHKPETHOro XocTa 4Yu nigMmepexi;

nepernsag i NOBToOpHe 36upaHHA ¢pannis, wWo nepepatotbca no FTP a6o HTTP;

iMmnopT dpanniB TpacyBaHHA 3 iHWKUX iIHCTPYMEHTIB 3aXOMNMEHHS;

3axonifieHHs 3 BUKOPUCTaAHHAM MiHiMyMy pecypciB.



2. 3aBAaHHSA NOLUYKY W
YCYHEHHSA HecnpaBHOCTEN

CTBOpeHHS cneuianizoBaHOro aHaniTU4YHOro cepeafoBULLa ANS NOWYKY N YCYHEHHSA
HecrnpaBHOCTEMN;

BU3HaA4YeHHS WNAXY, KNi€eHTa Ta 3aTPUMOK cepBepa;
BU3Ha4YeHHsA npobrnem i3 TCP;

BUABNEeHHA npoobnem i3 HTTP-npokci;

BUAIBNIEHHA BignoBigen 3 NnoMuUrikamu Big nporpam;

nobynosa rpadcikiB LUBUAKOCTI BBeAEeHHA-BUBEAEHHS i 3iCTaBNeHHs Npocaaok i3
npobnemamm B Mepexi;

BU3HA4YeHHSA nepeBaHTaXeHUx oydepis.;

NOPiBHAHHA MOBINMIbHUX KOMYHiKaLiN i3 6a30BUM piBHEM HOpMaribHUX KOMYHiKauin;
nowyk ay6nikaTtiB IP-agpec;

BU3Ha4YeHHA npobnem i3 DHCP-cepBepoM 4n peTpaHCNATOPOM Y MepeXxi;
BU3HA4YeHHS Npobnem i3 NOTYXHICTIO cUrHany 6e3apoToBOi MepeXxi;

BUAABNIEHHA NOBTOPHUX CNpPOO nepenaBaHHA y 6e30pOTOBIN Mepexi;

3axonneHHsa Tpadika. SKum npbnu3BoaAUTL OO0 npoonem (i. UMOBIDHO. € IX MTDUYNHOKO):



3. 3ae0aHHsI 6e3neKkoso2o

(KpuMIiHanaicmu4Ho20) aHasi3y

 CTBOpEHHS cneuianizoBaHOro aHaniTM4HOro cepeaoBULLLA ANA MepexeBol
KPUMiIHaNiCTUKW;

BUSIBNEHHSA Nporpam, Lo BUKOPUCTOBYKOTb HECTaHAAPTHI nopTy;

BU3Ha4YeHHSA Tpadpika ao/Big nNigo3pinnux xXocTiB;

ornsg Toro, siKi XocT HamararTbcs oTpumaTtm IP-agpecy;

BU3Ha4YeHHSA Tpadpika Tuny «A3BiHKIB 4OOOMY»;

BU3Ha4YeHHS npouecis, WO 30MparoTb AaHi NPO Mepexy;

BU3HaA4YeHHS po3TallyBaHHA Ta nodyaoBa rmobdanbHOI Manu BigaaneHunx
LiNibOBUX agpec;

* BUSIBINIEHHA CYMHIBHUX nNepeHanpaBneHb Tpadika;

* nepeBipKa KOHKpeTHOro ceaHcy oomiHy gaHumu TCP a6o UDP miXx KnieHTOM i
cepBepom;

* BUSIBIIEHHSA nakeTiB, ChOpMOBaHUX i3 NOTEHLiNHO 3NTIOBMUCHOKO METOIO;

* BUSIBJIEHHA CUTHATyp BiAOMOI aTaku 3a KIl4YOBUMM CIIOBaMN B MepeXXeBoOMy
Tpadiky.



4. 3aBAaHHA aHani3y
NPUKNagHUX nporpam

 locnigXeHHA poOOTU Nporpam i NPOTOKOSIB;

* nodyaoBa rpacika BUKOPUCTAHHA CMYTU NMPONyCKaHHSA
nporpamoto;

* BUSHAYEHHSA AOCTAaTHOCTI KaHasny AnAa nporpamMmu,

° nepeBipKa NpoAYyKTUBHOCTI nporpamu nicns
OHOBJIE€HHSA/PO3LWUPEHHS;

* BUSIBJIeHHSA Bignosigen 3 NnoMuUrnikamu Big HewoAaaBHO
BCTaHOBIEHOI Nporpamu;

* BU3HAYEHHS TOro, siKi KOpMCTyBayi 3anyCKalTb KOHKPETHY
nporpamy;

° nepeBipKa Toro, sik nporpama BUKOPUCTOBYE TPAHCMNOPTHI
npotokonu, ak-ot TCP uun UDP.



3a NnawTyHKamMun

e[lpanBepu KapT mepexeBux iHtepdgeucis.

*BcCi IHCTPYMEHTU MepexeBOro aHanily sanexartb
BiO ApauBepiB KaHarlbHOro piBHA B OTPUMaHHI
Oe3nocepegHbLOro AOCTYNY A0 CUrHaniB y Mepexi.

o[1Ba HauGINbLW NowWwUpeHi MepexeBi apanBepu:
—libpcap Ha Unix (y Tomy uucni n MacOS);
—Winpcap Ha Windows.

Input Output Options

Interface Traffic Link-layer Header Promiscuous Snaplen! Buffer (W Capture Filter
:V/i‘FI et s W ol Ethernet enabled default 2
Ethernet Ethernet enabled default 2
vEthernet (External Wireless) st o ~N o1 Ethernet enabled default 2
Local Area Connection™ 4 Ethernet enabled default 2
vEthernet (Internal Switch) WA AWM Ethernet enabled default 2
Ethernet 2 PR SR Covra § Ethernet enabled default 2

(] Enable promiscuous mode on al interfaces



Orngan IHCTPYMEHTIB
e Tcpdump:

— IHCTPYMEeHT Ans KomaHaHoro paaka Unix, wo cnyrye ans nepexonseHHs
nakeTiB;

= Ma€ pinLTpU AN BUNOBMIOBAHHA TiNbKU NOTPIOHMX NakeTiB;
— 34uTtye Tpadik y peanbHoMy 4Yaci Ha iHTepcenci, 3agaHoMy napamMeTpom -i;
— abo 3 nonepeaHLO 3anMcaHoro ¢panny TpacyBaHHA, 3a4aHOro NnapamMmeTpomM -r;

= Ui bannu MoOXNMBO CTBOPHOBATU MNia Yac 3axonsieHHsA Tpadiky peanbHOro 4yacy 3a
AOMOMOro napamMeTpa -w.

e Tshark:

— aHanoriyHa ao tcpdump nporpama 3axonfeHHs, Wo nae B KOMMNNEKTi i3
Wireshark;

— noBeAiHKa Ta npanopui ayxe cxoXi Ha Taki B tcpdump.

* Wireshark:

- }(ﬂOCKOHaJ_'IeHVIVI rpadiuyHnm iHTepcenc ansa BigodpaxeHHA TpacyBaHb NakKeTiB
ibpcap/Winpcap.
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[Mlpuknag tcpdump

BuBegeHHa tcpdump Ha Unix-maLluunHi

01:46:28.808262 IP danjo.CS.Berkeley.EDU.ssh >
adsl1-69-228-230-7.dsl.pltnl3.pacbell .net.2481:
. 2513546054:2513547434(1380) ack 1268355216
win 12816

01:46:28.808271 IP danjo.CS.Berkeley.EDU.ssh >
adsl-69-228-230-7.dsl.pltnl3.pacbell.net.2481:
P 1380:2128(748) ack 1 win 12816

01:46:28.808276 IP danjo.CS.Berkeley.EDU.ssh >
adsl-69-228-230-7.dsl.pltnl3.pacbell.net.2481:
2128:3508(1380) ack 1 win 12816

01:46:28.890021 IP
adsl-69-228-230-7.dsl.pltnl3.pacbell.net.2481
> danjo.CS.Berkeley.EDU.ssh: P 1:49(48) ack
1380 win 16560




NMpo Wo roBOpuTb LUen paaoKk?

Homep nopty

%Ka qacylmT/Mg\Xocra-ﬂmepena xepena (22)

01:46:28.808262 IP|danjo.CS.Berkeley.EDU|ssh

ads!|-69-228-230-7 dsl pltn13.pacbell.net[2481}

2513546054:2513547434(1380) ack 12632}55216 win 12816

/

IM’s1 XocTa- H0|V|ep nopTy

MPU3HAHEHHS Cneumcbqu%pﬁ'ﬁﬁal"@F’Hﬂ
opMaLiis

* Pi3HI cbopmaTM (EI/IBe,EI,eHHFI Onga PI3HUX TUMIB
NakeTIB




AHanoriyHe BuBegeHHs Tshark

1190003744.940437 61.184.241.230 -> 128.32.48.169
SSH Encrypted request packet len=48

1190003744.940916 128.32.48.169 -> 61.184.241.230
SSH Encrypted response packet len=48

1190003744.955764 61.184.241.230 -> 128.32.48.169
TCP 6943 > ssh [ACK] Seg=48 Ack=48 Win=65514 Len=0
TSV=445871583 TSER=632535493

1190003745.035678 61.184.241.230 -> 128.32.48.169
SSH Encrypted request packet len=48

1190003745.036004 128.32.48.169 -> 61.184.241.230
SSH Encrypted response packet len=48

1190003745.050970 61.184.241.230 -> 128.32.48.169
TCP 6943 > ssh [ACK] Seg=96 Ack=96 Win=65514 Len=0
TSV=445871583 TSER=632535502




tshark

C:\Program Files\Wireshark>tshark -help

TShark 1.0.0

Dump and analyze network traffic.

See http://www.wireshark.org for more information.

Copyright 1998-2008 Gerald Combs <gerald@wireshark.org> and contributors.

This is free software; see the source for °°F|§’i“ conditions. There is NO warranty; not even
for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

Usage: tshark [options] ...

Capture interface:
-i <interface> name or idx of interface (def: first non-loopback)
-f <capture filter> packet filter in libpcap filter syntax
-s <shaplen> packet snapshot length (def: 65535)
-p don't capture in promiscuous mode
-B <buffer size> size of kernel buffer (def: 1MB)
-y <link type> link layer type (def: first appropriate)
-D print list of interfaces and exit
-L print list of link-layer types of iface and exit

Capture stop conditions:



Wireshark

[IlpocnyxoByBay nakeTtiB/aHani3aTtop
NPOTOKONIB.

‘MepexeBUU IHCTPYMEHT i3 BIiAKPUTUM
BUXIOHUM KOO OM.

AKTyarnbHa Bepcif iHcTpyMmeHTa Ethereal.

Download Wireshark

The current stable release of Wireshark is 4.0.6. It supersedes all previous releases

Stable Release: 4.0.6
Windows Intel Installer

Windows Intel PortableApps®
macOS Arm Disk Image
macOS Intel Disk Image

Source Code

» Old Stable Release: 3.6.14

» Documentation

https://www.wireshark.org/download.html



Ak Wireshark zaxonnroe

TpadIK?

d "'

-.-_'v'.- .'.:‘\(L‘V.v

P03gupa plugins - display filters] ;:T:j::?ayei
Core Engine y H
efieMeHT o)
u
NPOTOKO
Ty dumpcap Wiretap Library
(Tucaui Capture Engine
1X)
OnTumisy libpcap/WinPcap
e [capture filter]
30epiraHH
7l
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OcHoBu: yomy Wireshark?

*BinbHUM aHani3aTop NPOTOKOSIB I3 BIAKPUTUM
KOOOM.

[lpocTnn y BUBYEHHI Ta BUKOPUCTAHHI.

*BukopuctoByetbcA paxiBuamMmum B
PISHOMaHITHMUX LiNax:

—3aranbHuUn aHani3 Tpadiky;
—MNOLWYK i YCYHeHHS1 HeCnpaBHOCTEMW;
—0e3neKoBUN aHanis;

—aHani3 nporpam.

[TliaTpnmyeTbca 6baratbma OC.



MeHro «Help»

M odd-http.pcap - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools = Help
4 =m ® RE R &= TS =EQQQE Contents Fl
|M[¢.DD"« = CHrl-f> Manual pages 4 - | v] Expression... =+
No. Time Source Destination Protocol Length I ‘ Website 121
200.121.1.131 172.16.0.122 1454 | o d PDU] |
e e e = FAQ's
.025738 .16.0.122 [ M Ask(Qan) d PDU]
.825749 <121.3:.131 Downloads ed unseen s.4 [ACK] Seq=1 Ack=112@1 Win=6300@ Len=0
A wiki
.102939 Sample Captures d PDU] =
| .128285 .16.6.122 Check for Updates... d PDU]
| 11 ©.154162 200.121.1.131 172.16.8.122 TCP 1454 | About Wireshark d PDU]
\ 13 ©0.179906 200.121.1.131 172.16.0.122 TCP 1454 [TCP segment of a reassembled PDU]
v
Frame 1: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits)
Ethernet II, Src: Vmware_c@:00:01 (00:58:56:c@:00:01), Dst: Vmware_42:12:13 (008:0c:29:42:12:13)
Internet Protocol Version 4, Src: 200.121.1.131, Dst: 172.16.08.122
Transmission Control Protocol, Src Port: 18554 (1@8554), Dst Port: 80 (8@), Seq: 1, Ack: 1, Len: 1400
8@ ec 29 42 12 13 @@ 5@ 56 c@ ee el e3 ee 45 ee A
@5 al @1 41 @0 @2 6a @6 d3 9@ c8 79 @1 33 ac 1@
2@ 7a 29 3a 82 5@ a7 S5c B4 48 e2 e2 ee bf 5@ 18
ff ff 77 67 @@ @@ 3@ 54 73 57 77 51 74 45 79 4e A
45 61 33 78 7@ 74 44 63 51 4f 2f 6b 75 31 41 52 Ea3xptDc QO/kulAR
52 66 47 59 67 53 32 41 34 47 59 35 31 56 33 32 RfGYgS2A 4GYS51V32 v
Q@ 7 Packets: 3083 - Displayed: 3083 (100.0%) - Load time: 0:0.100 || Profile: Default
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[logaHHA 3 TPbOMa obnacTaMu
3a NPOMOBYaHHAM

F | http-google101.pcapng - o IEN
File Edit View Capture Analyze Statistics Telephony Wireless Tools Help
4 = ® RE Re=2Z¢ 5SS RARAQAEHE
}[ : : v | Expression +
No. Time Source Destination Protocol Length Info A
10. .6.173.220 75.75.75.75 DNS 74 Standard query @xae@b A www.google
. 2 0. .75.75.75 24.6.173.220 DNS 154 Standard query response Oxae@b A w
3 0. .6.173.220 75.75.75.75 DNS 74 Standard Packet List Pane
4 0.. .75.75.75 24.6.173.220 DNS 102 Standard
5 0. .6.173.220 74.125.224.. TCP 66 35145 > 80 [SYN] Seq=0 Win=8192 Le
6 0.. .125.224.. 24.6.173.220 TCP 66 80 -» 35145 [SYN, ACK] Seq=0 Ack=1 |
7 0... .6.173.220 74.125.224.. TCP 54 35145 » 80 [ACK] Seg=1 Ack=1 Win=6 v
Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 6 *

Ethernet II, Src: HewlettP_a7:bf:a3 (d4:85:64:a7:bf:a3), Dst: Cadant_31:bb:cl (00..
Internet Protocol Version 4, Src: 24.6.173.220, Dst: 75.75.75.75

User Datagram Protocol, Src Port: 51724 (51724), Dst P
4 Domain Name System (query)

[Res

n:

Transaction ID: @xae@b
Flags: 0x0100 Standard query
Questions: 1

Answer RRs: ©

Authority RRs: ©

Additional RRs: 0O

Packet Details Pane

0020

00 3c 08 3d 00 00 80 11 ©0 00 18 06 ad dc 4b 4b

4b 4b ca 9c 00 35 90 28 5c b2 ae 9b 01 00 ﬂ?l:ﬂ

00 00 00 00 00 00 03 77 77 77 06 67 6f 6f 67 6¢
65 03 63 6f 6d 00 00 01 00 01

=

) 7 Number of queries in packet (dns.count.queries), 2 bytes

Packets: 374 - Displayed: 374 (100.0%) * Load tme: 0:0.9 | Profie: Default
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BukopuctaHHsA OCHOBHOFO

| http-google101.pcapng
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
dmce RERes>=FaEEQaaa#H
| l I I I I Ll I |
Start Capture Open File Find Colorize Zoom In
Stop Capture Save File Go Back Zoom Out
Restart Capture  Close File Go Forward Zoom 100%
Capture Options Reload File Go to Number Resize Columns
Go to First
Go to Last
Auto-Scroll
A http-google101.pcapng - ol Bl
|5 Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
Am @ RE Qe 85 EQAQAQE
(W [ dns X ~ | Expression...  +
Access Display filter area — supports Clear the Recently Create Filter
saved auto-complete and error detection display used Expression
display filters filter display buttons
filters
@
Apply the  Expressions to

filter

help build filters
to traffic
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QinbTpY BioodpaxxeHHs
(nocThinbLTPUN)

*DinbLTPU BigoOpaxeHHA (TaKoX BiAOMI AK
nocTtdinbTpU) BiadINETPOBYHOTL TiNIbKU
Te, WO BUBOAUTLCA Ha eKpaH.

—3axonsieHi NakeTu HiKkyaun 3 TpacyBaHHA He
NOAIHYTbLCH.

*DinbLTPU BigoOpaXeHHA MaloTb CBIN
cdhopmart i HabaraTo NOTYXHiLi 3a inNbLTPU
3aXOMJeHHS.



O6bnacTtb «Packet List»

Cnucok

naxkeTiB

B obGnacTi cnucky nakeTiB BigoOpaXXyrOTbCH
BCi NnakeTu B NOoTOYHOMY chauri 3aXOnsieHHs.

il
2
3
4
)
6
7
8

9
10
11
12
13
14

Time

0.000000
0.055880
0.057690
0.154716
0.155962
0.163169
0.250734
0.252716
0.253826
0.254730
0.254778
0.255853
0.256102
0.319870

Source
192.168.0.21
192.168.0.1
192.168.0.21
50.17.249.22
192.168.0.21
192.168.0.21
50.17.249.22
50.17.249.22
192.168.0.21
50.17.249.22
50.17.249.22
192.168.0.21
192.168.0.21
192.168.0.21

Destination
192.168.0.1
192.168.0.21
50.17.249.22
192.168.0.21
50.17.249.22
50.17.249.22
192.168.0.21
192.168.0.21
50.17.249.22
192.168.0.21
192.168.0.21
50.17.249.22
50.17.249.22
50.17.249.22

15..0,411705 00,17,249,22 192,168.0.21

Protocol

DNS
TCP
TCP
ICR
TLSv1
11(¢]
TLSv1
TCP
TCP
TLSv1
TCP
TCP
TLSv1
TLSv1

Length

479
74
74
66

187
66

1514
66
1514

349
66
66

264

125

Info

Standard query 0x403d A moviecontrol.netflix.com
Standard query response 0x403d A moviecontrol.netflix.com CNAME nccp-moviecontrol-frot

37314-443 [SYN]
443-37314 [SYN,
37314443 [ACK]

Client Hello

44337314 [ACK]

Server Hello

37314-443 [ACK]
[TCP segment of

Certificate

37314443 [ACK]
37314-443 [ACK]

Seq=0 Win=5840 Len=0 MSS=1460 SACK_PERM=1 TSval=491454310 TSecr=0 WS=t
ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM=1 TSval=2102931926
Seq=1 Ack=1 Win=5888 Len=0 TSval=491454408 TSecr=2102931926

Seq=1 Ack=122 Win=5792 Len=0 TSval=2102931950 TSecr=491454416

Seq=122 Ack=1449 Win=8768 Len=0 TSval=491454507 TSecr=2102931950 =

a reassembled PDU]

Seq=122 Ack=2897 Win=11648 Len=0 TSval=491454509 TSecr=2102931950

Seq=122 Ack=3180 Win=14528 Len=0 TSval=491454509 TSecr=2102931950 —

Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
Change Cipher Spec, Encrypted Handshake Message
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OobnacTtb «Packet List»

(Cnucok nakeTiB)

CimMm cTOBMNuiIB 3a
NPOMOBYaHHSAM:

—«No.» (N2), «Time»
Yac), «Source»
Xepeno),
«Destination»
[Tpu3HaYeHHs),

«Protocol» (Mpotokon),
«Length»

(doBxuHa),
«Packet Information»
(IHpopmauis nakeTta).
B nepwomy ctoBnui
3a3HA4YaETbCHA, AKUN
CTOCYHOK KOXE€H 3
nakeTiB ma€e oo
BUOpaHOro nakera.

- First packet in a conversation.

Part of the selected conversation.

Not part of the selected conversation.

The selected packet acknowledges this packet.

I~ The selected packet is a duplicate acknowledgement of this packet.

The selected packet is related to this packet in some other way, e.g., as part of reassem

bly.



BukopuctaHHsa obnacTi
«Packet List» (Cnucok nakeTiB)

e 3MiHEHHSA NOPAAKY CTOBMLIB.
e CopTyBaHHSA iHchopmauil y cToBnui:
— TiNbKKW KONWU 3aXONneHHsA 3yrnnHeHe.

* [lpnxoByBaHHA, BigoOpaxeHHsA, NepeMMeHyBaHHS Ta BUaaneHHs CTOBMNLUIB 3a
HaTUCHEHHSIM NPaBoO KHOMKOK MULLI HA 3aronoBKY CTOBHMLS.

* Mepernsag goctynHnx pyHKLUiIN 3a HATUCHEHHAM NPaBOKO KHOMKOK MULLi B
ob6nacrTi «Packet List» (Cnucok nakeTiB):

— 3acTocyBaHHA QinbTpa;

— po3capboByBaHHSA Tpadika;
— NMOBTOpPHe 306upaHHA Tpadika;
— PO3ropTaHHA BCiX NOniB.;

— OoaaBaHHSA CTOBNUIB;

— Ta 6araTo iHworo.



O6nactb «Packet Details»

(OeTani nakerta)

*Bipobpaxae npoToKOsnn Ta Nons NpPoTOKONiB
oOpaHoro nakera.

‘Pagkmn onucy npotokony (MiTKv nipaepeBa) Ta
nons nakerta BigoopaxarwTbca y hopmi
aepeBa, sike MOXXHa po3ropTtaTu Ta 3roptaTu.

Ethernet II, Src: Glcbalsc_@@:3b:@a (f@:ad:4e:0@:3b:0a), Dst: Vizic_14:8a:el (£0:19:9d:14:8a:el) A
Internet Pr cl Version 4, Src: 192.168.0.1, Dst: 192.168.0.21
User Datagra tocol, Src Port: 53 (53), Dst Port: 34836 (34836)
Vv Domain Nam Systew (response)
[Request In: 1]
[Time: ©.855888800 seccnds]
Transaction ID: @x4@3d
Flags: @x818@ Standard query response, No error
Que;tlcnaz 1
Answer RRs: 2
Authority RR
Additional RR
Queries
Answe
Authoritative nameservers
Additional r d v




Obnactb «Packet Bytes»
(bantu nakerta)

*Bigobpaxae gaHi NOTOYHOro nakeTta
(BudbpaHoro B oobnacti «Packet List»
(Cnucok nakeTiB)) y WiCTHaAUATKOBOMY
NOoAOaHHI.

—KoXxeH paaoK MiCTUTb 3CyB AaHuXx, 16 6aunTtiB y
WicTHaAUATKOBOMY noaaHHi Ta 16 6auTtiB y

ASCIl-noaaHHi. 3amicTb HegpyKOBaHUX 6OauUTiB
NiACTaBNSAETbLCA KpankKa («.»).
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Kvau nogatucs. AKLWO He BAAETHLCH
po3ni3HaTU NPOTOKOJ?

Google.

swiki.wireshark.org:

—SAKLLO MPOTOKOS1 BU3HAYEHUN KOPUCTYBayewMm,
pe3ynbTaTyh MOXYTb PISHUTUCS;
—B 3aranbHOMY BUNaaKy AOCTaTHbLO BBECTU agpecy
wiki.wireshark.org/<npoTtokon>,
= Hanpuknapg,: wiki.wireshark.orq/SSDP;
—OOMaLLUHSA CTOPIHKA:
wiki.wireshark.org/ProtocolReference;
* MOXXHAa nepernsaaTtm 3a ciMeucTBaMu NPOTOKONIB;
—onucu inbTpiB BigobpaxeHHs
(http://www.wireshark.org/docs/dfref/):

» BU3HAY€HHS KOHKPEeTHUX NOoniB ANnsl KOXHOro
NpPoTOKony.
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Pecypc Wireshark: BIKICTOPIHKMW

C o N

-

(O 7 Internet Protocol Version 4 (ip), 20 bytet

Frame 1: 74 bytes on wire
Ethernet ELSiSrc: Hewlet+

. 0101 = Header Leng1
Differentiated Services
Total Length: 60
Identification: 0x@83d |
Flags: 0x00
Fragment offset: @

Time to live: 128
Protocol: UDP (17)

» Header checksum: 0x0000
Source: 24.6.173.220
Destination: 75.75.75.7¢
[Source GeoIP: United Si
[Destination GeoIP: Unif

User Datagram Protocol, Sr

- Domain Name System (query)

—

i Wiki Protocol Page
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Expand Subtrees
Expand All
Collapse All

Apply as Column

Apply as Filter
Prepare a Filter

Conversation Filter
Colorize with Filter

Follow

Cog
port Packet Byte?

jiter Field Refereg

Protocol Preferences

Decode As...
Go to Linked Packet
Show Linked Packet in New Window

e

74 bytes captured (592 bltS) on interface 0
d4:85:64:a7:bf:a3), Dst: Cadant_31:bb:cl (00:0..

Shift+Right
Ctri+Right
Ctri+ Left

Ctrl+H

A http-google101.pcapng

File Edit yiew 7§o Capture  Analyze Staﬁstu:s Telephony Wireless Tools Help

Admze sPRBRes=TaZHAaaal

LIJ&C:-‘.:':S.:-M filter Ctrl _')Expream +

No. Time Source Destnation Protocol Length Info A

1* 1 0.000000 24.6.173.220 75.75.75.75 DNS 74 Standard query Oxae@b

- 20.013237 75.75.75.75 24.6.173.220 DNS 154 Standard query respon
30.013971 24.6.173.220 75.75.75.75 DNS 74 Standard query 0x4553

t‘A.-..J-‘.J .t .

375

ET)

cations, Inc., Milpitas..

mmunications, Inc., Ind..
3 (53)
@.27 Profile: Default
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