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Q3 2010 Vulnerability Research Tracker

1 4YMCNO 3aPMKCUPOBaAHHbLIX MYyOMINYHO YA3BUMOCTEWN
BO3POCIO Ha 62% No cpaBHEHMO ¢ 2009-M roaom

1 YA3BMMOCTEWN BbICOKOW CTENEHN puUcKa bblno
3adoMKCUpoBaHO DONMbLLUMHCTBO - NoYTN 70%

Adobe, MS Office, RealPlayer, MS IE 1 Apple Safari.
busHec- n MmyneTMeana-npPUNOXKeHus
Windows, MacOS, Linux

Hambosiee 4acTo BCTpevaroTca ys3BMMOCTEN, CBA3AHHbIE
c bydpbepamun. Ha BTOpOM MecTe code injection.

1 pe3ynsraToM UCrosib3oBaHns 0onbLUNHCTBA (OKO0 50%)
YA3BMMOCTEMN ABNSETCH BbINOSIHEHME HEKOEro Koaa. Ha
BTOPOM MECTE - OTKa3 B 00CNy>XNBaHUM.

FROST ¢& SULLIVAN
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The State of Software Security Report

1 8 n3 10 Web-npunoxeHunn nposanunm "tect" OWASP Top 10
(The Open Web Application Security Project)

1 Boriee NnonoBUHbLI BCEX NPUNOXEHNN MMEIOT MPaKTUYECKN
HyOeBOW YpoBeHb KayecTBa 3aLwuThbl [10

1 CSS ocTaeTcsa ogHOM N3 pacnpocTPaHEHHbIX NMpobnem

1 BOMbLUMHCTBO pa3paboTYMKOB OCTPO HYXOAETCH B
TpeHuHrax no sonpocam b

1 ny9ylle Bcex 3aliuLieHbl hMHaHCOBbIE OpraHn3auum

1 [AaXke pa3paboTymkmn cpeacTB 3aLLUTbl HE cneayroT
npasunam 6e3onacHoOro NporpaMMmMpoBaHmnS

0 Ang aHanuaa N0 HeoBxoanMO UCMonNb30BaThb U
CTaTU4YEeCKUmM N AMHaAMNYECKUN aHanma3

VERACODE



The State of Software Security Report

Top Vulnerability Categories
(Overall Prevalence for Web Applications)

M Indicate categories that are in the OWASP Top 10

Cross-site Scripting (XSS) 53%
Information Leakage

CRLF Injection
Cryptographic Issues

SQL Injection

Directory Traversal
Encapsulation

Time and State

Insufficient Input Validation
Buffer Overflow
Credentials Management
Potential Backdoor

APl Abuse

Error Handling

Race Conditions
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The State of Software Security Report

Top Vulnerability Categories
(Overall Prevalence for Non-Web Applications)

B Indicate categories that are in the CWE/SANS Top 25

Buffer Overflow

Error Handling

Potential Backdoor
Directory Traversal
Cryptographic Issues
Untrusted Search Path
Buffer Management Errors
Numeric Errors
Information Leakage
Time and State

CRLF Injection

SQL Injection
Credentials Management
Dangerous Functions

OS Command Injection

2%

2%

2%
1%

1%

0%

2% 4% 6% 8% 10%

12%

14%

16%
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The State of Software Security Report

Top Vulnerability Categories
(Percent of Applications Affected for Web Applications)

M Indicate categories that are in the OWASP Top 10

Information Leakage 72%
Cross-site Scripting (XSS) 70%

Cryptographic Issues

CRLF Injection

Directory Traversal

SQL Injection

Time and State

Credentials Management

API Abuse

Insufficient Input Validation

Encapsulation

Session Fixation 16%

Race Conditions 12%

OS Command Injection 12%

Potential Backdoor 10%

-VERACODE
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The State of Software Security Report

Cryptographic Issues
Directory Traversal

Error Handling

Potential Backdoor

Time and State

Buffer Overflow

Buffer Management Errors
Information Leakage

0OS Command Injection
Numeric Errors
Credentials Management
CRLF Injection
Dangerous Functions
Untrusted Search Path

SQL Injection

Top Vulnerability Categories

(Percentage of Applications Affected for Non-Web Applications)

B Indicate categories that are in the CWE/SANS Top 25

53%

0% 5% 10% 15% 20% 25% 30%

40%
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The State of Software Security Report

Vulnerability Distribution by Language

Java

Cross-site
Scripting (XSS)

CRLF Injection

Information
Leakage

Cryptographic
Issues

Directory
Traversal

50%

17%

14%

5%

4%

ColdFusion

Cross-site
Scripting (XSS)

SQL Injection

0S Command
Injection

Information
Leakage

Directory
Traversal

89%

9%

<1%

<1%

<1%

C/C++
Buffer Overflow 27%

Error Handling 23%
Potential 22%
Backdoor

Numeric Orders = 11%
Buffer Mgmt 9%

Errors

.NET

Cross-site 44%
Scripting (XSS)
Information 23%
Leakage

Cryptographic 1%
|ssues

Directory 8%
Traversal

Insufficient 6%

Input Validation

PHP

Cross-site
Scripting (XSS)

Directory
Traversal

SQL Injection

Information
Leakage

Code Injection

80%

8%

6%

3%

1%

VERACOIE




IIepenonnenue Oydepa

¥include <stdio.h>

volid DontDoThis (char* input) {
char buf[le¢6];
strcpy(buf, input);
peinEE("Ss\n", buf) ;

int main(int argc, char* argv([]) {
DontDoThis (argv[l1l]) ;
return 0U;



IIepenonanenue Oydepa

O0x0012FECO
Ox0012FEC4
OxO012FECS
Ox0012FECC
Ox0012FEDO
Ox0012FED4
Ox0012FED8
Ox0012FEDC
OxO0012FEEO
OxO012FEE4
OxO012FEES

c8 fe 1200 D 0.. <- agpec aprymeHTa buf

c4 18 32 00 D .2. <- agpec aprymeHTa input

d0 fe 12 00 D D.. <- Ha4ano 6ydepa buf

04 80 40 00 .«Unicode: 80»@.

el023f4f D.?0

66 00 00 00 f... <- KOHeLU buf

ed4 fe 12 00 0 0.. <- cogepxmmoe pernctpa EBP
3f 104000 ?.@. <- agpec Bo3Bparta

c4 18 32 00 0.2. <- agpec aprymeHta DontDoThis
cOff12.00 00..

10134000..@. <- agpec, Kyoa BepHeTca main()



IIepenonanenue Oydepa

Ba)xHO obpaliaTb BHUMaHUE Ha:
1 nobble BXOAHbIE AaHHbIE

U nepegavy BXoAHbIX AJaHHbIX BO BHYTPEHHNE

CTPYKTYpbI

1 Ucnonb3oBaHMe Hebe3onacHbIX PYHKUMK paboTbl CO
CTpoKamu

1 MCMNonb30oBaHNE apUPMETUYECKNX onepaunn ans
BblYMCIiEHUA pa3mepa bydepa



IIepenonanenue Oydepa

Kak nsbexarb nepenosiHeHne?

]
]
]
]
]

]

3amMeHa onacHbIX YHKLUUN paboTbl CO CTpOKaMu
KOHTpOsb 3a BblAENEHUEM NAMATH

[TpoBepKa LNKIMOB 1 0bpalLleHN K MaccuBam
3aMeHa CTPOKOBbIX bydrepoB C cTpokamy C++

3aMeHa cTaTU4eCcKMX MacCMBOB KOHTENHEpPaMK STL
(Standard Template Library)

lcnonb3oBaHne MHCTPYMEHTOB aHaJ1n3a



BHeapeHre KoMaH

char buf[ 1;
snprintf (buf, "syst

system(buf) ;

FRED; xterm&

; User ‘input,

I
Ton
I

Enter nun

sizeof (buf)

9ry

)

4



BHeapeHne KoMaH

def call_func(user_input, system data):
exec '

O

special function %s("%s")' % (system data, user input)
system data = sample, a user input = fred

special function sample («fred»)

user_input = fred"); print("foo

special function sample("fred"):; print("foo")



SQL maBEKIIMM

LRl PostgreSQL

W

ORACLE

> )

SYB ASE %Qlf_ Server 2008




SQL maBEKIIMM

using System.Data;
using System.Data.SqglClient;

string ccnum = "None";
try {
SqlConnection sql = new SglConnection (

@"data source=localhost;" +
"user 1d=sa;password=pAsSwOrd;") ;
sql.Open() ;
string sqlstring="SELECT ccnum" +
" FROM cust WHERE id=" + Id;
SglCommand cmd = new SglCommand(sglstring,sql) ;
ccnum = (string)cmd.ExecuteScalar() ;
} catch (SglException se) {
Status = sqlstring + " failed\n\r";
foreach (SqlError e in se.Errors)
Status += e.Message + "\n\r";}



SQL maBEKIIMM

using System.Data;
using System.Data.SqglClient;

string ccnum = "None";
try {
SglConnection sgl = new SglConnection (

@"data source=localhost;" +

"user 1d=sa;password=pAsSwOrd;") ;
sgl.Open() ;
string sqglstring="SELECT ccnum" +

" FROM cust WHERE 1d=%ID%";
String sqglstring2 = sqglstring.Replace("%ID", id);
SgqlCommand cmd = new SglCommand(sglstring2,sql) ;

} catch (SglException se) {

Status = sqlstring + " failed\n\r";
foreach (SqlError e in se.Errors)

Status += e.Message + "\n\r";}



SQL maBEKIIMM

<?php
$¢db = mysql connect ("localhost", "root","$$sshhh...!");
mysql select db("Shipping", $db);
$id = S$HTTP GET VARS["id"];
Sgry = "SELECT ccnum FROM cust WHERE id = %$id%";
$result = mysql query($Sqry, $db);
3E (Sresult) {

echo mysql result ($result, 0, "ccnum");
} else {

echo "No result! " . mysqgl error():;

22




SQL maBEKIIMM

#'!/usr/bin/perl

use DBI;
use CGI;

print CGI::header():;
$cgli = new CGI;
$id = S$cgi->param('id') ;

print "<html><body>";
$dbh = DBI->connect('DBI:mysql:Shipping:localhost', 'root', '$3cre+')

or print "OmmBka connect : $DBI::errstr";

$sql = "SELECT ccnum FROM cust WHERE id = " . $id;
$sth = $dbh->prepare ($sql)

or print "Ommbkxa prepare : $DBI::errstr";
Ssth->execute ()

or print "Ommbkxa execute : S$DBI::errstr";

while (Crow = $sth->fetchrow array ) {
print "Q@row<br>";

Sdbh->disconnect;
print "</body></html>";
exit:




SQL mabexknmun

ConpoBoxXxaatoLme onoKn:

1 nogknyeHue ¢ npuesunernpoBaHHoOU y4eTHOU
3anucoblo;

1 BCTpamBaHMe Napons B MporpamMMHbIA KOA;

1 coObLLEeHME NPOTUBHMKY N3NULLHE NOAPOOHON
MHpopmMaLumm B criyvyae oLmnbKn.



SQL mabexknmun

[Tpn3HaKN ya3BUMOCTMW:

]
]

NPUNOXeHune noJsiydaeT aHHble OT MNOJ1Ib30BaTEJI4;

NMPUNOXEHNE HE NMPOBEPSIET KOPPEKTHOCTb BXOOHbLIX
OaHHbIX;

NPpUNoxXeHme NCnorib3yetT BBEAEHHbIE
NnoJsib3oBaTtesriemM iaHHble OAJ14 3alpocCa K base;

MPUIOXEHNE NPUMEHSIET KOHKaTEHaLNIO NN 3aMEHY
NOACTPOKM AN NOCTPoeHUs SQL-3anpoca;

NpunoXeHne nonb3dyetca kKomaHgou SQL exec (MNn en
noaoodHon).



