DenepabHaa ciayxda mo HaA30py B cepe CBA3ZU, HHPOPMALMOHHBIX
TEeXHOJIOTUI U MacCOBbIX KOMMYHUKamuu (PockomHanzop)
Yupagsienue PockomHaazopa no OMckou 001acTu




3aeck Bbl HalipeTe pasnuyHble MaTepuansbl, KoTopble 6binm pa3paboTaHbl cneumuanucTamm
PockoMHaa3opa, He TonbKo 4118 Negaroros U poauTenei, KOTopble XOTAT NMOMOYb AETAM MNOHATb
BaXXHOCTb KOH(OMAEHLMANBHOCTU JIMYHOW XU3HM MPU UCMONb30BaHNN LUAPOBLIX TEXHOMOMIA, HO TaKXe
ANs MONoAbIX NoAen, KOTopble C NErkocTbio U 3HTY31a3MOM UCMONb3YHT cpeay VIHTepHeT.
Mbl XOTMM NOMOYb AETAM, MOAPOCTKaM, B3POCTbIM NMOHUMAaTb NOCNeacTBUS, KOTopble
NH(OPMAaLIMOHHbIE TEXHONMOMMN MOTYyT OKa3aTb Ha NMUYHYIO XN3Hb, Y NPeaoCTaBUTb BAM MHCTPYMEHTbLI U
NHOPMaLNIO, HeOBXoanMbIE A9 NPUHATUSA PELLEHNA B BONPOCaxX BUPTYarbHOM XXU3HMW.
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CerogHsi peasrnibHOCTb BO MHOIMOM 3aMeHSeTCA BUpPTyanbHbIM
Mupom. Mbl 3HakomumMmcs, obuaemcs n urpaem B VIHTepHeTe; y HacC
€CTb ApYy3bsd, C KOTOPbIMU B HACTOALLEW XWU3HM Mbl HUKOrga He
BCTpPeYanmcb, HO JoBepsieMcs Takum nwogsam 6bonblie, 4em
6rnnsknm. Mbl co3gaem CBOEro BMpTyarnbHOro (MHopMaumMoHHOrO)
NpoOTOTMNA Ha CTpPaHW4YKax B couManbHbIX CETAX, BblKnaabiBas
nHdopmauuio o cebe.

icnonb3ys aneKTPpOHHOE MPOCTPAHCTBO, Mbl Mnofaraem, YTo 3TO
6e3onacHo, NOTOMY YTO Mbl AENMMCSH BCEro NULLb MHdOpMaLMeEN O
cebe 1 K Hawen odbIYHOW XN3HU Bpoae Obl 3TO HE OTHOCUTCS.

Ho Ha camomM pgene rpaHuubl Mexay abCcTpakTHOM KaTteropuen
«MHoOpMauusa» W pearibHbiIM 4YerioBEKOM HOCUTENEM 3STOWM
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UHdopmauma o yenoBekKe, ero nepcoHanbHble AaHHble cerogHs
npeBpaTUNUCL B 4OPOrom ToBap, KOTOPbIM UCMONb3YyeTCA NO-pa3HOMY:

* KTO-TO UCMONb3YET 3TU
OaHHbIE ANK TOro, YTookI
NPy NOMOLLM peknambl
npoaaTb BaM KaKyk-TO
BELLb;

* KOMY-TO Bbl MPOCTO HE
HpaBUTECH, U B
IHTepHeTe Bac MoryT
NbITaTbCsl OCKOPOUTD,
OYEPHUTb, BbICTABUTb
Bac B yPHOM CBETE,
co3gaTb NIoXyto
penyTtauuio u caenatb
N3roem B oOLLIECTBE;

* C NOMOLLbIO BaLLNX
NepCcoHaribHbIX AaHHbIX
MOLLEHHWNKN, BOPbI, MOTYT
yKpacTb BalUn OEHbIN,
LLUAHTaXXNpoBaThb Bac U
3acTaBndaATb coBepLlaTh
Kakme-To 0eNCTBUS;

* N MHOIroe apyroe.




YTO TAKOE
MEPCOHAIJIbHbIE OAHHbIE?

Zﬂzo /7ok0€ NC/JCOKan Héle
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YTO TAKOE NEPCOHAIJIbHbIE JAHHBIE?

[NlepcoHanbHble AaHHbIE NpeacTaBnAT coboun nHpopmauuro o
KOHKPETHOM 4YesioBeKe. ATO Te AaHHble, KOTOPbIie NO3BOSIAIT HaM
y3HaTb YenoBeKa B Tonne, uaeHTUnumMpoBaTb 1 onpeaennTb Kak
KOHKPETHYI0 JINYHOCTb.

Takux naeHTUpMUUPYHOLWMNX AaHHLIX OFPOMHOE MHOXEeCTBO, K HUM
oTHocATCcA: pamunus, UMSA, OTYECTBO, AaTa POXAEHUA, MeCTO
POXAEeHUA, MECTO XXUTenbCcTBa, HoMep TenedgoHa, agpec
3NEeKTPOHHOMU NouThl, hoTorpacdusa, Bo3pacT u np.

Tak, ecnu Mbl KOMY-TO CKaXkeM, cBou paMmusnuio, UM, OT4eCTBO U
agpec MecTa XUTenbCTBa, TO HAC BMNOSIHE MOXHO OyaeT ono3HaTb
Kak KOHKpeTHoe nuuo. Ho ecnu Mbl UCKIKOYMM U3 3TOro Habopa
AaHHbIX haMmununio nnn agpec MecTa XUTeribCTBa, TO NOHATb, O
KaKkoM 4yenoBeKe nget pevb oyaet HeBO3MOXHO.

Mony4aeTcs, YTO NepcoHanbHbIe JaHHbIe -3TO He MPOCTO BaLuu
damunua nnu ums, nepcoHanbHble AaHHbIE - 3TO HAOOp AaHHbIX,
UX COBOKYMHOCTb, KOTOpPbIe NO3BONAT uaeHTMdMUMpoBaTh Bac.

B Lenom MoXHO CKa3aTb, YTO MNepcoHanbHble AaHHble — 3TO
COBOKYMNHOCTb AaHHbIX, KOTOpble HE0OX0ANMbI N AOCTATOUYHbI ANA
naeHTUdUKaL MM Kakoro-To YyenoBeka.



CneuuasibHbie nepcoHasibHble OaHHbIe

K cneuynanbsHbIM NepcoHanbHbIM AaHHbLIM OTHOCSTCS:
pacoBas unu HauuoHanbHas MPUHaANeXHOoCThb,
NONMMTUYECKUE B3rnsaabl, peyiurmo3Hble nnum
donnocodpckmne yoexpeHnsa, COCTosiHuUe 300poBbA U

np.

Takum o6pa3om, cneumanbHble AaHHbIe XapaKTe PU3yHoT
HallKX B3rnsabl, yoexaeHnsi, MUPoBO33peHne, OHU
onpeaensioT Halwy counanbHY NPUHAANEXHOCTh K
onpeaerneHHbIM rpynnam. Hanpumep, YenoBek MOXET
CKa3aTb: 1 AEMOKpaT UMu s1 XpUCcTUaHuH. Mo Takum
OaHHBIM MOXHO ccopmMupoBaTb NpeacTaBleHUE O
YyernoBekKe.



buomMempu4eckue rmepcoHasibHbIe
OaHHbIe.

BuomeTpunyeckmne nepcoHasnbHble AaHHbIE NpeACcTaBnNsAlOT cooon
cBeQieHUA O HaLLNX OMOoNorm4YecKux oCooeHHoOCTAX. 3TN AaHHbIe
YHUKaNbHbI, NPUHaAneXxar TONMbKO OAHOMY YesiIOBEeKY U HUKorga
He NOBTOPAIOTCH.

BuomeTpunyeckmne AaHHbIe 3aNoXXeHbl B HAaC OT POXAEeHNUsSA CaMOW
NpPUpPoAON, OHU HUKEM He NPUCBaNBAIOTCAH, 3TO NPOCTO
3aKkoaupoBaHHaA UHPOPMaLUA O YernoBeKe, KOTOpPYHo Nau
Hay4YUnucb CYNTbIBaTh. K TaKMM AaHHLIM OTHOCATCSA: OTNEeYaToK
nanbLa, pPUCYHOK pagyXHon o6ono4ku rnasa, kog [1HK, cnenok
ronoca v np.

Cnepyet 3aMeTuTb, YTO NPUBEAEHHbIN NepeYeHb NepCcoHaNbHbIX
OaHHbIX He ABMSAETCH CYepPNbIBAKOLWMM U MOXET BKIlOYaThb B
ce0s eLle MHOXeCTBO MHbIX NAEHTU(PUKALUNOHHBLIX AAHHbIX.

lMoamomy 3awjuma JIu4HOU UHGhopMayuu Mo)xem
npupasHUeambCs K 3awjume peasibHoU JITudMHocmu. Al ea)XHO 8
nepeyro o4epeodb Hay4umbCs rpasusibHo, 6e3onacHo
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KnbepOynnuHr unm kubepsanyrmBaHue

Pa3BuTre KOMMYHUKALMOHHBIX TEXHOMOMMNU NU3MEHMITO Hally
XU13Hb. OBbIYHBIE NPOLIECCHI OTHOLLEHNW MEXOY NoAbMU C
nomMolLbo IHTEpHETA, npmnobpeTatoT B LLMPPOBOM MUpPE
HOBblIE OCODEHHOCTMW.

CKOpOCTb pacrnpocTpaHeHns nHdpopmauun B cetn UHTepHeTr
y>Ke Yepes3 MrHoBeHMe No3BondeT 4enMTbLCA CBOUMU
XXU3HEHHbBIMW HOBOCTAMMU, doOoTOrpadousamMmm n ooaTbCs
MHOXXECTBOM NoaeuN.

LocTtyn K pasmelllaeMon BaMn MHPOPMaLIMU.MOXET ObITb
OrpaHNYEeH TOJNbKO KPYrom Ballero obLeHnsa nnm obiTe
OOCTYMNHbIM HeorpaHuyeHHomy Kpyry nuy. OgHako o6opoT
NMYHOU MHPOPMaLKN B CETU MOXET NPUBOAUTL K
npobnemam, Korga He3HakoMLibl, MPOXOXKUE NN AaXKe
Apy3bsA UCNOMb3YT MHOpMaLnio 6e30TBETCTBEHHO 1 BE3
yyYeTa npasa Ha HENPUKOCHOBEHHOCTb YaCTHOM XKU3HW. Tak
NosABUNCSA KNB6epOyninHr 1 BO3MOXHOCTb NPY MOMOLLIA
TEXHOSIOrMN NPOABNATL HEraTUBHbLIE KAYECTBA, AenaTh 3T0
aHOHUMHO, He oMacasiCb OTBETHOU peaKLun.,



OcHOBHOM nnowaakoun KMbepoynnuHra cranu
couunanbHble ceTU. B HUX MOXXHO He TONMIBKO OCKOpPONATL
YyenoBeKa B COOOLLeHUsX, HO U B3NlaMbIBaTb CTPpaHuLy
XepPTBbl UNu co3aaBaTb NoAAenbHbIe CTPaHULbl Ha UMSA
XEePTBbI, rae pa3mMmellaeTcs YHU3UTENbHbIN KOHTEHT,
pacnpocTpaHATCA OOnAaHbLIe U HEMPUCTOUHLIE
coooLeHus.

He3aBucumo ot hopmMbl npossBneHUA KNbepoynnuHr
MOXXET NPUYUHUTb 3HAUYUTENbHbLIN BPEeA XXepTBe, a B
KpanHUX crny4asXx NpuBeCTU K CaMbIM TParniecknum
nocreacTBUsM.

Kak n ux konner — xynuraHoB B (pU3nN4eCKoOM Mupe, Knbep-
XYFIUraHoOB NbITalOTCA yOeauTb nepectarb HapyLllaTh
npaBa aApyrux nogen. PasHuua B ToM, 4TO KUbep-
XyriuraHbl B COCTOAHUM CKPbITb CBOIO FINYHOCTbL B
UHTepHeTe, YTO 3aTpyaAHAET BO3MOXHOCTb
onenaTUuBHOIO NbecevYyeHUs TakKoy AesitTenbHOCTU.



Pucku, kotopble Bne4yetT oomeH uHcpopmaumen B

UHTepHeTe

K coxaneHuio, peanbHOCTb TaKoOBa, 4YTO AU BblOaroT
CIIMWLKOM MHoro wuHdpopmaummn o cebe B WHTepHeTe,
UcnbiTbiBass MNpuM 3TOM oOwWNOO4YHOe YyOexaeHue, u4TO
npuHagnexaiwas UM UHd(opmauusa ABNsieTCcA

OH(PMAEHOWaNnsEHON. HO Kak TONBKO MH(popMaLUAa nonagaeT B
€Tb, KOHTPONMMPOBaTb €e AalfibHeullee UCMONb30BaHUE YXe
paKTU4YeCcKn HeBO3MOXHO. KTO, Korga v B Kakux ue(igx moxeTt
B0CMNOMb30BaTbCA TaKMMU  OaHHbIMMW, NMPOrHEEBOBaATb

€BO3MOXHO. \ o‘
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B UlHmepHeme Hem KHOMKU « YOanump», 4mobsk! yoarume
UHbopmayuro, pasMmewEHHYO 8 amou cemu.

Bbl MOxXeme rio)ariems 0 co30aHuU, HampumMmep, KOMMeHmapus
8 8U0e 3ame4aHUs 1o OMHOWEHUIO K JTIBOMY Yerliogeky,
nomom, yoasiug e2o 8 me4veHue 4Jaca, KpauHe yousumhbCs, 4mo
3mMom KoMMeHmapuu yXxe rpoyumaH oecsamkamu usiu
COMHSMU f1r00el U CMOJIbKO Xe firnoeu repeHaripasusiu e2o ro
pasHbIM adpecam.

llpumep 1:

MMEHMHHWK Nocrie npasaHoOBaHMS AHA POXOEHUSA BbINTOXNI B
CeTb OoTpuuaTenbHbI KOMMEHTaAPUK MO NOBOAY Noaapka
OAHOro N3 CBOUX rOCTEN, MOCIE Yero OH NoABeEpPrcst pe3kon
KPUTMKE CO CTOPOHbLI APYrux rnonb3oBaTteneun, KoTopblie B
anarore packpbiBanu MeECTO npoBeaeHus npasgHnKka v
CBOE OTHOLLUEHME K HEMY, HA UMEHMNHHWNKA BbINTI0 OKa3aHo
OrPpOMHOE [aBIIEHUE, YTO MPUBESIO €ro K HeobxoanMoCTH
NPUHECTU NYONMYHbIE N3BUHEHUS.



BO3MOXHO, 8bl OCMOPOXHBLIU U aKKypamHbil 4eriogekK, U, rpexoe 4Yem

8bI/1I0XKUMbL ¢homoepachuro unu UHGopMauuto 8 cemb 80CI10/1b308allUCh

Hacmpoukamu rnpusamyocmu. CoomeemcmeeHHo, K UHbopmauyuu, KOMmMopyo

pasvewaeme Bbi, umeem 0ocmyrn ogpaHUYeHHbIU Kpy2 ful, orpeoerneHHbIU

Bamu. OOHako criedyem ecez0a 3Hamb U MOHUMamb, 4Ymo 8bl He byoeme

UMemb HUKaKo20 KOHMPOIIS 8 criydae, Kozada“eawu Opy3bs CKornuposarnu

UHGbopmMauyuro U pacripocmpaHursiu ee 8 daribHeuwem, rpu 3mom, He Cripocus

gawe2o MHeHUS Uriu paspeuweHusl.

lpumep 2:

[eByuika pasmecTuna B CETU COOOLEHNE ANA CBOUX OHNaMH Apy3€eun, rae
noXxanoBanack, YTo e€ bpocusn napeHb. OHa 0bBMHMNA CBOEro ObIBLLETO
NapHA B TOM, YTO OH MPUMEHUN K HEN OU3NYECKYIO CUITY, TOSIKHYIT ee Ha
NecTHuue, Nocrie Yero oHa ynarna v ygapunacbk. E€ gpy3ba no cetu
BbICKa3arnu en crioBa nogaepKku, UCronb3yst HEHOPMAaTUBHYIO JTEKCUKY MO
OTHOLLEHMUIO K NapHIo. B TakoM KOHTEKCTE OHWU 0OCcyXaanun ero nYHbIe
OaHHble, B TOM 4YKncre nmsi, goTo, agpec NpoXnBaHus, Npu STom
ApUBOAMIIN NOAPOOHOCTU E€ro ANYHON XXU3HN, HE UMES Ha 3TO HNKAKUX
OCHOBaHWUN N NOATBEPXKAEHUIA TEM haKTaM, KOTOpble ObINN N3OXEHBI. A
Opyrue nonb3oBaTenu CETU BCTanM Ha CTOPOHY ObIBLLErO NapHS U PELLUNN
OTOMCTUTb 3a HEFO, MOCIE Yero pa3sMmecTuin B CETU NTMYHbIE OaHHbIE
OEBYLLKN C poTorpadmusamMm n conyTCcTBYHOLLNUMU 0BUaHBIMN

VOMNMMAOALTANNIAAQNIA



CmapmaOHbI ¢ NooKnr4YeHUEM K MIHmMepHemy U 8bICOKUM Ka4eCcmeom KamMep cmarsiu
docmyrnHbIMU U Hedopoa2umMu Ofii cpedHeao rnompebumerns. [lonb308amenu
cMapma@oHO8 4Yacmo cmaHoesmcesi ceudemensamu pasfuyHbiX UHUUGEHMOos,
Komopakle rpoucxodssm &8 obwecmeeHHOU XU3HU U MOMeHmaribHO y6auKyrom
CHAmMoe Ha ¢gomo unu eudeo 8 MHmMmepHeme. Hekomopsie NHmMepHem-gopymMbi
Mof1b3yOMCs ronynspHOCMb0 cpeldu €¢8oux rosib3osameriel brnazodaps mak
HasblgaeMoMy «Macmepcmey packpbimusi TU4HoCMU fiuu, pasMeweHHbIX 8 OHalH-
gudeoporiukax». [Haxe ecnu ebl uUnu eawu Opy3bs ocmaenisiom 8 cemu
HecmpyKkmypupo8aHHy U pa3po3HEHHYIO UHGOopMaUuuUr O 8ac Ha pasHbIX calimax,
ecmb me Kmo Moxem Haxoodumbs crnocobbl cobupamb 6Cto. .UMerWyHCcs 0 eac
UHgbopmauyuro be3 saweao sedoma.

lpumep 3:

[1Ba naccaxupa B METPO MOCCOPUSTUCH U3-3a OQHOro cBODOAHOIO MecTa.
Cnop ObIn 3aCHAT Ha BUOEO OAPYrMM nNaccaXXupom nocpeacTBom
NCMNOS1b30BaHUA cMapTgoHa, BUaeo Obino pasmMeLleHo um B IHTepHeTte u
Pa3oLLoCh Mo ceTn. IHTepHEeT-Nnosb30Baresiv packpbiiv UMeHa u
HOMepa TenniedoOHOB MaBHbIX repees. B pesynbraTte B UHTEpHETE, Nocne
PaCKPbITUSA IMYHOCTU repOoEeB;MacCcaknpbl CTOSTKHYMUCH. C OrPOMHbIM
OaBleHneM, KpomMe TOro. Pes3kon KpUTUKOW noBeaeHNs OBYX NacCaXXMpoB
Tenepb 3aBaneHo 60MbLWNHCTBO MHTepHeT-popyMmOoB.



To, Ymo ebI 2080puUME USIU MO, YeM 8bI Oeflumeck 8 MIHmepHeme, MoOXem
rnoesiedb 3a cobol Kpumuky. VHgbopmauyus, Komopou ebl rnodenufiuchb ¢
dpyaumu, MoxXem cmamb MUlWeHbto 0515 Kubep-xyrnuzaHos. OHU 8bicmassim
gac Ha sceobuee obospeHue, rnoosepeHym eac «cydy» 3a eallu OHflauH
c/ioea usiu delcmeusi U 8bIHeECYm 8aM c8oU «8epPOUKM».

lpumep 4:

[TauneHT okasanca HeOBOSEH yCryramum Bpada, K KoTopoMy obpaTtuncs 3a
NOMOLLIBIO U pa3MeCcTus1 BUAEO, rae rpyodo HasBar Bpada
HenpodeccnoHanom n 3asBun, YTo KIIMHUKA HE COOTBETCTBYET
3asBrIEHHOMY YPOBHI0. CBOW rHEB OH Bblpa3un HENPUATHbIMY crioBamMin. K
ero yamBrneHuto, Nosfib3oBaTeny CeTU HaLUSIN ero NOCTYMNOK
HEeObOCHOBaHHbLIM M OH caM cTan obbekToM HanageHusi. Ero doto,
OoMallHuin 1 pabouunin agpeca obuan onybnukoBaHbl B IHTEpHEeTE. Bbina
co3daHa gaxke rpynna B coumaribHOM CETY, NpU3sbiBatoLLas ero
N3BUHUTbLCS.



KubepbyrnnuHe makxe moxXem fApou3oumu, Ko2oa 3/10yMblU1€HHUK
co30aem J10XKHY0 yH4eEMHY0 3aruchb Xepmeb! U ucrosib3yem ee ofis
omripaerieHuUsi ocKkopbumeribHbIX, a2pPecCuBHbIX UIU HeyMeCGMHbIX
coobuweHuUU Ha rno4Ymy opy3eu U CeEMbU, a MakKkxxe Ha UX akKkayHmbl 8
coyualibHbIX cemsx, 8KIo4Yas opy3eu, makumMm obpa3omM, co3oasas
grieyamrsieHuUe, 4Ymo coobuwieHus bbiriu omripasrieHbl XXepmaeod.

lpumep 5:

[leBoYKka nogenunacb Co CBOEW Noapyron naponem ot CBOero
akkayHTa B couuanbHou ceTu. lNoapyra nepmognyecku
MCnosib3oBara 3TOT Naporb ANA BXo4a B akKayHT U
npocmMmaTtpuBana nM4Hble COOOLLEHNS U OQHaXObl, B CBOEMY
pasoyapoBaHuUIO YBUAENNA B JIMYHbLIX COOBOLLEHUAX
oTpuuaTerbHbI KOMMEHTaPUX MO OTHOLLEHUIO K cebe. Toraa
OeBYLLKa nod BMAOM CBOEWU NMoapyrv nocnasna HenpusTHble
COODLLEHNA MHOTM U3 €€ APY3EWN.



Kubep-xynuzaHel Mo2ym crieyuaribHoO co30asamb [10800blI 3acmaeriss
cepoumbCsi €801 XXepmay 00 makou cmefeHu, Ymo OHU paHo Usiu fIO30HO
omeeyarom paleHe8aHHbIM UJlU OCKopbumeribHbIM 3amedaHuem. ‘Flocrie
makou peakuuu Kubep-xyrnuzaH MOXxXem ysedoMumb aOMuHucmpamopa
pecypca 0O HeOoornycmumMoM COOEPXUMOM * U HapyweHuu rpasursl
Mo/1Ib308aHUS yClly2amMu cemu, rocrie 4yeao eaw akkayHm mMoxem 6bimb
3abriokuposaH.

llpumep 6:

[Moapyrn cnnbHO noccopunuck. Obe BbINNECKUBANIN CBON THEB
apyr Ha apyra Ha IHTepHeT-dopymMe. Y 0benx bbinn ceoun
CTOPOHHUKK, KOTOPbIE JOBENU NX OCKOPOUTENBbHbIE
KOMMEHTapun 4o cBeaeHUs.aaMUHNCTPaToOPOB pecypca, YTo
NpUBENO K BITOKMPOBKE akKKayHTOB 00enx OeBYLLEK.



Bbl MoXeTe OblTb YBEpPEHHLIMU, YTO HaxoauTecb B 6e30nacHOCTM "OT Kubep-
nsgesaTenbCTB, €Cnn Bbl HUKOrda He pacKkpbiBany BawuX JWYHbIX OaHHBIX B
NHTepHeTe. Tem He MeHee, NOCKOSbKY IHTEpPHET HACTOBKO NPOHMK B HaLly QBBINHYIO
XW3Hb, Noboe nuuo, MHTepHeT-nonb3oBartenb WU HeT, aABnsieTca ys3BMMbIM K
6e30TBETCTBEHHOMY OH1alH — NOBEAEHMIO.

B 3akoHogaTenbCcTBe OTCYTCTBYET KOHKPETHOE MOMOXEHUE, npeayemaTtpuBaroLlee
OTBETCTBEHHOCTb 3a KMOep-un3geBaTeribCTBa, 9TO BbI3BAHO TEM, 4YTO Takas

OEeATENbLHOCTb AOBOSBHO LUMPOKA M OXBaTbIBAET COOOM 3HAUNTENBHbLIN NEPEYEHD YXKE
NMEIOLLMXCHA COCTaBOB MPECTYNSIEHNN N NpaBoHapPYLEHUN, 3TO B NepBYyK oyepeab
HapyLleHne npaBa Ha HENPUKOCHOBEHHOCTb YACTHOW >XM3HW, BblpaXarwolleecs B
HE3aKOHHOM cbope unuM pacnpoCTPaHEHUM CBEAEHUM O YaCTHOM XU3HK nuua,
COCTaBIAOLWNX €ro NUYHY WUIn CeMEWHyr TamHy. Takke B COOTBETCTBUM C
KoHcTuTtyumen Poccuinckon ®Oegepaunm OOCTOUHCTBO JIMYHOCTU OXpaHAeTcs

rocygapcTBOM N HNYTO HE MOXET ObiTb OCHOBAHUEM OSS1 €ro yManeHus, HUKTO He
OOJPKEH NoABEPraTbCs YHMXKaloWeMy 4YerioBe4eckoe OOCTOMHCTBO ODpaLLeHno Unu
HakadaHuto. OCHOBHbLIM 3aKOHOM, ONpeaensitoLIMM NOPsSIAOK obopoTa nepcoHanbHbIX
OaHHbIX, aBnsgetca ®egepanbHbii 3aKoH: «O nNepcoHanbHbIX AaHHbIX» N2 152-03,
KOTOPbIA COAEPXUT psid MNPUHUKUMOB, MOMHUTL W 3HaTb KOTOPble HEOOXOAUMO.
Hanpumep, c6op NNYHbIX JaHHLIX ANA APECTYNHbIX Uenen HegonycTum, notoMy 4YTo
camMa Uuenb Hes3akoHHa. [axe ecnu [JaHHble npenocTaBrieHbl CyObeKTOM

CaMOCTOSATESIbHO, 3TO He Aa€eT npaBa TPETbUM NnLaM UCMNorb3oBaTb TakMe JaHHbIe
MO CBOEMY YCMOTPEHMUIO.



Habop undp Kak nepcoHanbHble AaHHbIE

CyllecTBYIOT NepcoHarnbHble OaHHble, KOTOpbIE
npeacraBndaT cobon Habop undpp. bnarogaps

TakomMy Habopy uudp Hac MOXHO onpenennTb Kak
KOHKPETHOro YernoBeKa, yCTaHOBUTb HaLly JINYHOCTb.

Taknmu nepcoHanbHbIMU OAaHHBIMU SABAAIOTCA: HOMEP U
cepus nacrnopTa, CTPaxoBOWU HOMEpP
nLHanmsugyansHoro nuvuesoro cdeta (CHWJIC),
nHaMBMAOyanbHbIM ~ HOMEP  HanoronmaTenbLluka

(MHH), Homep ©OaHKOBCKOro c4yeTta, HOMep
BaHKOBCKOM KapThl.



Takue «koaoBble AaHHbIE» NPEeacTaBnAT cObON
HEeKui Habop 3aLundppoBaHHOW MHOPMAaLIUK O
yenoseke. LLindppoBaHue aTnx gaHHbIX MOXET
Npon3BOANTLCA rocyaapcTBoM. Hanpumep, Kkorga
pebeHKy UCTOonHsSEeTcs 14 NeT, eMy BblgatoT NacrnopT B
OMC. Takon nacnopTt coaepXKUT ceputo n HoOMep, a
Takke UHY nHdopmauuto. LLinppoBaHmne MoxeT
Npon3BoANUTLCHA DAHKOBCKOW OpraHu3aLmen,
Hanpumep, HoMep 6aHKOBCKOW KapThbl TOXE
NHaMBMAOyanbHbIA, OH HE NOBTOPSAETCH U NMPUHAONEXUT
NCKNIOYUTENBHO AepXaTento 0aHKOBCKOW KapThl.



Bonbline faHHbIe

Kaxxgoe Halle nenctBue, coBepLuaemoe B cetu VIHTepHeT, ocTaBnseTr onpeneneHHbI
LMdopoBoU cres.

Takne cneabl ocTaBndeT MHPopMaUus, KOTOPYHO Bbl JOOPOBOSIBHO pa3MeLlaeTe B CETU
NHTepHET, Hanpumep, poTorpadpum B coumanbHbIX CETAX, BbICKasbiBaHUS Ha dpopymax,
«JTanKn» HOBOCTEN N MHOrOe ApYyroe.

Kpome TOro, umdopoBble crnegbl OCTaBnseT Ta MHopMauud, O Hannuymm KOTOPOW Bbl
MOXETE W He noAo3peBaTb, Hanpumep, WHPoOpMalMA ™ @ MOCELLEHHbIX canTax, o

COBEPLUEHHbIX NMOKYMKaXx, O BalleM reorpanyeckom MECTOPACMNONIOXEHNN U NP.

Ecnn obpaboTtatb BCHO 3Ty WHGOpMaLMIo, TO NOMYYMTCA OYEHb TOHHBIAL MOPTPET

(«npodpann»), KOTOPbIN MOXHO WUCMNOMbL30BaTb ASIA MPUHATUSA PELLIEHN B OTHOLLEHUN
KOHKPETHOro YernoBeka. Hanpumep, HanpaBuTb eMy agpPEecHYo PEKNnamMy B COOTBETCTBUM C
npeanoyYTEHNAMN, «fTankaMn» UK OTKasaTb B MOCTYNSEHUM Ha paboTy U Rp.

CerogHsi MHOPMaUNOHHBIE TEXHOMOMMKU MNO3BOMAIT oOpabaTtbiBatb M aHanu3upoBaTth
OrpOMHble 0ObeMbl OaHHbIX ONA BbIABIEHUA HOBOM WMH@OPMaUuW, npencraBnsatoLLent
LEHHOCTb AS19 NPUHATUS PasfinYHbIX PELLUEHUN.

[MpencrtaBbTe cebe AaHHbIE O criegax BCcex norib3oBartenen cetn MAaTepHeT Poccun mnu

OpYron CTpaHbl, KOTOPbIE OHM OCTaBUIX 3a NocregHue 10 ner.

OTOT KonoccanbHbIM 00beM MHdOpMaUnK, noanexalluum odbpaboTke n aHannay, Nony4un
Ha3BaHue Big Data unu bonbluine AaHHbIE.

[Mpn aToM bonbLire gaHHbIE NOAYYaoT HE TOMbKO brnarogaps Balunm undpoBsbiM cneaam,
MX [0ObIBAOT M3 MHbIX WCTOYHWKOB, HanpuMep, C MOMOLILI0 AaT4YMKOB norofbl WUiu
reonoKaUNOHHbIX CUCTEM.



Kak o6watscsa B CETn «MHTepHET»

1. CTapanTechb He BblKnagpiBaTb B I/IHTepHeT nwmyro /
UHd(opmaLUIo (CbOTorpacpww Buaeo, ®UO, naty pox(.quym
agpec aomMa, HoMep wKofbl, TernehoHbI n MHE AaHHbIE) NNN
cyljecTBeHHO coxpaT obbem/AaHHBIX, KOTOpbje .ny65wu<yeTe
B MHTepHeTe.

2. He BbikNnagbiBanT ym nHopmaL o (COBMECTH |
¢hoTorpacpum, Buaeo, MHbie AaHHbIE) 0 BaWNX ApY3bsX J
WHTepHeT 6e3 nx paspelleHus.. I'Ipexq:l.e qu Pa3MecTuTb
WHd¢popMaLuuio 0 APY3bAX B CeTM y3HaMTe He Bospax(aroT nv
OHMU, YTOObI Bbl BbISIOXWUIN AaHHBIE.

3. He oTnpaBnsauTe cBOM NepcoHanbHble AaHHbIle, d TaKoKe cBOM
BuAeo u ¢poTo nioasam, C KOTOPbIMU Bbl NO3HAKOMUITUCH B
UHTepHeTe, Tem Oonee eCnu.Bbl He 3HaeTe UX B peanbHOMU
XKU3HM. /

4. NMpwn obLWeHnn ¢ ApyruMu Nosib3oBaTENSMU CTapanuTech ObITb
BEXINMUBbIMU, AeJIUKAaTHbIMU, TAKTUYHbLIMU U APYKEJTKOHbIMMU.
He nuwnTe rpybocTten, oCKOpOoneHnmn, MaTepHbIX CJIOB — YMTaTb
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5. CTap&Cb He p(a)nposamﬁ?oGuﬁq?e Komﬁemapuu,

XaMCTBO U rpybocTb Apyrux nonb3oBateneun. Bcerga nbiTantecob
ynagutb KOHdnu nonb3oBarens PHbLIM NyTeMm,
nepeseAauTe BCe WUnu npekKpar LieHne c
arpeccntl,an.b)lmu nonb3oBaTens n\? Hu B Koem cnyyae He

oTBeYauTe Ha arpeccuio TeM Xe.caocobam.

6. Ecnu peliTL npabr | He yaanoch,
HanULINTE XKanoby g uc cauTa, ;l?}jpeﬁyme
3abnokupoBaThb Q \: s

7. Ecnuaamu
npekKkp en e oTTyAa
CBOMU [

8. He uc €TeH, yrpos

nnu Xy irase:
9. He BC ‘Q | ;‘1 5 B pearnbHOM XKU3HU C aKoOMbIMU
0e3 pa3pt 11 poaviTteneun ocrioro

Yyenosex 3bI XOUTe BET WHTEepHeT-
ApPYyrom, noctapautecb NOUTU Ha BCTpeYy B CONPOBOXAEHNN



Kak 3alwmTuTtb nepcoHanbHble AaHHble B Cetn «<MHTEepHeT»

1. OrpaHuybTe 00BLEM MHpOpMaUMn o cebe, HaxoasLWenNcs B
UHTepHeTe. Yaoanute nuuwHue dpotorpadumn, Bnaeo, agpeca,
HomMmepa TernecgoHOB, AaTy pPoXAeHus, cBeaeHUs1 0 POOHbIX U
ONMN3KNX N NHYIO JINYHYO MH(POPMaLMIO.

2. He otnpaBnante Bnaeo un otorpadpum nogsam, ¢ KOTOpbIMU
Bbl NO3HakKOMUNUcb B MHTepHeTe n He 3HaeTe UX B peanbHOMU
XXU3HMW.

3. OTnpaBnas KOMy-nMbo CBOU NepCcoOHanbHble AaHHbIEe WU
KOH(puaeHUuManbHyrw uHdopmauuo, yoegutecb B TOM, 4YTO
agpecat — AeUCTBUTENbHO TOT, 3a KOro ceds BbigaerT.

4. Ecnun B cetn NHTepHeT KTO-TO NPOCUT NpeaocTaBUTb Baluu
nepcoHanbHble AaHHble, HANPUMeEpP, MECTO XUTerbCTBa UNKU
HOMep LWKOMbl, Krfacca WHble AaHHble, NOCOBETYUTEeCb C
poauTenamMn WU B3POCIbIM Yero0BEeKOM, KOTOPOMY Bbl

aoBepsierTe.

5. Ucnonb3yunTte TONbKO CrIOXHbIE NAapPonu, pa3Hblie ANA Pa3HbIX
YYeTHbIX 3arnMcen n CepBUCOB.

6. CTapanTtecb nepnoanvyeckm MeHATb Naponu.

7. 3aBeguTe cede ABa agpeca 3rfIeKTPOHHON MOYThbl — YaCTHbIMU,
ANA nepernucku (NpuBaTHbIM U MaNION3BECTHbIN, KOTOPbIN Bbl
HUKOrga He nyo6nukyete B oOWenoCTYMNHbIX UCTOYHUKAX), U
NnYONUYHbLIN — ONSA OTKPbLITON OesATenbHocTU (dbopyMmoB, 4YaTOB



Kak 3alyuTnTb ragxeTbl OT BpeAOHOCHbIX

nporpamm

1. YcTaHOBUTE Ha ramxetbl cneymanbHble MNOYTOBbLIE

duneTpbl M aHTUBUPYCHbIE nporpammbl. OHW  MOryT

npenoTBpaTuUTb, Kak NpamMble aTaku 3MNoyMbILLNEHHUKOB,

TaK U aTakun, NCnonb3ylLine BpeaoHOCHbIE NPUNOXEHUS.

2. Wcnonb3ynte TONbKO JMUUEH3UOHHBIE MPOorpamMmei.

Uaule BCero BuUpycamm ObIBalOT 3apaXeHbl nupaTtcKkue

KOMNuUu nporpamMmm.

3. lcnonb3yuTte NnpoBepeHHLIE CaNUThI.

4. CucrtemMaTUyecku npoBepsanTe CBOU [OOMallHue

KOMMNbIOTEPbLI HA HaNM4ne BUPYCOB.

5. lenante pesepBHYH KOMMIO BaXXHbIX OaHHbLIX.

6. [lepuogunyeckm mMeHaUTe naponu OT BneKTPOHHOWU

NoYThl, coUmnarnbHbIX ceTen, opymMoB U np.



Passutre nHdopmMauMOHHbIX TEXHOSOMMN N3MEHUNO Modernb cbopa,
HaKOMIeHns, NCNOoSfb30BaHUA U Nepeaaymn AaHHbIX, CyLeCTBEHHO YNPOCTUIO
HaLlly XXN3Hb U caenarno ee mobunbHee. OgHako 3a ygobcTBOM, MPOCTOTOM,
CKOPOCTbHIO U NIErKOCTbLIO UCMOSTb30BaHNA MHPOPMALMOHHbLIX TEXHOMOMN
CKpblBaeTcsa obpaTtHaa ctopoHa meganun. Taknm obpasom, cobniogas
afieMeHTapHble npasuia nosefeHna B cetn «MIHTepHeT» Bbl cMoXeTe
3alMTUTb CBOM MNepCOHarnbHbIN JaHHbIE.

o bepern ceom
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Kyoa obpatuthbg IbTaumMen unm 3awmTon?

Mo Bonpocam
AaHHbIX, Bbl
npaB cyobeK _ I 1/
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