Security Technologies



* Encryption is the process of transforming information so it is
unintelligible to eavesdroppers.

* Decryption is the process of transforming encrypted information
so that it is intelligible to the intended recipient.

* A message to be encrypted is known as plaintext, and the
encrypted version is called ciphertext. (A cipher is a secret code.)

*In order to encrypt a message in a way that the receiver can
decrypt it again, there must be a key, or password, that
determines how the encryption is done.






Substitution encryption
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Private Key Encryption Scheme

*In a private key encryption scheme, the same key
that was used to encrypt a message can also be used
to decrypt it. This is also known as the symmetric

encryption.
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Public Key Encryption Scheme

* Public key encryption, uses one key is to encrypt a
message and another key to decrypt it. It is also
known as asymmetric encryption scheme
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*Cryptography algorithms are mathematical functions used
for encryption or decryption. These mathematical
calculations must eliminate any detectable patterns in the
ciphertext that could make the code easy to break.

*One popular encryption algorithm for use in electronic
commerce is DES, which stands for Data Encryption
Standard.

*Another popular encryption algorithm for computers,
especially for Internet applications, is RC4.



Substitution Cipher

* The most basic type of private key encryption is the substitution
cipher. A substitution cipher changes the plaintext to ciphertext by
replacing each element of the plaintext with its encrypted substitute.
The elements might be individual letters, but they could also be
words or phrases.

* Probably the simplest of all substitution ciphers is the character-shift
cipher, which substitutes letters based on their position in the
alphabet.



Passphrase key encryption

* Instead of shifting each character of plaintext by the same amount, it
is used a secret password, or even better, a passphrase, as an

encryption key. The letters of the passphrase can be used one at a
time to tell us how many characters to shift the corresponding

plaintext letter by.
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* The Vigenere cipher uses this table together with a keyword to

Vv

encipher a message. For example, suppose we wish to encipher the

plaintext message:

TO BE OR NOT TO BE THAT IS THE QUESTION

Keyword - RELATIONS.

NNSOUQWWOI-=XJ 22004020223 X >
NSO UOQWUWUOUI-=Y 22000202 >3X
XXr N UQUWUOI~=XxJZ2000c0ni2>3
SEX>r»NIOUOUWULYLE==XJZ200a0C0i2>
POIX*NAOQOWLYL =Y JZ22000a0D
P> ZTX>NICOVOWLUYUIE =~ JEZ000aq0
32X >NCOVOWLUYUIT --¥J2200a0aw
VNS X>NLCOVUOWLUTI-~¥J22000¢
CENFI>SX>NCOVOQWLUOI-~¥J220040
QOEVNFI>SIX>NCOVUQWWUOI-=¥J X204
AAQ0EVNFI>IX>*NCOUVUQUWUWUOI~-=~YJuZ20
CRAQEVNFOI>SX>*NCOUVUQWUWOTL~=aZ2
220008 >SX>»NAOVQUWULYE~=YJZ
22000V SX>*NAOQOWLYL =—-¥d
JAEZ00a 0V EIX > NCOVOWLUYUT «—-y
¥ ¥ L EZ2000CV k222X >*NL4OUVUOWLYT ==
Y JEZ00a0CVEFID>SX>NLCOVOWLYUT -
==Y JEZ20a0ZNFI>SX>NCOVUOWLOT
IT-"Y J2200a4020VNF2>23SX>*N<OVOWWO
QUI=-=yJZ20a0VF223X>NdoUQWW
Uk QI JZ200aQcF2>SX>NCOUQW
WWLOEs =y JZ22000c0F22SX>»NdoUO
OOWLYE == JZ2000Cnko>SX>*NdOQ
VVOWLUYUZT ==Y JS52000Cnka>2X> NI
DOVOWLYUT-=-¥JEZ2000C0k2>2X>NL

ALOUOWLOT -~y 15200020NFI>SX>N

COVOWLUOUI-"¥YJ2200a02nFD>3X>N

RELAT IONSR ELATI ONSRE LATIO NSREL
TOBEO RNOTT OBETH ATIST HEQUE STION
KSMEH ZBBLK SMEMP OGAJX SEJCS FLZSY

Keyword:
Plaintext
Ciphertext:
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* Decipherment of an encrypted message 1s equally straightforward.

Vv

One writes the keyword repeatedly above the message

RELAT IONSR ELATI ONSRE LATIO NSREL
KSMEH ZBBLK SMEMP OGAJX SEJCS FLZISY
TOBEO RNOTT OBETH ATIST HEQUE STION

Keyword

Ciphertext
Plaintext

NNCOUQWWOI-=¥J 5204020 FI>3X>
FENCOUQUWUWOI-=YJZ220a020FD>3X
XXrNCOUQUWUWOI==¥J 220000223
SSXPNCOUOUWLYL==¥JZ200000 k2>
POSX*NAOVOWLY ==Y JZ2200080kD
Q9P 2X»NCOVOWLYE=~~¥JEZ000Q0V
FEI22X*NAOVOWLUT-~¥JE2000cW
WNEI>IX>NCOVOWLYTI-~¥JE2000¢
CENFEI>SX>NCOVOWLOI-~¥J 22040
00ZNFI>IX>NCOUQWLOI-=¥JE200
LAQENFIPSX > NCOVUQWUWUOTI-=¥auZ20
00L0ENFIPIX>NCOUAWUYT ==X JF2
2200000323 X »NqOVUQULYE"=yJZ
2220000k SX*NAOVOWLYTE ==Y
JJEZ000AVNEIDSIXINCOVOWLY T =~y
Y JEZ2000CNkIP2X NLCOVOWLYT =~
~=yJEZ000CNFID»3X>NLOVOWLYT-
-y JEZ2000ZNFIDSIXINCOVOWLOT
II-=YJ5200020FI>3X>NSOUOWLD
OUI-=¥JZ22000CVF2>3IX >NCOUOWN
UWhOI==yaZ2000VkF2>3X>NCOUQW
WWL I e =¥ 5200000k 223X>NCRUD
OOWLYE==¥JE20000C0k2D3X NdOY
VVOWLYZ==yYJZ2000¢nkad2X>NLO
DOVOWLYT-=~¥JE200000kIP2X>NYG

4€0VU0UL0T-"YJ5200020kFI>SX>N

COUOWLOTI-~YJS206020NFID2X>N
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NEOUQWWOI-=¥JZ204a0c0iFI>3 X
PN UVUQUWUWOI-=-YuZ220aQ02nFD>38X
X>» N UQUWUUI~-=¥JZ200a0c0i2>3
SX>rPrNICQOUWULYTE==xxaZ2200a0c012>
PEX>*NAOQOWLYE ==Y 22200002
DT X*NAOVOWLUE =« JEZ000aqW0
FDDSX>NAOVOWLUT -y JEZ200a0aw
VEDIPSIX>NLCOVOWLUT -~ JS2000C
ZNFEI>SIX>NCOVOWLUI-~¥J2200400
OQEVFID>2SX>NCOVQWLWUOI-~¥JZ204a
A0EVNFID>3IX >NV QWUWUOI-=~¥JZ20
Ca0eEVFI>SIX >N UVUQWUOTI~=-xazZ2
Z0a0EVFO>SX NIV OWULULE ==Y aZ
S200 0V >SX>*NAOQOWLYT ==—-¥d
JEZ00a0QEVEODSIX > *NAOVOWLUYUL «—-y
¥ EZ200a0VkFO>2X>*NALCOVOWLUYUT -
Y JE2EZ200a0CVFIDSIX>NLCOVOWLYUTI -
-y JE2Z200a0CZVNFID>SX>NACOVUOWLOTI
I-"¥J220a40C2VNFD2>3IX>NC<OVUOWLO
OI=-=YJZ200a020NF2>SX>N<OUVUQWW
WO == uZZ2000F2>SX>NdOUQW
WLUL» =¥ 22000022 X>»rNdaaUl
OWLUYE == JZ200a0cuno>axX>»Ndo
VOWLUYUIT =« ¥JZ200a0Cnko>aX>NA4D
DVOWLUYUT=-=¥JEZ200a0acnk-2>2X>NAg
COVOWLUI-—-¥J2200a0CcVNk-2>32X>N

COVOWLUOUI-"¥JE2200a0cNFD>S X >N



Ex (right shift of 3)

* THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG



Answer

* QEB NRFZH YOLTK CLU GRIJMP LSBO QEB IXWV ALD



