
Security Technologies



•Encryption is the process of transforming information so it is 
unintelligible to eavesdroppers. 

•Decryption is the process of transforming encrypted information 
so that it is intelligible to the intended recipient. 

•A message to be encrypted is known as plaintext, and the 
encrypted version is called ciphertext. (A cipher is a secret code.) 

• In order to encrypt a message in a way that the receiver can 
decrypt it again, there must be a key, or password, that 
determines how the encryption is done. 





Substitution encryption 

Message Encryption Technique Encrypted Message

HELLO WORLD shift right by one 
character

IFMMP XPSME 

IBM shift left by
one character

HAL 



Private Key Encryption Scheme 

• In a private key encryption scheme, the same key 
that was used to encrypt a message can also be used 
to decrypt it. This is also known as the symmetric 
encryption. 



Public Key Encryption Scheme

•Public key encryption, uses one key is to encrypt a 
message and another key to decrypt it. It is also 
known as asymmetric encryption scheme 



•Cryptography algorithms are mathematical functions used 
for encryption or decryption. These mathematical 
calculations must eliminate any detectable patterns in the 
ciphertext that could make the code easy to break. 

•One popular encryption algorithm for use in electronic 
commerce is DES, which stands for Data Encryption 
Standard. 

•Another popular encryption algorithm for computers, 
especially for Internet applications, is RC4. 



Substitution Cipher

•The most basic type of private key encryption is the substitution 
cipher. A substitution cipher changes the plaintext to ciphertext by 
replacing each element of the plaintext with its encrypted substitute. 
The elements might be individual letters, but they could also be 
words or phrases. 

•Probably the simplest of all substitution ciphers is the character-shift 
cipher, which substitutes letters based on their position in the 
alphabet. 



Passphrase key encryption 

• Instead of shifting each character of plaintext by the same amount, it 
is  used a secret password, or even better, a passphrase, as an 
encryption key. The letters of the passphrase can be used one at a 
time to tell us how many characters to shift the corresponding 
plaintext letter by. 



Vigenère cipher
•The Vigenere cipher uses this table together with a keyword to 
encipher a message. For example, suppose we wish to encipher the 
plaintext message:  

TO BE OR NOT TO BE THAT IS THE QUESTION
Keyword - RELATIONS.



Vigenère cipher
•Decipherment of an encrypted message is equally straightforward. 
One writes the keyword repeatedly above the message:





Ex (right shift of 3)

•THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG



Answer

•QEB NRFZH YOLTK CLU GRJMP LSBO QEB IXWV ALD


