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NMporpaMmMmHoe ob6ecneveHnue SCADA-
CUCTEM M ero OCHOBHbIE€ NoACUCTEMBDI.

KoHuenuua SCADA (Supervisory Control And Data Acquisition
- AuUCneT4yepckoe ynpasneHune mn cbop AaHHbIX) npegonpenesneHa
BCEM XO040M pPa3BUTUHA CUCTEM YyNpaBfeHUS U pe3ysibTaTaMn Hay4HO-
TeXHU4YecKoro nporpecca. [TpMeHeHNne SCADA-TexXHONornm
NO3BOJISIET AOCTUYb BbICOKOrO YpPOBHHA aBTOMaTuU3auuu B peLUEeHUUn
3a4a4  pa3paboTkn cucteM ynpasneHud, cbopa, o06paboTkuy,
XpaHeHns U oTobpaxkeHns MHpopMauunn.
SCADA - 3To cneuuanu3npoBaHHOe NporpamMMmHoe obecnevyeHue,
OpUEHTUPOBAHHOE Ha obecneyeHune NHTepdenca Mexay
ANCNEeTYEPOM M CUCTEMOW YyMNpaB/ieHUs, @ TakKXe KOMMYHUKauuo C
BHELUHNM MUPOM. [py>XeCTBEHHOCTb 4eslI0BEKO-MaLWNHHOIO
nHTepdenca, npenocrasnsemoro SCADA - cucremamm, nosHoTa u
Harnsa4HOCTb npeacTaBnsseMon Ha JKpaHe MHpopMauun,
AOCTYMNHOCTb D2JIEMEHTOB YyrnpasieHus, yaobCTBO MNOJ1b30BaHUA
noackaskamMm W CrnpaBo4yHOM CUCTEMOM WU T. A. - TMOBbIWIAET
3 PEeKTUBHOCTb B3anMMOAENCTBUA ANCNeT4yepa C CUCTEMOMN, CBOAUT K
HYlO ero KpuTudyeckue owmbku npu ynpasieHuUn, TMo3BONAET
COKpaTUTb CPOKM pa3paboTKM TMpoeKToB MO aBToMaTuU3auunm wu
npsaMble PUHAHCOBbLIE 3aTpaThl HA UX pa3paboTky.



NMporpaMmMmHoe ob6ecneveHnue SCADA-
CUCTEM M ero OCHOBHbIE€ NoACUCTEMBDI.

B HacTosiwee BpeMsas SCADA saBnsgeTca OCHOBHbIM M Haunbonee
NepcneKkTMBHbIM  METOAOM  aBTOMATU3MPOBAHHOIO  YyrpaBieHUs
CNOXHbIMW ANHAMUYECKUMMN cucTeMaMu (npoueccammn).

Kak npasuiio, 3TO ABYXYPOBHEBbLIE CUCTEMBI.
HU>XHUM ypoBeHb - YypoBeHb 06bekTa (KOHTPOIEPHbIN) — BKOYAET
pasfinyHble Agatymknm  ana cbopa  uHMOpMauuMm O  Xo4e
TEXHOIOMMYeCcKoro npouecca, 3/1eKTpornpmuBoabl U UCMOSTHUTENbHbIE
MEXaHU3Mbl AN8 peanu3aununm peryampyrowmx wu ynpasasowmx
BO34eNCTBUN. [daTumKmM MNOCTaBNAT UWHPOPMaAUMIO NOKaJbHbIM
nporpamMMupyembiM norm4yecknum kKoHtposiiepam (PLC - Programming
Logical Controller), koTopble MOryT BbIMOJHATL Chegyrowmne
dyHKLNN:
- cbop n obpaboTka MHPOpMaLUKM O NMapaMeTpax TEXHONOrMYecKoro
npouecca,

ynpasneHue 3nekTponpusogamMm m ApYrMMm WUCNOSIHUTENIbHbIMU
MexXaHu3MaMu;
: pelweHne 3a4a4y aBToMaTUYEeCcKOoro ynpasieHusa v ap.



NMporpaMmMmHoe ob6ecneveHnue SCADA-
CUCTEM M ero OCHOBHbIE€ NoACUCTEMBDI.

NHdopMauuns € NoKanbHbIX KOHTPONIIEPOB MOXET HaNpPaBASTbCS

B CETb AMUCMETYEPCKOro MyHKTa HENoOCpeACTBEHHO, @ TaKXe 4yepes
KOHTPOJI1EPbl BEPXHEr0 YpPOBHSA. B 3aBUCMMOCTU OT MOCTaB/IEHHOWM
33/1a4N  KOHTPOJI/IEPbl  BEPXHEro  ypoBHA  (KOHLUEHTpPATOPHbI,
NHTENNEeKTYya/lbHbleé  WINW  KOMMYHWKALMOHHbIE  KOHTPONEPbI)
peann3yroT pasinyHblie QYHKUUMN.
HekoTopble N3 HUX MepPEeYnNCNEHbl HUXE:
- c6bOp AaHHbIX C JIOKANIbHbIX KOHTPO/1€POB;
- 06paboTKa AaHHbIX, BKOYas MacluTabupoBaHue;
- nogaep)xaHme eaMHoOro BpeMeHU B CUCTEME;
+ CUHXpOHM3aums paboTbl MOACUCTEM;
- OpraHn3auns apxmBoB Mo BblIOpaHHbIM MapaMeTpamM;

obMeH WHdoOpMaumen wMexay AoKalbHbIMKU KOHTpPOJI/IEpaAMU WU
BEPXHUM YPOBHEM;
- paboTa B aBTOHOMHOM peXMMe NpU HaAPYLUEHUAX CBSA3U C BEPXHUM
YPOBHEM;
- pe3epBMpoOBaHME KaHaNoB Nnepeaayvun AaHHbIX U Ap.
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NMporpaMmMmHoe ob6ecneveHnue SCADA-
CUCTEM M ero OCHOBHbIE€ NoACUCTEMBDI.

BepxHun ypoBeHb - aucnetdyepckmn nyHKT (A1) - BKAKOYaET,
npexae BCero, OAHY WIN HECKOJSIbKO CTaHUuMM YynpaBJieHUd,
npeacrtasngaowmx cobom aBToMaTuU3MpoBaHHoOe paboyee MecToO
(APM) aucnetdepa/onepaTtopa. 34eCb XXe MoXeT 6biTb pa3MelleH
cepeep 6a3bl pgaHHbIX, pabounme Mecta (KOMMbKOTEPbI) AN
cneymannctoe u T.4. Yacto B KadectBe paboumx cCTaHuun
ncnonb3sytotca MN2BM Ttuna IBM PC pasnnyHbiX KOHpUrypauun.
CTaHuMn ynpaBfeHuns npeaHa3HadeHbl Ans oTobpaxeHus Xoaa
TEXHOJIOrMYeCcKoro npouecca M OrnepaTtMBHOIO YyrnpasieHus. OTu
3a4a4un n npusBaHbl pewatb SCADA - cucremsl.



NMporpaMmMmHoe ob6ecneveHnue SCADA-
CUCTEM M ero OCHOBHbIE€ NoACUCTEMBDI.

Bce KOMMOHEHTbI CUCTEMbI YynpaBneHust 0bbeAUHEHblI Mexay
cobon kaHanamm cea3n. Ob6ecneyeHne B3ammopenctemsas SCADA -
CUCTEM C /IOKaJIbHbIMW KOHTpPOJI/IEpAMU, KOHTPOJISIEpAaMMN BEPXHErO
YPOBHS, O(PUCHBIMN N MPOMbILLJIEHHBIMWU CETAMU BO3JIOXKEHO Ha Tak
Ha3blBaeMoe KOMMYHMuKaumoHHoe [10. I3To AO0CTAaTO4YHO LWUPOKUN
Kfacc nporpaMMHoro obecnedyeHus,, BblI6Op KOTOporo Ans
KOHKPETHOW CUCTEMbl YynpaB/ieHuUs  onpenensieTcd  MHOrMMMU
dakTopamMmn, B TOM 4yucne U TUMOM MPUMEHSIEMbIX KOHTPOJIIEPOB,
ncrnonblyemonn SCADA - cucteMon.

Bonbwon ob6beM MHOpPMauUUMN, HEMPEPbIBHO MOCTyNawWnn cC
YCTPOUCTB BBOAA/BbiBOAA CUCTEM YNpaB/leHUs, npenonpenensieT
Handme B Takumx cuctemax 6as paHHbix (B[). OcHoBHasa 3apadva

6a3 OdaHHbIX - CBOeBpeMeHHO obecneynTb NONb30OBaTENS BCeX
YPOBHEN yrnpasneHus Tpebyemon nHhpopmaumnen.
BapuaHT C HENoCpeaACTBEHHbIM NporpamMMmMpoBaHMEM

OTHOCUTE/IbHO MpuBAeKaTesieH NuUlb ANs MNpoCTbiX CUCTEM WU
HeboNnbWwKnx dQparMeHTOB 60/blWON CUCTEMbI, A9 KOTOPbIX HET
CTaHOAPTHbIX peLeHnn.



NMporpaMmMmHoe ob6ecneveHnue SCADA-
CUCTEM M ero OCHOBHbIE€ NoACUCTEMBDI.

B coBpeMeHHbix SCADA-cuctemax  npumeHsaetrca  OPC-
TexHosiornsa (OLE for Process Control). 2To TexHoNornsa CcBsi3blBaHUS
N BHeapeHus 0O0bekToB A1 CUCTeM aBToMaT3auumu. TexHonorus
OPC onpepnenser crnoco6 o6bMeHa AaHHbIMM MeXxay ABYMS
nporpammamMun Ha MN2BM nopg ynpasnenHnem Windows. Pa3zpaboTaHa

MeXAyHapoaHOM opraHusaumen OPC Foundation Kak
NPOMbILWIEHHbLIM  CTaHAApT AN  B3auMMOAEUCTBUA  MNpPOrpamm,
0bcnyXxnearoLmx KOMIJ1eKChl TeneMexaHuKun Pa3HbIX

npounssoauntenen. TexHonorma OPC onpepenser 2  Kacca
nporpamMm: OPC-cepBep, HemnocpeacTBEHHO B3aMMOAEWCTBYHOLWUN C
annapaTtypoun tenemexaHuku, n OPC-KNMEeHT, nony4vyarwmn gaHHble
oT OPC-cepBepa ans pganbHenwen ob6bpaboTkm M nepeparowimm B
OPC-cepBep koMaHAbl ynpaB/ieHUS.



SCADA-cucteMbl B dJIeKTPOOHEepreTuke

CucreMbl ynpasJjieHUs TMpoU3BOACTBOM NpoAYKLUMU
— Manufacturing Execution Systems nam Manufacturing Ente
rprise Solutions (MES) - cucrtemMbl onepaTtMBHOIro YynpasJiEHUS,
NO3BOJISOLLME ONTUMN3NPOBATbL NPOU3BOACTBEHHbIE MPOLLECCHI.

OcHoBHble (pyHKUMU cucrem MES:
ecbOp paKTMUEeCKMX AaHHbIX O NpoLecce NpoM3BOACTBa B peasibHOM
BPEMEHMU;
eOMepaTUBHOE M AeTasibHOe MnAaHupoBaHue paboT M onTUMM3auuUs
NPOM3BOACTBEHHbLIX FrPadUKOB;
eyripaBfieHne JOKYMEHTAMN N Ka4YeCTBOM MPOAYKLUN;
eyrpaB/fieHMe NepcoHasioM u gp.



SCADA-cucteMbl B dJIeKTPOOHEepreTuke

Co3paHne CUCTEMbl AUCMEeTYEpU3aLMM U  BU3yanusaumm C
Lenblo  MoBbileHNa 2PEPEKTUBHOCTM U MPOU3BOAUTESIbHOCTMU
TexHosiornyeckoro npouecca (TI) saBnaeTcss akTyanbHOW 3aaauden
ONSl  COBPEMEHHbIX  MPOMbIWIEHHbIX npeanpuatun. Ocobyto
aKTya/iIbHOCTb 3Ta 3ajada npuobpeTaeT B YC/IOBUAX MpOBeAeHUS
PEKOHCTPYKLMM Ha AENCTBYHOLWEN NoACTaHUUN. BHeapeHne AO0MXKHO
OCYLEeCTBNATbCS no AeTanbHOo npopaboTaHHOMY nnaHy
npousBoacTBa paboT. DTOT njaH AO/HKEH BKA4YaTb B cebs Bce
3Tanbl BHEAPEHUS: NPOEKTUPOBaHUE, HENMocpeaCcTBEHHO BHeApeHue,
rapaHTUMHOE M nocTrapaHTumnHoe obcnyxmeaHme. SCADA-
“ATNTAHT" npeacraBnseT cobon NpPOrpaMMHO-TEXHUYECKNI
KoMnnekc. lporpaMMHoO-TeXHUYecknin komrsiekc “ATJIAHT” mnmeet
TPEXYPOBHEBYID  apxXuTekTypy. HWXHMW  ypoBeHb o06pa3yioT
NoKalNbHblE YCTPOMUCTBa conpsiXxeHna ¢ obbektoM (YCO) wu
LMdpoBble YCTPOMUCTBa penemHon 3awutbl M aBTomMaTuku (LIP3A).
CpeaHunn ypoBeHb 06pa3ytloT 6a30Bble cepBepbl CUCTEMBI,
YCTPOMCTBA CUHXPOHU3AUNUN BPpEMEHU U KOMMNbIOTEP-LWIO3. BepxHun
ypoBeHb 06pa3yloT aBToMaTu3upoBaHHble pabouyme Mecta (APM)
onepatopoB n ctopoHHne SCADA-cUCTEMBI.



SCADA-cucteMbl B dJIeKTPOOHEepreTuke

DYHKUMN LEeHTpann3oBaHHOro cbopa, xXpaHeHuUa M nepenayu
CUIFHANOB B CUCTEME BbLIMOJIHAET OAMH WM HECKOSIbKO CepBEpOB.
KonnyectBo cepBepoB onpenenser creneHb HaAeXHOCTU CUCTEMBI.
B SCADA T“ATJIAHT” peanu3oBaHbl anroput™mbl “ropsdero”
pe3epBMpoBaHus, Mo3BoMsKOWME B  Cllyd4ae  HEUCNpPaBHOCTU
aBTOMATU4YECKM 3aMEeHUTb  OCHOBHble  3J/IEMEHTHI CUCTEMDI
pe3epBHbIMKM (6e3 BMelwlaTenbCTBa MNepcoHasna), TEM CaMbIM
obecneumBarowiMe MOCTOAHHYO pPaboTocnocobHOCTbL CUCTEMBbI B
LiesSIoM.

B cucreme npeaycMoTpeHa BO3MOXHOCTb MCMOJ1b30BaHUS

yaaneHHblx APM, cBsI3b  KOTOpbIX C  CUCTEMOM MOXeT
OCYLWECTBIATLCA C WCMOJIb30BaHUWEM pPas/IMYHbIX KaHasioB CBSA3M.
OyHKUMM cornacoBaHuna yaaneHHolXx APM un SCADA-cuctem c
cuctemon “ATJIAHT” ocylwecTBnsieT KOMMNbOTEpP-LU/1H03.
[JaHHasa CTPYKTYypHasd CxeMa TeXHWYEeCKOro KoMrsiekca He sBndeTcs
XXEeCTKOW. BO3MOXHbl pasniMyHbie BapuaHTbl €e WUCMOJIHEHUS,
HanpuMmep, WUCNOJSIb30BaHUA OAHOro cepBepa, COBMELLEHHOro co
LUO30M, WM oAHOW paboyen cTaHuuen, BKA4Yawwen B cebd
cepsep, wnw3 n APM.



SCADA-cucteMbl B dJIeKTPOOHEepreTuke
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SCADA-cucteMbl B 3J1eKTPpOSHepreTmke
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SCADA-cucteMbl B dJIeKTPOOHEepreTuke

[MporpaMMHaga 4yactb cuctembl “ATJIAHT” npeactaBnser cobown
KOMNJIEKC MPOrpaMMHbIX CpPeAcCTB, OCHOBAHHbIX Ha TEeXHO/0rmm
CBA3bIBAHNUA U  BHegpeHnd o06bekToB A7 MNPOMbILIEHHOWN
apTomatmsaumm OPC (OLE for Process Control). OHa
npeaHasHavyeHa Ansa  noctpoeHmss  ACY  anekTpuyeckonm u
TEXHONIOMMYECKOMN YacTerm KakK Hebonblwnx, TakK WU KPYMNHbIX
JHepreTnyeckux obbektoB. CuctemMa nerko HapawuBaeTcs u
MacwTabupyetca 6narogapss MOAY/IbHOWM  apxutekTtype. [And
opraHmsaumm B3aMMOAENCTBUS MexXay 4YenoBekoM (onepaTopoMm) u
obopynosaHuneMm, cuctema “ATJIAHT” npepoctasBnsieT pas/INYdHbIE
cpeacTBa MHOMO(YHKLUMOHANBHOIO 4eslI0BEKO-MaLWNHHOIO
NHTEepdenca, a MUMEHHO: BO3MOXHOCTb OTO6pakeHust nosiydaeMoun
nHpopMaumm B BUAEe MHeMocxeM, Tabnuu, rpadukoB (TpeHOoB),
naHenewn ynpas/ieHNd, rnaHesien cuMrHanusaumn. Ha gucnnem mMoxet
O6bITb BblBeAeHa aHasiorosas U gUCKpeTHass MHpopMauus.

KoHpurypmuposaHune ACY “ATJIAHT” gasnsetca rumbkmMm u
MakKCMMasbHO  YMNpoOLWeEHHbIM, 4YTO  MNO3BOJISET NpOuU3BOAUTDb
NHXWUHUPUHI CUCTEMbI C MUHUMAJIbHbIMW 3aTpaTaMu BPEMEHM.



SCADA-cucteMbl B 3J1eKTPpOSHepreTmke
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C6op n npeobpazoBaHne AaHHbIX B
peanbHOM MacwTtabe BpemeHun ans
yrnpaBJ/iIeHUSA TEXHOJIOFrMYeCKUMum
npoueccamMm B dJIEKTpOIHepreTuke.

K dyHkumam SCADA uenecoobpa3HO OTHECTM BCe 3ajaqu
CBsi3aHHble C HenocpeacTBEeHHbIM B3aMMOAenCTBMEM C 0b6beKkTaMu
EH2C n akTtyanusauven moaenen cetn. OyHKUumM cbopa AaHHbIX
AOJIXHbl obecrne4ynBaThb:

‘KOMMYHMKaAUMUM C  YyCTpoUCTBaMW  TenemexaHukn wn  ACYTII
noACTaHUUN.

‘KOMMYHMKaUUNU C BHEWHUMKN cucteMamun ynpassieHnd - ¢ AC CO u
AC PCK.

‘KOMMYyHUKaLuUM C uUeHTpaMu ynpasneHnda ACTY OCK CMeXHbIX
YPOBHEWN ynpaB/eHuns

‘KOMMYyHMKaUMUM C CUCTEMaMW QaABTOMATMUYECKOro YyrpasJjieHUa wu
perysnpoBaHus.

*BegeHmne TO4HHOro BpeMeHn N CUMHXPOHM3ALUIO YCTPOUCTB.

-Cbop, pocroeBepmnsaunto, 06paboTKy U XpaHeHUe AaHHbIX.
*KOHTpPOJIb COCTOSIHUWN, OFpaHNYEHNIn, Npeaesos.

*KOHTpONb 3a onepaunsamMm ¢ 06opyaoBaHUEM N YCTPONUCTBAMM.



C6op n npeobpazoBaHne AaHHbIX B
peanbHOM MacwTtabe BpemeHun ans
yrnpaBJ/iIeHUSA TEXHOJIOFrMYeCKUMum
npoueccamMm B dJIEKTpOIHepreTuke.

OyHKUMN cb6opa AaHHbIX AO0/MKHbI obecrneyumnBaThb:
‘YnpaBneHune ancnetyepckmuM LUTOM,
OnepatnBHOEe npeacrtaBleHne WHopMaumn, ee BaPUAHTHYIO
cenekumio.
‘BbisiBieHne  HeAoCTOBEPHbIX  AaHHbIX, OWMOOK  TOMOOruwm,
BblAEe/NIeHHbIX PanOHOB.
‘BegeHne cratuctmkm paboTbl KOMMYHUKAUMOHHLIX  KaHanos,
YCTPOWCTB CBSI3N U aBTOMATUKMU.
‘BegeHne apxmBOB [AaHHbIX, CO6bITUN, aBapUMHBLIX MPOLECCOB,
BO34ENCTBUN N APYTUX

DyHKUMU gNUCNeT4epCcKoro ynpasneHns Ao/ KHbl obecneynBaThb:
«[AINCTaHUMOHHOE yrnpaBseHne obopyaoBaHMUEM N YCTPOUCTBAMM.
«[lencteeHHyo O/0KMPOBKY KOMaHA Yrpas/ieHUd MNO pPas/iIuyHbIM
YCNOBUSM.
*KOHTpPO/Ib 3@ BbIMNOJIHEHNEM KOMAHA ynpaBneHus.
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