Revisions Log

¢ Rev 9, 2017-06-19, Susan Czubiak * Rev 3, 2014-08-18, Susan Czubiak

- Added new logo, title slide, and module slides * Updated to be in alignment with the new PowerPoint

« Updated System Platform slides template from SE — header placement, bullets, text

« Updated licensing slides colors, transition slides, and copyright/trademark,

e Rev 8, 2017-01-03, Susan Czubiak removed reference to training blog on slide 5

- Changed the perspective from Standard (4:3) to . Replaced all product-related icons with the new SE
Widescreen (16:9) icons .

« Updated the links to Online Resources * Added slide for Emergency Exit Route

e Rev 7, 2016-05-31, Susan Czubiak * Rev 2, 2014-06-24, Susan Czubiak

« Updated Course days » Shrunk Wonderware logo and moved it to the left Rev 1,

« Clarified which slides should be used for which type of 2014-04-29, Lisa Kagan / Susan Czubiak
classes on the slides that mention the training courses * Updated original Invensys Learning Services

« Updated Software Support URL Template [Rev 9] version to Schneider Electric template

« Corrected a Daily schedule time standards and colors
« Rev 6, 2015-02-20, Susan Czubiak » Updated footer and legal info on title page
+ Updated font to change grey to black
» Updated the WDN site to the Software Support site
* Rev 5,2015-01-15, Susan Czubiak
» Updated footer to Schneider Electric Software, LLC.
* Rev 4,2014-12-16, Andrea Joyles-Clark
* Updated for 2014 R2 and MES 2014 courses; added
Twitter information
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Applicétion Server 2017

ABJIIOKOB MUXAWUII

TexHun4yeckui cneumnanncTt

Mihail.Yablokov@wonderware.ru



Pacnopsagok

Hayvano

15 MUHYT

45 MUHYT

20 MUHYT

3aBepLieHue

Mpu Bxoage B ochnc HanpaBo
(M)/HaneBo(XK)

'\) PecenwuH

HoctyneH WI-FI gna mobunbHbIX
yCTPOMUCTB

8) Yaun, kode, ne4eHbKU

—

TenedoHbl Ha 6e33BYYHbIN PEXUM

Yoo
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Emergency Exit Route — Lake Forest, CA
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EMERGENCY EXIT ROUTE

SECOND FLOOR
10 ORCHARD ROAD
LAKE FOREST, CA 92630

LEGEND:
— = EXIT PATH WAY
FIRE EXTINGUISHER
¥ FIRST RESPONSE KIT

DIAL 911 IN CASE OF EMERGENCY




Online pecypchbl @

Global Customer Support (GCS)

TexHn4yeckasa nHopmaums n gOKyMeHTauus, popym, AMCTpubyTrUBbI NPOAYKTOB
N MHOroe gpyroe

http://softwaresupport.schneider-electric.com/

BebuHapsbl, how-to Bugeo:
http://www.klinkmann.ru/courses/webinars/wonderware/

YouTube kaHan “Klinkmann/Wonderware Authorized Distributor” (BebuHapbl, 3anucu
C KoOHepeHuun, how-to Buaeo)

Texnopgaepxka:

Online dpopma: http://www.klinkmann.ru/support/wonderware/

E-mail: support@wonderware.ru
w e
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Application Server 2017

Module 1: BBegeHue Module 7: TpeBoru n cobbiTus

Module 2: lNnaHnpoBaHne NpUNoXeHumn Module 8: YnpaBsneHue obbektamu
Module 3: HppacTpykTypa npunoxeHumn Module 9: besonacHocTb

Module 4: O6bekTbl NPUOXKEHUN Module 10: BBegeHue B QuickScript.NET
Module 5: HTerpauusi BBoga/BbiBoAa Module 11: PesepBHOE KOnNnMpoBaHME U

BoccTaHoBreHne Galaxy
Module 6: NcTopunieckne gaHHble
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Module 1 BBepneHue



Application Server 2017

(Module 1 Bsegenwe

Section 1:
Section 2:
Section 3:

Lab 1:
Section 4:
Section 5:

Lab 2:
Section 6:

BBepneHune B kKypc

O630p System Platform

O63op Application Server

CospaHune ranakTuku

ArchestrA IDE

Ob6beKTbl NPUNOXEHUs

CosgaHue rmobanbHbIX NPOU3BOAHbLIX LLAGMIOHOB
CuctemMHble TpeboBaHUS U NULEH3NPOBaHKE

Russia



Kypc Application Server 2017 - 310 4-gHEBHbIN KypC, NPU3BaHHbIN NPeaoCTaBUTb
0630p (PYHKUMIN 1 BOBMOXHOCTEN cepBepa NPUNOXeHNn CUCTEMHOW NnaTtgopmbl.
OTOT KypC NpeaocTaBndaeT nekummn n npaktmyeckme nadoparopum ans
nogaepaHust n yrnyoneHnsa aHaHuin, HeobxoaAnMBbIX Anst NCNOSIb30BaHUS
doyHKUMI 1 Bo3MOXXHOCTeN Application Server npn mogennpoBaHnu
NPON3BOACTBEHHOIO Nnpolecca.

B xooe 3aHaATMIN ByoeT paccMOTPEHO, Kak Ucrnonb3oBaTh TexHonormo Application
Server onga nogkntoYeHns K nofieBbIM YCTPOUCTBaM, 00paboTKM AaHHbIX, 3anycKa
CKpUnToB, 06paboTKN aBapUMNHbLIX CUTHANMOB U COXPaHEHUST NCTOPUYECKNX
OaHHbIX.

OTOT KypcC Takxke obecneunT pyHaaMeHTanbHoOe NOHMMaHue 0bCnyXUBaHUS
NPUINOXEHNN, paboTbl aBapPUNHbLIX COOBLLEHUIN B pEXUME pearibHOro BpEMEH!,
KOHurypupoBaHne 6e30nacHOCTU N HAaCTPOMKN pe3epBNPOBaAHNS BBO %

Russia



Llenu Kypca

« Co3saaHne HOBbIX MPUNOXKEHWUI
« MopgenupoBaHue Npon3BOACTBEHHOIO npoLiecca

* [MpoToTUNMpoBaHne NPON3BOACTBEHHOIO NpoLiecca ¢ NOMOLLbIO CUMynATopa
NaHHbIX

» CHop AaHHbIX C «MNOMEBLIX» YCTPOUCTB

» HacTtpoika pesepBmpoBaHusa BBoJa/BbiBOAA

« Work with alarm and history configurations in an application

* /lcnonb3oBaHne nMmnopTta/akcnopTta B NPUITOXKEHUSX

» OnpepeneHune n KoHdUrypmposaHue 6e3o0nacHOCTM B NPUINOXEHUN

» BHegpeHune ckpuntoB .NET Scripting a4ns nosblleHNS PYHKLUNOHANBLHOCTU
NPUNOXEHUN

» Pe3epBHOE KONMMpoBaHME U BOCCTAHOBIEHNE MPUITOXEHUN

Russia



TpeboBaHuA K crnywlaTenam

TpebyeTca 3HaHMe cneayrwmnx MHCTPYMEHTOB, (OYHKLUMIA U TEXHOMNOMUMN:

« KoHuenumn nporpamMmHoro obecrnevyeHns npoMbILLIIEHHON
aBTOMaTu3auuu;

e’

Russia



OCHOBHbIE NMOHATUA U TepMUHaNnorusA

Application Server

EnvHas cpena, SApo cucTeMbl ANs MHTErpaumum AaHHbIX 0GbeKTOB aBToMaTn3aLumm, Ux Busyanmnsauum,
06paboTKM TPEBOT N COBLITUIA, COXPAHEHUS JaHHbIX B UCTOPUIO

Bootstrap
OcHoBHag cnyxba ArchestrA, 6asosoe MO ans pasBepTbiBaHUSA NAaTgopMbl
ArchestrA IDE (Integrated Development Environment)
Cpena paspabotkmn Application Server’a ans HacTponkn n passepTbiBaHUA npunoxeHnsa (Galaxy)
Galaxy
MpunoxeHune Application Server’a, koHdurypauunsa n 6asa gaHHbIX NPoekTa
Galaxy Repository
KomnbloTep, Ha koTopoMm pacnonaraetcs npoekT (Galaxy), u MO ans ynpaBneHns NpoeKkToM.

Russia
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System Platform and Clients

(
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System

Platform
Clients

System
Platform

Microsoft Technologies

+

Industry Standards
\_ Y ,

Supervisory Client

Operations
Management
Interface

Application
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System Platform Topology

Supervisory Clients (Visualization Nodes)

CEEL

| | | |
/B

Engineering Stations

CE

db
. . Application Object Servers Galaxy Process Historian License
Device Integration Servers ;
I I Repository Server Server
B m E AEIE

Controllers
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System Platform Topology

Supervisory Clients (Visualization Nodes)

InTouch OMI InTouch for System Platform

Bootstrap Bootstrap

InTouch InTouch
(Runtime) (Runtime)

Bootstrap Bootstrap

Engineering Stations

InTouch InTouch

Hist. Client Hist. Client

Bootstrap Bootstrap

Ol /DA/IO
Server

Ol /DA/IO
Server

Application Object Servers

Controllers Software -
Components —'

Galaxy

Repository

Bootstrap

Galaxy
Repository

| )

License
Manager

Process License
Historian Server Server

Process Historian License
Server Server
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Application Server — 0CHOBHbI€ MOMEHTbI
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Lab 1 — Co3paHue ranakTtuku
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LLIaGnoHbI

Ba3oBble LWabNoHbI

OcHOBHble 00bEeKTbl CO34aHHbIE
npv nomoum ArchestrA® Object
Toolkit

Coaepxut 6asoBble aTpnbyThl U
dyHKUMOHaN obbekTa

HepocTtynHbl ans
penakTupoBaHusi (Read-only)

Proprietary and confidential. 10/8/2018

Hacneayembie WwabnoHbl

LLIabrnoHbl co3gaHHble U3 Apyrux
LWabrnoHOB Npy MOMOLLM
ArchestrA® IDE

HacnegytoTt atpubyThl,
KOHourypaumio n goyHKLnoHan
N3 poanTENbLCKOro WabnoHa

[loCTynHbI 4Ns peaakTMpoBaHUS

Russia
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HacnenoBaHue wabnoHoB

Templates

9.‘ SUserDefined

Proprietary and confidential. 10/8/2018
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OO01beKkTbl aBTOMaTU3aLUN

t=i®
¢ ==

pest I3 | Y W=
e

o

=ik

Beopa/sbiBoa Ipachuka

[okymeHTaums

McTopuyeckme faHHble > y Tpesoru 1 coBbiTus
3
BesonacHocTb %
Russia

tary and confidential. 10/8/2018



OO0ObBLeKTbl aBTOMaTU3aLunmn

LLIaGnoHbI 1 3K3eMnnapbI

* OK3eMnnspbl NOMyYeHbl U3 WabnoHOB MU HacentoayT BCO KOHGUrypawmio

* HoBble WwabnoHbl MoryT 6bITb CO3aaHbl N3 CyLLECTBYIOLLMX

* /I3meHeHus B LWwabroHax MoryT 6bITb
NPUMEHEHbBI K NPOM3BOAHBLIM O00bEeKTaM

* LllabnoHbl Nno3BONSAT co3naBaTb
OmMbnuoTeky cTaHAapTHbIX OO bEKTOB

CVv101

\/

$Valve Cv102

CVv103

21 Proprietary and confidential. 10/8/2018
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Object Wizards

Object Wizard — yrnpoOLLeHHbIN S—
Nonb30BaTeNbCKUii HTEpdeic Ans ®800® 28 TR ISR

o €3] >:‘ @ @ Group #1::Chakoe #1 ey [BfBoskan [y Folor lat
HACTPOWKN 9K3eMMNMAPOB M3 LWabnoHa. e e 2 ) e

serpal [ ambatscor [Fatsa
® Chowa 51 RPN

e Pap BbiOMpaembix nonb3oBaTenem - |e==

hedce 73 | rambuten

a

Qgtion #1

BapuvaHToOB U OMNuUn ANs HaCTPOWKU - o -
aKk3emnnspa.

e Choices 1 options moryT ObITb ., Beeo o
CBSI3aHbl C HABopoM aTpubyTOoB, e -
CKpMNTOB, rpad. CUMBOIIOB Mot B 1l o f

e YMeHbLLUAET KONMMYecTBO HEOBX0AUMbIX S ESTI (L R B S

Desmptiom Lo Fase Ic o || S B

LLabrnoHos .y Al EES e

e [1ns aKk3emnnisipa HacTpamBaeT TONbKO
Te 3NeMeHTbl, Heobxoaumble AN
runtime

State aleen

4 af 163 cisplayed. 1 welected.

Log thange

104 1 dinpluyed. 1 salected.

2 of 2 diuplayed. 1 wlected.

Yondoage

Russia
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Lab 2 — Co3aaHue rmobanbHbIX )10 min

NpPon3BOAHLIX LLAOMOHOB

Proprietary and confidential. 10/8/2018
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CucrteMHble TpedboBaHna — Hardware

Small Medium Large
(1 —-25K I/O) (5K — 50K 1/O) (50K — 400K 1/O)
2 4 8

Cores
4 GB 8 GB 16 GB
Hard Drive 100 GB Available 200 GB Available 500 GB Available
Display 1280 x 1024 1280 x 1024 1280 x 1024
100 Mbps 1000 Mbps 1000 Mbps

1. 3TO0 MMHUManbHbIe TpeboBaHNA K 060PYLOBaAHMIO.
2. [Ans nony4vyeHna ONONHUTENBHON MHGOpMaLnK
obpatutech k pykoBoacTtsy WSP_Install_Guide.pdf,
npunaraemMomy K nporpaMmmMHOMY obecrneyveHuio.

Russia



CucrtemMHble TpeboBaHuA — Software

Galaxy Development | Automation Object
Repository | (ArchestrA IDE) Server
Preferred Preferred Preferred

Windows
Workstation Supported Supported Supported

SQL Server Required Not Required Not Required
.NET Framework Required Required Required

MpumevaHne. JJononHuTenbHy MHGoOpMauuio cM. B Readme daiine Ha guctpubyTtumee.

Russia



JIlnueH3npoBaHue

ﬂwuestpOBane Yyepel3 aktuBauutro o MOﬂ'eJ'Il/I JINueH3npoBaHUA

* JluueH3aumn yctaHaBnmBaroTCA Ha » BeccpoyHasi NMULEeH3us]

cepBe
pBep * [locTOsAHHbIE NULUEH3UN

= License Server . .
» CB43aHbl C onpeaeneHHon Bepcnen

* License Manager koTopasi 6bina nprobpereHa

* Buabl aktuBauum
= Online BJ
= Offline J

Runtime is Not Affected by
License Server Downtime

* [1lo noanucke

Russia



OCHOBHbIE NOHATUA

nnueH3npoBaHue

Historian Tag

Touka gaHHbIX (NepemMeHHas),
XpaHuMas B apxmBe Historian

Galaxy

Ob6was moaenb NPUNoXeHus,
xpaHawasaca Ha Galaxy Repository

Supervisory Client

I/O Point
Toukn BBOAA/BbLIBOAA, AOCTYN K KnneHTbl BU3yanusauum gaHHbIX
KoTopbiM Yepe3 Device Integration Galaxy

Server
ArchestrA IDE (Q? g
Integrated Development Environment @) @

NHTerpnpoBaHHas cpeaa pa3paboTku
Ans pabotbl ¢ Galaxy e

Russia



IlnueHsupoBaHune System Platform

- OpHa nuueHsnsa = OgHa Galaxy — © HOnonHMTenbHo:

* [pagauuna No Konu4yecTBsy: » 1 Historian Insight
- Application Server 1/0 Points * Remote Response Objects
« Historian Tags * Recipe Manager Plus*
» Device Integration Servers = Standard Edition

= 2 Client Connections

* [Npedocmaensiemcs rio 3arnpocy
@ « SQL Server

» Standard Edition
» For Sizes >= 25K |/O

Ons pa3paboTku oTaenbHasa nuueHsus!

=
{/?} Dev Studio @ @_

Russia
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System Platform Training Courses

Application Server

Operations

Management Interface

InTouch for System
Platform

Process
Historian Client

Application Server

Operations Management
Interface for System Platform

InTouch for System Platform

Historian Server

Historian Client

4 days

4 days

4 days

2 days

2 days

Russia
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Other Training Courses

InTouch HMI
Standard Edition
:Etg MES Operations

EEQ MES Performance
o8g MES Quality
@:E InBatch

Batch Management
I Skelta BPM

" IntelaTrac

InTouch (Standard Edition)
MES Operations

MES Performance

MES Quality

InBatch Batch Management
Skelta BPM Overview

IntelaTrac

5 days
4 days
3 days
3 days

5 days

elLearning

3 days

Russia



Module 2 lNMnaHnpoBaHue NPUIOXeHUN



Application Server 2017

m lMnaHupoBaHWe NpPUNOXeHU!

Section 1:  Pabounn npouecc npoekta Application Server
Section 2:  lNpumepbl ncnonb3oBaHUA

Russia
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Automation Objects

Inputs/Outputs

Proprietary and confidential. 10/8/2018

Security

aphic Symbols

Documentation

Alarms and Events

Russia



Pabo4ynun npouecc npoeKkTupoBaHUs

OnpepneneHne noneBbIX YCTPOUCTB U TPe6OBaHNN K hyHKLMOHany

OnpeaeneHue npaBusl MMEHOBaHNA 06HLEKTOB

NMocTpoeHue mogenu Npou3BoAcCTBa

lNMnaHupoBaHue WabnoHoB

OnpegeneHve mogenen 6e3onacHoOCTH

Co3paHue Mogenuv pasBepTbiBaHUA NPoOeKTa

‘@‘@‘@‘@‘

34 Proprietary and confidential. 10/8/2018
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UMutupyembin Tex. npouecc

1: Adding First Material 2: Adding Second Material 3: Mixing Materials
Open Inlet 1 Open Inlet 2 .
Start Pump 1 Start Pump 2 St gl zier
—> |Level Reaches 60% — level Reaches 100% — Wait x Seconds
Close Inlet 1 Close Inlet 2 .
\
Stop Pump 1 Stop Pump 2 St LglEiien

4: Draining Tank

 ——

)

Open Outlet
Level Reaches 0%

Close Outlet

AGITATOR

=

INLET 1

@
)

.

.

INLET 2

PUMP 2

—~— @ OUTLET

35

w

Russia



UHdpacTpyKkTypa
Module 3 npunoxeHun



Application Server 2017

M UHdpacTpyKkTypa npnunoxeHnn

Section 1:  Mogenb npeanpuaTUs
Section 2:  Mopgenbe pa3sepTbiBaHUSA
Lab 3: CosgaHue mogenen npeanpuaTmsa n passBepTbiBaHUS
Section 3:  System Management Console
Section 4: The Runtime Environment
Lab 4: Wcnonb3oBaHue Object Viewer
Section 5: Mmutaumsa gaHHbIX
Lab 5: Hactpownka nmmtaumm gaHHbIX NPOM3BOACTBEHHOIO npoLecca

Russia



Mopoenb npon3BoACTBEHHOro npouecca

Plant -
=l i Factory101Galaxy
Section [#- [ UnassignedArea
- i} Preparation
B &} Processing
\ ----- i Cooking [ Cooking]
\ B Production [ Area ]
' gj & Line1[ Line1] Man
" i g cell_A[Cell_A] ufact
o e cell_B[CellB] )
B §lf Line2 [ Line2] 8 uring
- 4 cell_C[Cell_C]
f @} Cell_ D[ Cell_D] Cell
. & Secti
<0
AreaProd
uctlo
-4
|_ J& UfaCt _i; 1 l.
uring &5 Model|
Cell
38 Proprietary and confidential. 10/8/2018
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Mopenb pa3BepTbiBaHUSA

AppEngine

WinPlatform

Bootstrap

Russia



Mopenb pa3BepTbiBaHUSA

Area Area

AppEn¢ AppEngine

WinPlatform

Bootstrap

40
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HacnenoBaHue wabnoHoB

Instance

Templates
3 (+)cvio1

T () cvi02
?.’ SUserDefined
> (+)cvio3
?.’ SOutlet

-
\

T CvV104

—

Proprietary and confidential. 10/8/2018
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Lab 3 — Co3aaHue moaenu )20 min

NPON3BOACTBEHHOro npoLecca u mogenu
pa3BepTbiBaHUS

Proprietary and confidential. 10/8/2018
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System Management Console

e The System Management Console (SMC)
Ob6ecneumBaeT ynpasneHne n AMarHOCTUKY
System Platform v Application Server,
nossonsas Bam npocmatpueatb COCTOAHUSA
HEKOTOPbIX CUCTEMHbIX OOBLEKTOB U
BbIMOSTHATb HA4 HUMU OENCTBUS

KoHpurypuposaHue Process Historian

Ynpasnenue B[] Galaxy

Ynpaenenue Ol Cepsepamu

Log Viewer

Platform Manager

Proprietary and confidential. 10/8/2018

9 SMC - [ArchestrA System Management Console (DKOOENG)]
File Action View Help
% = |5

ﬂ ArchestrA System Management Console (DKOOENG)
> & Historian
v [8] Galaxy Database Manager
& Training
& TrainingGalaxy
v Operations Integration Server Manager
> Default Group
> TrainingGalaxy
v [ Log Viewer
> Default Group
> TrainingGalaxy
[ Opened Log Files
v [&] Platform Manager
v & TrainingGalaxy[LKF\student]
[B GRPlatform [DKOOENG - local]
EB ProdPlatform [DKOOPROD]

Russia



System Management Console

e ArchestrA Log Viewer — 3To0 AWarHOCTUYECKUIN MHCTPYMEHT, NCMNOSTb3yeMbIN 4N1S NPOCMOoTpa
coobLeHnin, 3anncaHHbIxX Application server’om un gpyrumu komnoHeHTamm System Platform

e YTto MmoxeT Log Viewer?

e BbIiNONHATE MOHUTOPUHI coobueHui ot ntodoro yana WSP B cetn

e OunbTpoBaTh COOOLLEHNS

e [lo6aBnsATb KACTOMHbIE
dnarm

e OTnpaBnATb YacTb
XypHana B gpyrue
NPUIOXEHUSs

Proprietary and confidential. 10/8/2018

@ SMC - [ArchestrA System Management Console (DKOOENG)\Log Viewer\Default Group\Local] - o X
File Action View Help
e @G BEEITTARYDRSR
@ ArchestrA System Management Console (DKOOENG) | I start Time: 1243171900 11:59:59 P ‘ |7 End Time: 12/31/2100 11:59:59 P
> & Historian No: |Date | Time ProcessID | ThreadID |LogFlag | Component Message 4]
v [8] Galaxy Database Manager 127494 3/19/2018  11:55:13AM 9904 1740 Info aaUserAuthentication IP address changed, re-registering to Discovery
& Training 127495 3/19/2018 : 8924 13512 Info Asb.Configuration IP address changed, re-registering to Discovery
& TrainingGalaxy 127486 3/19/2018 2528 12980  Info Asb.Agent IP address changed, re-registering to Discovery
> Operations Integration Server Manager 127497  3/19/2018 10676 16148 Info aaUserAuthentication IP address changed, re-registering to Discovery
= 3/19/201¢ Warning Platform 2 exceed maximum heartbeats timeout of 800}
> Dgfa‘f't Group 127499  3/19/2018 6468 4736 Info aahClientCommon LocalHost: DoAddT: ver: 186 tags i
> ) TrainingGalaxy 127500  3/19/2018 3340 4692 Info aahCfasve Server time is shifting (Expected time, Current time) (0
v [ Log Viewer 127501 3/19/2018 7936 8060 Info aahClientAccessPoint DKOOPROD:aaEngine(17. 1)(3588, 1058042848) Remov
v @) Default Group 127502 3/19/2018 7936 8060 Info aahClientAccessPoint DKOOPROD:aaEngine(17. 1)(3588, 1247874418) Remov
& Local 127503 3/19/2018 7936 8060 Info aahClientAccessPoint DKODENG:aahReplication(17.1)(6244,6 16 120911) Rem
s 127504 3/19/2018 7936 8060 Info ashClientAccessPoint DKOOENG:aahRepiication(17. 1)(6468, 1260718309) Rer
> TrainingGalaxy 127505 3/19/2018  12:21:38PM 7936 3060 Info aahClientAccessPoint DKOOENG:aahIDAS(17. 1)(8428, 1798790396) Removing
[ Opened Log Files 127506 3/19/2018  12:21:38PM 7936 3060 Info aahClientAccessPoint DKOOENG:aahReplication(17. 1)(6468, 1812748797) Rer
v (5] Platform Manager 127507 3/19/2018  12:21:38PM 7936 8060 Info aahClientAccessPoint DKOOENG:aahReplication(17.1)(6244, 1919772843) Rer
v & TrainingGalaxy[LKF\student] 127508 3/19/2018  12:21:40PM 7936 8060 Info aahClientAccessPoint DKODENG:aahReplication(17.1)-51(6468, 192350917) R
{® GRPlatform [DKODENG - local] 127509 3/19/2018  12:28:15PM 3340 4692 Info aahCfgSve Remaining disk space on drcular drive (MB) (87433, 17;
B ProdPlatform [DKOOPROD] 127510 3/19/2018  1:28:16PM 3340 4692 Info aahCgsve Remaining disk space on drcular drive (B) (87431, 17;
127511 3/19/2018  2:00:25PM 11376 460 DACTNProt... MBTCP The PLC Port1.PLC2 message timed out (m_gSentMes
izrs 12 3/19/2018  2:00:25PM 11376 460 DACmnProt... DASENaine Port1.PLCY Erterina Slow Poll mode for swscriuﬁorﬂj

Connected

Russia
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The Runtime Environment

e Bce pa3BepHyTbie 00bEKTbI NPeACTaBNAOT
cobon cpeny BbinonHeHust Galaxy

e Ynpasnsetca obbekTom AppEngine, Ha KOTOpoMm
3anyLeHbl OObEKTbI NPUMOXKEHNS:
= Areas (30HbI)
= Device Integration objects (06bekTbl cBs3u ¢ 1/0)
= Automation Objects (06bekTbl aBTOMaTU3aLNN)

e Object Viewer — MHCTpPYMeHT cpeabl runtime,
KOTOpbIN NO3BONSET TEeCTUPOBATb, BMOMHATL
ANarHoCTUKY N yCTpaHATb Henonaaku B Galaxy

e [lpenocTaBnser OCTYN K YTeHuto/3annucn atpudyToB
obbekToB Application server’a B 3aBUCMMOCTM OT UX
KOHourypauum

Proprietary and confidential. 10/8/2018

[ obsectvewer TPy

Ele Edt Yiew Options Help

& D H
Attribute Reference: | AppEngne.Engne. Hitorian, RareForwardMinDuration.value | [ Go
5 & taning mum Ivuu. P |
8 atform{T ] i eForwardDeletionThreshold 100
+ ) AppEngine Enona SauExmtcTnm Lienit 1000
® B viewEngine Scheduler.ScanPeriod 1000
Scheduer.CheckpointPeriodAvg 1000.4 =
Scheduer StatsAvgPeriod 10000
Engine Historian, ForwardingChunkSize 1024
Engine, SubscriptionLocalCnt 11
Scheduer.ScanTime 111142011 ..
Engine Historian. Processinterval 120
Engine. Historian.BufferCount 128 =
E e Cienandadpreib. bal"rd 177
sy o
| AttributeReference IVa | Tmestamp | Quaity |s..]
AppEngine. Schaduler, ObjectCrit 11/11/2011 12:23:45.261 P CO:Good Ok
AppEngine Scheduler. ScanPeriod looo 11/11/2011 12:23:45.261 PM  CO:Good Ok
ine. Scheduler, ScanOn onsecCrt 0 11/11/2011 12:23:45.261 PM  C0:Good Ok
AppEngine. Engine. ScriptExecuteTimeout Limt 1000 11/11/2011 12:23:45.261 M C0:Good Ok
AppEngine, ScanState true 1171172011 12:23:45.261 PM  C0:Good Ok
AppEngine, ScanStateCmd true  11/11/2011 12:23:45.261PM  C0:Good Ok
AppEngine, Scheduler. CheckpontPeriod 0 11/11/2011 12:23:45.261 PM_ C0:Good Ok
W A1 o]\ Piatorn ) Engine

[FILE: C:iinstructor\WatchWindow_11_05_

Russia




Object Viewer

(7 niect emer T
Ele Edt Yiew Options Help
e G d
Attribuke Reference: | ASpEngne. Engne. Hstorian, oreForwar dMinDuration. value E]E:]
= & traning Attribute Name [vahe « 4
- (8) WinPlatform{TRAININGPC] | Engine. Historian, StoreForwardDeletionThreshold 100
[ & AppEngine Engine. ScriptExecuteTimeout. Limk 1000
ViewEngine Scheduer.ScanPeriod 1000
s Schedusr.CheckpointPeriodA

JORC

111142011 ..
120

128
12 _r:l
»

[ quaity |
C0:Good
C0:Good
C0:Good
C0:Good
C0:Good
# C0:Good
11/11/2011 12:23:45.261 PM  CO:Good

[FILE: C:instructor\WakchWindow_t1_05__/

3
.

2222222

PasBepHyTOE
NPUIIOXEHNE

46 Proprietary and confidential. 10/8/2018
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MHCcTpyMeHTbI cpeabl Runtime

¥ Object Yiewer

e Object Viewer npegHasHayeH B Nepsyl0 ... T T T T O TR
oyepeab Ansa paspaboTyMKOB U == R REERERRY =M || TE=
I om0 RHEREERELE [ ———
obcnyxuBaroLLero nepcoHanal T —— 1| enee e e || m——
T i ystem B R Storage Levels

i

|

m— TN A T e
e OnepaTopbl U Apyrve nonb3oBaTteny Galax “=e—- jz( AT, e | | B e————

|
ingredient s — | 3% 06 . E Tank e
|
|
|

PRRRRRRREy = - ——
"

AOMKHbI UCMONb30BaTh CBOU rpaddnyeckme « m=—

Ingredent 0 — 1 System C ) 17 & G Waste/ByProduct
TN . . | s
N~ . Ingrecient ¢ [ — 1 - 07 06
NHTEe €NChbI T 111 || ===
- P be pe be e ps Pb PL ae BL B
Energy | o 2 .
Electricity Pricing I I I I I I I I I I -
e InTouch _— FRRRRRRNEN = R
g R Irnnnnnl ' : ;
e OMI ; : Al
Fuel Tank Levels P bs e b be ps Bh PE pe Ph
o | = :
v I PRRRRRRRNE D B . ‘
nw oG o w s

ke Il Amoaro

& ) ) e @

7 Gravity Filters Overview - Filter 100 Filter 200 Filter 300 Filter 400

ad Dashboard Sample A Dashboard Sample B Dashboard Sample C ~7 operational Sample Alarms.
2 /3172004 0308 P o &) )

Proprietary and confidential. 10/8/2018
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Lab 4 — Ucnonb3oBaHue Object Viewer

% Object Yiewer il

Proprietary and confidential. 10/8/2018

File Edit View

Options Help

=10l x|

R

J Attribute Reference: IAppEngine.Engine.Historian.StoreForwardMinDuration.value _:l Go I

= ————
Elﬂ training Attribute Name l Value » Zl
=15 WinPlatform{ TRAININGPC] | Engine. Historian. StoreForwardDeletionThreshold 100
{@: AppEngine Engine.ScriptExecuteTimeout, Limit 1000
l@ YiewEngine Scheduler.ScanPeriod 1000
Scheduler.CheckpointPeriodAvg 1000.4
Scheduler,StatsAvgPeriod 10000
Engine. Historian.ForwardingChunkSize 1024
Engine.SubscriptionLocalCnt 11
Scheduler.ScanTime 11/11/2011 ..
Engine.Historian.ProcessInterval 120
Engine.Historian.BufferCount 128
Frnina SucnandadfFrvibnkank 127 _’:-I
4 I l »
AttributeReference ] Va... | Timestamp ] Quality | S|
appEngine. Scheduler, ObjectCnt 29 11j11j2011 12:23:45.261 PM  CO:Good Ok
AppEngine. Scheduler. ScanPeriod 1000 11/11/2011 12:23:45.261 PM  C0:Good Ok
AppEngine.Scheduler. ScanOverrunsConsecCnt 0 11/11j2011 12:23:45.261 PM  C0:Good Ok
AppEngine.Engine. ScriptExecuteTimeout.Limit 1000 11/11/2011 12:23:45.261 PM  C0:Good Ok
AppEngine.ScanState true  11/11j2011 12:23:45.261 PM  C0:Good Ok
AppEngine. ScanStateCmd true  11/11/2011 12:23:45.261 PM  CO:Good Ok
AppEngine. Scheduler . CheckpointPeriod 1] 11/11/2011 12:23:45.261 PM  C0:Good Ok

) A 2 B, Pratiorm

Engine

[FILE: C:\instructor\WatchWindow_11_05_ /

Russia
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MMmutaumsa aaHHbIX

e The Simulator Ol Server (Ol.SIM)
aBTOMaTUYECKN yCTaHaBMBAETCS Ha y3er
Galaxy Repository

e C ero nomMoLLbo Bbl MOXeTe pa3paboTaTb U
NpoOTeCTUPOBATb MNPOEKT Nepen ero
pasBepTbiBaHNEM B NPOU3BOACTBEHHOM Cpeae

e Simulator Ol Server oTnpaensiet gaHHble B 1/0
aTpuOyTbl aHanorn4yHo peanbHbiM MK

Proprietary and confidential. 10/8/2018

v [%] Operations Integration Server Manager
v 5 Default Group
v El Local
v [ Operations Integration Supervisory Servers
. % Modbus - MBTCP
. Wonderware - Gateway
v & Wonderware - SIM
> |3 oLsIma

Yoo
Russia
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MMmutaumsa aaHHbIX

e Simulator — 3ape3epBMpoBaHHOE KIOYEBOE
cnoBo ansa oobekToB Device Integration

e C nomouybto aksemnnsapa OPCClient ¢
nmeHem Simulator, KOTopbI cBA3aH C
cepsepoM OI.SIM, o6bekTbl cepBepa
NPUNOXEHNI aBTOMATUYECKM MNOAKNIYAOTCS K
NMUTaTOPY AAHHbIX C «MOMNsS», UCNONb3Yy4
rpynny Fast

e HoBble IK3EMITAPDbI 0OBbEKTOB aBTOMAaTUYECKN

Ha3Ha4dalTca 06bekTy Simulator B ckaH
rpynny Fast

Proprietary and confidential. 10/8/2018

[l simulator *

General Scan Group BlockRead Block Write Attributes Scripts  Object Information

Server node: IXUOPFOdl | w| o P
Server name: IOI.SIM.l v| & P
[l simulator *
General ScanGroup BlockRead Block Write Attributes Scripts  Object Information
Available scan groups:
ScanGroup Update Interval
Fast 250

$210 Devices

=) @ TrainingGalaxy
- [£) Unassianed 10 Device
& [@] Simulator
Bl G Fast
= WS
fuuee Q ™

Yoo
Russia



Lab 5 — Hactpouka nmutaumm gaHHbIX
npomn3BoaACcTBeHHOroO npouecca

v Operations Integration Server Manager 310 Devices
v %efamt S El-- ¢ TrainingGalaxy
v Local -
v P Operations Integration Supervisory Servers h‘é Unsslanec i Deic

5 4% Modbus - MBTCP & [&l) Simulator

> %% Wonderware - Gateway 8- “3; Fast

v & Wonderware - SIM """ @ L1
>, Gosma T D

51 Proprietary and confidential. 10/8/2018
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Module 4 OOBeKTbl NPUNOXeHNNA



Application Server 2017

Module 4 OOBeKTbl NPUNOXeHUsA

Section 1:
Section 2:
Lab 6:
Section 3:
Lab 7:
Section 4:
Lab 8:

BBeaeHne B 06bEKTbI MPUTOXKEHNS

ATpnbyTbl 00BHEKTOB

MogenupoBaHue nsmepuTens ypoBHS

YnpaBneHne naMeHeHns M1 1 pacrnpocTpaHeHnem
HacTporika ynpaBneHus UsMeHeHUs M1 1 pacrnpocTpaHeHUeM
OBbeKTbI-KOHTENHEPDI

MopgenupoBaHue cmecuTens

Russia
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O6bekT $UserDefined

Analog Attribute.RawMin ~ f------

Analog Attribute.EngUnitsMin fF------

Analog Attribute.EngUnitsMaxf ------

Discrete Attribute.Input.InputSource

Discrete Attribute.Input.Value

Boolean

Proprietary and confidential. 10/8/2018

Analog Attribute.RawMax ~ |------ i—> Ley
I
|
|
!

Analog Attribute

Scaling

Analog Attribute.Input.InputSource

|

Analog Attribute.Input.Value

\_/

Discrete Attribute

Analog

Russia
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YpoBHU gocTyna Ans 3anucu

Same Other External
Object Objects Users
Calculated
Calculated Retentive @

Object Writeable

g
4

& & &
5
SRS

©

User Writeable

0

Proprietary and confidential. 10/8/2018
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Lab 6 — MoagenupoBaHue namepurtens

YPOBHSA

Proprietary and confidential. 10/8/2018

@ S$Meter *
Attributes  Scripts  Object Information

@@ ®0E O

[¥] Inherited ~ [] User extended t Attributes (Ctrl + £) |

Attributes
[ pv
1 of 73 displayed. 1 selected.
®®O O @
Symbols

G?2HXx

Name: ‘VPV

Description: ‘

olc)

Data type: [E?mat v | [] Array

Writeability: | Object writeable

Initial value: |0.0

| 5 Eng units:

Available features:

ROC alarms Deviation alarms
1! Statistics Log change

Limit alarms

! Bad value alarm

® Read

() Read/Write

) Write

Read from: ‘ <IODevice>.§Meter.PV

|6

I :) Advan(ed‘

Russia




57

YnpasneHne naMeHeHUamMmn n pacnpocTpaHeHnem

e BbriokupoBka aTpubyTa npenorepallaeTt
N3MEHEHUs! 3TOro aTpubyTa Ha NPOU3BOAHbIX

labnoHax n aksemnnspax

e brnokupoBka aTpmnbyTta 6rnokmpyet atpuoyT
No BCEWN Mepapxuu

e brnioknpoBka aTpnbyToB NOMOraeT co3gaBaTb
ctaHgapTtbl B Galaxy

e PasbnokupoBka aTpmbyTta ocBoboXaaeT ero
TONbKO Ha OUH YPOBEHb NEPapPXnn BHU3

&

Yoo

Russia



YnpaBneHne naMeHeHusiMm n pacnpoCcTpaHEHUEM

@ Sinlet
/ 8 \ @ V102

@SUserDeflned e < ®$Valve

o \ / @cvms
@ SOutlet

5" Unlocked &

8 Locked

E:'} Locked In
Parent

Proprietary and confidential. 10/8/2018
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Lab 7 — HacTpouka ynpasneHus )15 min

N3MEHEeHUSIMU N pacnpocTpaHeHuem

Proprietary and confidential. 10/8/2018

Russia



OO0bBLEeKTbI-KOHTEeNHepPbI

e [lo3BonsieT moaenupoBaTtb 6onee CnoXxHble CTPYKTYPbl Kak 0AUH O0BLEKT
e Bce 06bekTbl NO-NpeXXHEMY OOCTYMNHbI Kak OTAeNbHbIE OOBLEKTHI
e CBA3b MOXET ObITb NOCTPOEHA HA YPOBHE LWAabnoHa unu ak3emnnspa

O

60

Proprietary and confidential. 10/8/2018

Russia

: (@ Template Toolbox v 2 x TTK <4 Model -3 x
) @F Factory101Galaxy Vg \ - @ Factory101Galaxy
- (] Application Agitator [#- |3 UnassignedArea
& (3] Device Integration - i Preparation
- (5] System B~ 4 Processing
& (] Training - {4 Cooking [ Cooking]
B @ $Tank = 4§ Production [ Production ]
- @ Agitator =~ 4l Line1[Line1]
- @ Inletvalve B [*] Tank_001
" @ LevelMeter ! - @ Agitator_001 [ Ac
‘o @ Outletvalve - @ InletValve_001[:
- @ LevelMeter_001[
Meter “ @ OutletValve_001
“g E; “ @ Line2 [ Line2 ]
Inlet Valve Valve W
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MMmeHa O0OBLEKTOB

CobeTeeHHoe nms = [§] winPlatform_001
(ums uHOusuOyarnbHO20 06beKmMa). - {§} AppEngine_001
Valve_001 = 44 Area_001

= @ Reactor_001
= @ Tank_001 [ MixerTank ]
o @ Valve_001 [ InletYalve ]

BnoxeHHoe nms
(ums obbekma sHympu codepxkau,e2o e2o KoHmeuHepa):

Fanrk—064-InletValve

Wepapxuieckoe nmsi Reactor _001.Tank 001.Valve 001
(ums1 o6beKMa 8 KOHMeKcme e2o KoHmelHepa): Reactor_001.Tank_001.InletValve
Reactor_001.MixerTank.InletValve Tank _001.Valve 001

BO3MOXHOCTb UCMOMb30BaTh BNOXEHHbIE CCbINKU!

Me.InletValve
(0r151 ccblnok Ha do4YepHUe 06beEKMbI 8 CKpurimax pooumeribCKo20)

MyContainer.InletValve
(0n1s1 ccbInok e cKkpurnmax dodyepHux ob6bekmos Ha dpyaue do4YepHue) e

— Software — Proprietary and confidential. 10/8/2018
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Lab 8 — MogenupoBaHue cmecurtens

AGITATOR

INLET 1 PUMP 1

INLET 2 ~_
PUMP 2

@ $Mixer

62 Proprietary and confidential . 10/8/2018
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Module 5 WHTerpaunsa BBoaa/BbiBoaa



Application Server 2017

'Module 5 Jl iuTerpauus BBOAa BLIBOAA

Section 1:  Device Integration cepsepbl
Lab 9: Hactponka Ol Server’a

Section 2:  O6bekTbl Device Integration

Lab 10: Hactponka o6bektoB Device Integration
Section 3:  lNogkntodeHne 06bEKTOB NPUMOXKEHNSA K NOSIO

Lab 11: TlMoagkntovyeHne cmecuTensa K NoneBbiM AaHHbIM
Section 4:  PesepsupoBaHue Device Integration

Lab 12: Hactpownka Redundant DI Object

Russia



NMoaknioyeHne 00 bLEKTOB aBTOMaTU3aUuuu K
NMNK

Generic DI Objects 0 Server 1
(Legacy)
Application $DDESuiteLink
Object Client (
k

Device Specific
DI Objects

65 Proprietary and confidential . 10/8/2018 .
Russia



CepBepbl BBoAga/BbIBOAA
Device Integration

e |O Server and Ol Servers

e CBsi3b MeX/ly ranakTUKOii 1 NMONeBbIM YPOBHEM [10CTUIAeTcs
Archestra Npu NomoLLM komnoHeHToB Device Integration

i e [Mopaepxvsaemble npotokonbl DDE, SuiteLink, OPC

e BHyTpeHHss apxuTtekTypa Ol Server’'oB obecnevnBaet
HEe3aBMCUMOCTb MeXay KOMMNOHEHTaMM

i
SuiteLink DDE SuiteLink OPC
< 10 Server OIS Engine
PLC Protocol PLC Protocol
.

66 Proprietary and confidential. 10/8/2018
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Ol Servers and DI Objects

@» NIC
|

- = PLC_2

SLC_A

SLC_B

ee

CNET

Gt

30

PLC5_A

PLC5_B

Russia



Lab 9 — HacTtpouka Ol Server

Device
e Field Device

N

PLC Simulator

Proprietary and confidential. 10/8/2018
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NMoaknoyeHue K Nonko

Device
Driver

AR S 3
LTIt v I

&\

-

Field Device

Yoo

Russia



[TlpoTOKONbLI CBA3MU

DDE or SuiteLink

hE Node Name of the computer where the server application is running
@ ! Application  Name of the server application executable

‘) Topic Name of the topic in the server application from which to receive
data

w Node Name of the computer where the OPC Server is running

W ! Server Name of the OPC Server

“) Scan Name of the scan group in the OPC Server from which to receive data
Group

70 Proprietary and confidential. 10/8/2018
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MpoaBUHYTOE ynpaBneHne KOMMYHUKaLUAMM

Active On Demand
ATpunbYTbI, KOTOPbIE B AA@HHbIN MOMEHT HEAKTUBHbI, HE ONpaLlnBaloTCA

Active
ATpunbyTbl BCerga onpawmBaroTcs

Korga nocrnegHsas ceblfnika Ha atpubyT HesapermctpuposaHa (He
oObsBreHa) aTpnbyT yaoandeTcs.

Active All
ATpnbyThl BCerga onpalumMBaloTcs

Korga nocrnegHsas ceblnika Ha atpubyT HesapernctpuposaHa (He
oObsBreHa) aTpnbyT He yaanseTcs.

Proprietary and confidential. 10/8/2018 .
Russia



Lab 10 — HacTpouka obbekToB P —
Device Integration

PLC Simulator

g

Russia



Appecauunsa Beoaa/BbiBoga

<DIObjectNa <DeviceGroupNa <ItemNa
me>. me>. me>

Proprietary and confidential. 10/8/2018
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dyHkuna Autobind ana atpndbyToB 00HLEKTOB
e Kak Tonbko Bbl aktuBmpyete onuuto 1/0O ansa

aTpubyTa, onuma autobind kKoHdUrypupyeTca @/hedd C Bl fouee Qi
aBTOMaTUNYECKMN ‘Read from: l <IODevice>.$Meter.PV ‘ a9 |
- |§ : ) Advanced]
e [losBonseT atpubyTy co3gaBaTb COOCTBEHHbIN
appec 1/O npyu HasHa4YeHUN UCTOYHUKA AAHHBIX, 4310 Devices S
dhopmmupoBaHMe NPONCXOANT HA OCHOBE UMEHMU B @ TrainingGalaxy
oobeKkTa u anm6yTa_ [ [(2) Unassigned 10 Device
. =[] ProdPLC
e Autobind Tpebyert, uto 6bI cnncok Taros MNMJ1K - B Gy Topict
_ ----- @ Aaqgitator_001 [ Mixer100.Agitator ]
6b|ﬂ 3arpy>KeH B OI CepBep c - @ Inlet1_001 [ Mixer100.Inlet1 ]
cooTBeTCTBYyHOLLULMMU nNCceBAOHMaMIN 4 c‘)‘ Level_001 [ Mixer100.Level ]
: fe I® 1 imad [ Dradutian | ;..,31]

2]
Outlet ]
¢ Read Read/Write Write
WPumpl]
‘ Read from: ’ ProdPLC. Topicl.Mixer100.Level.PV <er100.Temperature ]
I( :) Advanced_] l o

Proprietary and confidential. 10/8/2018

Russia



dyHkumua Autobind ana aTpndbyToB 06HLEKTOB

e OObekTbl Area MOryT OblTb Ha3HaYeHbI
ncToyHuKy I/O B ycTponcTBax BBOAa/BbiBOAA

e OOBbEKTbI B 3TUX 0bnacTax aBToMaTU4ecku
Ha3Ha4atTCs OAHOMY U TOMY e UCTOYHUKY I/O

- <4 Model v 3 X

= @ TrainingGalaxy
(- [(J) UnassignedArea
- {f ControlSystem
- & Packaging
=~ §4 Production
AAAAA @ L
= gl Line1 [ Line1]
E- @ Mixer100
----- @ Agitator_001 [ Agitator ]
- @ Inlet1_001[ Inlet1]
----- @ Inlet2_001 [ Inlet2 ]
- @ Level_001[ Level]
----- @ Outlet_001[ Outlet]
- @ Pump1_001[Pumpl]
- @ Pump2_001 [ Pump2 ]
----- @ Temperature_001 [ Temperature ]

75 Proprietary and confidential. 10/8/2018

- 9310 Devices

=l g TrainingGalaxy
i [(2) Unassigned 10 Device
= [@] ProdPLC
= Gg Topicl
- @ Agitator_001 [ Mixer100.Agitator ]

- @ Inlet1_001 [ Mixer100.Inlet1 ]
----- @ Level_001[ Mixer100.Level ]
----- 4 Line1 [ Production.Linel ]

----- 44 Line2 [ Production.Line2 ]

----- @ Mixer100

i @ Outlet_001 [ Mixer100.Outlet ]

- $ Production
- @ Pump1_001 [ Mixer100.Pump1 ]

-~ @ Temperature_001 [ Mixer100.Temperature ]

- [&]] Simulator

Russia
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dyHkuna Autobind ana atpndbyToB 00HLEKTOB

e |/O agpec MoxeT BbITb Ha3Ha4YeH BPYYHYIO, HO

aT1o oTkmounT Autobind

® Read () Read/Write ) Write
e Haxartune 4 3aHoBo nogknioumt Autobind Read from: | <IODevice>.$Meter. PV &P
g:éAdvanced
.

Russia



Lab 11 — MogkntoueHne cMecUTens i —
35

K noneBbiM 1dHHbLIM

AGITATOR

INLET 1 PUMP 1

INLET 2 ~_
PUMP 2

77 Proprietary and confidential . 10/8/2018 .
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Pe3epBupoBaHue Device Integration

e [loTeps ynpaBnstoLLen ceTu NPUBEAET K TOMY, YTO
cepBep NoTepsieT CoeaAnHEHNE C AaHHbIMU

e Redundant DI O6beKkT no3BonsieT oCyLLeCTBATb
cBs3b Yepes Standby ceTb, ecnu CBA3b NO CeTU
Active obopBaHa

e Redundant DI 06bekT no3BonsieT NpUnoXeHUsim
NOANMCLIBATLCS Ha OAUH 06BEKT, KOTOPbIN, B CBOIO
ovepeab, MOXET U3BnekaTb AaHHble U3 OCHOBHOTO
nnn pesepsHoro (Primary/Backup) Device
integration obbekTa

Proprietary and confidential. 10/8/2018

ArchestrA
Runtime

w

Russia



79

Pe3epBupoBaHue Device Integration

-

Applica
tion
Objects
‘ RDIO
DIO_1 0 O DIO_2

Ol Server (A) Ol Server (B)
o
CIP

]

Control Networks

|e e e

DH+

(A
I

Russia

e’



Lab 12 — Hactpoika Redundant DI Object (| zomis

.

Device
e Field Device

N

PLC Simulator

Proprietary and confidential. 10/8/2018
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Module 6 WUcTopunyeckue AaHHbIle



Application Server 2017

Module 6 UcTopunyeckune aaHHbIe

Section 1:  CoxpaHeHune nctopmyeckmx gaHHbolx B Application Server
Lab 13:  KoHdurypupoBaHue 1 nosiydeHne UCTOPUYECKNX JaHHbIX

Russia
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UcTopuyeckmne gaHble

Process Historian Server

Russia

e’



UcTopunyeckmne gaHHble

e $SAppEngine object as the Historian client for the objects

e $SAppENgine apxvnBupyeT TONbKO Te€ OOBLEKTLI, KOTOPbIE PACMONOXEHbI HA HEM
e $AppEngine Tak e apxusupyet TpeBoru B Historian

e [logoepxka TexHonorun Store & Forward

U
©6

Area

AppEnginegE

WinPlatform

Historian

84 Proprietary and confidential. 10/8/2018
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HacTtpounkn apxuBauum

PY Y 1 Name: [pv |
HaCTpowKM O6-beKTa Englne Description: IF.nter attribute description ]\5‘ ‘@
e BKMOUNTL Storage to Historian —_—— e
e BK/OYMTL Tag Hierarchy U
Initial value: | 0.0 | & Eng units: I:l &

e onpenenutb y3en Historian

Available features:

-

e KoHdurypaumsa atpmnbytoB

. ROC alarms Deviation alarms ' Bad value alarm
e BKNIOYNTL History
o ©. Statistics Log change
e OrnpeaennTb HAaCTPONKK, cneunduryHble
AN1S pasnuyHbIX aTpmubyTos OF )i e

Description:

| me.PV.Description ]E‘ a9

Trend high: & @ eu
Trend low: 8@ e

Interpolation type:  |SystemDefault ¥ | & '@
Rollover value: a3

Force storage period: D 89 ms
Value deadband: 89 e

» [_] Enable swinging door 89 \

Proprietary and confidential. 10/8/2018
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e Process Historian Insight npegoctaBnsaet Be6-goctyn k cepBepy Process Historian

e YctaHaeBnuBaeTtcs ¢ Process Historian kak nokanbHoOe NpunoXeHne n MoXeT oTobpaXkaTb apXMBHbIE OaHHbIE B
pasnu4yHbIX popmaTax, Takmx Kak TpeHabl U Tabnuubl

Mixed data

. Wonderware Historian

% Administration

'a Configuration Export and Import

@ v oo N0

@ InSight _,“,“4““\;\\1
114V

Query

"-‘ Trend

| | FE.Likidl 1l || AW
“\“f"“\‘.“‘“\““‘11\“\‘w\““\‘ ih
| | |

l Wonderware InTouch

Wonderware System Platform ! { ‘ | | [ | | | | |
L 4 [ 1} ey L3 20 R4 8 I A PR LR B )

| Level_001.PV (Gallons) e

T e we waw T A N Mow
30 DAYS LAST 7 DAYS LAST 3 DAYS YESTERDAY TODAY AS cusTtom

l Wonderware Utilities

L 8 | OF

86 Proprietary and confidential. 10/8/2018
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Lab 13 — KoHdurypupoBaHue u nonyyeHue £ g
courypup y

UMCTOPUYHECKUX AadHHbIX

Proprietary and confidential. 10/8/2018
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Module 7 TpeBoru n coobiTuA



Application Server 2017

Module 7

Section 1:  O630p nogcucTemMbl TPEBOT U COOLITUN
Lab 14: Hactponka n B3anmogencrTesune ¢ Tpesoramu

Russia
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[loacucrtema TpeBOr

Coo06walT 0 CBOUX TpeBorax u coobITuAX

A
4 \

$Area \ @

$WinPlatform

$AppEngine
$DIObject

DISTRIBUTED ALARM MANAGER

Russia



TpeBoru

e CurHanbl TpeBOr reHepupytoTCcsa 00bekTamm

/ 2 e [NpoBangepsbl Tpesor (Alarm providers)
[ | ﬂ NpegocTaBnAT CUrHasbl TpeBor AJs
& BHELUHWX noanucyukos (external alarm

subscribers)

e [locTynHble NOAMUCYNKN TPEBOT NO3BOSISHOT:
e BusyanunsnposaTtb 1 nogTeepxaaTb TPEBOru
e OcyLecTBnAaATb NevyaTb TpeBor

91 Proprietary and confidential. 10/8/2018 .
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[MpoBangepbl TpeBOr

e OObekT $WinPlatform - aBnsietca npoeangepos Tpesor B Galaxy
e OauH o6bekT $WinPlatform moxeT npenoctaensaTb Tpesorn co Bcen Galaxy

e [1lpoBanaepbl TPEBOr MOIYT UMETb OrpaHNYeHNa s 06paboTkM TPEBOr C KOHKPETHbIX
obnacten (areas) Galaxy

L
&S |l

Alarm Viewer

Area

AppEngine

WinPIatformEC: :

Alarm Printer — =—pp
{

Proprietary and confidential. 10/8/2018
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HacTtpouka TpeBor

e [1ns aHanoroBbIx aTpnbyToB
e BKno4nTb TUN CUrHana-TpeBoru
= Limits
= Rate of Change
= Deviation
= Bad Value

e [1na OMUCKpeTHbIX aTpmnbyToB
e BKounTb TUN CUrHana-Tpesoru
= State and Category
= Bad Value

Proprietary and confidential. 10/8/2018

Name: s |

Description: | Close Limit Switch |& @

Data type: Boolean ‘False’ label:
Writeability: Object writeable True' label:
Initial value: [Not Closed v ]

Available features:

| 5 10 "/I | © History ¥

' Bad value alarm ¢! Statistics

® Read ' Read/Write

Read from: | <IODevice>.$Mixer.Inlet1.CLS

-
o (30| o9

e mesae: | melsDescipton [] 9
Active alarm state: =

| Tim desdand s 9

Russia
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KoHdurypauusa TpeBor u coobiTtun Galaxy

e [lononHutensHas obuasa KoHdurypauus TpeBOr MOXET BbITb
BbinonHeHa ans IDE

e Galaxy > Configure > Alarms and Events Configuration

Alarms and Events Configuration X
Alarms:
Severity Description ~ Shelve Historize From Priority Range To Priority Range Image
Crttical O %] 1 250 < El
2 High O 251 500 2 [-]
Medium % = 750 3 ]
4 Low ] 999 A ]
Modes: Events:
Description Image Types Description Historize
d/Disabled ® : System %]
Silenced @ : 2 Application ™
Shelved (™ (= User
Alarm Plant State: Alarm Adomer Options
Description AlamMode Severities to Display Alam States to Display
Enable v Critical [£1 UNACK (Un-Acknowledged)
Maintenance Disable v [ High ACK (Acknowledged)
Startup Silence v ] Medium RTN (Return to Normal)
Shutdown Disable v Low Wﬁ
Testing Silence v
Proprietary and confidential. 10/8/2018 oK " E Cancel i . Russia




B3anmogeucrteue ¢ tpesoramm ¢ nomouwbio Object

Viewer

Object viewer MoXeT 6bITb MCNONB30BaH A4S NPOCMOTPa U

B3aMMOOENCTBUS C TpeBoramu:

e CTtaTycC TpeBoru

e .InAlarm

e .Acked

e .AlarmMostUrgentinAlarm
e B3anmopeuncreue

e .Alarminhibit

e .AlarmShelveCmd

e .AckMsg
e Arperauus TpeBor

e _AlarmCntsBySeverity

. .. W mHOro gpyroe

Proprietary and confidential. 10/8/2018

ﬂObjectViewer
File Edit View Options Help

[m]

X

I Level_001.PV.Hi.AckMsg

Russia

%% w2 H Attribute Reference: ILeveI_OOI.PV.Hi.AdMSg.vaIue zl E
-4 TrainingGalaxy A | Attribute Name | Value I Timestamp | Quality | Status l Security... ] Category' Locked | 1A
X GRPIatform[DKOOENG] PV.ForceStoragePeriod 0 C0:Good Ok Configure ~ Writea... Locked... |
=58 ProdPlatform[DK00Prod] PV.Hi.Acked false C0:Good Ok ReadOnly  Calcula.. Unloc.. E

B8 AppEnginel PV.Hi.AckMsg Acknowledged C0:Good Ok FreeAccess Writea... Unloc.. ¢
i & ControlSystem [Col PV.Hi.AlarmInhibit false C0:Good Ok FreeAccess Writea... Unloc.. E
285 Linel [Production.L PV.H!‘AIarmMode Enable C0:Good Ok ReadOnly Ca{cula... Unloc... ¢
@ Agitator_001 [M PV.H!‘AIarmModeCmd F.nab[e C0:Good Ok FreeAccess Wr!tea... Unloc.. ¢
Al PV.Hi.AlarmShelveCmd Duration=0; Re... C0:Good Ok FreeAccess Writea.. Unloc.. &
@ Inlet] 001 [Mixe | py i AlarmsShelved false C0:Good Ok ReadOnly Calcula.. Unloc.. E
@ Inlet2 001 [Mixe | py Hi AlarmShelveNode C0:Good Ok ReadOnly Calcula.. Unloc.. ¢
-~ @ Level 001 [Mixe PV.Hi.AlarmShelveReason C0:Good Ok ReadOnly  Calcula... Unloc.. ¢
@ Mixer100 [Mixer PV.Hi.AlarmShelveStartTime C0:Good Ok ReadOnly  Calcula.. Unloc.. 1
@ Outlet_001 [Mix PV.Hi.AlarmShelveStopTime C0:Good Ok ReadOnly  Calcula.. Unloc.. 1
@ Pump1_001 [Mi PV.Hi.AlarmShelveUser C0:Good Ok ReadOnly  Calcula.. Unloc.. ¢
@ Pump2_001 [Mi PV.Hi.Category Value Hi C0:Good Ok Tune Writea... Locked.. (
P R PV.Hi.Condition false 3/9/201812:03:... C0:Good Ok ReadOnly  Calcula.. Unloc.. Ew
< > < >
AttributeReference I Value I Timestamp I Quality I Status
Line1.AlarmCntsBySeverity[] 1,1,1,0,1,1,1,0,1,1,00,0 3/2/2018 11:46:28.938 ...  C0:Good Ok
Production.AlarmCntsBySeverity[] 2,3,2,023,2,022000 3/2/2018 11:46:28.938 ...  C0:Good Ok
001.PV.Hi.InAlarm false 3/9/2018 12:05:49.243 ...  C0:Good 0Ok
evel 001.BV,Hi.limit 80,0 37373018 11:46:36.367 ... CO:Good Ok
Acknowledged 3/2/2018 11:46:36.567 ... ~ C0:Good Ok
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CYyeTYUuKM TpeBOr N0 KPUTUYHOCTU

% @A &

1 ‘ Attribute

-4 TrainingGalaxy A
-3 GRPlatform[DKOOENG]
=58 ProdPlatform[DK0ODProd]

-3 AppEnginel
: #3 ControlSystem [Co

AlarmCntsBySeverities 0,0,0,0,0,0,0,0,0,0,0,0
Attribute Name » ]Value

AlarmAggregationStateCmd true
i 0,0,0,0,0,0,0,0,0.)
AlarmCntsBySeverityEnableShe... 0,0,0,0 CHETHNKOB.

AlarmDSCnt 0 y ! Einw o8RRI GBI NTIRYICOERHIT BaxHOCTH

Proprietary and confidential. 10/8/2018

&-§3 Linel [Production.L Alarminhibit false NYECKMIA. BbICO e
] AlarmMode Enable ﬂ-HMM, HU3KUIA

----- ] e T > B BT A A S PE e
""" @ Inlet1_001 [foe AlarmMostUrgentAcked true
""" @ Inlet2 001 [Mixe AlarmMostUrgentinAlarm false $ I%i.ﬁ'éﬁ%%mﬂq&wgbé W‘hﬂ
- @ Level 001 [Mixe | AlarmMostUrgentMode Enable o
----- @ Mixer100 [Mixer AlarmMostUrgentSeverity 0 @%ﬁﬂlﬁ&% bl'&&]’&é/l COCTOAHNE TpeBorM OTHOCUTCA K
..... @ Outlet 001 [Mix | AlarmMostUrgentShelved false | nokarnbHOMY OObeKTY, CyMMa BUTOBLIX 3Ha4YeHun 1-12
.. @ Pump1_001 [Mi AlarmOnCnt 0 \ o 06 6 6
_____ @ Pumpzont v _ | Asmsheinnabiecma e racTy BKIOYaloT BCe aTpmbyThl 0OObEKTOB

armUnAckedCnt W

% R Tomnershirs 005 | B rnpegerniax AaHHOU obnactu

AttributeReference I Value

Linel.AlarmCntsBySeverity[] 1,1,1,0,1,1,1,0,1,1,1,0,0

Production.AlarmCntsBySeverity[] 2,3,20,23,20,2220,0

Level_001.PV.Hi.lnAlarm false

Level_001.PV.Hi.Limit 80.0

Level_001.PV.Hi.AckMsg Acknowledged

Russia



PeXxxnmbl TpeBor

Container

Contain
ed

e AlarmModeCmd
options:
* Enable
* Disable
* Silence

97 Proprietary and confidential. 10/8/2018

Objects HacTpoika pexuma
Area Engble Disable
Container Chgngeable Disable
Contained Chgngeable Disable
Area Enaple Engble
Container Enable Disable
Contained Changeable Digable
Area Enaple Enpble
Container Enaple Engble
Contained Changeable Chrangeable

w

Russia



ApxuBauusa TpeBor

e Korga B o6bekTe engine Mixed data
CKOH(erprpOBaHa apXMBaL"Mﬂ, Bce < 2/15/2018 3:57:58 pm - 2/15/2018 4:11:23 pm >

TpeBorn n cobbITns (camm criydam un h
B3aumogencTeme) byayT coxpaHeHbl i |
B Historian i
e VICTOpUMIO CUrHAMNOB TPEBOT MOXHO -
nonyuuTs Yepes SQL 3anpoc | v \/ \/ v

. MCTOpMI.O CMFHanOB TpeBor TaK>|<e 15:58 15:59 16:00 16:01 16:02 16:03 16:04 16:05 16:06 16:07 16:08 16:09 16:10 1611
MOXHO nony4uTb B Insight, ecnu I Love 00T PV (callons)
aTpubyT apxmBmpyeTcs

|80 DAYS LAST 7 DAYS LAST 3 DAYS YESTERDAY TODAY LAST HOUR CUSTOM

Proprietary and confidential. 10/8/2018

Russia



Lab 14 — HacTpoiika n Bzammonaencreme £ Prao:
P A

C TpeBoramm

Proprietary and confidential. 10/8/2018
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Module 8 YnpaBneHue obbeKTamm



Application Server 2017

Module 8 YnpaBneHne o0 bLEKTOM

Section 1:  9KcnopT 1 UMNOPT O6BLEKTOB

Lab 15:  3OkcnopTupoBaHue 1 UMNOPTUPOBAHNE OOBHLEKTOB
Section 2:  lNpoueccol Galaxy Dump n Galaxy Load

Lab 16: Hactponka ak3emnnsapos ¢ nomouwbto .CSV canna

Russia



JKCnopTupoBaHnue n UMNoOpTUpPoOBaHUue
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JKCNOpT OOBLEKTOB

e OOBbEKTbI MOXXHO 3KCMOPTUPOBATb, BbiOpaB

00OBbEKT u:

e BuibpaTb Export B MmeHto Galaxy

e HaxxaB NpaBow KHOMKOW MbIn 1 BblbpaTb Export
OKCNopT NPOM3BOAHOIO 00bLEKTa TaKkKe
9KCNOPTUPYET OOBLEKT, N3 KOTOPOro OH Obin
MOJTyYeH:

e [lponsBoaHble LWabnoHbI

e OK3eMnnsapbl

MHOXXeCTBO OOBLEKTOB 9KCNOPTUPYIOTCSA B BUAE
ogHoro hanna:

e Copgepxawmecsa o0bEKTbI

e Bcsa Galaxy

Proprietary and confidential. 10/8/2018

|| Galaxy | Edit View Object Window Help

Exit

| e JEL R
& Open 0 | |
Open Read-Cnly i
Close Ctrl+F4
I Save Ctrl+S
Save All
Import »
| Expor V[ Cjectt.. ]
Coenfigure > As Protected Object(s)...
Pd  Galaxy Status All Objects...
Properties..  Alt+Enter Localization »
#¥ Change Galaxy... Script Function Library...
Change User... Galaxy Dump...
Recent Galaxies > DB Dump...
Galaxy Style Library...

bl |

Russia



104

UMnopTt oObLeKkToB

e /iMnopT BbinonHseTca n3 meHto Galaxy

e KOHTpOsSb gencTsnm npu MMnopTe:
e Ecnu obbekT yxe cyulectByeT
e Ecnu obbekT n3 ctapon Bepcum

e OObekTbl M3 HoBOM Bepcumn (2017) He moryT
ObITb UMNOPTUPOBaHLI B bonee ctapyto (2014)

Proprietary and confidential. 10/8/2018

Import Preferences

Objects with same Tagname and Codebase as an existing object
(O Skip: Do not import
(® Ovenwrite objects if the imported configuration version is higher
(O Overwrite objects regardless of configuration version

Base Templates with a different revision number in the Codebase or a different minor version

(O Skip: Do not migrate
(® Migrate
Objects with same Tagname but with a different Codebase
(® Skip: Do not import
(O Rename object in Galaxy
(O Rename importing object
Append to object name:

Template Protection Change Management
Never overwrite an unprotected object with a protected object

Russia

Cancel



Lab 15 — 9kcnopTupoBaHue )zo min

N UMNOPTUPOBaAHUE OOBLEKTOB

Proprietary and confidential. 10/8/2018
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Galaxy Dump

H -2 - Mixer [Read-Only] - Excel ? @ - O %
HOME = INSERT  PAGELAYOUT  FORMULAS ~ DATA  REVEW  VIEW Wondenware student ~ [
e . .

TR TR L - EWapTea Genert ] A i é: radl |
Paste BIu-|H. &-A- = Merge & Center = $ ~ % » %8 £ Conditional Formatas Cell Insert Delete Format _ Sort& Find&

- Formatting~ Table~ Stylesw  ~ - + L Filter~ Select~
Clipboard f Font ] Alignment & Number [ Styles Cells Editing ~
Al v i ﬁ ; Created on: 2/23/2018 3:13:48 PM from Galaxy: TrainingGalaxy v

A | B C D E E G H | J K L M N o P Z
1 |; Created on: 2/23/2018 3:13:48 fM from Galaxy: TrainingGalaxy
2
3
4 |:TEMPLATE=SMixer
5 |:Tagname Area SecurityGi Ce iner C inec ShortDesc i ion UDAs ion CmdData UserAttrD Alarm.Cor Alarm.Cor Alarm.Cor Alarm.C¢
6 |Mixer100 Linel Default None <UDAInfo:<Extensio <CmdDatz <AttrXML/---Auto---  FALSE FALSE Duration
74
8 :TEMPLATE=$Mixer.Agitator
9 |:Tagname Area SecurityGi C i C i ShortDesc i ion UDAs ion CmdData CMD Speed.SP UserAttrD CMD.Inpu CMD.Dif
10 |Agitator_001 Linel Default Mixer100 Agitator None <UDAInfo:<Extensio <CmdDate FALSE 0 <AttrXML/---Auto---  FALSE
1
12 |:TEMPLATE=$Mixer.Inletl
13 :Tagname Area SecurityGi Container Containec ShortDesc i ion UDAs ion CmdData CMD UserAttrD OLS.Input OLS.Inver: CMD.Ou
14 |Inlet1_001 Linel Default Mixer100 Inletl None <UDAInfo:<Extensio <CmdDate FALSE <AttrXML/---Auto--- FALSE ---Auto--
15
16 |:TEMPLATE=$Mixer.Inlet2
17 :Tagname Area SecurityGi Container Containec ShortDesc i ion UDAs ion CmdData CMD UserAttrD OLS.Input OLS.Inver: CMD.Ou
18 |Inlet2_001 Linel Default Mixer100 Inlet2 None <UDAInfo:<Extensio <CmdDatz FALSE <AttrXML/---Auto--- FALSE ---Auto-{
19
20 |:TEMPLATE=$Mixer.Level
21 |:Tagname Area SecurityGi Container Ce inec ShortDesc i ion UDAs ion CmdData UserAttrD PV.InputS PV.DiffOuPV.Deadb PV.Outp
22 |Level_001 Linel Default Mixer100 Level None <UDAInfo: <Extensio <CmdDatz <AttrXML/ ---Auto---  FALSE 0---
23 i
24 |:TEMPLATE=$Mixer.Outlet
25 :Tagname Area SecurityGi C i C i ShortDesc i ion UDAs ion CmdData CMD UserAttrD OLS.Input OLS.Inver: CMD.Ou
26 Outlet_001 Linel Default Mixer100 Outlet None <UDAInfo:<Extensio <CmdDate FALSE <AttrXML/---Auto--- FALSE ---Auto--
27
28 :TEMPLATE=$Mixer.Pumpl
29 :Tagname Area SecurityGi C i C i ShortDesc i ion UDAs ion CmdData CMD UserAttrD CMD.Inpu CMD.Diff( CMD.Inv
30 [Pump1 001 Linel Default  Mixer100 Pumpl None UDAInfo! io <CmdDate FALSE <AttrXML/---Auto--- FALSE FALSE| |~
| Mixer ® | ] ]

Proprietary and confidential. 10/8/2018
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Galaxy Dump

e Galaxy Menu > Export > Galaxy Dump | Galaxy | Ect View Qbject Window Help |
. ([ New » WK XE %
e Bcsa Galaxy akcnoptupyetca B .CSV chann 1@ oper g | .
e Right-click > Export > Galaxy Dump Open Read-Only 5
e TonbKo BblIbpaHHbIE 9K3EMMNAPbl O6HLEKTOB i R
o < = Save Ctrl+S
e Cospaet pegaktnpyemoln .CSV pann Tonsko e
Ans WwabnoHos e z
e JlioOble 3abnokmpoBaHHble NapameTpbl aTpubyTa He | Export »|  Objectls)..
OyayT yactbto .CSV dhanna Configure , As Protected Object(s)...
P Galaxy Status All Objects...
Properties...  Alt+Enter Localization »
# Change Galaxy... Script Function Library...
Change User... Galaxy Dump...
Recen_t_ Galaxies » DB Dump...
Ei Galaxy Style Library...
X1t —

Proprietary and confidential. 10/8/2018
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Galaxy Load

e Galaxy Menu > Import > Galaxy Load
e [lencteus Ans paspeLlleHns KOHIIMKTOB

108

Galaxy | Edit View Object Window Help

Galaxy Load Conflict Resolution

New »
& Open Ctrl+0
Open Read-Only. (O Replace entire instance
Close Ctrl+F4 (® Only update changed attributes
[ Save Ctrl+S O Skip
Save All - (O Stop Galaxy Load
[ import v & objects).. Mot
Export 2 Script Function Library... Select a method for dealing with pre-existing instances
Configure N Client Control... during the Galaxy Load process.
a Galaxy Status Localization »
Properties..  Alt+Enter Galaxy Load... I oK I I Cancel
» thange Galaxy... DB Load...
Change User... Galaxy Style Library...
Recent Galaxies » ArchestrA Apps..

Proprietary and confidential. 10/8/2018
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Lab 16 — HacTpoiiKa 3K3eMnnsipos £ Phaoi
p p

c nomouwbio .CSV cdanna

Proprietary and confidential. 10/8/2018
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Module 9 Be3onacHoOCTb



Application Server 2017

Module 9 Be3onacHOCTbL

Section 1:  O630p noacucteMbl 6e30NacHOCTH
Lab 17: Hactpownka 6e3onacHocTu

Section 2: 3awuTta obbekToB
Lab 18: Peanusauusa 3awwmnTtbl 0OBbEKTOB

Russia
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NMoacucrtema 6e3onacHOCTU

Security
Classification
s

Proprietary and confidential. 10/8/2018

Development
Security

Development
Testing
Troubleshooting
Environment

Security
Groups

Russia
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KoHTponbHbIM XXypHan 6esonacHoct N \
Security Audit Trail W

e Galaxy reHepupyeT coObITUe AN KaXKaon 3anucu B atpubyT, CoOBEpLUEHHOW Nonb3oBaTenem

e CobbITus apxusupytotcsa Ha cepBepe Historian
e [1nsa BLICOKOCKOPOCTHOW KOHbuUrypaummn goctyneH 3anpoc Events B 6a3e gaHHbIX runtime

Proprietary and confidential . 10/8/2018 e
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PeXnmbl ayTeHTU(pPUKaumm

e None
e Het 6e3onacHocCTH

e Galaxy
e llcnonb3yeTtcsa nokanbHas koHpurypauma Galaxy ans
co3jaHus 1 ayTeHTUdMKaLum nonb3oBaTenen
e OS-User Based

e Bknoyaet aBTopusaumio nonb3osartenen OC ans
TOro, YTo 6bl BOCMOMNb30BATLCA CUCTEMOMN
ayTeHTUdMKaLUM onepaLoHHON CUCTEMbI C
NPUBA3KOM K KOHKPETHbIM Nornb3oBaTensam

e OS-Group Based

e Bkntoyaet aBTOpM3aLMIO 4N NoNb3oBaTenen Ha
ocHoBe rpynn nonb3osatenen OC

Proprietary and confidential. 10/8/2018

Authentication Mode | Security Groups | Roles | Users |

@ Select the Authentication Mode of the Galaxy

Authentication Mode
(®) None
O Galaxy
O 05 User based

O 05 Group based

Note

@ Current Authentication Mode is None

| | conce

Russia
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Security groups

e ObecneymBaeT conocTaBrieHne OObEKTOB C
onpeaeneHHbIMK rpynnamm 6e30nacHoCcTu

e [lanee rpynnbl oTobpaxarTcsa BO BKNaaKe
Roles ang ynpaBneHusa yHKUNMOHANbHbLIM U
ornepaunoHHbIM JOCTYNOM K O6bekTam

115 Proprietary and confidential. 10/8/2018

:B Configure Security

Authentication Mode ~Security Groups  Roles  Users

.
@ Define the available Security Groups forthe Galaxy

-+

Security Groups available:

Objects for Security Group 'Linel":

& ControlSystem
& Default

b=

Sline2

Agitator_001
Inlet1_001
Inlet2_001
Level_001

Mixer 100
Outlet_001
Pump1_001
Pump2_001
Temperature_001

Russia




Security Roles

e OS GROUP — Ponu nmnoptupytoTcs s

nokarnbHON NN OMEHHON NONMUTUKA
©e3onacHOCTU

e PonsiM HasHavaloTca paspeLueHmns
e |IDE

e SMC
e Operational
= Security Groups

116 Proprietary and confidential. 10/8/2018

@ Configure Security

Authentication Mode  Security Groups  Roles

@ Define the Security Roles of the Galaxy

Roles available:

~ General permissions:

Role Access level - [J1DE Permissions
. ~-[[]Can Start the IDE

® Administrator 9999 it S e
ﬁ Default o - [mporting and Exporting

s - = +-[_]General Configuration
& LKFV\pprcah.nn Adminis... 0 #1-[]System Configuration
3. LKF\Application Develo... 0 +-[_]DeviceIntegration Objects
ﬁ LKF\Plant Maintenance 1 0 #-[_] Application Configuration
g LKF\Plant Operators 1 0 #-[_JFramework Configuration
B [KF\Plant Operators2 0 - JUser Configuration
a LKF\Plant Supervisors 1 0 £ DDep!oyment Permissions

=-[[]SMC Permissions

#- (] Graphic Management Permissions
&) I:‘Manage Alarm Strategy

[[Jcan Start the SMC
-[[Jcan start/Stop Engine Platform
[[Jcan write to GObject Attributes using Obje

>

Operational permissions:

[pefault
[Ctine1

[CJcontrolsystem

[:lLine 2

ok | Cancel

Russia



Lab 17 — HacTtpouka 6esonacHocTu

Proprietary and confidential. 10/8/2018
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3awmTta o6 bLEeKToB

@ $Mixer.Agitator L 2 B x
Attributes  Scripts  Object Information
ZIUNOICIONTIO i
[/ Inherited [ ] User extended Desarption: | Agitator Command a8 @
Search Current Attributes (Ciri + E) | Data type: E Boolean 'False’ label: | Stop [? FreeAccess
: |_ '
Attributes Writeability: User writeable "True' label: | Start | 9 Operate ’:
o N '@ SecuredWrite

€MD [$Motor] [B) @ 7] i b Inital value: |Stop @ VerifiedWrite
Agitator Command s

Available features: W Tune
[8f PV [$Motor] , - 9 Confi

. » » p_— ¥ Configure
s A 1/0 | " History 73] state alarm P :
k| Speed.pv . . = ViewOnly
Agitator Speed
= ' Bad value alarm .. Statistics Log change
-] Speed.sp o
P — 3
4 of 107 displayed. 1 selected. || (BT LY

Proprietary and confidential. 10/8/2018
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e

=

FreeAccess — Jltobon nonb3oBaTenb MOXET NUcaTb 9T aTpubyThbl 4N BbINOSIHEHNA 3a4au
6e30nacHOCTU NN KPUTUYHBIX KO BPEMEHU, KOTOPbIE MOTYT ObiTb 3aTPYAHEHbI N3-3a
HecBOEBPEMEHHOIo BXoA4a B cuctemMy (Hanpumep, npekpatlieHne HeygadyHoro npouecca). Ot
nonb3oBaTens He TpebyeTca Kakmux-nmbo npmBunernin.

Operate — OnepaTopbl 3anNUCbIBAlOT 3TN aTPpUbYTbl BO BpeMSI OBbIYHbIX eXXeaHeBHbIX ornepaunn. K
TakUM OTHOCSITCA NpaBKa YCTaBOK, 3aMnUCb BbIXOAHbLIX 3HAYEHUIN, KOMaHAbl yCTaHOBKaM M T.1.
Takne gencrtausa TpebytoT, YTO Obl NoNb3oBaTesb OblN Ha3Ha4veH rpynne 6e3onacHOCTN O6BLEKTOB, C
KOTOpPbIMK OH paboTaeT — 3TO AaET npasa Ha 3arnuchb.

Secured Write — Onepatopbl 3an1cbIBatoT Takne atpubyTbl Npyu HoOpMarbHOM B3anMOAENCTBUN C
BbICOKO3aLLMLLEHHbIMM O6bEeKTamMu, NPy 3TOM 3anpallnBaeTcs NoBTOpHas ayTeHTudukauus. Tak
Xe TpebyeTca, 4To 6bl Nonb3oBaTenb 6bi1 HasHayYeH rpynne 6e3onacHOCTN AaHHbIX 0ObHLEKTOB.

Verified Write — Onepatopbl 3anucbiBatoT Takne atpubyTbl Npy B3aMMOAEeNCTBUN C OYEHDb
3awmuweHHbIMm obbekTamu. B uenom aHanornyHo Secured Write, Ho TpebyeTcsa ayTeHTUpukaumns
BTOPOro Nnofb3oBaTens, KOTOPbIN Tak Xe AOMKeH OblTb Ha3HayeH rpynne 6esonacHoOCTM ongd

JaHHOro obbekTa.
w e/

Russia
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¥ e Tune — 3anunckb B Takme aTpubyTbl CUMTAETCHA «HACTPOMKon». MNpumepamm aBnaoTca aTpmbyT,
KOTOpbIE perynupyoT yctaBku TpeBor, napameTpbl [NMN-perynatopos v T.n. TpebyeT, 4To Obl
nonb3oBaTesib Obin Ha3HadeH rpynne 6e3onacHOCTU Ans AaHHOro obbekTa.

v'e Configure — 3annck B Takne atpnbyTbl CYUTAETCSH 3HAYNTENBHBLIM U3MEHEHNEM KOHUrypaumu;
Hanpumep, pernctp MNJ1IK nomeyeHHbIn kak Discrete Device input. TpebyeT, 4To 6kl NoNb30BaTenNb
Obln HasHa4veH rpynne 6e3onacHoOCTM AN AaHHOro ob6bekTa, a Takke YTO Obl OObEKT UMETT
Tekywee coctosiHne OffScan.

=/ o Read-Only — aTpubyTbl HMKOrAA HE MOryT ObITb 3anncaHbl B runtime, BHe 3aBUCMMOCTM OT NpaB
nonb3oBaTens.

w 2
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Application Server 2017

Module 10 BeBepneHune B QuickScript.NET

Section 1: BBegeHue B ckpunTbl

Lab 19: [Jo6aBneHue pyHKUMM aBTOMaTUYeCcKoro nepenoakntodeHmsa B 06bekT DDESuiteLink Client
Section 2:  [lepeMeHHble U KOHTPOSbHbIE BblpaXXeHns

Lab 20:  Scripting Valve Status

Lab 21:  Scripting Custom Alarms
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Bknaaka Scripts ona o6bLeKkToB

e Cnncok ckpunToBs
e Scripts

= CkpunTbl, OnpegeneHHble Ang 4aHHOro
wabnoHa unu aksemnnspa

e Inherited Scripts
= CKpunTbl U3 pOANTENBLCKOrO LWabnoHa

Proprietary and confidential. 10/8/2018

$gDDESuiteLinkClient
General Topic Attributes Scripts  Object Information

«) Script name: Disconnect.Monitor

Scripts:
Name ¥ St

Disconnect.M...
Reconnect

Inherited scripts:
Name St

On Ex Of sh

X X
X

on Ex Of sh

i

=

Aliases:

Declarations:

G? B x

Configure execution order

a
&

Scripts: Execution type: -l:;xecuhe v v E A

Basics 3

Expression: |Me.ConnedionStalus <>2

Triggertype: |OnTrue v| Quality changes
Trigger period:|00:00:00.0000000 a [[JRuns asynchronously
Deadband: 0.0 =] Timeout limit: o ms
[JHistorize script state a [JReport alarm on execution error

Priority:

1 Me.Disconnect.Cnt = Me.Disconnect.Cnt + 1;

Russia
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Bknaaka Scripts ona o6bLeKkToB

° Aliases $gDDESuiteLinkClient G? B x

General Topic Attributes Scripts  Object Information

Scripts: Aliases:

NMPUMEHAKTCA K CKPUMTbI, HAa4 KOTOPbIM Bbl Neme ¥ St on Ex Of sh

Declarations:

e Co3gaeT 1 N3BMEHSIET NCEBAOHMMbI, KOTOPbIE B SNt iome. DiscsncitHeshis CU—‘nﬁ we execution order
=}
=}

pa60TaeTe Em.m... ; i [ Scripts: Execution type: |Execute v v 8 %

e Jlornyecku onucaHHble MeHa Ans ANUHHbIX i Cr—— =

CCbIJ10K, KOTOpPbIE Bbl moxeTe ncnonb3oBaTh B Trigger type: | Onrue v Quality changes
CKpl/II'ITe, yTo 6b| CﬂeﬂaTb ero 60]'Iee Trigger period: 00:00:00.0000000 a8 DRmsasyndvamsly

Deadband: 0.0 a Timeout limit: o ms

YNTaAEeMbIM [Historize script state a [JReport alarm on execution error
. Priority:
e Declarations

e [lpenocTtaBnsieT mecTto Angd ob6bsaBnNeHus
nepeMeHHbIX, Hanpumep [DIM MyArray[1] as
FLOAT];

[NepeMeHHble cyLecTBYOT OT 3anycka o
BbIKMOYEHUS OObeKTa U MOTyT
MCNoNb30BaTbCS AN XPaHEeHUS AaHHbIX,
COXpaHseMbIX OT O4HOro BbI30Ba CKpunTa 40
ApYyroro
e OnpeaeneHbl TONbKO B CLiEHapuK, B KOTOPOM e
OHM 06bsABMEHDI (NOKanbHbI)

Proprietary and confidential. 10/8/2018

& DD D DD

o

Inherited scripts: 1 Me.Disconnect.Cnt = Me.Disconnect.Cnt + 1;
Name St On Ex Of sh
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Bknaaka Scripts ona o6bLeKkToB

° BaSiCS gnowuww - - G ? B x
General Topic Attributes Scripts  Object Information
e [lpenoocTaBnseT HAaCTPOWKK, rae Heobxoammo « Script name: _ Disconnect Honitor Confiaure execution order
yKasaTb BbIpaXXeHue, YCroBus 3anycka u o o et - 2
,D,pyrl/le napamMeTpbl pa6OTbI CKpunTta B z’:::’n::z" - B Execution type: [Beeie T v ] 8o
runtime s .
Expressi [Me. Connecti s <>2 B &
) Scnpt Ed]tor Trigger type: | Onrue v| Quality changes @
Trigger period: 00:00:00.0000000 a8 [[JRuns asynchronously g
e [lokasbiBaeT HenocpeaCTBEeHHO «TeJ1o» Deadband:  [0.0 a Timeout limit: o ms 4
CKp nnta [Historize script state =) [JReport alarm on execution error (3
Priority: ﬁ‘fj
foa
Inherited scripts: 1 Me.Disconnect.Cnt = Me.Disconnect.Cnt + 1;
Name St oOn Ex Of sh

126 Proprietary and confidential. 10/8/2018
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Tunbl BbINOMTHEHUSA CKPpUNTOB

OnScan
/ \ « Data Change
* Periodic

Start up
@ * OnTrue
Execute
* OnFalse
Shutdown ]
* WhileTrue

\ / « WhileFalse
OffScan

Russia



Tunbl TpUrrepos

Script 1 -
WhileTrue
Every
500ms

Script 2 -
OnTrue

Script 3 -
WhileTrue
Every
500ms

Script 4 -
OnTrue

Script 5 -
WhileTrue
Every 18s

Script 6 -
OnTrue

128 Proprietary and confidential. 10/8/2018

10 seconds

Scan0

10 seconds

Scan1

™ WhileTrue

10 seconds
Scan2

™ whileTrue

M OnTrue

10 seconds
Scan3

10 seconds
Scan...n

™ WhileTrue

M WhileTrue

M WhileTrue

M whileTrue

Izr OnTrue

M OnTrue

M WhileTrue

M whileTrue

Izr OnTrue

M OnTrue
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OTHOCUTErNbHbIE CCbISIKK

Schneider Electric

[ MyContainer

MyArea

[ MyEngine

[ MyPlatform

— Software — Proprietary and confidential. 10/8/2018

£ mode

=l 4@ TrainingGalaxy

- [(3) UnassignedArea
B~ §}f ControlSystem
{6 ABAppEngine
£6% ABAppEngineDI
(& GRPlatform
InControl
-} Discharge
Bl 44 Intake
i e @ HeatBx_001
B~ §}f Production
= 4§ Line1[Line1]
- @ Mixer_001
- @ Agitator_001 [ Agitator ]
---- @ Inlet1_001[Inlet1]
- @ Inlet2_001 [ Inlet2 ]
----- @ LIT_001[LIT]
- @ Outlet_001[ Outlet ]
----- @ Pump1_001[Pump1]
----- @ Pump2_001[Pump2]
----- @ TT001[TT]
= 4 Line2 [ Line2]

- @ Mixer_000
----- @ Agitator_002 [ Agitator ]
----- @ Inlet1_002[Inlet1]
----- @ Inlet2_002 [ Inlet2 ]
----- @ LIT_002[LIT]
----- @ Outlet_002 [ Outlet ]
----- @ Pump1_002[Pump1]
----- @ Pump2_002 [ Pump2]
----- @ TT_002[TT]
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Lab 19 — [lo6aBneHue cpyHKUNN )15 min

aBTOMaTU4eCKOro nepenoaknoyeHus
B 00beKT DDESuiteLink Client

Proprietary and confidential. 10/8/2018
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OCHOBHbIe CTUJIU U CUHTAKCUC

> |F-THEN-ELSE

Proprietary and confidential. 10/8/2018

If <boolean_expression1> then
[statement1;]

Elself <boolean_expression2> then
[statements2;]

Else 1 If (Me.OLS and not Me.CLS) then
. 2 Me.PV = "OPEN";
_ [statements3;] . ——
Endif; 4 (not Me.OLS and Me.CLS) then
5 Me.PV = "CLOSE";
6 Elseif
7 (not Me.OLS and not Me.CLS) then
8 Me.PV = "TRAVELING":
S Else
10 Me.PV = "MALFUNCTION":
11 EndIf;

Russia
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OCHOBHbIe CTUJIU U CUHTAKCUC

> FOR and WHILE statements

FOR-EACH-IN-NEXT
for gack <shjectexprésisiess ito <amild ctivprasisiect> [step <change_expression>]
[statements;]
[exit for;]
[statementy;]

| next;

1 dim sr as System.IO.StreamReader;

2 sr = System.IO.File.OpenText ("c:\MyFile.txt");

3 while sr.Peek() > -1 ray is one
4 LogMessage (sr.ReadLine()); rayis two

while <boolean_expression>
[statements;]

. - 5 endwhile; ray is three
Eei(ltt Whllei] ] 6 sr.Close():
statements; EEsT T
endwhile: Script_Test.read: this is an example for using the While| ™"’
\. ’ Script_Test.read:

Script_Test.read: read this line

132 Proprietary and confidential. 10/8/2018 .
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OG6paboTka ucknro4veHun: Try-Catch Statement

'code 1 'code 1
try
'code code
catch catch
'code 'code
endtry; endtry 1
'code 'code 1

Russia



O6paboTka ucknr4veHun: Try-Catch Statement

> Try-CATCH

Proprietary and confidential. 10/8/2018

try

catch

endtry;

[try statements;]

[catch statements;]

1 try

2 dim sr as System.IO.StreamReader;

3 sr = new System.IO.StreamReader ("C:\docl.txt");
4 Me.Result = sr.ReadLine():

5 sr.Close();

6 catch

7 LogError ("Could not open file.");

8 LogError (error):

9 'Create new files

10 dim sw as System.IO.StreamWriter;

11 sw = new System.IO.StreamWriter ("C:\docl.txt");
12 sw.WriteLine ("Default value");

13 sw.Close():

14 Me.Result = "New file got created";

15 endtry:|

Russia



OdonornHuTenbHble BO3MOXHOCTU

e [loctyn k .NET Framework

e Vimnopt omnbnuotek .NET
Iz Qalaxylgdit View Object Window Help |
: New » |WEE | XE 8 E s
i{(& Qpen Cul+0 v 2 x|| @ $valve
Open Read-Only. a z E;p
Close Ctrl+F4
i Save Ctrl+S Scripts:
Save All Name ¥
Import v [E objectrs)..
Export 4 Script Function Library...
Configure » Client Control...
E Galaxy Status Localization »
Properties..  Alt=Enter Galaxy Load... en ‘ I 28 | |
) '
# Change Galaxy... DB Load...
Galaxy Style Library...
e
qlServer.Server.SqlUserDefinedAggregateAttribute

e’

Proprietary and confidential. 10/8/2018
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Lab 20 — Scripting Valve Status

Proprietary and confidential. 10/8/2018
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Lab 21 — Scripting Custom Alarms

Proprietary and confidential. 10/8/2018
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bonbwe nHdopmauum B Scripting.pdf

> C:\Program Files (x86)\ArchestrA\Framework\Docs\1033\Scripting.pdf

&P common Scripting Environment
g Script Editing Styles and Syntax
P Required Syntax for Expressions and Scripts
i Simple Scripts
P Script Execution Types
[P Run-Time Client Script Behavior
[P Working with QuickScript Editor Features
&P QuickScript NET Functions
[P script Functions
# [P QuickScript .NET Variables
e QuickScript .NET Control Structures
efp QuickScript .NET Operators
eff Sample QuickScript .NET Scripts
P Sample Scripts
P Accessing an Excel Spreadsheet Using an Imported Type Library
P Accessing an Excel Spreadsheet Using CreateObject
g Accessing an Office XP Excel Spreadsheet Using an Imported Type Library
F Calling a Web Service to Get the Temperature for a Specified Zip Code
g Calling a Web Service to Send an E-mail Message
g Creating a Look-up Table and Doing a Look-up on It

g Creating an XML Document and Saving it to Disk

Proprietary and confidential. 10/8/2018

P Executing a SQL Parameterized INSERT Command

P Filling a String Array and Using It

P Filling a Two-Dimensional Integer Array and Using It

P Formatting a Number Using a .NET Format ‘Picture’

P Formatting a Time Using a .NET Format 'Picture’

P Getting the Directories Under the C Drive

P Loading an XML Document from Disk and Doing Look-ups on It
[P Querying a SQL Server Database

s Reading a Performance Counter

[P Reading a Text File from Disk

P Sharing a SQL Connection or Any Other .NET Object

[P Using DDE to Access an Excel Spreadsheet

s Using Microsoft Exchange to Send an E-mail Message
[P Using Screen-Scraping to Get the Temperature for a City
P Using SMTP to Send an E-mail Message

[P Writing a Text File to Disk

P Dynamically Binding an Indirect Variable to a Reference
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Pe3epBHOe KOonnpoBaHue U
Module 11 BoccTtaHoBneHue Galaxy



Application Server 2017

m Pe3epBHOe kKonnpoBaHue n BocctaHoBrieHue Galaxy

Section 1: PesepBHoe KonupoBaHue 1 BoccTaHoBreHne Galaxy
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Pe3sepBHoe konnpoBaHue Galaxy

§# ArchestrA System Management Console (DKODENG)

> @) Historian
System Management Console e
e Galaxy Database Manager PP —
> [ Operatii’ S er
e Galaxy Backup s ] LogVier  Restore
= [pu 3anycke pe3epBHOro KOMMPOBaHMS > B Platfon . 3
HUKaKue gpyrme npurioxXeHna He MoryT =
3anwucelBaTh B y3en GR By
= [Mepen BbINOMHEHWEM OnepaLun Pe3epBHOTo Help
KONMpoBaHusi yb6eamTech, 4to He ByayT
BbIMOJTHATLCA HUKaKUe gpyrme onepauumm :
Bﬂ Backup Galaxy Repository X
sanvcn B Savein: I Documents L] - &k B~
Name . Date modified Type
Quieka*cous Custom Office Templates 2/23/2018 5:12PM  File folder
SQL Server Management Studio 2/27/2018 8:34PM  File folder
- Visual Studio 2010 11/1/2017 %:44 AM  File folder
Desktop [ TrainingGalaxy 1/23/2018 1213PM  Cabinet Fi
'ﬂ
Libraries
This PC
Nétwork
< >
File name: ITrainingGaiaxy_Backup j Save
Saveastype: |Backup files ("cab) | Cancel
141 Proprietary and confidential. 10/8/2018
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BoccTtaHoBneHue Galaxy

System Management Console

e Galaxy Database Manager
e Galaxy Restore

= Korpga Bbl BoccTaHaBnmBaeTe 6asy AaHHbIX U3
pe3epBHOM konuun, nNobas nHpopmams,
coxpaHeHHasi B 6ase gaHHbIX nocne
BbIMOMHEHNSA PE3EPBHOIO KOMMPOBaHUS,
nepesanncbiBaeTCca BOCCTaHOBIIEHHOM
nHopmaumnen

* Bcs nHdopmaums nocne BbINOSHEHWS
onepaunmn He coxpaHsieTcs

= JlioBble TpaH3aKLUuKW, BbINOMHAEMble Npu
pe3epBHOM KOMUPOBaHUKN, OTKaTbIBAKOTCS
Hasapg

Proprietary and confidential. 10/8/2018

§@ ArchestrA System Management Console (DKODENG)

5 [ Historian

v [B] Galaxy Database Manager

& TrainingGalaw

> Operations Inte Backup

> Log Viewer Restore

> Platform Mana¢
View >
Export List...

Help

Pe3epBHble KONnu 13 ctapou
Bepcumn (2014) He moryT ObITb
BOCCTaHOBSEHbI B boree HOBOM
(2017)

Russia



Ucnonb3oBaHue 63kana Galaxy B kauectBe Galaxy Type

e ®ann 63kana Galaxy (.cab) MOXeT MCNONb30BaTbLCA ANt CO30aHUS HOBbIX MPOEKTOB

e CkonuposaTb hann .cab B C:\Program Files (x86)\ArchestrA\Framework\Bin\BackupGalaxies

1 = | BackupGalaxies

Home Share View

v 3 Quick access
[l Desktop
& Downloads
Documents
[&] Pictures
1033
. Modbus Simulation 2015-02-18

143 Proprietary and confidential. 10/8/2018

LR TR T S

A~
Name

Migrate

Temp_Association
Base_InTouch.cab
Default.cab
] Default_EMPTY.cab
Eﬂ Reactor_Demo_InTouch.cab
@ TrainingGalaxy.cab

Date modified

12/4/2017 3:39 PM
11/1/2017 10:48 AM
11/18/2017 4:25 AM
11/18/2017 4:25 AM
11/18/2017 4:25 AM
11/18/2017 4:25 AM
3/9/2018 3:16 PM

& = ~v 4 > ThisPC > LocalDisk (C:) » Program Files (x86) > ArchestrA > Framework > Bin > BackupGalaxies

Type

File folder
File folder
Cabinet File
Cabinet File
Cabinet File
Cabinet File
Cabinet File

Size

94,695 KB
182,406 KB
126,109 KB
112,277 KB
137,303 KB
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Ucnonb3oBaHue 63kana Galaxy B kauectBe Galaxy Type

e [locne ckonnpoBaHHbIN dhann ByaeT onpeneneH kak Galaxy Type ansa cosgaHmsa HOBOM
Galaxy

GR node name: |DKO0Eng v ] D Connect ‘

[

F‘l\\nj OAOOOA L . ol l
New Galaxy X New Galaxy ...
=R 1
! Delete Galaxyil
GR node name: IDKOOEng & | Vﬁ‘
Galaxy type: Default.cab v e
: Cancel ]
Base_InTouch.cab L ~~~~~~~~ —
Default.cab
Default_EMPTY.cab
Reactor Demo_InTouch.cab

TrainingGalaxy.cab

Proprietary and confidential. 10/8/2018
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@, g 7 @

WW Alarm Adviser WW Application WW ArchestrA WW Device Integration Servers WW Dev Studio WW Development WW EBS
Server IDE (formerly DA Server) Studio Online
WW InTouch WW InTouch WW InTouch WW InTouch WW InTouch WW InTouch WW IntelaTrac WW Intelligence
Access Anywhere Machine Edition oMl WindowMaker WindowViewer

-
-

WW MES, Operations, WW Recipe WW InBatch WW System WW License WW Historian wWw H.istorian WW Information

Platform Server Client Server

Performance, & Quality Manager Plus
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WW SCADA Alarm WW Skelta BPM WW Prometheus WW QI Analyst
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'ﬂ‘ Wonderware
Alarm Adviser
Wonderware
Historian

D ,) Wonderware
-

e IntelaTrac

Wonderware

InTouch OMI

Wonderware
Application
Server

Wonderware

Historian
Client

®

@ Wonderware
Intelligence
0=0 g

Wonderware

InTouch
WindowMaker

D

Wonderware
ArchestrA IDE

Wonderware

InBatch

Wonderware

InTouch

Wonderware

InTouch
WindowViewer

©

i\

Wonderware
Corporate
Energy
Management

Wonderware

InduSoft

Wonderware

InTouch
Access Anywhere

- Wonderware
m— I License Server

Wonderware

Device
Integration
Servers

Wonderware

Information
Server

Wonderware

InTouch
Machine Edition

Wonderware

Prometheus
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Wonderware Wonderware Wonderware Wonderware |' ' Wonderware
MES MES Software MES Software MES Software \/ ] Ql Analyst
Operations Performance Quality

Wi I Wonderware I_
g:‘(d:?;)ge & Remote & Wonderware Wonderware VS\Iondérware
Manager Plus | gis}ggtgse | SCADA Alarm Skelta BPM Pyasﬂ%Tm
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