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BcTpoeHHbIe MeTOAbI
be3onacHocTn CYB/ Oracle

Virtual Private Database (VPD) — cpeacTea pasrpaHnyeHud
OOCTyna K AaHHbIM Ha YpOBHe CTPOK (B Bepcun 10g — 1 Ha
YPOBHE KOJTOHOK) 1 BO3MOXXHOCTb MOSfb30BaTernto
opraHu3oBaTb PaboTy TOMbLKO C BUPTYyasribHOM
pernamMmeHTMpoBaHHOW YacTbio AaHHbIX, @ HE C peasibHOW
©a3on oaHHbIX;

Oracle Advanced Security (OAS) — LUMPOKNI KOMMJIEKC CPEACTB
ayTeHTndukaumm n odbecrie4eHnsi ceteBom 6e3onacHoCTH, B
KOTOPOM OCYLLECTBNAETCA Noaaep’kka 3allnLleHHbIX
NPOTOKOJI0OB Nepenayn gaHHbIX, B TOM Yucre SSL;

Oracle Label Security (OLS) — cpencTea, aHanorundHole VPD, HO C
BO3MO>XHOCTbIO MPOBEPKU YPOBHA AOCTYMNa Nofib30BaTeNS;

Fine Grained Audit Control (FGA) — cpeacTtBa noapobHoro
ayauTa;

LUTaTHble cpeacTBa Oracle + eToken — ABYyXdbakTopHas
ayTeHTudmKaumna c npuMmeHeHneM UMPpPoBbIX CEPTUPUKATOB
cTaHaapTa X.5009.
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AyOuT OEeUCTBUN
Nnorb30oBaTenen

SQL> select name_ value from v8parameter

where name like 'audit%';

NAME

VALUE

audit_trail

audit_file_dest

AUDIT_OPTION

DB

?/rdbms/audit

SUCCESS FAILURE

CREATE ANY CLUSTER
CREATE ANY INDEX
CREATE ANY INDEXTYPE
CREATE ANY LIBRARY
CREATE ANY PROCEDURE
CREATE ANY SEQUENCE
CREATE ANY TRIGGER
ALTER ANY CLUSTER
ALTER ANY INDEX

ALTER ANY INDEXTYPE
ALTER ANY LIBRARY

ALTER ANY PROCEDURE
ALTER ANY SEQUENCE
ALTER ANY TRIGGER
EXECUTE ANY INDEX
EXECUTE ANY LIBRARY

BY ACCESS BY ACCESS
BY ACCESS BY ACCESS
BY ACCESS BY ACCESS
BY ACCESS BY ACCESS
BY ACCESS BY ACCESS
BY ACCESS BY ACCESS
BY ACCESS BY ACCESS
BY ACCESS BY ACCESS
BY ACCESS BY ACCESS

BY ACCESS BY ACCESS
BY ACCESS BY ACCESS

BY ACCESS BY ACCESS
BY ACCESS BY ACCESS
BY ACCESS BY ACCESS
BY SESSION BY SESSION
BY SESSION BY SESSION

EXECUTE ANY PROCEDURE BY SESSION BY SESSION

select count(*),usemame terminal to_char
(timestamp, DD-MON-YYYY")

from dba_audit_session

where returncode<=0

group by username terminal to_char

(timestamp, DD-MON-YYYY');

COUNT(*) USERNAME TERMIN TO_CHAR(TIMESTAMP)

5 direct pts/1 29-APR-2015

SQL> select count(*),usemame terminal to_char
(timestamp, DD-MON-YYYY") as DATE retumcode
from dba_audit_session
group by userame terminal to_char

(imestamp, DD-MON-YYYY') retumcode;

RETURNCODE

5 direct pts/1 29-APR-2015 1017

SQL> select usemame terminal to_char
(tmestamp, DD-MON-YYYY HH24:MI:SS') as DATETIVE
from dba_audit session

where reumcode<(

and not exists (select s’

from dba_users
where dba_users.usemame=

dba_audit session.usemame)

USERNAME TERMIN DATETIME

PROBA  pts3  29-APR-2015 173147



[ IlpumeHeHune VPD

BEGIN
CR'EATE TABLE Chem DBMS _REDACT ALTER POLICY(
( object_schema =='VPD_TC,
i d Cliem NUMBER object_name =="Client,
N ; column_name == 'Nomer,
Name V. ARCHAR?.(M) policy_name =>'mas_client ',
unction_tvpe == DBMS_REDACT.REGEXP.
SName VARCHAR2(64) fanction.typ -
ame v \04),
Adress VARCHAR)(64), regexp_pattem <> \d+0d{s)S,
regexp_replace_string == '*¥*¥**¥*\ 1"
Schet INTEGER, regexp_positon  => DBMS_REDACT.RE_BEGINNING,
. regexp_occurrence == DBMS REDACT.RE AIL,
Nomer VARCHAR(32),
( ) expression =>'SYS_CONTEXT("SYS_SESSION_ROLES"."
Gorod VARCHARY(64), “Client all") = "FALSE",
action =>=DBMS_REDACT.ADD_COLUMN
Raspoloj VARCHAR2(32), ):
" . n " S ] END;
CONSTRAINT " Client PK" PRIMARY KEY ("id client")
). SQL> select Name, SName, Adress, Schet, Nomer from Client;
insert into Client values(l, 'Maxcmy', 'Mammisuy', 'HaGepesman 15, 6, S TR St e

0121748596, -, 'Tomsarte, 'M);

MaxcuM MaEHGERH SEEEEEXEETAG] IEXEESHG XELEE



[IlpumeHeHune OLS

create table Organizac ( BEGIN SA_COMPONENTS.CREATE _GROUP (
id_organ number SA USER _ADMIN.SET GROUPS ( policy name =>'p_polit',
Nazvanie varchar2(10). policy_name =>'p_polit', group_num == 10,
Adress varchar2(10), user_name  => 'direct, short pame  =>'Rasp,
St Bibger read_groups =>'Rasp'); long name  => Raspolojenie');
St B vadiailadl, SA_USER_ADMINSET GROUPS (
N policy_name =>'p polit', SA_COMPONENTS.CREATE_GROUP (
Nomer varchar2(15), <5 : i
user name =>'m polz', policy name =>'p_polit',
e N read_groups =>'M'); group_num  =>20,
Raspoloj char(10), SA_USER_ADMIN SET_GROUPS ( short_ name  =>'M.
CONSTRAINT “Organizac _PK” PRIMARY KEY (“id_organ™)) policy_name =>'p_polit. long name = Mestniy',
PARTITION BY RANGE (vse_p) ( user name =>'o_polz, parent_name => Rasp’):
PARTITION S VALUES LESS THAN (80000), read_groups =>'0"):
PARTITION M VALUES LESS THAN (90000). END; SA_COMPONENTS.CREATE_GROUP (
PARTITION B VALUES LESS THAN (MAXVALUE) / policy name =>'p_polit',
group num  =>30,

) 3

short_name =>'O',
grant select on payments to public; "

long name => 'Others',
parent name => Rasp");
END;



[IlpumeHeHune OLS

insert into Organizac values(1, 'OAO Poctenexonm', 'Camapckas 68', 06548593321,

'Tvmanoea H.C', '123456', 'Tonsarte', 'M');

insert into Organizac values(2, '3AO Saexrpomut’, JKuryam 6', 03987527123,

'Meaeenee B.A', '123456", 'Camapa’, 'O');

insert into Organizac values(3, 'HJerckmii cag Ne75'. THapoTexHHEueckas 25,

02149321484, 'Crenmanoea A 10, '123456', 'Tonearte, 'M');

insert into Organizac values(4, 'Jerckmit cag Ne22', 'Kytyzoea 73", 03187594424,

Tlapaamaa B.A', '123456', "Kuryneeck, 'O');

$ sqlplus direct /qw

SQL> selectid org Nazvanie, Gorod from Organizac;

1d_org Nazvanie Gorod
1 OAO Pocrenexom TomeatTu
2 3A0 3aexTpommr Camapa
3 Hercxuii cag Ne75 ToneatTu
4 Mercxuii cag Ne22 Auryneeck

$ sqlplus m polz /qw

SQL> selectid org Nazvanie, Gorod from Organizac;

id_org Nazvanie Gorod
1 OAO Pocrenexom TonmeatT
3 Hercxuit cag Ne75 TonmeatTH

$ sqlplus o_polz /qw
SQL=> selectid org Nazvanie, Gorod from Organizac;

id_org Nazvanie Gorod

2 3A0 3SnexTpommur Camapa

4 Tercxuii cag Ne22 Aurvireeck
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