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[Tonb3oBaTtenu v rpynneol
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AAA/PAM
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[onb3oBaTenb — y4YeTHble 3anMcu KOTOPbIM
npegocTaBnseTcs AOCTYN B CUCTEMB

[pynna — y4yeTHble 3anucu (Nonb3oBaTesin) MoryT
00beanHATLCA B rpynnbl (CAUCKM NMosib3oBaTefien) ans
pasrpaHn4YeHns npas.

rpyl'll'lbl ObiBatOT nepBnYHbIE N OONOJTHUTESIbHbIE.
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« Cynepnonb3oBarerns (root/cncrema)
* HenpuBenurmpoBaHHbIW NMOofb30BaTENb
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CTaHpapTHbIN

[1pocToun

Herndkum

TpebyeT 3HaHUS LeneBoro Napons

[TIpMeHeHune:
* [lony4yeHue root-gocTtyna

« CmeHa TekyLlero nonb3oBartesns Ha gpyroro (ons
pyTa)
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su
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d.molchanov@alinux-net@1:~$% whoami
d.molchanov
d.molchanov@balinux-net@1:~$ su -
Password:

root@balinux-net@l:~# whoami

root

root@alinux-net@l:~# |
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e [MOKUN

 HacTpauBaembin
« OnpegeneHHbIM nonb3oBaTensam/rpynnam
» OnpepneneHHbIX KOMaHabl, BMNOTb A0 NnapaMmeTpoB
* BO3MOXHO 6e3naporibHOE BbIMNOMHEHNE
* OT MMEHW pasHbIX NONb30BaTENEN

* He TpebyeT naporns root
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d.molchanov@balinux-net@1:~$ whoami
d.molchanov
d.molchanov@balinux-net@1:~$ sudo -1
Matching Defaults entries for d.molchanov on this host:
env_reset, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User d.molchanov may run the following commands on this host:
(ALL : ALL) ALL
(ALL : ALL) NOPASSWD: ALL
d.molchanov@balinux-net@1:~$ sudo -i
root@alinux-net@l:~# whoami
root
root@alinux-net@l:~# exit
logout
d.molchanov@balinux-net@1:~$ sudo bash
Thu Oct 15 18:16:58 MSK 2015 Hello
root@alinux-net@l:~# whoami

root

root@alinux-net@l:~# exit

exit

d.molchanov@alinux-net@1:~$ sudo whoami
root

d.molchanov@balinux-net@1:~$ ||
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PAM — Pluggable authetication modules.

[na pasHbix genctenn (authentication, authorization,
session, password-check) pasHble CTEKM MOAYIeN.
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e service

* type
* Auth — authenticaton
« Account — authorization
» password — password manipulation
« session — accounting/hooks

 control
e required
* requisite
 sufficient
« optional
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NMpumep ucnonb3oBaHUA pam-Mmoayrien Ans ynpaBneHust JocTyna K

if # Uncomment this if you want wheel members to be able to

2. # su without a password.

3. # auth sufficient pam wheel.so trust

4, # Uncomment this if you want members of a specific group to not
5 # be allowed to use su at all.

6. # auth required pam_wheel .so deny group=nosu

11
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 imsa cucremol

* Bpewms

* [lonb3oBarenu

* OrpaHun4yeHunst nornb3oBaTeENen

* YMON4YaHua Ong nonb3oBaTteneun
* HaACTPOMKM OOCTyna

* [lonb3oBatenu v rpynnebl

* [lepunognyeckme 3agayu
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 hostname
« 0e3 napameTpoB — BbIBO/,
* C NnapamMmeTpoM-UMEHEM — yCTaHOBKA HOBOIO MMEHU

« /etc/hostname — anga coxpaHeHua mexay
3arpyskamu

* /etc/hosts — nokanbHbIW pann COOTBETCTBUS
Ip-name

13



- 2w K3, Baguana ~
&... TEXHONAPK =
‘.,_ Hak Ry Group ——
e

« /etc/localtime — Tekywasa TanmaoHa (konua danna
n3 /usr/share/zoneinfo)

« date — BbIBOA/yCTaHOBKa BpeEMEHU
* ntpdate — pasoBasa CUHXpPOHU3ALNA BPEMEHM
* ntp — NokanbHbLIN Ntp-cepBep

14
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» useradd/adduser

e usermod

e groupadd

e groupdel

* VIpW

* (paunbl/kaTanoru:
» /etc/passwd, /etc/shadow
» /[etc/group

» /etc/login.defs
» [etc/skel

2w R Bagana
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e crontab
e user
e system

o at
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 ulimit
« /etc/security/limits.conf
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 /etc/ssh/sshd config — HacTpoukn sshd
» /etc/pam.d — HacTponkn PAM
» /etc/sudoers — HacTpouku sudo
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* user

* mh dom m dow command
* 51126 * echo test > /dev/null

e system
 mhdom m dow user command

el TS [T
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skype: dmolchanov
email:
dmolchanov@gmail.com
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