Jlekumnga 5

TLS/SSL



* TLS 1 SSL Mcnonb3yrT aCUMMETPUYHYIO
KpunTtorpaduio ang
ayTeHTUudpnkaumnm, CUMMETPUYHOE
LndopoBaHne anga KoHpnaeHUMnanbLHOCTH
M KoObl ayTEHTUYHOCTWU COODLLIEHUW ANS
COXpPaHEeHMs LenoCcTHOCTU COObLLEHNI




SSL 2.0 problems

Message authentication uses MD5 [MD5]. Most security-aware
users have already moved away from any use of MD5 [REC6151].

Handshake messages are not protected. This permits a
man-in-the- middle to trick the client into picking a weaker cipher
suite than it would normally choose.

Message integrity and message encryption use the same key,
which is a problem if the client and server negotiate a weak
encryption algorithm.

Sessions can be easily terminated. A man-in-the-middle can easily

insert a TCP FIN to close the session, and the peer is unable to
determine whether or not it was a legitimate end of the session.




TLS changes

TLS clients MUST NOT send the SSL version 2.0 compatible CLIENT- HELLO message
format. Clients MUST NOT send any ClientHello message that specifies a protocol
version less than { 0x03, 0x00 }. As previously stated by the definitions of all previous
versions of TLS, the client SHOULD specify the highest protocol version it supports.

TLS servers MAY continue to accept ClientHello messages in the version 2
CLIENT-HELLO format as specified in REC 5246 [TLS1.2], Appendix E.2. Note that this
does not contradict the prohibition against actually negotiating the use of SSL 2.0.

TLS servers MUST NOT reply with an SSL 2.0 SERVER-HELLO with a protocol version
that is less than { 0x03, 0x00 } and instead MUST abort the connection, i.e., when the
highest protocol version offered by the client is { 0x02, 0x00 }, the TLS connection
will be refused.

Note that the number of servers that support this above-mentioned "MAY accept"
implementation option is declining, and the SSL 2.0 CLIENT-HELLO precludes the use
of TLS protocol enhancements that require TLS extensions. TLS extensions can only
be sent as part of an (Extended) ClientHello handshake message.



TLS 1.2

goal : provide privacy and data integrity between two communicating
applications

two layers: the TLS Record Protocol and the TLS Handshake Protocol. At

the lowest level, layered on top of some reliable transport protocol (e.g.,
TCP [TCP]), is the TLS Record Protocol. The TLS Record Protocol provides
connection security.

— - The connection is private. Symmetric cryptography is used for data encryption
(e.g., AES [AES], RC4 [SCH], etc.). The keys for this symmetric encryption are
generated uniquely for each connection and are based on a secret negotiated by
another protocol (such as the TLS Handshake Protocol). The Record Protocol can
also be used without encryption.

— -The connection is reliable. Message transport includes a message integrity
check using a keyed MAC. Secure hash functions (e.g., SHA-1, etc.) are used for
MAC computations. The Record Protocol can operate without a MAC, but is
generally only used in this mode while another protocol is using the Record
Protocol as a transport for negotiating security parameters.



TLS Handshake Protocol

allows the server and client to authenticate each other and to
negotiate an encryption algorithm and cryptographic keys before
the application protocol transmits or receives its first byte of data.
The TLS Handshake Protocol provides connection security :

— -The peer's identity can be authenticated using asymmetric, or public
key, cryptography (e.g., RSA [RSA], DSA [DSS], etc.). This authentication
can be made optional, but is generally required for at least one of the
peers.

— -The negotiation of a shared secret is secure: the negotiated secret is
unavailable to eavesdroppers, and for any authenticated connection the
secret cannot be obtained, even by an attacker who can place himself in
the middle of the connection.

— -The negotiation is reliable: no attacker can modify the negotiation
communication without being detected by the parties to the
communication.



Design variation

e TLS standard, however, does not specify how
protocols add security with TLS; the decisions
on how to initiate TLS handshaking and how to
interpret the authentication certificates
exchanged are left to the judgment of the
designers and implementors of protocols that
run on top of TLS.



Difference TLS1.1/ 1.2

The MD5/SHA-1 combination in the pseudorandom function (PRF) has been replaced
with cipher-suite-specified PRFs. All cipher suites in this document use P_SHA256.

- The MD5/SHA-1 combination in the digitally-signed element has been replaced
with a single hash. Signed elements now include a field that explicitly specifies the
hash algorithm used.

- Substantial cleanup to the client's and server's ability to specify which hash and
signature algorithms they will accept. Note that this also relaxes some of the
constraints on signature and hash algorithms from previous versions of TLS.

- Addition of support for authenticated encryption with additional data modes. - TLS
Extensions definition and AES Cipher Suites were merged in from external [TLSEXT]
and [TLSAES].

- Tighter checking of EncryptedPreMasterSecret version numbers.

- Tightened up a number of requirements.

- Verify _data length now depends on the cipher suite (default is still 12).
- Cleaned up description of Bleichenbacher/Klima attack defenses.



Handshake steps

- Exchange hello messages to agree on algorithms, exchange
random values, and check for session resumption.

- Exchange the necessary cryptographic parameters to allow
the client and server to agree on a premaster secret.

- Exchange certificates and cryptographic information to
allow the client and server to authenticate themselves.

- Generate a master secret from the premaster secret and
exchanged random values.

- Provide security parameters to the record layer.

- Allow the client and server to verify that their peer has
calculated the same security parameters and that the
handshake occurred without tampering by an attacker.



TLS security

Note that higher layers should not be overly reliant on whether TLS always negotiates the
strongest possible connection between two peers. There are a number of ways in which a
man-in-the-middle attacker can attempt to make two entities drop down to the least secure
method they support.

The protocol has been designed to minimize this risk, but there are still attacks available: for
example, an attacker could block access to the port a secure service runs on, or attempt to get the
peers to negotiate an unauthenticated connection.

The fundamental rule is that higher levels must be cognizant of what their security requirements
are and never transmit information over a channel less secure than what they require.

The TLS protocol is secure in that any cipher suite offers its promised level of security: if you
negotiate 3DES with a 1024-bit RSA key exchange with a host whose certificate you have verified,
you can expect to be that secure.
These goals are achieved by the handshake protocol, which can be summarized as follows:
— The client sends a ClientHello message to which the server must respond with a ServerHello message, or
else a fatal error will occur and the connection will fail.

— The ClientHello and ServerHello are used to establish security enhancement capabilities between client
and server. The ClientHello and ServerHello establish the following attributes: Protocol Version, Session ID,
Cipher Suite, and Compression Method.

— Additionally, two random values are generated and exchanged: ClientHello.random and
ServerHello.random.



Key exchange

e the server Certificate, the ServerKeyExchange, the
client Certificate, and the ClientKeyExchange.

* New key exchange methods can be created by
specifying a format for these messages and by
defining the use of the messages to allow the
client and server to agree upon a shared secret.

* This secret MUST be quite long; currently defined
key exchange methods exchange secrets that
range from 46 bytes upwards.




Steps

KNMEHT NOAKMYaeTCs K cepBepy, noagaepueatowemMy TLS, 1 3anpalimBaeT 3allnLLEHHoe
coeMHEeHWE;

KITMEHT NpeaoCTaBssieT CMNCOK NoAAepXMBaeMbIX anropuTMoB LUNAPOBAHUA N XELLI-
pyHKUMNA;
cepBep BbibMpaeT n3 cnucka, NpeaocTaBeHHOro KNMeHToMm, Hanbornee HaaéXHble

anropuTMbl Cpeau Tex, KOTopble NOAAEPXKMBAOTCA CEPBEPOM, 1 COOOLLAET O CBOEM
BbIOOpE KITUEHTY;

cepBep OTNpaBnseT KNNeHTY undpoBon cepTudukat ans cobCcTBeHHOW ayTeHTUdMKaLNN.
Ob6bI4HO UMdPOoBOM cepTUdUKaT COAEPKUT MMS cepBepa, UMS YAOCTOBEPSAOLLETO LIEHTPA
cepTuduKkalmm n OTKPbITbIN KINOY cepBepa;

KITMEHT, 0O Havana nepegadu gaHHbIX, MpoBepPSET BaNnUaHOCTb (ayTEHTUYHOCTD)
MONTY4YEHHOro CepBepHOro ceptudurkaTa, OTHOCUTENBHO UMEIOLLINXCA Y KIUEHTa KOPHEBbIX
cepTuukaToB yooCTOBEPSOLWMX LEHTPOB (LeHTPOoB cepTudunkayum). KnmeHT tTakxke
MOXXET NPOBEPUTb HE OTO3BaH JI1 CepPBEPHbLIN CepTUdMKaT, CBA3ABLLUNCH C CEPBUCOM
O0BEpPEHHOro yaoCTOBEPSOLWEro LeHTpa;

01151 WndopoBaHUS ceccum NCnosnb3yeTcs ceaHcoBbIn KNtoY. [NonyyeHne obuiero
CEKPETHOro CeaHCOBOrO KItoYa KITMEHTOM M CepBEPOM NPOBOANTCS No nNpoTokony Auddu-
XennmaHa. CyuwecTByeT UICTOPUYECKMIA METOA Nepeaayn CreHepUPOBaAHHOIO KIUEHTOM
CeKkpeTa Ha cepBep, Npu NOMOLLN LWNGPOBaHNA aCUMMETPUYHON KPUNTOCUCTEMOWN RSA
(ncnonb3yeTcs KoY n3 ceptudukarta cepeepa). [laHHble MeTog He peKOMeHA0BaH, HO
MHOrAa NPOAOSKAET BCTPeYaTbCH Ha NPaKTUKe.




Hello messages

*  ®asaneperoBopos:

KnueHT nocbinaet coobuieHune ClientHello, ykasbiBasi NOCNEAHIOK BEPCUIO NOAAEPKMBAEMOro TLS npoTokona,
Crny4anHoe 4Yn1Cro 1 CNMCOoK NogaepXxmBaemMbix WndpoHabopos (MeToaoB WndpoBaHUs), noaxoaaLmnx ans paboTsl ¢
TLS;

Cepsep oTBevaeT coobLieHnem ServerHello, cogepxalnm: BbiGpaHHY0 cepBepoM BEPCUIO NPOTOKONA, CriyYanHoe
4Yncno, creHepnpoBaHHOE CepBEPOM, BblOpaHHbIN WM pPOHABop 13 cnucka, NPeaoCTaBNEHHOIO KIMEHTOM;

Cepsep nocbinaet coobueHune Certificate, KOTOpoe coaepXuT LMpoBoKr cepTndumkar cepeepa (B 3aBUCMMOCTU OT
anropuTmMa WndpOoBaHNA 3TOT 3Tan MOXET ObITb NPOMNYLLEH);

Ecnun nepegaHHbix cepBepoM AaHHbIX HE4OCTAaTOYHO 41151 BbIpaboTKM 06LEero CMMMETPUYHOIO CEKPETHONO KITHoYa B
pamkax Bbl6paHHOro wndgpoHabopa, cepep nepenaet coobuieHne ServerKeyExchange, B KOTOpPOM nepeaatoTca
Heobxoanmble gaHHble. Hanpumep, B ServerKeyExchange nepenaértcsa cepBepHas 4YacTb 0OMeHa Anist NpoTokona
Ouddun-XennmaHa;

CepBep oTcbinaet coobuieHme ServerHelloDone, naeHTUHOUUMPYIOLLIEE OKOHYaHWE NEPBOro payHaa YCTaHOBMNEHUS
coeanHeHNs;

KnueHT oTBevaeT coobuieHmeM ClientKeyExchange, KOTOpOe COOEPXMUT KIMEHTCKYH0 YacTb npoTokona Auddu-
XennmaHa vnu 3awngpoBaHHbIN OTKPbITBIM KIHOYOM M3 cepTudmkaTa cepBepa cekpet (PreMasterSecret);

KnueHT n cepsep, ncnonb3ys knod PreMasterSecret 1 Cry4anHO CreHEPUPOBAHHbBIE YNCNa, BbIMUCAAIOT 06LWnIA
cekpeT. Best octanbHas nHopmMaumsa o ceaHCOBOM Krtode ByaeT nonyyeHa ns obLiero cekpeTa;

«  KnueHT nocbinaet cooblueHne ChangeCipherSpec, KOTOpoe ykasblBaeT Ha TO, YTO BCSA nocneayoLLas
nHdopMauus byaeT 3alumdpoBaHa yCTaHOBMNEHHbLIM B NPOLEcce NoATBEePXOEHUS CBA3N anropuTMOM,
MCronb3ysi OB CEKPETHBIN KMoY. OTO COOBLLIEHUS YPOBHS 3anncelt 1 No3TOMy UMeeT Tvn 20, a He 22;

KnueHT nocbinaet coobueHune Finished, KOoTopoe cogepxuT xew n MAC, CreHepypOBaHHble Ha OCHOBE NpeablayLmnx
coobLeHn NpoLeaypbl NOATBEPXKAEHMSA CBA3W;

Cepsep nbiTaetca pacwmdposarts Finished-coobuieHne knmeHTa n nposepuTb xew 1 MAC. Ecnu npouecc
pacLM@POBKN UM NPOBEPKN HE YOAETCSA, NOATBEPXKAEHME CBA3N CYUNTAETCA HEYAABLUMMCS, N COEQUHEHME OO0MKHO
ObITb 060pBaHO;

»  Cepsep nocbinaet ChangeCipherSpec 1 3awmndpoBaHHoOe coobuieHune Finished, U B CBOKO ovepenb KNNEeHT
TOXE BbIMNOSTHAET pacLLUMPPOBKY 1 MPOBEPKY.

»  C aToro MomeHTa noaTBepXaeHne CBSA3M CYMTAETCA 3aBepPLUEHHbBIM, MPOTOKOM YCTaHOBIEHHbIM. Bcé
nocreayoLlee coaepXxmMmoe nakeToB MAET C TUMNOM 23, a BCe AaHHble ByayT 3awmgpoBaHbl.



ServerKeyExchange

OTO coobLleHmne, cogepKallee cepBepPHY0 YacTb AaHHbIX, HEOOXoANUMbIX Ans
reHepaumm obLlero ceaHcoBOro Knrova.

Ob6bI4HO 3TO NapameTpbl NpoTokona Audpdun-XennmaHa (DH).

Ecnun ncnonb3syeTcs KnaccmM4eckui BapnaHT, To B COOOLLEHNN
ServerKeyExchange nepefnaéTtcd 3HayeHne Moayns 1 BblYNCIIEHHbIN CEPBEPOM
OTKPbITbIN KN4 DH.

B BapnaHTe Ha annuntuyecknx KpuebiX (ECDH) - nugeHTUgmnKaTop camoun
KPMBOW 1, aHanorm4yHo DH, OTKpbITbIN KoY. [NapameTpbl nognmcbiBatoTcA
CEPBEPOM (3a UCKNIOYEHNEM 3K30TUYECKNX BapnaHTOB 0bMeHa, Bpoae
aHOHMMHOrO DH), KNMMEHT MOXET NMPOBEPUTb NOANUCHL, NCMNOSb3YSs OTKPbITbIN
KoY cepBepa mn3 SSL-ceptudomkara.

B 3aBMCMMOCTM OT NCNOMNb3yEMOW KPMNTOCUCTEMbI, MOANUCH MOXET ObITb DSA
(cenvac npakTnyeckun He BcTpeyaeTtcs), RSA unm ECDSA.

[Mognuck Ha napameTpax DH o4eHb BaXHa, Tak Kak NO3BONSET 3alUUTUTL
coeanHeHune ot ataku Tmna "Henosek nocepeauHe". B TLS 1.3 - OT 3Ha4YeHUA
XeLw-pyHKUNKW, 3aaHHON B UCNOMb3yeMOM LWNdpoHabope, BbIYMCIIEHHOIO SIS
obbeanHeHus ServerRandom, ClientRandom 1 napameTpoB obmeHa DH.



ClientKeyExchange

CopeprkaHne aToro coo0OLLEHNS 3aBUCUT OT TOro, Kakom wndpoHabop BbiOpaH.
EcTb ABa OCHOBHbIX TUMa - RSA U HECKOSTbKO BapmnaHToB npoTokosa Audpdun-Xennmaxa.

B cnyyae ncnonb3oBaHus RSA, KNMEHT reHepupyeT 48-6aMTOBbIN CrydYanHbIN CEKPET,
LUNAPPYET ero OTKPLITLIM KIKYOM cepBepa (3TOT KITHoY NepefaeTcy B COCTaBe CepBEPHOro
SSL-cepTudmkaTta unum B coobLeHnn ServerKeyExchange) n nepeaaét 3aumndpoBaHHbIE
OaHHble Ha cepBep.

CepBep MOXET paclungpoBaTb 3HaYEHNE, UCMONb3Yst COOTBETCTBYOLLNIN CEKPETHbIN KMNioY

€CITN CEKPETHbIN CEPBEPHbIN KINOY CTaHET N3BECTEH TPETbEN CTOPOHE, TO OHA CMOXET
paclumndpoBaTh paHee 3anncaHHbIn TLS-TpaduKk. TemM He MmeHee, 0OMeH ceaHCOBbLIM
KSTHO4OM Mpu NOMOLLM RSA NpoaosikKaeT UCNOorb30BaTbCA B HEKOTOPBLIX peanusaunsax TLS.

CoBpeMeHHbIN MeTOo[ - UCnosib3oBaHne npoTtokona Aunddun-XennmaHa. B atom cnyyae,
ClientKeyExchange cooep>XuUT OTKPbITbIN KN4 DH. QTOT KoY reHepupyeTcst KIIMEHTOM nnbo
B COOTBETCTBMW C NapaMeTpamu, nepegaHHbIMu cepBepoM B ServerKeyExchange, nmbo B
COOTBETCTBUM C NapaMeTpamMu, ykazaHHbIMU B CEpPBEPHOM SSL-cepTudukare, ecnm
nocneaHun nogaepxmneaet DH.

Cniyyan c nepegaden napameTpoB Kriaccudeckoro DH B cocTaBe cepTudukara - cenyac
ABNAETCS 9K30TUYECKMM, TaKNX cepTuukaToB B "AMKOU Npupoae" He BCTpedaeTcs.
HanomHto, 4ToO cepBepHble napameTpbl DH (M1 ECDH) noanncbiBarOTCS CEPBEPHbBIM
KITHO4YOM, KITMEHT NPOBEPAET No4NMUCh, MCNOSb3YS OTKPbLITBIN KITHoY cepBepa.



Master Secret generation

OcHoBa kntoven - obLwnm cekpeT Master Secret - reHEPUPYETCA N3 HECKONbKNX
NnepeMeHHbIX COCTaBNSALWMX: TaK Ha3blBaeMbl Premaster Secret, ClientRandom
n ServerRandom. Premaster Secret - cOrnacyeTcsl B pamkax obmMeHa Kritodamu,
9T0 NMMBO NocneaoBaTenbLHOCTL ClyYanHbixX 6anToBs, 3awmMdpoBaHHas
OTKPbITLIM KITKOYOM cepBepa, NMbo 3Ha4YeHue, NonyyYeHHoe B pesyrsraTe
obmeHa no npotokony Audpdun-XennmaHa. Master Secret - 3TO MaccuB U3 48
6anToB, Nnony4yaemMbln B pe3yrnsrarte NpUMEHEHUS KITMEHTOM U CEPBEPOM K
9TUM COCTaBAKLLMM NCeBOOCNYyHaNHON PYHKLUMN, OnpeaeriEHHON
cneuudukaumnen. NcesgocnydamHaa PyHKUnMs (PRF) TLS 1.2 nocTpoeHa Ha
base xelw-dpyHKUnM SHA-256 (nMMBO MOXET ObITb NCNofb30BaHa bornee
"MoLHasa" xelw-yHKUUS, YKadaHHasa B cocTaBe WwndgpoHabopa), npeablayuime
BEPCUM NCMNOSb3YHOT KOHCTPYKUMIO Ha 6ase coveTaHust MD5 (KOoTopasi 4aBHO He
cynTaeTca Kpuntorpauyecku ctomkom) n SHA-1 (KOTopyto nepecrtanu cumTaTtb
OOCTaToO4YHO cTomKom B 2015 roay). [pun atom, cnocob ncnonb3osaHnst MD5 npu
reHepauum ceaHcoBOro Krnya He NpuUBOAUT K BOSHUKHOBEHMIO YSI3BUMOCTEN,
CBA3aHHbIX C He4OCTaTOYHbIM Ka4eCcTBOM AaHHOW pyHKUMK. To e camoe
MOXHO cKa3aTtb 1 Npo SHA-1. RFC 5246 onpegendeT Master Secret gnda TLS 1.2
cneagywowmnm obpasom:

master_secret = PRF(pre_master_secret, "master secret", ClientHello.random +
ServerHello.random)[0..47];



Other key exchange methods

1. PSK - pre-shared key. Cxema 0CHOBaHa Ha MCMONb30BaHMN OOLLErO CEKPETHOIO KIHo4a U
CYMMETPUYHOWN KPUNTOCUCTEMBI, MPY YCNOBUW, YTO KIHOY ObIST COrnacoBaH 3apaHee;

2. BP€MEeHHbIN K04 RSA - UICTOpUYECKUIA MeToA, npeanonarasLUnm co3gaHne CeaHcoBOro
Kntoya RSA. Cenyac gaHHbIM MeTO, HEe NCMNONb3YETCH, OAHAKO ero nogaepxka nocnyxuna
OCHOBOW Ans ataku FREAK, onybrnmkoBaHHOW B 2014 roay;

3. SRP - npoTokos SRP (Secure Remote Password), RFC 5054. [1pOTOKOS1, NO3BOMAOLLNN
creHepupoBaTb 0OLLNKA CUMMETPUYHBIN CEKPETHbIN KoY 40CTAaTOMHOM CTOMKOCTU Ha
OCHOBE N3BECTHOIO KITUEHTY U cepBepy naporss, 6e3 packpbITUS 3TOro napons yepes
He3aLWWLLEHHbIN KaHar;

4. AHOHUMHBIN DH - aHOHUMHBIN BapunaHT npoTtokona Quddun-XennmaHa, B KOTOPOM He
MCMoSib3yeTcd NoANMCh Ha CepBEPHbIX NapameTpax. Takasa cxema nogsep)keHa atake Tmna
"yenoBek nocepenunHe", NnpakTU4YeCKN He BCTpeYaeTcs;

5. DH ¢ cepTudmMKaToMm - BapuaHT DH, B KOTOPOM napameTpbl (MO4YIb, reHepaTop U
OTKPbITbIN KITHOY cCepBepa) onpeaerieHbl B CEpBEPHOM cepTudukarte. ToT MeToa siBNsSieTcH
NCTOPUYECKNM, TPEBYET cneunansHOro ceptTnudmrkaTa n Ha NpakTuKe He BCTPEeYaeTCs.
OCHOBHOE €ro oTnnyme OT UCMONb3yeMbIX cenyac BapnaHToOB (HepeaKo HasblBaeMbIX
Takke "adpemepHbIM Judrpu-XennmaHomMm") COCTOUT B TOM, YTO CEPBEPHLIN OTKPbITHIN
Krtod npoTtokona duddpu-XennmaHa okasbiBaeTca 3adoUKCUPOBaH: UMEHHO OH BXOAUT B
cepTudmKaTt 1 NOANNCLIBAETCS YAOCTOBEPSIOLWMM LLIEHTPOM. OTO O3HA4YaeT, YTO CxemMa He
obnagaeT NporpeccnBHON CEKPETHOCTLID. CepBep BCAKUM pa3 UCMONb3YET OAUH U TOT Xe
CEeKpETHbIN KItod [Anddoun-XennmaHa, a packpbIiTUe 3TOro Krntova no3BonsieT
pacwmndpoBaTb paHee 3anncaHHbIn Tpaduk TLS.



[MpoTokon DH Ha "obbi4HON" rpynne paboTtaeTt cneayowmnm obpasom. [1na Toro 4Toowbl
NONYyYnTb OBLLNI CEKPETHbIN KITHOY, CTOPOHLI CHavara BblbupatoT obLume napameTpbl
Andbpum-XennmaHa — 310 MoAynb, 3aaaroLwum rpynny (MpocToe YNCo), a Takke
HEKOTOPbIN 3MIEMEHT 3TOM rPynMbl, Ha3blBAeMbIi FTeHEPaToOpPOM - COOTBETCTBEHHO: P 1 G.
[MapameTpbl DH OTKPbIThI U CHUTAOTCSA N3BECTHBIMU TPETHEN CTOPOHE. Ha cneaytowem
Luare Kaxgasa n3 CTOpoH BbIbnpaetT cCo6CTBEHHOE CEKPETHOE 41CIo a (1, COOTBETCTBEHHO,
b) 1 BblUMCNSAET 3HaYeHne A = G mod P (COOTBETCTBEHHO, B = G® mod P). To ecTb, Bce
onepawmm npoBoaATCA MO MOAYIHO P, YTO, COOCTBEHHO, U OTOBpaXKaeT Ux pesynsraThbl B
3MIEMEHTbI rpynMbl. [lanee CTOPOH®I 0BMEHMBAIOTCA MO OTKPbITOMY KaHamny 3Ha4YeHUsMM A,
B 11 BbluMcnaoT A° mod P 1 B?mod P, COOTBeTCTBeHHO [Mony4yeHHble 3Ha4YeHus1 paBHbl, Tak
KaK, U3 CBOMCTBA cTeneHen, A® = (G°)° = B? = (G°)* = G*. Takum 06pa3oM, CTOPOHbI NOMYHMIH
06|.|.u/||/| CEKPETHbIN KoY G*. Ecrin BepHyTbCFI K ONMMCaHHOW BbllLE OCHOBHOW naee
NPOTOKOJS1a, TO ornepauns Bo3BeaeHNd B CTeNeHb (Mo MOAYI0) BbICTYNAET B POSin
ofiHOHanpaBneHHOW PYHKLNK, 3HAYEHNA KOTOPOW NepeaatoTCcs rno OTKPbITOMY KaHany.
CBOWCTBO rpynnoBoun onepaunn (B 4aHHOM crny4vae, 3KBuBareHTHoe bonee npmMBblYHOMY
CBOMCTBY CTEMNEHEN), NO3BONSET CTOPOHAaM, OCYLLECTBNAIOLMM 0BMEH 3HaYeHnaAMY,
NPUATKU K OOMHAKOBOMY peaynbraTy (G°). B crnyyae TLS, cepBep nepefaeT B CTOPOHY
KnneHTa napameTpbl Anddu-XennmaHa n cBom OTKPbITbIN KoY (A), yAOCTOBEPSIS 9TH
3Ha4YeHnss COBCTBEHHOW 3NEKTPOHHOM noanuckto (MnMbo RSA, nubo ECDSA). MNoanuck
BbIYMCMAETCS OT KIkoYa, OTKPbITas YacTb KOTOPOro yKasaHa B cepTudumkaTe cepsepa (CMm.
BbiLLe).



CnoOXHOCTb

[MpocnywmBatowlas KaHan CTopoHa 3HaeT 3HayeHuda P, G, A n B. Ho ans toro,
4YTOObI ONPeaennUTb 3Ha4YEeHNE CEKPETHOIO Krtova, He0bXxoaMMO BbIYUCIIUTD a
nnn b, pewmns OTHOCUTENBHO X ypaBHEHUE BMAA A = G* mod P. CTtosiLias 3a
peLleHnemM 3Toro ypaBHEHNSA 3a4a4a 1 Ha3blBaeTCs 3aaden QUCKPETHOro
norapumMmmnpoBaHma B KOHEYHOW rpynne. 3Ta 3agadva BblYUCIIUTESTbHO CIOXHa
anga rpynn 6onbluon paspsgHocTn (1024 6uta u Bblle), NO3TOMY BO3BEAEHME B
CTerneHb OKa3blBaeTcs ogHOHanpaBneHHbIM. (PyHOamMeHTarbHasa npuynHa
CITOXKHOCTW JaHHOW ornepauum cxogHa ¢ oowmmm npobnemamm geneHma B
rpynnax: rpyoo roBopsi, AeneHune npeacraBnseT cooou

orepauuio rmoucka cpeam aneMeHToB rpynnbl TaKOro, KOTOPbIN NPU YMHOXEHUN
Ha U3BECTHLIN aenuTenb gasan bl genumoe. CUTyauma akBMBaneHTHa
NPUBbLIMHOMY AENEHMI0 N3 Kypca HaYvanbHOM LWKOMbI: YTOOLI pa3genuTtb 15 Ha 3
HY>XHO Halimu Takoe YMCro, KOToOpoe Npn YMHOXEHUM Ha 3 gasano 6bl 15. Ecnu
N3BECTHbI HEKOTOPbIE CBOMCTBA rpyrinbl, MO3BOSIAIOLLNE MOCTPOUTL €€
apndMETNYECKYIO CTPYKTYPY, TO onepaumio AefeHNUss MOXHO ONTUMU3NPOBAaTb,
Ncnonb3ysi TOT UNU MHOKU "BbICTPbLIN" NOLWAaroBbIM anropuTM, oTOpachIBaoLLNIA
n3 nepebopa 3aBegOMO HENOAXOASLLNE SNEMEHTHI.)



