[lpaBuna n TpeboBaHus
MHpopMaLUMOHHOM
Oe3onacHOCTH



He nonapgaunte noa oomaHbl

[lpecmyrnHUKU U MOWEHHUKU 5efnpepb/6Ho u3zobpemarom Hosble cxeMbl rnpedHa3Ha4eHHbIe 011 KoMrpoMemauuu
; s 0bMaHa rornb3oeameriel 01 packpbimusi UeHHOU UHgopMayuu, 4acmo ¢ Uerbio
3aenadeHusi 0eHea. B cesa3u ¢ amum Heobxo0umo bbimb 0c8e00MIIEHHbLIM, Kakue MemoObl MOWEHHUKU Mo2ym

UcCriosribsoeams ripomue eac.

CoumarnbHasa MHXXeHepusa — 3T0 MeToA
HeCaHKLMOHMPOBAHHOIO AOCTYNa K
NHOpMaLMM NN CUCTEMAM XPaHEHWS
nHdopmauun 6e3 NCnonb3oBaHUS
TEXHUYECKNX CpeacTB.

MeTon 0OCHOBaH Ha UCNOSb30BaHUN
cnabocTen YyenoBeyeckoro oaktopa n
ABNAETCH O4eHb 3(PPEKTUBHBIM.
3MNoyMbILUMEHHWK Nony4aeT MHopMaLmIo,
Hanpumep, nyTem cbopa nHdopmaumm o
cnyxawmx obbekTa ataku, C MOMOLLbIO
06bI4HOrO TeneOHHOro 3BOHKa UK NyTeEM
NPOHVWKHOBEHMWS B OpraHn3auuio nog
BVOM €€ CriyXalLlero.

OCHOBHbIE NMOKA3ATEJIN
MOLUEHHUYECTBA

HeoxugaHHoe NUCbMO CO CCbISTKOM
NN BNOXEHNEM
3anpoc NMYHON 1Ny Opyron
NpuBaTHOM MHGOpPMaLUUK, Hanpumep
naponb U1 MHopMaLMIo O
PMHaHCOBOM cHeTe
Mcnonb3oBaHWe TakTUKK - eCrn Bbl HE
Bynete oencTeoBaThb ObICTPO,
NPOM30MAET YTO-TO NIOX0Ee
Ob6eLLaHns Yero-To CIIULLKOM
XOPOLLErO - CAENKN U «OTNNYHbIE
NpensioXXeHNs», UM CCbINKN Ans
nony4yeHns Bo3HarpaxaeHns
Mpocbba nepecnaTtb BOXEHMUS,
CCbIfIKM U T.4. CBOMM LpY3bsiM,

KOAAeFaM-UA-DOLS BeHH!

DUUIAHT - 3TO MOLLEHHUYECTBO, LiENbto
KOTOPOro ABMSETCS KpaXka MHopmaumm
U1 naponeun, KoMnNpomMeTaLms
KOMMbOTEPOB M Apyroro obmaHa ons
3aBnageHna omHaHcoB. Kak npasuno,
OULLNHT OCYLLIECTBNSAETCH Yepes
obmaH4MBbIE 9NEKTPOHHbBIE NUCbMA,
Ccoo0LLEeHNs Ha canTax couuanbHbIX CETEN,
BCNJIblIBAOLLME OKHA UIU TENEOHHbIE
3BOHKWU. MOLLEHHWK, KOTOPbIA UCMNOSb3YET
MeToa ULLMHIa MOXET 3anpalumBaTh
BaLL€ UMS, y4ETHbIE JaHHbIE (FTOMMH U
naponb), AaTy poXaeHus, agpec n apyroe.
OHun Takke MOryT NonbITaTbCHA 3aCTaBUTb
BaC NEPENTN MO CCbINKE UM OTKPbITb
doann.

M1ucbMo He aapecoBaHO BaM, B YaCTHOCTH, MO

NMEHM
[Mncbmo cogepXuT opdoorpaduyeckne nnm rpammaTndeckme

oLmnbKn N .
[MncbMO cooepXXnT BNOXEHUE C HENPaBUIbHBbIM UK NOAO3PUTENBHLIM MMEHEM dhaina, dans ¢ NOA03PUTENbHLIM pacLUMPEHNEM
(Hanpumep: * .zip, * .exe, * .vbs)

[NMncbMO BKMAKOYAET CChISIKU Ha (bOTOFpa(bMI/I Ui BnOeoposinkn nogen, KOTOPbIX Bbl NIN4YHO He
aAaUAAaTAa



Yapanaute cnam m
noao3puTeribHble
NUCbMa, He
epecbinanTte n He
He oTkpbiBauTte OoTBeYauTe Ha HUX.
nooo3puTteribHble
BIIOXeHHbIe B email
cdannbi n He
nepexoauTe no
bISIKaM eCJiu He
yBepeHbl B
NOANMNHHOCTH
oTnpasuTtens!

He HaxxnmauTe
CCbIJIKU Ha
cnnbiBaroLme
oobsiBneHus /
OKHa

He xpaHuTte
KOH(pnaeHUnanbcH
yto nHcpopmaumio

Ha CbeMHbIX

HOCUTEnNAX Unu
NnyGnNUYHbIX
00nayYHbIX
XpaHunuuax

npepocraBnanTe
NepCcoHarnbHY U

oH(unaeHUMnanbH

y1o nHpopmauuio
He3HaKOMbIM
JNIOAAM.

He nepepaBanTe
oHdmAaeHUMaANbLHY

0 NHpopmauuio
yepes nyorinyHbIe

Hukorga v HUKOMY He
coobLianTte cBoM

napornb, faxe ecrnu mecceHaxepbl!
cobeceaHuK
npeacrTaBnsieTcs YcTtaHaBnuBam
coTpyaHukom UT- Te
n neHus
oapasaene ’ nporpamMmmMHoe
npeacraBuTenem obecrnieyeHne
Bawero 6aHka u T.4. TONLKO No

CCIN Bbl HEe MOXeTe
NpPoOBEpPUTD,
ABNSAETCA NU
NMUCbMO 3aKOHHbIM -
coobOwute B
OenaptameHT UT
©e3onacHoCTH

3anpocamMm B
Service Desk




[TaponbHas
Mo wambcs U 6bimb Ha0eXHbIMU?
Sam BaLUMM NaporiemM MOXeT NPUBECTU K cneaytoLwmm

yrpo3sam:
0 noJiydeHnd AoCTyna K BalleMy KOMIMbOTEPY UTN MO6MJ'IbHOMy yCTDOVICTBy N K AaHHbIM
Ha HEM

U aBTOpPU3aLnn TpaH3aKLNN 0e3 BaLuero BeaoMa

U noJiydeHnd AoCTyna K rnporpamMmmam, (t)aIZJ'IaM N NMPUINOoXeHNAM, K KOTOpPpbIM OOCTYTI
OOJKEH ObITb orpaHnyeH

0 cmeny napdizeOOmEa ke keCDERIEIEBROVIA BEDBH! GHITHIK SHID CEH

1. I'Iaponm AOIMKHbI coaepXxaTb MUHUMYM BOCEMb CUMBOJI0OB, U K&K MUHUMYM 3 13 4 Ha60pOB

CMMBOJSIOB: MarneHbK1e naTuHckne bykBbl, bonbLune naTUHCKMe ByKBbI, LGPl 1 CUMBOSIbI.

O6paTuTte BHUMaHue, Yem bornbLue AfnHa Napond, TEM MeHbLUE OH NMOABEPIHYT PUCKY
B3noma! CornacHo pekoMeHgaunam MexayHapoaHbiX opraHusaumm B ccoepe
MHGOPMaLIMOHHOM B6e30MacHOCTU HaZEXHbI NAapOorib - 3TO HE NPOCTO OAHO CroBO, a
onpeaeneHHada opasa, CIIOBOCOYETAHUE, UK Jaxe NpearioxXeHne.

2. 3anpeLyeHo Ucnosib3oBaThb B KAYECTBE Naporisd UMeHa BalumnX POACTBEHHUKOB UIN
BrM3KMX, AaTbl POXKAEHUS, UMS JOMALLHEro NMToMua U n apyrme KoMomHaumm, Kotopble
MOryT BbITb N1erko yragbiBaeMbIMMU.

3. icnonb3ynTe pasHble naponu Ans pasHblX CUCTEM, a TaK Xe pasHble Naposiv ANA NINYHbIX
N KOpNopaTUBHbIX PECYPCOB.

4. He ncnonbayinTte B Ka4eCTBE Naposien npuMepbl, KOTopble Bbl BUAENM Ha NyOrnnYHbIX
CTpaHuuax.

5. HoBbI napornb He goSmkeH coBnagaTh C 24 npeabigyLmmMu.

3awumTuTe CBOM Naponu

v

v
v

He packpbiBanTe CBOM Naponu HUKOMY,
Oaxke coTpyaHuKam TeXHUYECKON
noaaepXKu N PyKOBOAUTESSAM

He 3anucbiBante cBOU naponu

[lna XxpaHeHUsa naposien NCnosibL3ymnTe
KOpNopaTUBHbLIN MEHEOKEP Nnaposien
PMP

He xpaHuTe cBOM Naponu B TEKCTOBOM
OOKYMEHTE Ha CBOEM KOMMbIOTEPE
Bcerga nameHante naposnu no
YMOJSTYaHUIO MPpU NeEPBOM BXO4e B
cuctemy. 3T Naposim MoryT ObITb
OCOBOEHHO YyA3BMMbI ANS yragblBaHUS UMK
B3rioma.

Yb6eamntecb, YTO Naponu nepenaroTcs
HaOeXHo - neped TeM, Kak BONTU Ha BED-
cauT, Hangute «https» (a He http) B URL-
agpece, YTobbl yoeauTcs, 4to
cyllecTByeT 6e3onacHoe coeanHEHHUE.



KoHdompeHumanbHaa nHdopmauusa n nepcoHanbHbIe

B I@0b! 3awumume O0aHHbIe ¢ oepaHUuYeHHbIM 00CMYyroM OO/MKHbIM 06pa3oM KaxobIU
COMPYOHUK KOMraHuu OOJTIXeH MoHUMame C KakuM murom UHghopmauyuu pabomaetigpconancHule aaHHbIe 370 fiobas

KoHdmaeHumanbHan nHpopmaumua 3To:

0

CBeEHVsI, B TOM YMCIie KOMMepYecKas TarHa, Hoy-xay 1 NepcoHarbHble AaHHbIE, UMEIoLLnE
AENCTBUTESNbHYIO UM NOTEHUMANBbHYI0 KOMMEPYECKYHO LLIEHHOCTb B CUIY X HEU3BECTHOCTU TPETBUM
nnuam, K HUM HeT cBo6OaHOro A0CTyMna Ha 3aKOHHOM OCHOBaHMMU, 1 KOMNAHUA NPUHMMAET Mepbl K
OXpaHe UX KOHPMAEHUMANBHOCTH

MHopMaLUS, CBA3aHHAs NPSIMO UM KOCBEHHO C NPaBOOTHOLLUEHNAMM COTPYAHMKA KOMMAHUN
AENoBblE 1 KOMMEPYECKNE AaHHbIE O KOMMNAaHUKM, HOY-xay, OpMYIbl, NPOLECCHI, pa3paboTKn, 3CKU3bI,
doTorpadum, nnaHbl, PUCYHKN, TEXHMYECKME TPEOOBAHUSA, OTYETLI, MOAENWN, CIINCKU KITMEHTOB, NpaWnc-
NUCTbI, UCCNeaoBaHNS, NONYYEHHbIE AAaHHbIE, KOMMbIOTEPHbLIE MPOrpamMMbl, N306peTeHUs, naen, a
TaKke MHopMaLmio, KacarLytocs 06pa3sLoB, ONbITHbIX 06pa3LoB, Mogenen, MapkeTuHra unm
peknammpoBaHna Noboro NpoaykTa, yCcnyr, 4ef0Bon NOANTUKN, BU3HEC-NNAHOB U NPaKTUKN
JErnoBbIX OTHOLLEHUN

MHopMaLMSA, NoNTyYeHHasi OT TPETLUX NUL, KOTOPYO KOMNaHNA 06si3aHa paccmMaTpuBaTh, Kak
KOHMAeHUMarbHyo

ntobble NPon3BOAHbIE, KOTOPbIE MOTYT BbITb CO34aHbl COTPYAHUKOM KOMMNaHUKU B pesyrbraTe
N3MEHEHNS NOSTYYEHHOM MHGIOPMaLUKM NyTEM Yy4LLIEHNS, NEPEBOAA, OrPaHMYeHus, aganTtauumn nnu
nboro Apyroro amMeHeHus KoHpnaeHumansHon nHopmaL M1, BKtovatoLero 6e3 orpaHmyeHmns
OTYETbI, TECTbI UM OLIEHOYHbIE pPe3ynbTaThl

nHdopMaums, KoTopast OTHOCUTBLCS K
onpeneneHHoMy omanyeckomy nuuy
(cy6bekTy nepcoHanbHbIX aHHbIX), B
TOM ymncne ero hamunus, nms,
OTYECTBO, rofl, Mecsil, Aata U MECTO
poOXOeHUs, aapec, CEMEVHOE,
coumarnbHoe, UMYyLLIECTBEHHOE
nonoxeHue, obpasoBaHue,
npodpeccus, ooxoabl 1 apyras
nHpopmaums;

K NepCOHanbHbIM AaHHbIM TaKXe
OTHOCATCSH CBEAEHUS O COTPYAHMKAX
KOMMNaHWN, CBEAEHUSA O NINYHbIX
AaHHbIX U3NYECKUX NULL, KOTOpbIEe
ABNSATCSA KNUEeHTaMu Unm
KOHTpareHTamu KoMnaHum

KommepquKaﬂ TanHa 370 3alnLaemMble KOMNaHnen ceeaeHust B obnactm ee KOMMep‘-IeCKOIZ OEeATEeNIbHOCTU, pacripoCTpaHeHNEe KOTOPbIX MOXET HaHECTU y6bITKl/1 KOMMNaHWn.
KommepquKaﬂ TanHa MOXET ObITb npencraBfieHa B BUAe pesyrnbratoB I/IHTeJ'IJ'IeKTyaJ'IbHOﬁ OeATernbHOCTU (Hoy-xay), a Takxe B Buae I/IHC*)OpMaLI,MVI, He couepmau_l,eﬁ
pesyrnbratoB TBOp‘-IeCKOIZ OeATernbHOoCTu, HO HpeﬂHaSHaHeHHOﬂ 04 orpaHM4YeHHOro Kpyra Jind, BKIHOYatoLLEN nepBuYyHbIE 6yxranTepCK|/|e OOKYMEHTbI N MPOMEXKYTOYHbIE
CbI/IHaHCOBbIe OTYeTbI; CBEAEHMS O Hanbonee BbIroAHbIX q)opmax NCMNOoJNb30BaHUA AeHEeXHbIX CpeacTB, LUEeHHbIX 6ymar, akummn; OENOBYH Nepenuncky,; CNMCKN KIMeHTOB;
cBeleHNA O 3aKIMYEHHbIX CorfalleHnAX, X cogepXxaHuun, npeanoxXeHnd no nx 3akno4eHuro; niiaHbl pa3BUTnUA U peopraHn3aum npon3BoacTBa; CTPYKTYPblI U MEeTOAbl
ynpasleHusa; CBA3N BHYTPU N BHE KOMNaHUW; pacnpeneneHne AoOIMXHOCTHbIX obsa3aHHOCTEN N NX cogepxaHue,; Ka,D,pOBbIIZ COCTasB, ero |'|0,D,60p, d)OpMI/IpOBaHI/Ie,' NHYIO
Mchopmau,mo, He noanagaroLlyro non Oﬂpeﬂ,eﬂeHHblﬁ 3adKOHOM U NHBbIMU MNMPaBOBbIMU aKTaMu nepeyvyeHb cBedeHun, KOTOpPbIE HE MOT'YT COCTaBJIATb KOMMEPYECKYHO Tal7|Hy.



NMonnuTMKa YNCTOro CToJs1a U® YMCTOro
JKpaHa

1. Bcerga 3akpbiBanTe akTUBHbIE CeaHCbl MO 3aBepLUEHUN paboThl

2. briokupymnTte akpaH KoMnboTepa, ecrnv nokngaete pabodee Mecto

3. o 3aBepLUeHUn paboTbl MaTepuarbHble HOCUTENKW 3anupanTe B cend unm wkadm

4. [IoKyMeHTbI, coaepXxalluue KoHguaeHumanbHy nHpopMaunto, AOMMKHbI HeMealeHHO yaanaTbCs C NPUHTEPOB, Npu
3aBepLUueHnn nevaTm

5. B kOHLEe pabo4yero gHA npuBeanTe B NOpsSaoK pabouni ctosn n ybepute Bce 0PUCHbIE JOKYMEHTLI B 3anvpaembim
LKadg nnm cend

6. [lna yTunusaumm KoHnaeHUnanbHbiX JOKYMEHTOB UCMONb3yNTe HAaOEXHbI METOL, - YHUUTOXUTENN Bymarn nnm

nopBntTe AOKYMEHT Ha MEJIKUE HaCTMu.



YBegomMrneHue 00 MHUMOEeHTaXx
MHopMaLUMOHHON 6e30NacHOCTH

UHumaeHT nHcpopmaumoHHOM 6e30NacHOCTMU - 3TO NOMNbITKa UK YCNELLHbIM HECAHKLIMOHNPOBAHHbIN
OOCTYN B CETb KOMMAHUN, packpbiTe NHpopMaLumn, HenpasuIibHOE UCMNOSTb30BaHNE MHOPMALMOHHbIX

A AR

cucemi@eren unm OaHHbIX, BKIYas Ko~ s 5300

noreps CkomnpomeTnpos
obopynoBaHus RECRCHOCHELS (HeyAauHble aHHaFFI) yquHapﬂ

KoTopoe ’ nporpammbi u / Unun ycnewHble) ya,

ST unu Tpadmk nonyynTb
P HeCaHKLMOHMP R HapyweHus
KOHpuaeHUUnanb ’
HVIO OBaHHbIN NOJSINTUK
y AOCTYynN K HecaHKUMOHUpPOBaHH MHOPMaALMOHHOM
nHdopmaumro
cucrteme unu ee oe packpbiTue Ge3onacHocTun
OAaHHbIM KOH(pnaeHUManLHomn XonauHra
nHdopmauumn

Ecnun Bbl OOHapyXunnu MHUMOEHT NHhopMaLUOHHON 6e30nMacHOCTU UNu Nnopo3peBaeTe, YTo
npousowen MHUMAOEHT - HeMeAsieHHO yBeAOMbTe cBoero pykosogurtens n lenaptameHTt AT
b6e3onacHocTu XonauHra (Homep tenedoHa - 00041, 00042, 00005: email - itsecurity@bereggroup.com)




) 1+

o - .
A EC WannaCry/WannaCrypt NotPetya/PetyaA Bad Rabbit
o/ ] [ \o
Sd——43
t Bupychl wundpoBanbLmK, BUPYCbl BbiIMOraTesnum
12 mas 2017 27 noHnA 2017 24 OKTAOpPSA 2017
BcemupHas YkpauHa YkpauHa, Poccus, Typums,
FepmaHun
OOviH 13 KaHarnos [lepBas BornHa 3apakeHus Bupyc pacnpocTtpaHsncs yepes
3apaXkeHus - OTKpbITHE Obifia BOCNpon3BeaeHa Yepes B3JIlOMaHHbIEe BED-canThl, Npeanaras
BPeOOHOCHbIX paiinos OOHOBIEHUA ByxranTepcKoro nofb3oBaTesisiM YCTaHOBUTb
(DokymeHTOB Word, PDF- nporpamMmmHoro obecrne4vyeHms OOHOBIEHME NPOrpaMmMHOro
dannos), koTopble Obinu M.E.Doc, BTOpagd - C NOMOLLbI obecneyveHus Flash-player. Nocne
HanpaBrieHbl Ha PULLMHIOBBLIX 3STIEKTPOHHbIX 3anycka 3arpy>xeHHoro goanna smpyc
9NIEKTPOHHbIE nnucem ¢ BpeaoHOCHbIMU 3apa)kasn ycTpomncTBo

agpeca rnosb3oBarernen BJTOXXEHNAMMU



NokymeHTbl XonanHra no tpeboBaHNAM
MHopMmaLMoOHHON 6e30nacHOCTH

1. MonuTuka nHpopmaLuMoHHOMN 6e30NaCHOCTHU
https://conf.beregit.com/pages/viewpage.action?pageld=37060963

2. NonoxeHune o 3awmTte KOHpaeHUManbLHOn uHopmauum
https://conf.beregit.com/pages/viewpage.action?pageld=38047673

3. [NonoxeHne o NnaponbLHOM 3aLuTe
https://conf.beregit.com/pages/viewpage.action?pageld=40668311

4. MNonoxeHne 06 NCNONMb30BaHUN KOPNOPATUBHOMN MOYTOBOM CUCTEMbI Ha FIUYHbIX MOOUIbHBLIX YCTPOUCTBaAX
https://conf.beregit.com/pages/viewpage.action?pageld=40668319

5. PykoBoACTBO Npo Nopsaaok 6e3onacHoOro MCnosib3oBaHMA NOYTOBLIX pecypcoB u ceTu MHTepHeT
https://conf.beregit.com/pages/viewpage.action?pageld=40668315

6. lMpoueaypa npeaocrasneHus goctyna B Confluence
https://conf.beregit.com/pages/viewpage.action?pageld=40668327

7. Mpoueaypa npegoctaBneHuAa goctyna B UHTepHeT
https://conf.beregit.com/pages/viewpage.action?pageld=35522328




