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CoaepxaHue
= [1poTOKOSIbI CETEBOIO YPOBHA

-INpoTtokon IPv4
-IpoTtokon |IPv6

= MapuwpyTtmsauums
-MeToabl MapLupyTU3aLUun y3nos
-Tabnunua mapwpyTusaunm MmapLupyTtmsaropa

= MapuwpyTunsarop
-YCTPOMNCTBO MapLupyTusaTopa
-3arpyska mapLupyTtmsaropa

= Hactponka maplipytnsatopa Cisco

KakuMm 00pa3oM NIpUIIOKEHHE y3HAaeT O pa3Mepe mtu mnpu mnepeaadu
TAHHBIX?




Tononormm HeOONbLLUUX CeTeun

= TNn4Hasa Tononorng HedbonbLIOW CeTuU
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BbiO6op ycTponcTB ANA HeO6ONbLLION CeTH

= akTopbl, KOTOPbIE CNeayeT y4nuTbiBaTb Npu Bbibope
MPOMEXYTOYHbIX YCTPOWCTB

SPEED

l

EXPANDABLE/ MODULAR MANAGEABLE
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Apgpecauuns B HeOonbLUMNX ceTAX

= Cxemy |IP-agpecauunn Heobxogmmo niaHupoBaTb,
OOKYMEHTUPOBaATb U 00CNyXnBaTb C Y4ETOM TUMa
YCTPOUCTB, nony4arLwmx agpec.

= [lpumMepbl YCTPONCTB, KOTOPbIE OyAYyT BKMNHOYEHLI B
npoekT |IP-ceTu:

OKOHEYHbI€ MOoJib30BaTefibCKkMe YCTPOUCTBA;
cepBepbl U nepugepunHble yCTPOUCTBA;
y3ribl C 4OCTYNoOM Yyepe3 VIHTepHeT;
NPOMEXYTOYHbIE YCTPOMCTBA.

= CnnaHupoBaHHbIe cxeMbl IP-agpecaunn no3sonsawoT
agMUHUCTpAaTopPY.

OTCNneXuBaTb YCTPOUCTBA U YCTPaHATb HEMONAOKW;
KOHTPONUpOoBaTb AOCTYMN K pecypcam.



Pe3epBupoBaHue B HEOONbLUUX CETAX

- PGSGpBI/IpOBaHI/Ie NO3BOJIAET YCTPAHUTb €0UHbIE TOYKU
OTKa3a.

= TakXe npu 3TOM NOBbILLAETCA HAOAEXHOCTb CETU.

Redundancy to a Server Farm
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PekoMeHpauuu no npoeKkTupoBaHUIO
HeOOoNbLUUX ceTeun

= B npoekT cetn HeobxoauMo BKNIOYUTL crieayoLme
MYHKTbI:

obecnevyeHune 3alunTbl anroBbIX U NOYTOBLIX CEPBEPOB,
NMELLNX LEHTPaNbHOE MECTOMOSIOXKEHNE;

3almTa pacrnonoXxeHus nocpeacTsoM pusnyecknx u
rnornyeckux mep 6esonacHocTy; ——

pe3epBunpoBaHME B paMKax cepBepHon ep
HaCTpoOWKa pe3epBHbIX MyTeEN K cepBepam.

Traffic sent to backbone
in order of priority

Gckbone NetD

Traffic sent to

router without any
priority




CTaHp,apTHble npunox(eva B HEOONbLUUX
ceTaX

= [MpunoxeHus Network-Aware — 3T0 nporpaMmmHbie
NPUNOXEHNSA, UCrofib3yemMble Ans obMeHa AaHHbIMU NO
ceTu.

= Cnyx0bl YpOBHS NPUIIOXEHUA — 3TO NPorpamMmel,
KOTOpble B3aMMOAENCTBYIOT C CETbIO U MOAroTaBNMBaloT
NlaHHble K Nnepegade.
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CtaHOoapTHbIe NPOTOKONbl B HEOOSbLUUX
ceTaAX

= CeTeBble NPOTOKO/J1bI ornpeanensroT.
NpOLECCHI HA KaXXaJ0W N3 CTOPOH ceaHca 0bMeHa JaHHbIMU;
TUMNbl COOBOLLEHUN;
CUHTaKCUC COOOLLEHUN;
3HayYyeHne NHPOPMAaLMNOHHLIX nonewu;
cnocobbl OTNpaBkM COOOLWEHUI U NpeanonaraeMbin OTBET;

B3aIMOAENCTBMUE C NMOCNeayoLLMM 6oneem YPOBHEM.

DNS Telnet E-mail DHCP Web Server FTP
Server Server Server Server Server
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HeOONbLUUX ceTaAX

= UHdppacTpykTypa: TpebyeT OLEHKN, YTOODI
noATBEPANTb BO3MOXHOCTb NOAAEPKKU NpeasiaraeMbix
NPUNOXXEHUIN peanbHOro BPEMEHMW.

= B opraHusaumax, Kotopblie 40 CUX MOpP UCMNOMb3YHT
TeneoHbl, BHeapsaeTcsa npotokon VolP

= |P-TenedoHna: caMOCTOATENBHO BbIMOMHAET
npeobpasoBaHMe rofiocoBbIX AaHHbIX B |IP

= [1poToKosbl Nepeaayn BMaeogaHHbIX B pearisHOM
BPEMEHMW: UCMNOSb30BaHWE TPAHCMOPTHOroO NPOTOKOMa
peanbHoro Bpemenun (RTP) u ynpasngatoLlero
TPaHCNOPTHOro NpoToKona peansHoro sBpemeHn (RTCP)



MacwTtabupoBaHue HeOOMNbLUUX CeTeN

BaXHble pekomeHgaumn npu pacwumpeHumn go bonee
KPYMHbIX CETEMN:

= JOKYyMeHTaums (dbursmnyeckasa n norm4yeckasa Tononorus);

= OMNNUCb YCTPOWUCTB (CMMNCOK YCTPOWUCTB, KOTOPbIE
NCMNONb3YKT CETb UNU ABMAKTCA €€ YacTbio);

= OomXKeT (aeTannanpoBaHHbIn OrogxeT Ha UT, Bkntoyasd
rogoBou BOIKET Ha 3aKyrnKy obopyaoBaHUSA Ha
donHaHcoBbIN rof);

= aHanu3 Tpaduka (HeobxoaAnMO 3a40KYMEHTUPOBATL
NPOTOKOJbI, MPUNOXEHNA N CIYXObI, a Takke
COOTBETCTBYHOLWME TpeboBaHUSA K TpapuKy).




AHanus NpoTOKONOB B HEOOSLLLOU CeTH

-CBeaeHusd, cobpaHHble NOCPEACTBOM aHanun3a

MPOTOKOJIOB, MOXXHO MUCMNONb30BaTb MPU NMPUHATUN PELLIEHWUI

OTHOCUTENBLHO Boriee adOPEKTUBHOIO yripaBreHuns

Tpadonkom.

- Wireshark: Protecol Hamarchy Stetintics
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NpoTOKosIaMm

= CeTeBble agMUHUCTPATOPbI MOTYT NONYYUTb K CHUMKNY
cXeMbl NoTpebneHusa cotpyaHukamm UT-npunoxeHunmn.

= CHUMKM NO3BONSOT OTCrEXnBaTb NOoTpedneHne
pecypcoB 1 TpeboBaHMSA K NOTOKaM Tpaduka.

S Windows Task Manager

= CHUMKM NMpeaoCTaBnsoT [Roas

Processes are individual software
|/| H ¢O M a L|| I/I I-O O Apphcations | Processes | Performance | Networking programs running concurrently.
p Image Name User Name CPU MemUsage A Processes can be:
Apont.exe frances 00 5,288%
TpeOyeMbIX UBMEHEHUAX | coie = & i — P
"«KM.WJ £ances 00 244K -
DSentry exe fances 00 L990K
CeT M . Owrected exe Fances ; 00 5,590
wingr.exe LOCAL SERVICE 00 1,76X
svchost LOCAL SERVICE 00 4,204% .
dg.eve LOCAL SERVICE 00 3,502¢ Services
SCHCHT eNe LOCAL SERVICE 0 2,564K
svihast.exe NETWORKSERVICE 00 3,744%
svchast.exe NETWORK SERVICE 00 449K
medic exe NETWORK SERVICE 00 4.852%
Systen Ide Process  SYSTEM 9% 6K .
Systen SYSTEM 00 24K System operations
svchost.exe SYSTEM 0 51K
ViewpontService..., SYSTEM 0 2,08K
VATRYSYC EXE SYSTEM 0 1,388
WPCRY S sve SYSTFM (1)) Iy ¥ 0 b
: o
[¥] ghow processes from all users ne .program ma&, -
running several times,
— - each in its own process.
Processes: 64 CPU Usage: 4% Commit Charge: SOTM [ 246 1M
e




Yrpo3bl ceteBOM 0e30MacHOCTU

= KaTeropumn yrpo3s ceteBon 6€30rnacHOCTH

&

Information Theft Data Loss and Manipulation

404
page not

Q found

—
Identity Theft Disruption of Service
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dusnyeckasa 6e3zonacHoOCTb

CylleCTBYET YEThIPE KiIacca PU3NIECKUX YyIPO3:

yIpo3bl IS allapaTHOro OO0ECHEUYEHUS: (PU3NYECKOE MOBPEKICHUE
CEpPBEPOB, MAPIIPYyTHU3aTOPOB, KOMMYTAaTOPOB, KaOEIbHBIX JUHUM U

pabOYnX CTaHIINM;

yIpoO3bl CO  CTOPOHBI  OKPYXAIOIIEW  CpeApl:  IPEACIIbHBIE
TEMIIEPATypbl (CIUIIKOM BBICOKHE WJIM CJIHUIIKOM HHU3KHAE) WIIH
KpallHW€ 3HAYCHHUS BIAKHOCTH (CIHUIIKOM HH3Kas WM CJIHIIKOM

BBICOKAs);
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dusnyeckasa 6e3zonacHoOCTb

CylleCTBYET YEThIPE KiIacca PU3NIECKUX YyIPO3:

ANIEKTPUYECKUE YIPO3bl: MUKW HAIPSKECHUS, HEI0CTAaTOYHOE
HampsDKEHWEe B ceTH  (IIpoBajbl  HAIpsDKEHUA),  KoJeOaHUs
HaIpsHKeHUs (IITyM) U TTOJIHOE OTKJIIOUCHUE TUTAHMS,

AKCIUIyaTallMOHHBIE  yIrpo3bl:  HEHAJJIeXKallee  oOpalleHue ¢
KJIFOUEBBIMHU JJIEKTPUUYECKMMH KOMIIOHEHTaMU (2JIEKTPOCTATUYECKUM
pa3psifi), OTCYTCTBHE BAKHBIX 3alacCHBIX J€TaJICHd, HEMpaBUJIbHAS
IpOoKJIaJiKa Kabeliel 1 HeoCcTaTouHasi MapKUPOBKA.
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Tunbl yA3BUMOCTEUN B CUCTEME
be3onacHoCTH

= YA3BMMOCTWU B OTHOLLUEHUWN TEXHOMNOIMA
= YA3BMMOCTW B OTHOLLUEHUN KOHJOUrypawumm

= YS3BMMOCTU B OTHOLLEHWU MOSIUTUKN BEe30MacHOCTU

Network security weaknesses:

TCPIIP protocol weakness
Hypertext Transfer Protocol (HTTP), File Transfer Protocol (FTP) and Internet
Control Message Protocol (ICMP) are inherently insecure.
Simple Network Management Protocol (SNMP) and Simple Mail Transfer
Protocol (SMTP) are related to the inherently insecure structure upon which
TCP was designed.

Operating system weakness
Each operating system has security problems that must be addressed.
UNIX, Linux, Mac OS, Mac OS X, Windows Server 2012, Windows 7, Windows
8
They are documented in the Computer Emergency Response Team (CERT)
archives at http:/iwww.cert.org.

Network equipment weakness

Various types of network equipment, such as routers, firewalls, and switches have
security weaknesses that must be recognized and protected against. Their
weaknesses include password protection, lack of authentication, routing protocals,
and firewall holes.




Bmpbel yepBU U Tpo;IHCKMe pbrpaMMbl

= Bupyc — BpeIOHOCHas MporpaMma, KOTOpast NPHUCOCIUHSIETCA K

IPYyrou MporpaMMe C ILEJbK  BBINOJHEHUS KOHKPETHOHU
HeXXelaTelIbHOW (DYHKIIMHU Ha padouyeil CTaHIUH.

TpostHCKast miporpaMmMa — TIPUJIOXKEHHUE, KOTOPOE€ IEIIMKOM
HAalMCAaHO TaKuM oOO0Opa3oM, YTOOBI BBINISJAETh KaK APYroe
IPUJIOKEHHUE, B TO BPEMS KaK Ha CaMOM JEJIE€ OHO SIBJISIETCS

WHCTPYMEHTOM aTaKH.

YepBu — 3TO HE3aBHUCHUMBIC IPOrPaAMMBbI, KOTOPBIE aTAKYIOT
CUCTEMY M MBITAIOTCA HAHECTH BPEI, UCIOJIBL3YSA OINPEACIICHHbIE
VA3BUMOCTH B 1ICJIEBOM CUCTEME. YUEpBb KOMUPYET CBOIO
IporpaMMy C aTakylIIEero y3jJa Ha BBIOpAaHHYIO B KauyeCTBE
’KE€PTBBI CUCTEMY, YTOOBI 3allyCTUTh IIMKJI IIOBTOPHO.

&l L




CeTeBas pa3Benka

Internet queries

Ping sweeps

Port scans

Packet sniffers

d

Attacker

L

L

=
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ATaku goctyna

Password Attack

Attackers can implement password attacks using several different methods:

Port Redirection

+  Brute-force attacks
+ Trojan horse programs
+ Packet sniffers

Port redirection is a type of trust-exploitation attack that uses a compromised host to
pass traffic through a firewall that would otherwise be dropped. It is mitigated
primarily through the use of proper trust models. Antivirus software and host-based
IDS can help detect and prevent an attacker installing port redirecting utilities on

the host.

~ Authorization
Connect
Username ]adminislrator Options
Password [+ Cancel _|
Help

Source: Attacker Source: Attacker
Destination: B
Port: 23

Destination: B
Port: 23




ATaku TUna «oTKas B ob6cnyxuBaHUN»
(DoS-ataku)

DoS Attack
Disk space, bandwidth, buffers Oversized packets such as ping of death
Ping floods such as smurf Overlapping packet such as winuke
Packet storms such as UDP Unhandled data such as teardrop
bombs and fraggle

- & &
A = T
N

DoS attacks prevent authorized people from using a service by using up system
resources.




PesepBHoe KonupoBaHue, 06H03ne|-w|e n
ncripaBneHume

= 3arpyamnte n yctaHaBnmBamnTe akTyarbHble
nocnegHue BepCcun aHTUBUPYCHOIrO NporpamMmmHoOro
obecne4veHuns.

= YcTaHOBUTE OOHOBIEHHbLIE UCNpaBneHnsa 6e30MacHOCTU
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AyTeHTudunkauus, aBTopmsauma v yyet

AytenTudukanys, apTopuzauusa U y4et (AAA unu « Tpu A»)

= AyrteHTubHUKaIusI — IOJb30BaTEIN U aAMHUHUCTPATOPhI JOJDKHEI
MOATBEPAUTDH CBOIO TUYHOCTh. AyTEeHTU(HUKAIUS OCYIIECTBIISICTCS
C IIOMOIIIBI0 KOMOHWHAIIMI UMEHHM I10JIb30BaTeIIs U MapoJIsl, METO/1a
UJICHTU(UKAIIUM TUMA «3alPOC-0TBET», KapT-MapKEepOB U JIPYrUxX
CIIOCOOOB.

= ABrOopu3anusi — PECypChl, NOCTYIl K KOTOPBIM Pa3peui€H s
[IOJIB30BATENA, U ONEPALMU, KOTOPBIE IMOJIb30BATEI0 Pa3pEeIIEHO
BBITIOJTHAT.

= YYET — 3aluCH, K KOTOPBIM IT0JIb30BATE/b OCYILECTBIISI JTOCTYII,
COBOKYITHOE BPEMS IOCTYIIA K PECYPCY U BHECEHHBIC U3MEHEHMS.



MeXceTeBble 3KpaHbI

MesxceTeBol dKpaH pa3MENIEH MEXIY AByMs W 00jee CETIMMU.

OH OCYIIECTBISIET KOHTPOIb TpadHKa U MO3BOJISIET MPEIOTBPATUTH

HECAHKUMOHUPOBAHHBIK  noctyn. Mcnonb3yrores

MCTO/bI.

= (prybTpaLys MAKETOB;

= (prsbTpaLUs MPUIIOKECHUM;

Cisco Security Appliances

= (pusrpanus URL-aapecos.

= JluHaMHU4eCKUM aHaJIN
naketoB  (SPI):  Bxoasmiue

MaKETHI JOJKHBI MPEICTABIIST] Vs Hireess foserin integrated
COOOM JIETUTUMHBIE OTKJIUKHA

Ha 3aIIPOCHI BHYTPEHHUX

Y3JI0B.

W (14% 1011170

Server-Based Firewall

Personal Firewall




Bbe30nacHOCTb OKOHEYHbIX TOYeK

K nHambosiee pacnpoCTpaHEHHBIM OKOHEYHBIM TOYKAM OTHOCSTCSA
HOYTOYKH, HacCTOJIbHBIEC U Iu1aHIIeTHBIE [IK, cepBepa u cMapT@OHEL.

B 1memsx 3amMTbl CBOUX YCTPOMCTB COTPYOHHUKH  JOJKHBI
COOMIOATh IPUHATHIC B KOMIIAHUHU U 3aJ0KYMEHTHPOBAHHBIC IMOJIUTUKU
O€30I1aCHOCTH.

[lonuTuku 3a4aCTYI0 MOJIPA3yMEBAIOT UCIIOJIb30BAHUE
AHTUBUPYCHOTO IIPOrPAMMHOTO oOccreueHUs] U CHCTEMBI

IpEJOTBPAIEHNS BTOPXKEHHH Ha y3JIbI. = 3 a

~E_l WL




BBep,eHMe B NPVMHUMMbI o6ecnequM;|

6e30onacHoOCTU YCTPOUCTB

CereBass 0€30IACHOCTh MOJIpa3yMeBaeT B TOM  YHUCIIE
obecrnieyeHre 0€30MaCHOCTH YCTPOWMCTB, BKJIIOYAs OKOHEYHBIE
1 IPOMEXKYTOUYHBIE YCTPOMCTBA.

YcTaHOBICHHBIC II0 YMOJIYAHUIO HMMEHA II0JIL30BaTelicii M
napojixi He0OX0AUMO HEMEIJICHHO U3MEHUTb.

JIOCTYyIIOM K CUCTEMHBIM pecypcaM JOIAKHBI 001aJ1aTh TOJIBKO
JU1A, HAJIEJIEHHBIE COOTBETCTBYIOIIMMU IIPABAMU.

Bce HEBOCTpEOOBAHHBIE CIYyKObl W IPUIOXKEHHS IIPH
BO3MOKHOCTH HEOOXOAMMO OTKJIFOYNUTH WM YIAIUTh.

HeoOxoaumo ycTaHaBiaMBaTh OOHOBIEHHBIC HCIIPaBIICHUS
0€30MaCHOCTH 10 MEpPEe UX JOCTYITHOCTH.

&5 LY



[Maponu

secret
smith

toyota
bob1967
Blueleaf23

Weak Password Why it is weak

Simple dictionary password
Mother's maiden name
Make of car

Name and birthday of user
Simple words and numbers

Strong Password

b67n42d39¢c
12% ud@1p7?

Why it is strong
Combines alphanumeric characters

Combines alphanumeric characters, symbols
and also includes a space




OCHOBHbIe NpakTnyecKkme pekoMeHgauum
no ooecnevyeHnro 6esonacHoOCTu

= LLlngppoBaHne naponeu

= TpeboBaHUA K MUHUMAIbHOW ONTMHE naponeun
= briokmpoBaHue atak MeTogoM rpyobon cunol

= Yicnonb3oBaHne 6aHHEPHbLIX COODLLIEHUI

= YcTaHoBNeHne tanm-ayta gns pexunma EXEC

Router (config) ¥service password-encryption
Router (config) #security password min-length 8
Router (config) #login block-for 120 attempts 3 within 60
Router (config) #line vty 0 4

Router (config-vty) fexec-timeout 10

Router (config-vty) $fend

Routerfishow running-config

-more-

I

line vty 0 4

password 7 03095A0F034F38435B49150A1819
exec-timecut 10

login




Cisco.

BknoyeHne SSH

R1# conf t

Rl({config)# ip domain-name span.com

Rl{config)# crypto key generate rsa general-keys modulus 1024
The name for the keys will be: Rl.span.com

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable. .. [0K]
Rl{config)#

*Dec 13 16:19:12.079%9: %SSH-S-ENABLED: SSH 1.9% has been enzbled
Rl{config)# username Bob secret cisco

Rl{config)# line vty 0 4

Rl{config-line)# login local

Rl({config-line)# transport imput ssh

Rl{config-line)# exit

Step 1: Configure the IP domain name.

Step 2: Generate one-way secret keys.

Step 3: Verify or create a local database entry.
Step 4: Enable VTY inbound SSH sessions.




UHTepnpeTauunsa coobweHnn ICMP

= | — 0bo3HavaeT nonyyeHne coobLeHUs 06 3XO-OTKITNKE
ICMP

= . — MOKa3bIBaET BpeEMS, npoLlueqllee B OXXngaHum
coobLleHna axo-oTBeTa oT npotokona ICMP

= U — nony4yeHo coobueHne ICMP «HepgocTynHO»

Testing Local TCP/IP Stack

Pinging the local host confirms that TCP/IP is
instalied and working on the local network
adapter,

L Lecat Fca Conmection Propetties i’m
Genedl | Authertication | Advanced

Correct wing

P VIA Rhwre B Fact Ethemet Adagter :55 E.

Thas cgrnechion uses the Solovng tema
v 800'3 Packet Schedules ~
¥ W™ Network Monior Darves
¥ ¥ Irdeerwit Protocal (TCPAP)

v
< >

[ igua [ Unestst [ Prpetes |
Descrpto
| Adlowes yous COmpuUiet 10 SCCRES FEIOUICeT On & Mcsosolt
Pinging 127.0.0.1 causes a device 1o netweork

ping itself.

[¥] Shosy con n noticaton aes when conrected
[¥] Notlly e when ths connechon hat lesed o no connectiviy

0K Carced
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A dheKkTUBHOE UCMNOSIb30BaHMe
pacllUpPEeHHOro peXxumMa KomaHAabl «ping»

= B Cisco IOS goctyneH «pacLliMpeHHbIN» PeXnUM
KOMaHabl «ping»
R2# ping
Protocol [ip]:
Target IP address: 192.168.10.1
Repeat count [5]:
Datagram size [100]:
Timeout in seconds [2]:
Extended commands [n]: y
Source address or interface: 10.1.1.1
Type of service [0]:
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ba3oBbIN ypoBeHb CEeTHU

Baseline with ping

FEB 2, 2007 08:14:43

C:\>ping 10.66.254.159

Pinging 10.66.254.159 with 32 bytes of data:

Reply from 10.66,254.159:
Reply from 10.66,254.159:
Reply from 10.66,254.150:
Reply from 10.66,254.159:

MAR 17, 2007 14:41:06

C:\>ping 10,66.254.159

Pinging 10.66.254.159 with 32 bytes of data:

Reply from 10.66.254.159:
Reply from 10.66.254.159:
Reply from 10.66.254.150:
Reply from 10.66.254.159:

bytes=32 tisa<ims
bytes=32 tise<ims
bytes=32 time<ims
bytes=32 tise<ims

bytes=312 time<éas
bytes=12 time<as
bytes=32 time<éms
bytes=32 time<tas

TTL=128
TTL=128
TTL=128
TTL=128

TTL=128
TTL=128
TTL=128
TTL=128

Router Ping Capture - Saving to a text file

[ rormsermina T

Fle [t Vew Co Trargfer Mol

e eeter =) 2

in the terminal sossion:

1. Start the text capture process.
2.I1ssveaping <lp addreas> command.
3. Stop the capture process.

4. Save the lext file




UHTepnpeTauma coodLeHnn KoMmaHabl
tracert

Testing the Path to a Remote Host

Trace from a router

RouterAdtraceroute 10.1.0.2

10.1.0.254724

10.0.0.25424

10.1.0.1724 10.1.02724
Host 2
Trace from 8 host

Host 1
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I'IepeCMOTp Hanoonee pacnpOCTpaHeHHblx
KoMaHAa «show»

= C nomoulbto komaHabl show MOXXHO 0TODpa3nTb
COCTOSIHME NpaKTU4eCcKn noboro npouecca nnu
dOYHKUMM MapLupyTM3aTopa.

= HacTto ncnonb3dyemble KoMaHabl «Showy:
show running-config
show interfaces
show arp
show ip route
show protocols
show version



[lpocMOTp HAcTpoeK mapLipyTusaTopa c
NOMOLLULIO KOMaHAbl «<Show version»

Bepcua Cisco 1I0S —

Routerfshow version

[1porpamma
Ha4asribHOM 3arpys3Ku T~
Obpas Cisco I0OS ~—

LIl n O3Y

KonmnyecTtso 1 tmn

O0ObLEM NamaTHn

ObbEM Cle'}leVLLlF\iﬁg/lMﬂTl/l S

donsnyeckmnx VIHTepCbeVICGB\

rk Operating System Software
I0S (tm) 2500 Software (C2500= ) ,Version 12.0(17a),RELEASE

SOFTWARE (fcl)
Copyright (c)1886-2002 by cisco Systems, Inc.

viled Mon 11-Feb-02 05:55 by kellythw
image ~base:0x00001000

ROM:system Bootstrap,Version 11.0(10c), SOFTWARE

SH :3000 Bootstrap Software (IGS-BOCOT-R),Version
11.0(10c), SQFTWARE (fcl)

System image file I¥ "flash:c2500-i-1.120-17a.bin"

cisco 2500 (68030 processor(revision N) With 2048K/2048K
bytes of memory.

processor bord ID 08860060,with hardware revision 00000000
Bridging software.

X.25 software,version 3.0.0.

1 Ethernet/IEEE 802.3 interface(s)

2 Serial network interface(s)

T 12k bytes of non-volatile Configuration memory.

8192K bytes of processor board system flash (Read ONLY)

Configuration register is 0x2102
Router

Peructp KOchmrypaW




[lpocMOTpP HAcCTpoeK KommyTaTopa C
NOMOLLLIO KOMaHAbl «<Show version»

Switchishow version

Cisco IOS Software, C2960 Software (C2960-LANBASE-M), Version 12.2(25)SEEZ2,
RELEASE SOFTWARE (fcl)

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Fri 28-Jul-06 04:33 by yenanh

Image text-base: 0x00003000, data-base: 0x00AA2F34

ROM: Bootstrap program is C2960 boot leoader
BOOTLDR: C2960 Boot Loader (C2960~-HBOOT-M) Version 12.2(25r)SEE1, RELEASE
SOFTWARE (fcl)

Switch uptime is 2 minutes
System returned to ROM by power-on

System image file is "flash:c2960-lanbase-mz.122-25.SEE2/c2960-1anbase-
mz.122-25.SEE2.bin"

cisco WS-C2960-24TT-L (PowerPC405) processor (revision B0) with 61440K/4088K
bytes of memory.

Processor board ID FOC1107Z9ZN

Last reset from power-on

1 Virtual Ethernet interface




[MapameTpbl KOMaHAbI ipconfig

= ipconfig - oTobpaxaeT |IP-agpec, macky NogceTu, L3

Mo YMOMYaHMuIo.

= ipconfig /all — Takke otobpaxaet MAC-agpec.

= Ipconfig /displaydns - oTobpa)aeT Bce Kalumpyemsble

3anucu DNS B cucteme Windows

C:\>ipconfig /fall

Ethernet adapter Network Connection:

Connection-specific DNS Suffix: sxam

DESCTIDETON 1 oet e oty
O/Wireless 3S45RBC Network Connect

ple.com

: Intel (R)

ion

PRO,
[ Physical Address. . . .« . « « .« .

: 00-18-DE-C7-F3-F&|

Dhcp -Enabled. « s & % W % o % & 3
Autoconfiguration Enabkled . . . . :
IP Rddressg. < '« a o & a » &
Subnet ‘Mask v & o ¢ @ 4o w1
Default Gateway . . . + . . . . . ¢
DHCE 'SeXVer < :aiia ‘s < a s sira i3
DNS Servers . 4w a a o < a s o-a s

Lease Obtained. . . . « . « « . .

Leage EXPATER oiin & +ive ca st stcs i

1e3

s
ie8

: 10.2.3.4

255.255.255.0
10.2.3.254

: 10.2.3.69
: 152.168.226.120

Thursday, May 03,
2007 3:47:51 BM

: Friday, May 04,

2007 6:57:11 am




[TapameTpbl

KOMaHAbl «arp»

10.0.0.25424 ﬁ

10005724

10.0.0.124

10.0.0.4724
10.0.0.2724

100.03724

Physical Address TYpe

00-08-a3-bé-oce-04 dynamic
00-0d~56-09- -4l dynamic
00-12-3f-d4-6d-1b dynanic
00-10-Tb-e7-faef  dynamic

!

IP- MAC Address Pak




alia]e " ‘fép!"' ( :) !»"'('

'
CISCO. 045

[TapameTpbl KOMaHAbI «sow cdp
neighbors»

Ritshow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, B - Host, I - IGMP, r - Repeater, P - Phone

Device ID Local Intrfce Holdtme Capability Platform Port ID
S3 Fas 0/0 151 S I WS-C2950 Fas 0/6
R2 Ser 0/0/1 125 R 1841 Ser 0/0/1

R3itshow cdp neighbors detail

Device ID: R2
Entry address(es):

IP address : 192.168.1.2
Platform: Cisco 1841, Capabilities: Router Switch IGMP
Interface: Serial0/0/1, Port ID (outgoing port): Seriald/0/1
Holdtime : 161 sec

Version :
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Mcnonb3oBaHMe KomaHAbl «<Sshow Ip
interface brief»

= MoXHO ncnonb3oBaTb ANsl NPOBEPKU cTaTyca BCEX
CeTEBbLIX MHTEPAENCOB HA MapLLUPYyTM3aTope NUNu
KOMMYTaTope.

Routerlfshow ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.254.254 YES  NVRAM up up
FastEthernet0/1/0 unassigned YES unset down down
Serial0/0/0 172.16.0.254 YES NVRAM up up
Serial0/0/1 unassigned YES unset administratively down down

Routerliping 192.168.254.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.254.1, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Routerlitraceroute 192.168.0.1

Type escape sequence to abort.

Tracing the rcute to 182.168.0.1
1 172.16.0.253 8 msec 4 msec 8 msec
2 10.0.0.254 1€ msec 16 msec 8 msec
3 192.168.0.1 16 msec * 20 msec




dannoBble CMCTEMbI MapLupyTMU3aTopa

= show file systems: komaHaa nepeuncnaeT Bce
OOCTYNHbIE PpanrnoBble CUCTEMbI HA MapLUpyTusaTope
Cisco

Router$ show file systems

File Systems:

Size (b) Free(b) Type Flags Prefixes
- - opagque rw  archive:
- - opague Iw  system:
- - opage ¥ tmpoya:
- - opagque w mull:
- - network v tfcp:

2564E7424 1823234560 disk rw fla=h0: fla=h:#
S 7 o A
262126 254778 ovram I¥  Drram:

- - opague wo  syslog:
s - opage I smodem:
- - opague w  ymodem:
- - network w  xco:
- - network rw  http:
- - network »  fop:
- - network I»  sco:
- - opagque o  tar:
- - network rw  https:
- - opague o s

= * CnMBON 3BE3004KM YKa3bIBaET, YTO 3Ta dhannosas
cucTemMa sIBnsieTcs TeKyLwen No yMOT4aHuIo



daunoBbleé CUCTEMbI KOMMYyTaTOpa

= show file systems: komaHOa nepeyncngaer Bce
OOCTYMNHble dpannoBble CUCTEMbI HA KOMMYTaTope

Catalyst 2960.

Switchishow file systens
File Systems:

*

Size(b)

32514048

65

el el sl e e e [ R PR N e 1

Free (b)

20887552

1=
o0

[ I I I Y Y Y AR AR (R RN B+~

o

-J

Type
flash
opaque
opaque
opaque
opaque
nvram
opague
opaque
opaque
opaque
network
network

network
network

network
network
opagque

Flags
w

Iw

Iw
Iw
Iw
Iw
Io

Prefixes
flash:
vb:

bs:
system:
tmpsys:
nvram:
xmodem :
ymodemn:
null:
tar:
tftp:
rcp:
http:
ftp:
scp:
https:
Cns:




st
CISCO.

Pe3epBHOe KOonnpoBaHue "
BOCCTaHOBJIeHue C NOMOLbI TEKCTOBbIX

coing s SDANIIOR

St Setp Wed Contrd Window Meb

New commecton... AteN 341 Software (C1841-1PBASEKS-N). Version 12 . 4(11)T. RELEASEA
I > //vvv cisco con/techsupport

Send fle.... J6 by Cisco Systeas Inc

Trarefer % . 15:20 by prod_rel_teon

Change drectory... Version 12 3(8r)T8. RELEASE SOFTVARE (fcl)

Pt Ated inutes

(bvrelo&dalOlJ(lSUTCFnA e 2 %

Dscorvect ‘tlash cl1841-ipbasek9-nz . 124~-11 T Rt

Bt AteQ Lock i | L) My Documerts e D
IThis product contains cryptogrephic features and is sul Aded J ceToR
[States and local country lavs governing iaport. export Q.. —
use . Delivery of Cisco cryptographic products does not 2
third-party authority to iaport, export, distribute or Musc
Inporters, exporters. distributors and users are respos Pctres
conpliance vith U S and locel country lavs. By using Videos
lagree to comply vith applicable lavs and regulations  Defastrd
to coaply vith U S and local lavs, return this produc
A sunnary of U S lavs governing Cisco cryptographic p

——Nore—- rame  F1041 15 Open I

| In the terminal session:

1. Start the log process
2. Issue a show running-config command
3. Close the log
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Pe3epBHOE KONMMPOBAHUE U BOCCTAHOBJICHHE C
nmoMoIb nporokoaa TETP

= Qannbl KOHPUrypaumunm MOXHO XpPaHUTb Ha cepBepe
TFTP (npocTton npoTtokon nepenayn dansos).

= COpY running-config tftp — coxpaHeHmne 3anyueHHOn
KoHJourypauum Ha TFTP-cepBep

= copy startup-config tftp — coxpaHeHune
KOHJourypaumm 3arpyskm Ha TFTP-cepeep

Routerfcopy running-config tftp

Remote host []? 131.108.2.155

Name of configuration file to write[tokyo-config]?tokyo.2
Write file tokyo.2 to 131,108.2.1557? [confirm]

Writing tokyo.2 !!!1!! [OK]
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|/|CI10]1b3OBaHVIe MHTepcbeMcos USB Ha
MmapupyTusaropax Cisco

= USB-Hakonutenb AormkeH b6biTb OThopMaTUpoBaH B
dopmate FAT16.

= OH MOXeT cogepaTb Heckornbko konun Cisco 10S un
HECKOMNbKO KOHJUrypaumm mapLupytusartopa.

= [lo3BonsgeT agMuUHUCTPAaTOPY OLICTPO U yOOOHO
nepemMellatb KOHdUrypaumum ¢ ogHoro MmapLupytmnsartopa
Ha OpYyrowu.

alibanin, E)
cisco rl'_'-" --u—o.
l
:
- : - r' '1
® oy T — —
. == o rilgs 30-03 . |
L‘ - lo ——

USB Ports




Pe3epBHOE KONMMPOBAHUE U BOCCTAHOBJICHHE C
oMoIbI0 nmporokojga USB

R1#copy running-config usbflash0:/ ()
Destination filename [running-config]? R1-Config
5024 bytes copied in 0.736 secs (6826 bytes/sec)

Copying to USB flash drive, and no file pre-exists

R1#copy running-config usbflash0:/

Destination filename [running-config]? R1-Config
%Warning:There is a file already existing with this name
Do you want to over write? [confirm]

5024 bytes copied in 1.796 secs (2797 bytes/sec)

Copying to USB flash drive, and the same configuration
file already exists on the drive.
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MHorodhyHKLMOHaNbLHOE YCTPOUCTBO

= CoyeTtaeTt B cebe pyHKLUMM KOMMYyTaTopa,
MapLupyTmu3aTopa 1 Toukm 6ecnpoBogHOro AocTyna.

= [lpepoctaBngaeT PyHKUNMKM MapLLIpyTU3aLUnn, KOMMyTaumm u
becnpoBOAHOro NMOAKMHYEHUS.

= becnpoBogHble MapupyTmnsaTtopbl Linksys nMetoT NpocTyto
KOHCTPYKUMIO N UCMONb3YIOTCA B AOMALLHUX CeTAaX

= B nMHenKe NpoOyKTOB UHTErPUPOBAHHbIX
mMapLupyTtusatopos Cisco (ISR) goctyneH wmpokunm
aCCOPTUMEHT NPOAYKTOB, NMPUroaHbIX ANs UCNOoNb30BaHNUS
Kak B HEOONbLLINX OOUCHBIX CETHAX, TaK N B CETAX OOMbLUErO
MacLuTaba.

Linksys: Model WRT300N2




®yHKUUKM 6ecnpoBOAHOro NOoAKMI4YeHUs

= Pexkum GecnpoBOAHON CeTHU:
BOMNbLUNHCTBO NMHTEIPUPOBAHHbIX
6ecnpoBOAHbIX MapLLUPYTN3aTOPOB
nogaepxmBatoT ctaHaapTbl 802.11L pre=r=
802.11g n 802.11n

= UpeHTudunkarop Habopa ycnyr
(SSID) — vyBCcTBUTESNBHOE K
perncTpy 0ykBeHHO-4MCNOBOE NMS
AomallHen 6ecnpoBOgHON CETW.

Network Mode

Determines the type of technology that must be supported. For example, 802.11b,

| EQC"pOBOAHOﬁ KaHaJna — CneKTp 802.11g, 802.11n or Mixed Mode.
PY, pasgenéHHbin Ha KaHanbl.
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ba3oBbId YPOBEeHBb 0€30MACHOCTH
OecrnipoBOAHOM ceTH

H3MeHeHre 3HaYeHU 10 YMOJIYaHUIO
OTKJIIOYEHUE MAPOKOBEIIATEIIHON PACChUIKA SSID
Hactpoiika mudpoBanus ¢ ucnoiab3zoBanuem WEP niiun WPA

IIpotokon oOecredueHuss KOH(PUACHIIMAIbHOCTH, COIIOCTaBUMON C
npoBogubiMu  cetamu  (WEP):  wucnons3yer — npeaBapUTEIbHO
onpeieIEHHBIC KIIIOYU s IU(ppPOBaHUS M paclIM(DPOBKH JaHHBIX.
Ha Bcex OecnpoBOAHBIX YCTPOMCTBAX, JJISI KOTOPBIX pa3peuic¢H
OOCTYII K CETH, HEOOXOAUMO BBECTH OJIMH U TOT ke Ki1tod WEP.

Jammménapii goctyn Kk Wi-F1 (WPA): Takke HCIOJb3yeT KIIIO4M
mudpoBanua JuHOM oOT 64 no 256 Owut. Kaxnawii pa3 npu
YCTAHOBJICHUU COEJWHEHHS C TOYKOW JOCTYIAa TEHEPUPYIOTCS HOBBIE
kirouu. CeaoBaresibHO, YPOBEHb 0€30IMaCHOCTH MOBBILIACTCS.
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HacTpouka HHTerpupOBAHHOI0

MapuipyTu3aropa
= [locTyn K MapLipyTtmsaTtopy obecrnedymBaeTcs NyTEM

NOOKITHOYEHNA KOMNbIOTEPA C NOMOLLIO Kabena K ogHOMY
n3 noptos LAN Ethernet maplpytusartopa.

= [Togkntoyaemoe yCTPOMCTBO aBTOMAaTUYECKM MOMy4yaeT oOT

NHTErPUPOBAHHOIO MapLupyTmnsaropa gaHHole 00 IP-
agpecauuu.

= B uensix 6e3onacHOCT U3MEHNTE NMS NOosSib3oBaTens u
naposnb No ymonyaHuio, a Takke |P-agpec yctpouctea

Linksys no ymon4daHutio.

Linksys Router /




BknioyeHne 6ecnpoBOogHOU CeTU
= HacTpouka pexunma 6ecnpoBOaHON CETU

= HacTtpomnka ngeHtugpukaropa SSID
= Hactpounka kaHana P4

= HacTpouKa Bcex XefaemMbix NnapameTpoB
LnppoBaHms Ansa cuctembl 6e3onacHOCTH

A Diveaon of Caoe Systens, o

Wireless




Hactpouka napameT’pOB KNUeHTa
becnpoBoOAHON CeTU

= [MapameTpbl KOHJUrypauum knneHTa 6ecrnpoBogHON CETU OOSTKHbI
COOTBETCTBOBATb NapamMmeTpam becnpoBogHOro MapLupyTusaropa.
SSID (Mma cetn)
HacTtponkn cnctembl 6€30nacHOCTU
Kanan

= [MporpammHoe obecneveHne knmeHTa 6ecnpoBOAHON CETU MOXET ObITb
NHTErPMPOBaAHHbIM B ONEPaLMOHHYIO CUCTEMY YCTPOMUCTBA UM
aBTOHOMHbIM, 3arpyxaemblM cnyxebHbim 1O 6ecrnpoBogHON CBSA3N.

LINKSYS'
A Dwveson of Cisce Systems, inc.
Link Information
9 | Gliz
Radio Band 20MH2 Network Type  \WielessG
Wireless Network Name academy IP Address 192.1681.106
Wireless Mode Infrastiuctuse Subnet Mask 2552552550
Wide Channel N/A Default Gateway 132 163 1.1
Standard Channel £-2437GHz  DNS1 200165200225 | &
Security WEP MAC Address AB-30-FA-00-11-0D | -
Authentication Open J
D T | e e

N Notebook Adapter Wireless Network Monitor v1.0 weiwe WPC300N
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