Jlekumna 15. OCHOBHbIE MeXaHU3Mbl 3aLlUThbI,
ncnornb3yemble B CUCTeMax 3anTbl MH(opmauum
(C3U) nHchopmaumnoHHbix cuctem (UC)

1.[lepeveHb 3alNTHbIX MEXAaHNU3MOB,
ncnosnb3yemboix B C3U1 VC.

2.AyTeHTUpnKauma n ngeHTMuKauns
norib3oBaTenemn.

3.Pa3rpaHunyeHune goctyna cyObeKTOB K pecypcam
NC.

4.3aWmTa nepuMmeTpa KOMMNbIOTEPHOW CETM.



1.MepeyeHb 3aLUTHLIX MEXaHM3MOB, UCMOSb3yeMbIX B
C3U UC.

4 3Halo, YTO Thl MOXelb HanakoCTUTb, HO A Tebsa BbLIMUCIO U HOMU
Tebe nepenomaio .....

lNepeyeHb OCHOBHbLIX 3a4a4, KOTOPbIe AOMKHbI pelaTbCH CUCTEMOM
KOMMbLIOTEPHON 6e30MacHOCTM!:

eynpasrieHne 4OoCTyrnom nonb3oBartenen Kk pecypcam AC c uenbto ee
3alMTbl OT HEMPAaBO-MEPHOrO CIy4YanHOro Unu yMblLWEHHOTO
BMeLllaTenbcTBa B paboty cuctemol u HCLl; e3alumnTta gaHHbIX,
nepenaBaeMsblX Mo KaHanam cB4a3u;

e peructpauus, coop, xpaHeHne, obpaboTka n Bbligada cBegeHum obo Bcex
COObITUAX, MPOUCXOOALLMX B CUCTEME U UMEIOLLIMX OTHOLLEHME K ee
Oe3onacHoCTU;

*KOHTPOMNb paboTbl NONb3oBaTENEN CUCTEMbI CO CTOPOHbI aAMUHUCTPALINU U
onepaTtuBHOE OMoBeLLeHNE agMUHUCTpaTopa 6e30nacHOCTM O NOMbITKax
HCL k pecypcam cuctemsl;

*KOHTPOJIb U NogaepxXaHne UejfioCTHOCTUN KPUTUYHbIX peCypCcoOB CUCTEMbI
3alWnTbl N Cpenbl UCTNOJTHEHNA NPUKITaOHbIX NMPOorpamMmM;

» obecneyeHne 3aMKHYTOWM cpebl MPOBEPEHHOIO NPOrPaMMHOro
obecneveHns ¢ Lenbio 3aLmTbl OT OECKOHTPONBHOIO BHEAPEHUS B CUCTEMY
NoTeHLUManbHO onacHbIX NporpamMMm (3aknagku Unm onacHble oLnbKn) 1
CPeACTB NPeooNieHNs CUCTEMBI 3aLLMThI, a TAKXKE OT BHEAPEHUA U
pacnpocTpaHeHNs KOMMbITEPHbIX BUPYCOB;

eyrpaslrieHne cpegcreamMm CUCTEMbI 3aLLINTHI.




EKoraccel

TLoncrcTens i TpeSon ans 3B [3A] 2B | 24 AAJAC 1B 1B | 14

1. TTogcricTena YOpaBJeHII J0CTYIIOM

1.1. MaeHTHGHKALHSA, OPOEEPKA NOAIHHHOCTH H KOHTPONb A0CTYIA cVOEEKTOE!

3 CHCTEMY, + + + + + + + + +

< TepyvHHATAM, 3BM, yvanaMm cetH 3B M, KaHATAM CEA3H, EHELIIHH M

veTpocTEaMm 3B M; s & % 3 = [ =2 *
K NIporp aMMAM, - - - + - + + + +
X TOMAM, KATAIOraM, ¢ afdIaM, SAnHCAM, NOJIAM 3AMHCeH. - - = + -+ ] + + +
1.2. YVopaeneHHe NOTOKAMHE HH$ Op MALTHH. - - - + = & + + +
2. ITopcricTena pervic TPALminl I YYeTa

2.1. PerucTpauHa H VYET:

3xoaa/BboAA cYOEEKTOE QOCTYIA B/H3 cHCTeMBI (V3IIa CeTH), + + + + + ||+ || + + +
3BIZAYH IIeYATHBIX (FrpadHYecKHX) BEBIXOAHBIX A0OKYMEHTOE, - + - + -+ + + +
3anNyCcKa/3aB eplLIEHHA NPOrPaMM H NpoUeccoe (3amadHui, 3azad); - - - + -+l *+ + +
TOCTYNA MPOrpaMM c¥OEEKTOE A0CTYIIA K 3ALHIAE MbIM ¢ afiman,

SKIIOYAA HE COZAAHHA H VAAIICHHA, Nepegady No JTHHHAM H KaHalaM - - - + -+ + + +

SBASH,

QOCTYIIA NPOrpaMM cyOEEKTOE AO0CTYNA K TepMHHAanaM, ZBM, yzmam
ceTH 3B M, kaHanaM cBEASH, BHEIUIHH M yeTpoHcecTEAaM 3BM, - - - + - + + + +
IPOrp aMMaAM, TOMAM, KATAnoras, ¢adagaM, SanHcAM, D0IAM 3anHced;

A3MEH EHH A NOITHOMOYHHE cyGEEKTOB A0CTYIA; - - = 2 o = + + +
SO3QABAC MBI IALHIAEMBIX 0 GEEKTOE AOCTYIIA. - - = + > = + + +
2.2. YyeT HOcHTen el HHGOPMAHH. + + + + + ||+ || + + +

2.3. OyncTKA (0OHYIIEHH €, 0 0e3NMHYHBAHH ) 0CED G0 K a8 MbIX

yGnacTed onepaTHEHOH naMATH 3B M H EHEIIIHHX HAKOMH TEeIeH. B e } o B % o s i
2.4. CHrHAIH3AUNKSA NONbLITOK HAP VI EHH A Al HTHI. - - - - - - + + +
3. KprmTtorpadmieckas IJOZCHCT eMa

3.1. HTudpopadHe KOH GHASHUH ATLBHOH HHG OpPMAaLHH. - - - + - - - + +
3.2. lTludpoeadue HHGOPMAHH, IPHHAQJIEXKALLEH pasiIHYHbLIM 5 ” " " o ” " 2 -
cy@rekTaM AocTvia (rpyvnnam cySEeKTOE) HA PASHBIX KIFOYaX.

3.3. Mcnonb30BAHH € ATTECTOEBAHHBIX (Cep THOHLUHP OBAHHBIX ) _ _ _ 4 _ _ _ i i
LPUOTOrpadHUYECKHX CPEegCTE.

4. IMTogcracTensa 00 ecrIeYYe i [1eJI0C TEHOC TH

4.1. OGecnnedeHHA HENOCTHOCTH NPOrpaMMHBII CP EACTE H " s ¥ o w Mo g ¥ £
16padtarbIBEAEMOH HH G Op MALHH.

4.2, PHIHYECKAA 0XpPAaHA CPp eACTE EBIYHCIHTEIBHOH TEXHHKH H

40CHTEeNeH Hnnbapmguun, pea kS & & Gl £ & =
4.3. Hanmu4yHe agMHHH CcTpAaTOp A (CHyXKObI) 3AalMHTHLI HHbopMauua B AC. || - - - + - - + + +
4.4, IlepuoaHyYecKoe TecTHpoeanue T3 HCA. + + + + + || + + + +
4.5, Hanmu4yHe cpeacTE BOCCTAHOBIeHH A T3] CAa. + + + + + + + + +
4.6. McnonbsoBaHH e cep TH QHUHPOEBAHHBIX CP eACTE 3ALLH ThI. - + - + - - + + +




2. AyteHTndmkauma n naeHTudunkaums
nonb3oBaTesneun
UpeHtudukaumsa - ConocrasneHue
nonb3oBaTenda 1 ero AaHHbIX (B YaCTHOCTU, €ro
naoeHTudukaropa) (rpybo roeops, otaeneHue
O HOro nosb3oBaTtengd oT ApYroro).
oeHTudukaTop — uMs nonb3oBaTeng.

AyTteHTUdUnkaumsa - ConocraBneHue
nonb3oBartens (y>xe uaeHTUPULNPOBAHHOIO,
MOXHO CKa3aTb, YTO CONoOCTaBrieHne
naoeHTudukartopa) n ero atpmbyTos
6e3onacHOCTU (Ha OCHOBE ceKkpeTa: Naporib,
BnomeTpunyeckme aaHHble, ..... ).

ABTOpM3aLumg - NpoBepKa aTpmbyToB
Oe30nacHOCTM Nonb3oBaTend Ha Hanun4dume

PAFLIARALIIAIA LIA DLIAAR LIALIIAA AMNARARAALILIATFA




3. PasrpaHuyeHue ooctyna CyobLeKkToB K
pecypcam UC

OTHoweHMe "cybbekTbl-00BbEKTHI" MOXHO NPeacTaBUTb B BUAE MaTpuULbl JOCTyNa,
B CTPOKax KOTOPOW nepeyncreHbl CyObeKkTbl, B cTONOLAx — 00bEKTbI, a B KNeTkax,
PaCMONOXEeHHbIX Ha NepecedYeHnn CTPoK 1 cTonbuoBs, 3annucaHbl JONONHUTENbHbIE
ycrnoBusi (Hanpumep, BPeEMS U MECTO AENCTBUS) U paspeLleHHble Buabl AoCTyna.
dparMeHT MaTpuLbl MOXET BbIrMAAeTb, Hanpumep, Tak:

Ta6bnuua 1 - ®parmeHT MaTpuLbl AOCTYyNa
"0" — obo3HavaeT paspeLleHne Ha nepegady npae 4OCTyna ApyrMm nonb3oBaTensm,

" —4yTeHue,
"w" — 3anuce,

€ — BbllNOJIHEHNE,

a" — pobasneHne nHdopmaumn

NMonb3oBa Mporpa NMnHua PensiunoH
Tenum MMa CBSI3n Has Tabnuua
orw rw

Monb3oBa

C cucrtemHomn e c 8:00 oo

Tenb 1
KOHcomnm 18:00

Monb3oBa
Tenb 2



MaHaaTHbIM gocTyn (NMuo, MetoLLee
npaBo gocTyna K MHopmauum c rpudom
“coBepLUEeHHO-CEKPETHO” AoMNYyLLEH KO
BCEW MHPOpMAaLN C “HMKHUMU
rondpammn’”).

PoneBou gocTtyn (N1MUo MMEET AOCTYnN K
MHdpopmMauun B COOTBETCTBUU C €I0
PONbIO B yUpEeXaeHun).



4. 3alumMTa nepmMeTpa KOMMNbLIOTEPHON CeTH

OCHOBHBbI€e yrpo3bl, ucxoasuiune m3 BHelWHUX ceTem:

e CkaHMpoBaHWe NopToB 1 cbop cBeaeHnn o paboTatoLmnx cep-
BUCax, B TOM 4ucne Yyepes cbop «baHHeEpPOB» (service banners)
— npurnawleHun, BblgaBaemblX Cryk6om npu coegnHEHUn ¢
HEW.

e ATaku nepenosiHeHust dyepa ¢ uenbo Nony4YeHnst KOHTPONS
Hagd CUCTEMOMW.

e DoS-aTakw.
[ IpOHMKHOBEHWNE BUPYCOB N YepBEW.

OCHOBHbIM METOOM 3aLUNTbI NEPUMETPA SABNSAETCS
NpUMeHeHNe MeXCeTeBbIX 3KpaHOB (punbTpoB) (firewall),
TaKXXe Ha3blBaeMbIX OpaHaMayapamu.

MexceTeBon 3kpaH (firewall) — nporpamma nnu annapaTHo-
Npor-paMMHbIA KOMMSIEKC, KOTOPbLIW pacnonaraeTcs mexay
CeTaMU C pasnmMyHbIMUN YPOBHAMM OOBEPUA N PUNBLTPYET
(BnoknpyeT nnn paspeLlaeT) NnakeTbl COrnacHo rnpasuinam
douneTpaunmn, 3anoXeH-HbIM agMUHUCTPATOPOM CETH.



