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[ HoBasa apxutektypa ACL mexaHnsma

0 Mopsaok npuoputeTa Aasa Kakaoro npodusis

0 MapannienbHbI Npouecc Ansa BCeX Npoduien
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Hoeaga apxutektypa ACL mexaHunama

Ocob6eHHocT ACL kommyTaTtopos cepun DES-3200 C1

v/ MakcnmanbHO MOXHO co3aartb 4 ACL npocounsa n 1024 npaBun ans Bxogsulero tpaduka

v Kaxgoe npaBu/io MOXHO NPMBSA3aThb K MOPTY UM HECKOMBKUM NopTam

Oco6eHHOCTU npodhunen

Ethernet npodoune:
1. Makcumym 3 npopuasa Ha KoMMyTaTop
2. MakcumasnbHOo 256 npasun Ha npodusib
IP npodonne:
1. Makcumym 3 npopuasa Ha KoMMyTaTop
2. MakcumasnbHo 256 npasun Ha npodusib
IPv6 npodonnb:
1. Makcumym 2 npopuasa Ha KoMMyTaTop
2. MakcumasnbHo 256 npasun Ha npodusib
PCF npogounb:
1. Makcumym 1 npopunsa Ha KoMMyTaTop
2. MakcumasbHO 256 npasun Ha npodusib

CucrtemMHble ACL*

KommyTaTop 3ape3epBupyeT 2 npochuns noa
CUCTEMHbIE HYX[bI:

1.Ethernet npodpunb 1 62 npasuna
2.IP npocounb 1 62 npasuna

OcTanbHble NpaBuna AaHHbIX npoduneii byayT
[OCTYMHbI AN151 HACTPOVKN 1 UCNO/Ib30BaHKS.

* ByAeT peann3oBaHo B criedytolmx sepcusix Mo
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Hoeaga apxutektypa ACL mexaHunama

Oco6eHHocTK ACL KOMMYyTaTopoB ApYyrux cepui

Cepusa DGS-3120-XX:

1. ACL Ha BX0A : MakcumasibHO 6 npodpuneit n 256 npasusi Ha npodnb
2. Kaxxgoe npasu/io MOXeT ObITb NPMBA3AHO K NOPTY, K HECKONbKMM nopTtam unn Kk VLAN

Cepua DGS-3420-XX:

1. ACL Ha BX0A : MakcumasibHO 6 npodpuneit n 256 npasus Ha npodnb
2. ACL Ha BbIxog : MakcumasibHO 4 npodpunent n 128 npasui Ha npodnsb
3. Kaxxgoe npasunsio MOXeT ObITb NPMUBA3AHO K NOPTY, K HECKONIbKMM nopTam

Cepus DGS-3620-XX:

1. ACL Ha BX0A : MakcumasibHO 6 npodpuneit n 256 npasus Ha npodnb
2. ACL Ha BbIxog : MakcumasibHO 4 npodpunen n 128 npasusi Ha npodnsib
3. Kaxxgoe npasunsio MOXeT ObITb NPMBA3AHO K NOPTY, K HECKONIbKMM nopTam

BHUMaHUE: CuctemHble npaBuna peannsosaHbl OTAELHO U HE NCMOMbL3YIOT Nob30BaTesbekvie npodunv u npasunal
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[MopsAnok npuopuTeTa /s KaxXaoro npoguns

CueHapui:

Mpodwuns ID | ACL npasuno ID
Profile 1 Access ID #5 Drop
(IP) Access ID #22 Replace Priority
Profile 2 Access ID #1 Replace TOS
(Einamey) Access ID #200 Mirror
Profile 3 Access ID #10 Mirror
(IPV6)

Access ID #100 Drop
Profile 4 Access ID #2 Replace DSCP
(IP)

Access ID #211 Replace DSCP

S ®
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[MopsAnok npuopuTeTa /s KaxXaoro npoguns

nOpﬂ.qOK npuoputTetTa
= B pamkax npodhnsisi, COnocTaB/ieHNe HauYMHAETCs C NpaBuia ¢ HauMeHbLIMM ID (BbICOKMIA NPUOPUTET).

= OpHaxbl Hanga conoctaBeHne, KOMMYTaToOpP He MPOAO/HKAET CONOCTaBNATL NakKeT ¢ APYrMMU npasuiamm aToro
npocpuns.

MpunopuTesauuna conocTasneHns B NPogounax:

B Profile 1 npnoputetHocTh: #AccessID5 > #Access ID 22
B Profile 2 npnoputetHocTb: #AccessID 1 > #Access ID 200
B Profile 3 npnoputetHocTb: #Access ID 10 > #Access ID 100
B Profile 4 npnoputetHocTh: #Access ID 2 > #Access ID 211

Profile 1 Profile 2 (Ethernet) Profile 3 (IPV6) Profile 4

(IP) Access ID #1 IP
Access ID #2

Access ID #5

Access ID #10
I

Access ID #100
Access ID #22

Access ID #200

Access ID #211
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[TapannenbHbIN NpoLecc ans Bcex npodounen

Mpouecc 06paboTKN

KommyTaTtop conocTtaBnseT nakeTbl CO BCEMU

npaBnnamu oAHOBPEMEHHO BO BCeX Npodhunnsx.

!

|

Profile 1
(IP)

Access ID #5

Access ID #22

L

Profile 2 (Ethernet) Profile 3 (IPV6)

Access ID #1

Access ID #10
I

Access ID #100

Access ID #200

|

Profile 4

IP
Access ID #2

Access ID #211
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PaccmoTpeHune conocTtaBneHunii Tpaduka Ha npumepax

0 Mpumep 1 — HekoHdonnkTyowme ACL npasuia B pasHbIX NPOgOMNax
0 Mpumep 2 - CooTBETCTBMNE HECKOMLKMUM npasunam ACL B npeaenax ogHOro npouns
0 Mpumep 3 - CooTBETCTBUE HECKOBbKMM NpaBnnam ACL HeCKosbKuUxX npodonnen

0 Mpumep 4 - KoHdnnkT npasun ACL HeCcKonbkux npodonnen
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[Mpumep Nel — HekoHdpnukTyowme ACL npasuna
B pasHbIX NPOJIUIAX

Profile 1 (IP) Profile 2 (Ethernet) Profile 3 (IP) Profile 4 (IP)
Access ID #1

Access ID #5
Access ID #10
Access ID #211

Mpochunb 1 : Mpasuno ID#5  peiictBne: Replace Priority 5
Mpochunsb 2 : TMpasuno ID#1  penicteue: Drop

Mpodomnb 3 : TMNpasuno ID#10 peictene: Replace DSCP 2

Mpochune 4 : Mpasuno ID#211 pgelictene: Replace DSCP 3

Ecnn Bxogawuii naket nonagaet nog MNpodomnb 1 - MNpaeunos ID #5 v Mpodmnb 4 -
Mpaswno ID #211, Toraa huHanbHoOe Aencteue Oyaer:
Replace Priority 5 n Replace DSCP 3
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[Mpnmep Ne2 — CooTBeTCcTBME HEeCKOo/IbKMM npaBuiam ACL B
npenenax o4AHOro npoguns

v
! ' ! v

Profile 1 (IP) Profile 2 (Ethernet) Profile 3 (IP) Profile 4 (IP)

Access ID #5

Access ID #15

Mpochunb 1 : Mpasuno ID#5  peiictBne: Replace Priority 5
Mpocpunb 1 : Mpasuno ID#15 penictene: Replace DSCP 3

Ecnn Bxogawuii nakeT nonagaet nog MNpodomnb 1 - Mpasunos ID #5 n Mpodunb
1 - Mpaswuno ID #15, Torga domHanbHoe aericteue byaet: Replace Priority 5

D-Link

Building Networks for People



[Mpnmep Ne3 - CooTBeTCTBME HECKONLKUM npasuniam ACL
HEeCKO/bKuX npodunen

Profile 1 (IP) Profile 2 (Ethernet) Profile 3 (IP) Profile 4 (IP)
Access ID #1

Access ID #5
Access ID #10
Access ID #211

Mpochunb 1 : Mpasuno ID#5  peiictBne: Replace Priority 5
Mpochuneb 2 : TMpasuno ID#1  penicteue: Drop

Mpodomnb 3 : TMNpasuno ID#10 peictene: Replace DSCP 2

Mpochune 4 : Mpasuno ID#211 pgelictene: Replace DSCP 3

Ecnn Bxogawuii naket nonagaet nog MNpodomnb 1 - MNpasunos ID #5 v Mpodomnb 2 -
Mpaswunos ID #1 v Mpodunnb 4 - Mpasuno ID #211, Toraa puHasibHOE AeilncTeme
oynet: Drop
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[Mpumep Ned — KoHpimkT npaBuni ACL HECKOMbKUX npodonien

l

Profile 1 (IP)

!

Access ID #25

Mpodounb 1 :
Mpodounnb 2 :
Mpodounb 3 :
Mpodounb 4 :

Profile 2 (Ethernet) Profile 3 (IP) Profile 4 (IP)
Access ID #11

Mpasuno ID#25  peicteue:
Mpasuno ID#11  peicteue:
Mpasuno ID#10  pencrteue:
Mpasuno ID#200 pencTeue:

! v

Access ID #10

Access ID #200

Replace Priority 5
Drop

Replace DSCP 4
Mirror

Ecnn Bxogawuii nakeT nonagaet nog Mpodwmnb 1 - Mpasunos ID #25 v Mpodunb 2 -
Mpaswunos ID #11 n MNpodunb 4 - MNpasusio ID #200, Torga uHanbHoe aencreme
oynet: Drop u Mirror
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Kak nepepnenatb ACL npaBuna
oT DES-3200 B1 pna DES-3200 C1
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Kak nepenenatb ACL npaBuna ot DES-3200 B1 ana DES-3200 C1

NMpumep:

DES-3200 B1:

create access_profile ip udp src_port_mask OxFFFF profile_id 1
config access_profile profile_id 1 add access_id 1 ip udp src_port 67 port 25-26 permit

config access_profile profile_id 1 add access_id 2 ip udp src_port 67 port 1-24 deny
create access-proﬁle ip vle:'n OXxFFF udp src -port mask OxFFTZF profile id 100

{ config access_profile profile_id 100 add access_id 1 ip vlan default udp src_port 68 port 1-24 permit priority 6 replace_dscp_with 48 ]
create access_profile ip udp dst port mask OxFFFF  profile_id 101

{ config access_profile profile_id 101 add access_id 1 ip udp dst_port 53 port 1-26 permit priority 1 replace_dscp_with 10]

create access_profile ip igmp profile_id 102
{ config access_profile profile_id 102 add access_id 1 ip igmp port 1-26 permit priority 4 replace_dscp_with 34 ]

DES-3200 C1:

create access_profile profile_id 1 profile_name ip_profile ip vlan OxFFF protocol_id_mask 0xFF user_define_mask OxFFFFFFFF

config access_profile profile_id 1 add access_id 1 ip protocol_id 17 user_define 0x430000 mask OxFFFFO000 port 25-26 permit

config access_profile profile_id 1 add access_id 2 ip protocol_id 17 user_define 0x430000 mask OxFFFF0000 port 1-24 deny

— config access_profile profile_id 1 add access_id 3 ip vlan default protocol_id 17 user_define 0x440000 mask Oxffff0000 port 1-24 permit priority 6 replace_dscp_with 48
——  CONfig access_profile profile_id 1 add access_id 4 ip protocol_id 17 user_define 0x35 mask Oxffff port 1-26 permit priority 1 replace_dscp_with 10
——  CONfig access_profile profile_id 1 add access_id 5 ip protocol_id 2 port 1-26 permit priority 4 replace_dscp_with 34
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Cxembl ncnonb3loBaHna ACL.
Bo3moxxHasa npobiema n NyTb e€é peLlieHns.
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Cxembl ncnonbizosaHma ACL.

ECTb ABe cxeMmbl peanmn3auunn ncrnonb3osaHmnsa ACL:

0 YTo He 3anpeLleHo, To paspeLleHo
0 YTo He paspeLleHo, TO 3anpeLLeHo

“4T10 He 3anpelLleHo, TO pa3peLleHO0” — B 3TOM C/ly4yae co3fatoTcs 3anpeLlarLme npasuna
[Nsi BbIGOPOYHOro Tpadhrka, BCe OCTa/IbHOE Pa3peLlEHO MO YMOTYAHMIO.

“UT0 He paspelleHo, TO 3anpelleHo0” — B 3ToM Cnyyae co3[atTcs paspeLlatollme npasuna
[N151 BbIOOPOYHOro Tpaginka, BCce OCTaslbHOE 3anpeLLaeTcs NocNeAHUM NMPaBUIoOM.

Mpu pewweHnn “YTto He paspeLleHo, To 3anpeLleHo.” ass otbpacbiBaHNA BCEro OCTasIbHOIO
Tpadvka BbibopKa ocylecTensercs no IP agpecy nctodHuka ¢ mackoi 0.0.0.0 nnn no MAC aapecy
MCTO4YHMKa ¢ mackor 00-00-00-00-00-00. Bce oTpaboTaeT WTaTHO, ecniv 3ajada peLleHa ogHUM
npodomnem. Ecnm ncnonb3yoTcs HECKO/IbKO NPOJINNIER, TO MOXHO CTO/IKHYTbLCS C OCOGEHHOCTbIO
npumepa Ne3 “CooTBeTcTBME HECKO/IbKUM npasunam ACL HeckosbkMx npodunein”, T.e. npasunno

“deny” nmeeT HanGONbLLNIA NPUOPUTET NO OTHOLLEHUIO K OCTa/IbHBbIM, T.€. ByeT oTOpackIiBaTLCS
MonesHblin Tpaduk.
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Cxembl ncnonbizosaHma ACL.

PeweHue:

ODHCP Snooping

OTraffic Control

OKpacuTtb Tpaduk metkamn QoS 802.1p n DSCP
0

DHCP Snooping — 6yaeT XecTko KoHTponunposatb MAC agpec nctodHuka v IP agpec
MCTOYHMKA B MPUXOAALLEM OT KNneHTa Tpaduvke, a Takke 3awmwaet ot ARP Spoofing aTak.

Traffic Control — koHTponMpyeT Broadcast n Multicast Tpadmk NpMxXoaaLWNA OT KNIMEHTA.

Packpacka Tpachuka metkamm QoS 802.1p v DSCP — no3BONUT rapaHTUPOBaHHO AOCTaB/ATb
Tpauk HY>KHbIX cepBucos: Internet, IPTV, VoIP n T.4.

, Hanpumep: SMB, Src MAC 00-00-00-00-00-00,
HepencTeuTesibHble DHCP cepBepa v T.4., MTOMOXET pa3rpy3utb Maructpasb OT U30bITOYHOTO,
HEHY>XHOro Tpaduka 1 nséexarb Npobsem, CBA3aHHbIX C A4eCTBMAMY MOJib30BaTeNnen.
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BHUMaHue!

Burapos PycnaH, KOHCYnbTaHT Mo NpoeKTam
e-mail: rbigarov@dlink.ru
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