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> UHTepHeT-NnpaBo (HeM. Internetrecht) — caMOCTOATENbHOE HanpaBfieHne PULNYECKOU HAYKN,
npexae BCero B CTPYKTYpe MexXayHapoL4HOro 4acTHOro 1 nybrim4yHoro npaea u
doopmupytoLerocss MHOPMaLUMOHHOro rnpasa. KOMMNeKCHbIM NpaBOBOW MHCTUTYT, KOTOPbLIW
BKJTO4aAET B ce0s HOPMbI pasnuyHbIX OTpacrien npasa (M COBOKYMHOCTb CBA3AHHbLIX C HAMU
MOpPasibHO-3TUYECKNX HOPM), PErYNNPYHOLWMX OTHOLLEHNA B BUPTYyasibHOM NPOCTPAHCTBE U BHE
ero. [laHHble HOpMbl MMEIOT CBO CneuunguKy, Tak Kak KacarTca npexae Bcero VIHTepHeTa B
LLIMPOKOM MeXayHapoaHOM macluTabe




»KoHcTutyuma PO

»®epepanbHbIt 3aKOH OT 27.07.2006 N 149-P3 (pegs.
oT 21.07.2014) «O6 nHdopmauun,
NHGOOPMALIMOHHBIX TEXHOMNOMNAX
N O 3aluuTe MHdopMaLnmn»

»®denepanbHbIn
3aKOH
OT 29.12.2010 N 436-$3
(peq. ot 02.07.2013)

«O 3awunTe gerten ot nHdbopmauun,
I'IpI/NI/IHFHOLLI,DéVI Bpen nx gi:l,oppOBLll}O KOHCT“..Tyu"..’I
N PasBUTUIO» POCC"“CKO"
»denepanbHbIN
* 3aron o 00.02.2009 N 8-®3 OEAEPALIUK

(pea. ot 28.12.2013) «O6 obecneyeHnn
OocTyna K tHdopMauum o 4eATenbHOCTU
rocyapCTBEHHbIX OpPraHoOB U OpraHoB
MECTHOro caMoyrnpaBneHnsa»




»®enepanbHbIN 3aKOH OT 06.04.2011
N 63-P3 (peq. oT 28.06.2014)
«OB6 9neKTPOHHOM NOANUCU Y

»®denepanbHbIn 3aKoH 0T 02.07.2013
N 187-®3 «O BHECEeHUN N3MEHEHUN
B OTAernbHble 3aKkoHoAaTeNbHbIE
akTbl Poccumnckon denepauymm ro
BOMPOCaM 3alnTbl MHTENNEKTYarbHbIX
npas B MHPOPMaLMOHHO-TENEKOMMYHUKALMOHHbIX CETSX»




HoBoe Hay4yHOoe HanpaBneHne "MHTEPHET-NPaBO" XapakTepusyeTca cneayrowmmm
YyepTamu:

“»coLmanbHon NOTPEOHOCTbLIO B 3HAHMUSAX HOBOIO TUNA;

«»0cobbIM npogeccrnoHanbHbiM 06beANHEHMEM YYEHBIX, 3aHUMAIOLLNXCA aHHOW
npobrnemaTtnkon u pasgenarLmx obwmne HaydHble ngeun, odLme TeopeTnYeckne
NPUHUWUMBI, METOOOMOMNIO NCCreaoBaHus (Hay4YHoe coodLECTBO);

“»HannYnem MmoHorpadunyecKknx n guccepTaumoHHbIX padboT No JaHHOW Teme
nccnenoBaHus; HayYHbIX HapaboToOK, METO0B, HAKOMMEHHbIX 3HAHWIA;

+»BbICOKMM YPOBHEM ANCLUMITMHAPHOW OpraHn3aunm n B3aMMoaeNCTBUSA YYEHbIX;

+»NOAroTOBKOW cneumanmcTtoB JaHHOro Npoduns B pamMkax MHGOpMaLMOHHOIO npasa
(Hanuume cneuuanbHOCTK 12.00.14, y4eOHLIX KypCcOB, y4eOHMKOB, kKadeap).



s»unccrnenyemas cdepa aABnsgeTcsa He NPOCTO MeXa4yHapoa4HON, a NfaHeTapHOM K
NHTEepPHaLUMOHaNbLHON

“»3TUM TEPMUHOM MOSb3YHTCS CNELNannCTbl (U FOPUCTbI) MHOTUX CTPaH

“»OH SIBNSIETCA paBHO3HAYHbLIM BO MHOIMX rocygapcTBax 1 nepesoanTcs 6e3 notepu
CMbICNa Ha MHorume s3blkn. Hanpumep, Bo dopaHLy3CKOM A3blke paBHO3HAYHbIM 3TOMY
NOHATMIO OyaeT Le droit d'Internet, B @aHIMMUCKOM - The Internet-law, B HEMeLIKOM - Des
Internets - Rechtes, B ucnaHckoMm - El derecho del Internet u T.A.




o CerogHs cknagbiBaloTCA BCe NpeanocbIsikv Ans opmMmpoBaHNa MHTEPHET-NpaBa Kak
LeHTparbHOro pasgena u crneukypca MHopMaLnoHHOro npasa, a, MOXeT ObITb, BMOCNeLCTBUN
N OTAEeNbHOM Hay4YHOW WKonbI ("Hay4YHOe HanpaseHue - Hay4yHas wkona'). [lna atoro no gaHHom
Teme JOSMKeH ObITb NOArOTOBMNEH HE OL4MH OOKTOP HayK.




KoHTponb B nogpasaeneHusix akLMoHepHOro obLecTBa OCyLLIECTBMAAETCS B LIENSX
N3y4YeHns U OLLEHKM DaKTUYECKOro COCTOSIHUSA COXPaHHOCTU CBeAEeHUN
KOHPUAEHLMANbHOIO XapakTepa, BbisIBIEHUSI HEOOCTATKOB M HapyLleHu TpeboBaHni
pexxmma KOHUAEHUMANbHOCTY, YCTAHOBIMEHUSA MPUYMH TAaKUX HEAOCTATKOB M HApYLUEHWN
N BbIpaboTKM NpeanoXXeHnn, HanpaeBneHHbIX Ha X YCTPaHeHne 1 NpeaoTBpalleHue.




N OCHOBHbIM MEPONPUATUAM T1IPK
NpoBeaeHUS KOHTPOSA MOXHO
OTHECTM:

°  U3YyYEHUE, OLEHKA 1 aHanu3 pakTUYeCcKOoro COCTOSHUS pexnmMa KOHUaeHUManbHOCTM 1 3aLlNTbI
NHpopmauuu;

*  TPUHATME MEP NO BbISBNEHUIO 1 NpeaynpeXxaeHno NPUYNH 1 YCNoBUIN, CNOCOOCTBYIOLLUX HApYLLEHWIO
TpeboBaHUI pexmumMma KOHUAEHUNANbHOCTM U 3aLLNTbI UHdOPMaLUW.

* YYET 1 aHanu3 HapyLleHun TpeboBaHnn pexxnma KOHOUAEHLMaNnbHOCTU 1 3aLUTbl MHopMaLmmn ¢
Lienbto NOAroTOBKM NPEeAIOXKEHN, HAaNPaBNeHHbIX Ha X YCTpaHeHMEe U NpeaoTBpaLleHme.

° npoBepka cobnoaeHnsa TpedoBaHui pexxuma KOHPUAEHUNANBHOCTN U 3aLLUTbl MHOpMaLumn nNpu
npoBeaeHNN Bcex BUAOB KOHMAEHLManbHbIX paboT, obpalleHnn ¢ KoHPUAEHUNaNbHbIMY
OOKYMEHTaMW 1 U3nenusmu;

* OKasaHuMe MeToAMYecKOM NOMOLLM pabOTHMKaM aKLMOHEPHOro obLecTBa, opraHM3auns 1 NpoBeaeHne
3aHATUN ¢ paboTHMKaMKM MO BONpocaM pexmnma KoHpnaeHUManbHOCTU 1 3amTbl MHpopMaumw.

*  KOHTPOIb PaKTU4YECKO OCBEAOMITEHHOCTM PABOTHUKOB CO CBEAEHUSAMN KOH(PUAEHUNAITbHOTO
XapakTepa;

* paspaboTka NpeasioXkeHui B NepCnekTUBHbIE U TEKYLLME NIaHbl MEPONPUSATUIA MO obecnevyeHmnto
pexnma KoHPUAEeHUMaNnbHOCTM U 3aLUTbl MHOPMaLMK.
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KOMIAHWUA «SYMANTEC» KOMIMAHWA «SPACE»
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MIMVHANBHBIA METOA M30NALAN YHETHDIX AGHHDIX B 33WMILEHHOV
CNIeUMBAIOWNI BHICOKYIO FDDEKT
'ACE o6 M3MOM 40638
IKCNANYATAUMM CH

EAWHOE pelienne ans HafemHoM 3alluTbl OT YTpos,
PacnpoCTpaHAIOWMXCS Yepes Be6-CaTbl

KpaTKM M 0630 P Npenmywectsa Advanced Secure Gateway:

* Kowmn:

Secure Gateway
a "
ne# npu paGore ¢ BeG-cakTamu.

Cuctema sPACE — 0EHOBA HaaexHoCTU 1 6e30nacHOCTH
BALUEFO B3HECA

* HH3KAR CTOUMOCTb BAaACHHS
Beezenune
BeG-cailTil ABNSIOTCH OAHUM U3 OCHOBHBIX YCTPOACTB W v @ i, Mcnons-
3yeMOii XaKepam¥ ANS NPOHUKHOBEHYA B CeTb KoMNakwK. Symantec Advanced Secure Gateway 610KUpYeT ITOT BEKTOP aTakw, =
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Advanced Secure Gateway BaC OT TaKo# 3aWmTy, He
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TwarensHas GALTDAUMR BE6-TPAGHKA B PEANLHOM BPeMeHH KOHTEHTa U TpaduKa el daldien

W onpezeneHye ypoBHA pucka ; ceccin
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KOMMAHUA «ALTEXSOFT»
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RedCheck - NPOCToR U YAOGHOR POWEHWE AN aHaNHID

i cnabocTbio
PAPONLHOR JAUUKTHI, HECAHKUMOHMPOBINNON YCTAHOBKOR

NPMKSATBIX
NOATHK Be3onacKocTH.

¢°ymumo)nmuue BO3MOJXHOCTH:

4 AynuT yA3BHMOCTeH
Y«
* OUEHKA COOTBETCTBUS

* KOHTPONb 3AWMWEHHOCTH
*« ACNPABNEHWE NPOBNEM

Yrpaenenue o6HOBNeHMAMU NEW \

BCeCTOPOHHM# KOHTPONTS
KOHPUrypauuit 1 oLeHKa
COOTBETCTBHA MOMMTHKAM

M CTaHpapraM 6e30nacHOCTH

OHKCAUHA H KOHTPONTD

AyauT 3augm
YU wHwenHocTH CYBI UEeNOCTHOCTH

(Microsoft SQL Server, Oracle, MySQL,
PostgreSQL)
Cxanuposanue 6e3 npuBHIerHit

AYQUT CepBepOB MpHOKeHMit NEW (MeTox «epHoro Auxar)

TposepKa CI0XXHOCTH naponen

D JleTanusupoBaHHble
M MHTErpaNbHbie OTYETH! M0

KaXXAOMY HanpaBneHHIO ayAnTa

JleTanbHbIi ayAUT nIaTGOpM
BHpTYyanusaunu (HyperV, VMware) NEW

HHBeHTapu3aumua ceti NEW

o O @ & R

YMNPABJIEHUE

NMPUBUNECMPOBAHHbIMUA

YNPAB/EHVE NMAPOJISIMA AN UT AOIMUHUCTPATOPA

KOMIMAHWNA «THYCOTIC»

@ Secret Server

CEPLE3HBIX KIMEHTOB, M X
MPORYKT AOKA3A, TO ABARETCH
OTIMMHLIM POLIBHUEM O

!‘ Thycotic iMeer MHOXECTBO

" c
KOPNOPaTUBHLIMK cTaHpapTos
naponamu
Ynpowaer
BaupaeT W XPAHIT BRHERLMO W noworaer
DO OT YaeTHAX 38800, CTaH7APTOB GE30NACHOCTH C NOMOLO
Wnrerpupyerca c Active Directory YNPABAEHWA NAPONAMUA
. + Cos omeTon
NPVBNGrMDOBaHHBX yETHEX W AT aKTHBHOCTH
3anMCeR i cmera naponed. + 3aNKC W MOMUTOPUHI CECCHR.
* YueTHbIe 32NMCH NOKANBHBIX « 3aNKUCH HAKATWA KNaBALW.
T « HIPAA, PCI, SOX, NIST, Basel Il FIPS

cepeincos, wced
npwnoxesmit, UND/Linux, 86
W ApyrX

3awuTa oT BHYTPEHHNX U
BHEWHUX yrpo3

He TONKO XPaHHT NApaMETDS! yETHbX
337MCER, HO % NOIBONAST YIHATY, KTO
XOTAA WM AOCTYT K KIKOHOBbM
ccToMaM

+ MOHUTOPMH CECCHR 8 PBANbHOM
BPEMEHI 1 X 3AMMCH, OTCHEXMBAHNE
HEXETV KNBBUL NOIBONRAET

KPYTiHBIM KOPTOPALAM
Martin Kuppinger
KungurCo T Securey Fom

Cucremnbie TpeGoBanns

+ Microsoft Windows Server 2008 +
+ Microsoft NET Framework 4.5.1
+ 11S / ASPNET

Server 2008 +

YHETHBIMM 3anUcCsMu

VICK/NOHaET NOTEDHO KOHTPONS Han
IMI YHETHOIMI JANUCAMA 1

ra——

+ MrHoBes0 OGHapyMBaeT sce
CRYKEGHSE YHeTHIS 8THCH
8 sawed com

+ ASTOMATHMECKN MEHRET NapON
CRYHEGHLIX YHETHBIX 3aMHCOR C
COBMIOAEHNEM IABUCHMOCTEH

MrHoBeHHbIR BO3BpPaAT

NOMHOCTLIO AehcTBNA

* WnTerpaus ¢ SIEM w cranepani
YAIBMMOCTER ANA NOBLILEHA
cemn

3anyCK NUAOTHOMD NPOEXTa 38 ORUH AeHS.
Yeranoea < 14.

O6enyxusanme < 2 4. 8 Hegenio.

Uenosas nonutnka
Peparuns

BuiBapUTe CMCOK ONLK

(esmiospenersio)
Monssosarenu

Bcs, KoMy Hyxes aocTyn

K Secret Server

)

Toagepnxa
Texnoanepma

Becnnam+an pemo-sepcus Ha 30 ared
eMOHCTDALYR pewern OMnaitn
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