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Ma3smyHbl

KoMNeoTEepJIlKk BUPYC VYFBIME
Bupycrapnsy namna 6o0Jy TapuXs
KoMneoTepyiik BUPYCTapPIOHH
TYypJepil

KoMneoTepislk BHMpyCcTaphaH
KOopFaHy 9aicrTepi

AHTUMBUPYCTiKk Oa¥rpgapiamManap



KoMnbloTepnik BUPYC YFbiMb

Komnoromepnix eupyc — oy apuaiivl 3ca3vli2an KiiKene

pazoaparama, o1 dacka dazoapramanap men gaioapza o3in
KOCa anaovl, AZHU HCY2a0bl, COHOAU-AK KOMRblomepze mypii
3UAH Keamipeol.

«Bupyc» ambt ouonozunoazel cusaKmol
O3IHEeH-031 KODelo Kabiiemine cai aiablH2adN.

Komnoiomepnix eupycmap mipi eupycmapza eme yKcac
Kacuemmepze ue:

o HCACHIPLIHOBIZDI;

® Kobero Kabinemi;

% opmaza deuimoenzivumizi;

* Ko32ana anyvl;

** Dacka nvicanoapza 030icinen Kipize ajiyot, m.c.c.



KoMnbTEepJIik BUPYC YFBIMbI

Komnsromepeze eupyc sncyKKanvinbiy denziiepi
MBIHAOAU:

» Keiibip 0arnapaamanap icremeit KaJjiaabl HeMece KaTe
icTemai;

** Keii0ip opbinanarsin gaijaapabin KeaeMi o3repei.
bipinui Ke3ekTe KOMaHAAALIK (paniagap;

** IIpoueccopabiH KoJ1eMi BUPYC KoJleMiHe YJIFas/bl;

¢+ Dkpanra 0eTeH TanOa, )Ka3yaap, AbLIObIC, BHI€0 HIbIFbIII
KeTeql;

*+ Komnblorepain :KyMbIchl Dasiy/1ai/abl koHe 00C Kejiell
AKaAbl 23a9/1bl;

 Keiibip ¢aitaigap men auckijiep icTeH mbIFaabl;

* Komnbiorep KarThl AHCKIIeH KYKTeJIMel KaJ1a/bl.



KOMIIBIOTCPJIIK BHPYC YFbIMbI
Keamipemin suanvina Kapait eupycmap 3 monka 60.1ineol.
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Bupycrapasin naijaa 00,1y Tapuxbl

AJFaliKbl KOMIBIOTEP BHPYCLIHLIH Naiija 60aybl KoHinjae
nikipaep ore kon. beariici Mbinay rana: KoMnsTEpAi
aaram oi1an rankan Y. by00uanin Mmammmuacsina Bupyc
AKOK eai, aa 1970-mi xeiijpapabig opraiaapsmaa Univax 1108
#xane IBM 360/370 DEM-aa supyc 6061, l

Bupycrapasin naijia 00JybIHBIH a0rbl Waptsl perinjge [lxon
¢on Heilimanuwin  o3airinen  weleomi  MareMarmKajabIK
asromarrap rtypaanl 1940-xkeuinapaarsr  enbexrepin  arayra
foa1aab1.

1962 x. amepuraiasik komnanusiap Bell Telephone
Laboratories nuzkenepaepi - B.A. Boicorexnid, I'./1
Maxkuapoi, Pobepr Moppuc — «/lapsum» 0¥ bIHBIH Kaca/i bl
OubiH imringe oaap aaram per BHPYCTLIK darjapaama
NPHHUMNIH NaijajaanabL.




Bupycrapabin naijaa 001y rTapuxbl

AnQuKbl «KORWIIKMIK» KOMRbIOMEPIRIK eupycmap
anudemuncot 1986 xeviivt ommi, o1 kezoe eupyc Brain
KONWLIIKMIKY 0epoec Komnoromepiaepiniy ouckemmepine
«HCYKMbIY),

Kazipei kez0e muiiuonoazan unmeprem Koja0anyulbliapsi
«Windows onoxuposuwuxmepinin» nudemusacsina yupipayoa.

DrWeb komnanuscolnoiy masimemmepi 60ubIHULdA, WIBIZIH
HCY30€2eH MULTUOH KAPHCHIHBL KYpauiovl. OHzime
Komnoromepze ycyevin, Windows-muot “cynvinman’
macmaumsii upyc deoninoe doavin omoip. « Kyavinmeol» auy
KOObIH ajtly yuiin Kvicka nomipze SMS xcibepy kepex, conoda
avonenmmin ecenuwtomvinan 1500 — 3000 menze anvinaoo.




KoMmnbrorepiik BHpycTapAbIH TYpJiepi

N
* KoMnblotepnik supycrap '
* Xeninik KyprTap

* TposaHabi NporpaMManap («TposH arrapbi»)

* 30M6K

* ThiHWb NporpaMmManap

« Mobunai eupycrap

« [aitpanst Bupycrap

* 3UaHKeC nporpaMmManap

* Xakepnik wabybingap /

e (dannablk BUpycTap 3
[ L e XKyKTeny BupycTapsl

[CaHaTTapbl

OpTacbiHa

Kapai e Makpo-Bupycrap
e Xeninik Bupycrap

g




KomnbroTepnik BUpyc Typnepi
Xeninik kyptTap

Kypr (Worm) — kammuit ouckme, komnsiomep

HCaobIHOa KoDetlemin JHeane dcei apKblibl

mapaaamein supyc. Kypmmapowiy dacka
supycmapoan epexuienici cou, o1ap apHausl
3AKBIM OAYMEH WY ZbL10aHOanobl, mex 03iH-03i
Kobeumeoi, coiumin Jcadmaul moamsipsin

macmainosl 0a, KOMRbLIOMEP HCYMbICHIH Kypm
meyiceitol. Anovimen dceni apKblLibl 6UPYCMbIH
wbacwl» Keneoi 0e, Keitin «0eHecin» ol Meeliden
«mapmbin» anaovl. ConobiKkman oy eupycmal
«HCETTK Kypm» 0en amazan.




TPOAHObIK MPOrPAMMAIIAP

Tposn nemece Tposin arel (Trojans) — kes-kencen Koroanbanv
RPOZPAMMAHBIH [HIHE JCACHIPBIN CATbIN JciDepemin 3uUAHKeC

npozpamma, Koa0andaibl bl OPHAMKAHOA 01 0a KOMABIOMEPZE HCACHIPHIH
OPHBIZBIN AJIbIN, O3IHIK MBIHAOAU 3IMUAH MAKCammapsii icKe acsipa
bacmaiidvl — KoMnbIOMEP2e HAKMbl 3UAH KeAmipy: Kynusa Majaimemmepoi
ypaay, 0y3y Hemece Heoio, KOMRLIOMEPi icMEen wbl2apy nemece onsl backa
FUAHKECMIK MaKcammapoa nauoanany.

Mine, conosiKman 0a, mposHObIK npozpammaiap ey Kayinmi suankec
npozpammanapza dcamaosl, OUMKEHI 01ap2a HedIp KyumuIPKbl 0a 36IMUAH
apexemmep dcacay MyMKiHOIKmepi depineoi.




ThiHmbI-nporpaMMa (Spyware) — KOMIbIOTepre PYKCaTChl3, JKACHIPbIH KeJlill
OpHAIACKII AIATBIH POrPaMMa, OHbIH BipaeH-0ip MakcaThl KOMIIBIOTEPl TOJbIK 03
0ac ILbUIBLIFBIHA KAPAThII, Y3AIKCI3 aH/IBIIL, JKEKe KyIIHs aKIapaTrapibl ypiay Hemece
KOIO.

ThiHWbI (LUNMOHABIK) NporpamMmmManap ||

Byt nporpammanap komnsioTepre koGiHe JKelik Kyprrap, TposHap Hemece
KapHaMalbIK nporpammanap (adware) apkbuibl Kipin anajbl.




ThiHWbI nporpammanap (uLLKHr)

@uuunr (Phishing) — kymis kapxbuibIK aknaparts ypiayra GarslTTalFaH noura
xabapnamanapsl. MyHaaii xarra mHTepHeT-0aHKTIH HeMece 0acKa /1a KapiKblJIbIK
YibIMHBIH PeCMH CailThIHbIH JKallFaH KolipMeciHe cinreMe opHanacaast. Konjganyusl
o1 curremeni Oackilr, kalraH caifrka Kiprexid O1imMeiial, COHABIKTAaH alasKrapra
oiinanbaii ©31HIH NapoIiH, KPeJNT KAPTAChIHbIH HOMIPIH, €CeuoT HOMIpIH KaHe T.0.
Keke jepexrepin Oepe canajbl.

TeiHWwb! nporpammanap (hapMmuHr)

MapmuHr — Oy1 GuiumHrTiy Kaceipbi TYpi. Konjganyuisl narepHer-0aHkTiy Hemece
0acka KOMMEpLHAILIK YHbIMHBIH PECMH Cal ThIHA KIpyTI'e OPeKeT KacaraH Ke3/1e OHbl
JKasraH caifrka Oarbrrran xiGepesl, an OHbIH PeCMH CaliTThIH ailHbIMAC KolipMeci
CKEHIH aKbIpaTy oTe-oTe KublH, CoJl KepaeH eHri3lireH aknaparrsiy 09piH anaskrap
anbln orsipa Oepesi.

AnasKTap/blH Heri3ri MakcaThl XKeKe Kap:KbUIbIK KyIHs aknaparrapas! ypiay. Tek,
JKAJIFAH CaifTTapbid KAKIIaHbIHA alaMap/ibl aJ1an TYCIpy YIliH allaskTap
KT POH/ILIK nowTaaaH dacka, a/j1eKaiija KyHTbIPKb! d1icTep/l KOaHabl.

—



Mo6ungai Bupycrap

MoGunai Bupycrap — By ysuist Tene pougapra syrarsi supycrap. Onap SMS xone
MMS xabapnamanap men Bluetooth kananaps! apKbUlbl Tapaiaisbl.

By BupycTapabiy 1a MakcaThbl ysibl Tee POH HeCIHIH JKeKe KyIus MaJliMeTTepid ypiay
AoHe naiiganany, 6eren Tenedonaapra XallbIKapaiblK XKOHE aKbUIbI KOHbIpayap
COKKbI3y Hemece SMS, MMS-rep sxoHenTTipy apKblibl 1aiijaa Tycipy.

by Bupycrapabi ed kon Tapanrauiapset: Cabir, Comwar, Brador, Viver xoue 1.0.




®annabiK BUpycTap

D@aiinAbIK BUPYCTAp op TYpIIi KoapMeH KoMaHaaibiK daitigapra kipin

ana/ibl, 0J1Iap OpbIHAANATEIH *.eXxe, *.com keHeiTunimaeri daitiaap xane ocsl (aitngap
icKe KocbUran kesje Oipre Oencenl kyiire koweal. ©31 3akpivaaran (aitn opeinaana
OacraraHHaH BUPYC Ta OHbIMEH Oipre KOMIILIOTEP/IIH JKe/1e kKa/blHA OPHAIACKII, COJI
JKEP/IeH 031HIH 3UAHKECTIK dpeKeTTepiH icke achipajabl. Mbicanst, facka aa daiinaapra
axyra Oepeai. O TEK KOMIBIOTEP OIIKEH/IE HEMeCe ONepalusIbIK KYie KaiTa
HKYKTEJIICH/IE FAHA O31HEH-031 XKOMbUILIT KeTel.

Bipak daitibik Bupycrap Oepinrenaep aitibin 3aKbimaail aamaiiab.




JKykremeni Bupycrap

JKyKkremeni BUPYCTap o3iH 031 KATThl AUCKTIH KYKTEY CEKTOPbIHA (HOJIIK CEKTOpFa)
kKasbil KOs anajbl. Onepaumsibik KyHeH1 KOMIbIOTEpPAIH KaTThl AUCKIHEH Kejaell
kKabHA JKYKTerede Oy BupycTap aa col kepre opHanachin anaast. Oaaun opi
KYKTemen Bupycrap aa ailiyiblk BUpYCTap CHUAKTHI dpeker eTe facTaibl.
Komanaaneix aitngapra xysbinn, oapmer 0lpre KOCbUIbIL, 3USAHKECTIK dpeKeTTepiH
AKy3ere achlpajibl, 0aH dpi Kapaii xy¥ra bl

- Bupyc karThl AMCKIHIH KYKTEY CEKTOPbIH 3aKbIM/AM/1bl JKOHE COJI JKCPICH JHUCKET,
(emi-kapra apkbliibl 01p KOMIbIOTEpAeH DACKa KOMIIBIOTEPI€ KYFY bl MYMKIH.

/|
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Makpo Bupycrtap

KecTenepiH 3aKkpiMaaiiasl. Makpo-supycrap jerex con oducrik
IporpaMMaliap/a KoJIJaHbUIATbIH MAKPOKOMAH/1a/1ap apKbliib

JKA3bUIATHIH [IpOrpaMmaap (Makpocrap). 3akpIMAaHFaH KyxKar 031 ii_r a u

Maxkpo-supyctap Word kykarrapst men Excel asexrponisix D
sad

Kacanrad Koinaandaisl porpaMMaa allbUFaH Ke31e Makpo- BUpPYC
KOMITBIOTE P JKa/1bIHA OPHAJIACKII al1ajbl 3, DacKa Aa KyKaTrapra
xkyra Oepeni. Kyry kayni tek Koigandaisl nporpamma skadbuirania
TOKTai bl.

(|
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JKeninik Bupycrap

Komnbrorepiik kel apKbUlbl Tapaiaibl xkaHe (hailiiablK cepBep-MyparaTrapiaH
thaitngapas! anrad ke3ae xkyraasL JKenunk BUPYCTap/bH YIEKTPOH/LIK 11O1ITA
JKOHE MHTEPHET aPKbliIbl TAPAIATbIH TYpIIepl Oap.

JKeninik BUpyCcTapabH TYpiIepl oTe Kol

«llowmanwik» eupycmap

Humepnem - Kypmmap

Cxkpunm - supycmap

Mowra xabapnamanapbiHa
canbiHFaH daingapaa
6onaabl. Con daitnaapas!
aluKaH Kesge KoMmnbloTepre
XyFaabl.

MowrTa xabapnamanapbiHa
canbiHFaH daingap
apKbiNbl KOMNLIOTEPNIK
Xenige Tapanaabl.

Xeke KoMnbloTepre
MHTEpPHETTEeH CaiT beTTepiH
6pay3ep apKbiNbl XYKTEreH
Ke3ae XYFaTbiH 3UsHKeC
nporpamMmanap




KomnbloTepnik BupyctapaaH KopfaHy ajicrepi

1. Pe3epBTiK KoupMe Jkacay — komibioreperi 6apibix

nporpamMmmanapabid, Gaiinaapasi kewipMenepin kocsiMua CD, DVD kyitenik xxone
anarrTbiK AUCKINIepre jKa3blil, caKTan Kow. Bupycrap xkyiieni icTeH wbiFapea, ochl
JAMCKLIEPJACH OHbI KaifTa TIKTen ainy MyMKiHair: 6oaasl.

2. KoMnbioTepre KOmKETIMAUIKT IHEKTEY — 9KiMILIIK KYKbIK, KY111s

cosaep, kaObIK AMCKLIep dAiCTepiH naiijanany apKbUIbL

3. AHTHBHPYCTBIK KOPFaHBICThI KOCY — komnsiorepaid BIOS-singarst Setup
IPOIPaMMachl apKbLIbl JKYKTEIY BUPYCTApbIHAH KOpFaHyra 0osabl.

4. Tex nuuEH3MIILI IPOrpaMMaZap/ibl Nali aIaHy — oJap BUPYCTApAaH Tas3a
Oouajbl, an NUPATTLIK KOLIIpMeIep/e BUpY CTap epKiH kKypeal.

5. KoMnbloTepre ChIpTTan KeIeTIH aKnapaTreii 63piH TeKcepin OTeIpy —
wenijgen, CD, DVD, duew auckinepaen anbiHateid daiigapis BUpyCTapsa Tekcepy
d/1eTKe aifHaly Kepek.

6. AHTHBHPYCTBIK NPOrpaMMaiapIbl y31iKCi3 nailjananbiil, 01apabl TYPaKThbi
JKAHANAI OTBIPY Kepek.

7. JINCKiHI XKOHACY NPOrPaMMallbIK Kypasl-CaiiMan/1ap TonraMacbiH Jaiibit ycray
(aHTHMBHpYCTAp XKIHE AUCKIHI KoHaen, danray auckiiepi).

—



AHTMBMpYCTbIK nporpammanap

e =

l ! 3
anaiesng } [ Byt ] [Toc.@y.,m..,.,map}




[MonudarTtap

Kenen xaabiH, AUCK ceKTopaapsiH, (haingapas! Tekcepin, onapaan Oenrii e, JKaHa
Aa Bupycrap/bl TabaThiH aHTHBUPYCTHIK nporpammanap. Homudarrap daitnaapas i
AKeJ1el1 KaAblHa KYKTeny OapbiChiHAa TEKCepy/al KaMTaMack!3 eTe anajabl. MyHjaii
IPOIrpPaMMaIap/ibl AHTHBUPYCTBIK MOHHTOPJIApP A€Ml aTaii/ibL

[MomadarrapabiH apTHIKIILLUTLIFBI:

amOedanThiFbl.
Kemuimiri:  supycrapast isaey
JKBUIAAM/IbIF bIHBIH TOMEH/III.

Muicaap:
Kaspersky Antivirus, Dr.WEB.




Pesusopnap

byn anTuBupycTapabiy aepexrep Kopbinaa dapibik daitnaapasiy Gactankst
aknaparrelk ecedi cakrayibt Typaabl. Daitngapasl y3aikeis rexkcepy Oapsbicbinga Oap
aKIapar JepeKTep KOpbIMeH CajlbiCThIpbLIbIN 0Thipajabl. Erep onap 6ip-Oipine colikec
Kenmece pesu3op keitOip daitngapabiy 03repTuUIreHl HeMece BUPYC KYKKAHbI TYpalibl
xabapama xacaiijbl.

Kemwiniri: pesusop xana Qailiigapaarsi BUPYCTap/bl YCTail anMaiijbl
(duienkagarel, Qaitigapasl MyparaTTad allKaxaa, IeKT POHILIK N01ITA/Aa), OHTKeH]
xaHa daiinaap Typaibi MATIMETTEP AHTHBUPYCTBIH JAEPEKTEpP KOPbIH/A /11 KOK
Oonaapl.

Muicar:  ADinf

e R ]
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Tockaybinibinap (6noknupoBLLUKA)

by «supyeTik KayinT» (MbICalibl, JMCKIHIH KYKTEY CEKTOPbIHA JKa3bLIY/1bI)
anbH-1a yeran anbin, XxabapiaiiTelH aHTHBHPYCTIK IPOrpaMma.

Ex ken raparanbt komnbroTepaid BIOS-#b1 aHTHBHPYCTBIK TOCKAYbUILILLIAPL.
BIOS Setup nporpamMmachk! apKbUlbl KaTTbl JUCKIHIH KYKTEY CEKTOPbIHA JKa3y/1bl
TOKTAThI KOO¥Fa 00J1a/1bl, COHA KOMIILIOTEP KYKTE/Iy BUPYCTAPbIHAH TOJbIK
KOpFaHbICTa icTeiial.

APTBIKMBLLILIFLI: BUPYCThI KOOCKOIIH €H aJIFaLlIKbI
CarbIChIHAA, A¥Hy OapbiHILA epTepeK ycTan aliblll, OFaH TOCKAYblJl
KOs Oureni.




