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A Takxe RAW, RVA-aapecaums 1 BbIPABHMBAHME




PauA PE

DOS header

DOS stub

PE signature Headers

File header [l PE — Portable Executable (Windows)

Optional header

Section headers [] [lpoeumpyercs B NamaTb ornepaumMoHHOM CUCTEMOM

e [] O6bLuas MHQPOPMALIMS M MPABUAC MPOOELMPOBAHMS 3AMMCAHbI B
. 3QroAOBKAX

.data section Sections

other sections

Data Other data




DOS header

typedef struct _IMAGE_DOS_HEADER { [l e_magic == ML.
0x02 WORD e_cblp; . .
0x04 WORD ::gp;p [l MZ == Mark Zbikowski.

0x06 WORD e_crlc;
0x08 WORD e_cparhdr;
0x0a WORD e_minalloc;
0x0c WORD e_maxalloc;
0x0e WORD e_ss;

DOS MZ Header 0x10 WORD e_sp;

0x12 WORD e_csum;
0x14 WORD e_ip;

0x16 WORD e_cs;

0x18 WORD e_lfarlc;
Ox1la WORD e_ovno;
0x1c WORD e_res[4];
0x24 WORD e_oemid;
0x26 WORD e_oeminfo;
0x28 WORD e_res2[10];

0X3¢ DWORD e_anew e Ifanew — cmeLueHue PE 30roAOBKAQ OTHOCUTEABHO
MIMAGE_DOS_HEADER, *PIMAGE_DOS_HEADER; HOLICI /\C] Cb(] PI /\C]




DOS header

A

DOS stub

A

PE Header

—"'—\/

0x0040 (64)
0x0100 (256)

“This program cannot be run in DOS mode”



PE-Header

typedef struct _IMAGE_NT_HEADERS { DU Hedder
DWORD Signature; e_magic
IMAGE_FILE_HEADER FileHeader;
IMAGE_OPTIONAL_HEADER OptionalHeader;
} IMAGE NT HEADERS, *PIMAGE_NT_ HEADERS;

e_lfanew

¥ IMAGE_NT_HEADERS

Signature
FileHeader
OptionalHeader

[0 Signature == “PE\0\0”
[l FileHeader cogepxut 0a3oBble XxapakTepuctuku danna
[l OptionalHeader cogepxuT MHOpMauuio, Heobxoaumyko AnA 3arpys3ku anna



PE-Header

DOS Header

IMAGE_FILE_HEADER

e_magic WORD Machine;
WORD NumberOfSections;

|e_lfanew I DWORD TimeDateStamp;

DWORD PointerToSymbolTable;
DWORD NumberOfSymbols;
WORD SizeOfOptionalHeader;
¥ IMAGE_NT_HEADERS WORD Characteristics;

Signature "PE\O\O"

|FileHeader

|OptionalHeader

IMAGE_OPTIONAL_HEADER

DWORD AddressOfEntryPoint;
DWORD BaseOfCode;
DWORD BaseOfData;

DWORD ImageBase;
DWORD SectionAlignment;
DWORD FileAlignment;

DWORD SizeOflmage;

DWORD SizeOfHeaders;

DWORD NumberOfRvaAndSizes;

IMAGE_DATA_DIRECTORY
DataDirectory[IMAGE_NUMBEROF_DIRECTORY_ENTRIES];




File-Header

COFF - Common Object File Format

typedef struct _IMAGE FILE HEADER {
WORD Machine;
WORD NumberOfSections;
DWORD TimeDateStamp;
DWORD PointerToSymbolTable;
DWORD NumberOfSymbols;
WORD SizeOfOptionalHeader;
WORD Characteristics;
} IMAGE_FILE_HEADER, *PIMAGE_FILE_HEADER;

Machine: MAEHTMAOMKATOP APXMUTEKTYPbI
MPOoLLEeCCOpPqd, HO KOTOPOU AQHHOE MPUAOXKEHME
MOXET BbIMOAHATLCA

NumberOfSections: DWORD — KOAMYECTBO
cekuum B coamae

TimeDateStamp: WORD —aAQT1a 1 Bpems
CO3AQHUIE GOAMAQ

PointerToSymbolTable: RAW-cmeLlleHne A0
TAOAULLEI CUMBOAOB

NumberOfSymbols: KOAMYECTBO 3QMNMMCEM B
TAOAMLLE CUMBOAOB

SizeOfOptionalHeader: pasmep Optional header

Characteristics: Y1CAO C XAPAKTEPUCTUKAMM
00pPa3a UCMOAHIEMOTO PAMAQ. KaKAQH
XAPAKTEPUCTMKA YCTOHABAMBAETCS KAK
COOTBETCTBYIOLLMMN OUT.



Tunbl aApecaLumu

1 RAW — aBCOAIOTHbIM AApPEC

PE

1 VA — BUPTYQAbHbIM QAPEC

1 RVA — OTHOCHUTEAbHbIM BUPTYOAbHbIM QAPEC

/T"

PE

MEMORY

x| L

r Image base i
(0x10000)

Relative

===

Virtual Address
(0x18754)

\ »

Virtual

Address

| (0x28754) |




Optional-Header

typedef §tr‘uct _IMAGE_OPTIONAL_HEADER { [ Magic: UMeeT PA3HbIE 3HAYEHMA AA MPUAOKEHMM,
WORD Magic; COOPAHHbIX AAF 32 U 64-PA3PAAHBIX CUCTEM

o SizeOfCode: obLLUMM pa3Mep BCEX CEKLMM KOAQ
DWORD SizeOfCode; L P P L

[ AddressOfEntryPoint: RVA-QAPEC TOYKM BXOAQ (CDYHKLMM

DWORD AddressOfEntryPoint; CHPS FPePhumny

DWORD BaseOfCode; [l BaseOfCode: RVA-aApeC HO HO4YOAO CEKLMM KOAQ
DWORD BaseOfData; 0 BaseOfData: RVA-aapec HaQ HOYOAO CEKLMM AQHHbIX
DWORD ImageBase;

. . o ImageBase: MpeAnoO4TUTEAbHbIM ©A30BbIM AAPEC 3ArPY3KM
DWORD SectionAlignment; I'IpO?pOMMbI pea AP Py

DWORD FileAlignment; . "
0 eALle ’ [ SectionAligment: pasmep BbIPABHUBAHMA CEKLLMM NPU

BbIrPY3KE B BUPTYAAbHYIO MOMATD.
DWORD SizeOfImage;

DWORD SizeOfHeaders: [l FileAligment: pasmep BbIPABHMBAHMA CEKLMM BHYTPU GOAMAC
J

[ SizeOflmage: pasmep doanAa B MAMSTH, BKAIOHOS BCE

DWORD NumberOfRvaAndSizes; 3AaroAoBkm. AoAXeH ObITb kKpaTteH SectionAligment.

IMAGE_DATA DIRECTORY DataDirectory[IMAGE_NUMBEROF _DIRECTORY_ENTRIES]; [ SizeOfHeaders: pasmep Bcex 3aroroskos (DOS, DOS-Stub,

} IMAGE_OPTIONAL_HEADE R, *PIMAGE_OPTIONAL_ HEADER; PE, Section) BbipaBHeHHbI Ha FileAligment.

a NumberOfRvaAndSizes: KOAMYECTBO KOTOAOTOB B TADAULLE
AMPEKTOPUIM (HMXKEe cama TabAmLLA). Bceraa paBHO
koHcTaHTe IMAGE_NUMBEROF_DIRECTORY_ENTRIES (16).

[l DataDirectory — MOCCUB CTRYKTYPR, OMNMUCbIBAIOLLIMX
AMPEKTOPUM AQHHBIX PA3HbIX TUMOB



BbiIpOBHUMBAHUE

typedef struct _IMAGE_OPTIONAL_HEADER {

DWORD SectionAlignment; // pA3MeED BbIDABHUBAHMA CEKLLMM MOU BITPY3KE B BUPRTYOABHYIO NMAMATH
DWORD FileAlignment; // pPO3MED BbIPDABHMUBAHMS CEKLIMM BHYTOM COAMAC

} IMAGE_OPTIONAL_HEADE R, *PIMAGE_OPTIONAL_HEADER;

All data

Alignment



ANPEKTOPUN AAHHbBIX

IMAGE_OPTIONAL_HEADER

DWORD AddressOfEntryPoint;
DWORD BaseOfCode;
DWORD BaseOfData;

DWORD ImageBase;

DWORD SectionAlighment;
DWORD FileAlighment;

DWORD SizeOflmage;
DWORD SizeOfHeaders;
DWORD NumberOfRvaAndSizes;

IMAGE_DATA_DIRECTORY

DWORD VirtualAddress;
DWORD Size;

IMAGE _DATA DIRECTORY

DWORD VirtualAddress;
DWORD Size;

IMAGE_DATA_DIRECTORY

DWORD VirtualAddress;
DWORD Size;

IMAGE_DATA_DIRECTORY
DataDirectory[IMAGE_NUMBEROF_DIRECTORY_ENTRIES];

... 16 total

typedef struct IMAGE_DATA_DIRECTORY {
DWORD VirtualAddress;
DWORD Size;
} IMAGE_DATA DIRECTORY,
*PIMAGE_DATA_DIRECTORY;

[ VirtualAddress: RVA AMPEKTOPMM AQHHbIX

[1 Size: pasmep AMPEKTOPUMN AQHHBIX




ANPEKTOPUN AAHHbBIX

// Directory Entries

#define IMAGE_DIRECTORY_ENTRY_EXPORT 0 // Export Directory

#define IMAGE_DIRECTORY_ENTRY_IMPORT 1 // Import Directory

#define IMAGE_DIRECTORY_ENTRY_RESOURCE 2 // Resource Directory

#define IMAGE_DIRECTORY_ENTRY_EXCEPTION 3 // Exception Directory

#define IMAGE_DIRECTORY_ENTRY_SECURITY 4 // Security Directory

#define IMAGE_DIRECTORY_ENTRY_BASERELOC 5 // Base Relocation Table

#define IMAGE_DIRECTORY_ENTRY_DEBUG 6 // Debug Directory

// IMAGE _DIRECTORY_ENTRY _COPYRIGHT 7 // (X86 usage)

#define IMAGE_DIRECTORY_ENTRY_ARCHITECTURE 7// Architecture Specific Data
#define IMAGE_DIRECTORY_ENTRY_GLOBALPTR 8 // RVA of GP

#define IMAGE_DIRECTORY_ENTRY_TLS 9 // TLS Directory

#define IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 10 // Load Configuration Directory
#define IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 11 // Bound Import Directory in headers
#define IMAGE_DIRECTORY_ENTRY _IAT 12 // Import Address Table

#define IMAGE_DIRECTORY_ENTRY_DELAY IMPORT 13 // Delay Load Import Descriptors
#define IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 14 // COM Runtime descriptor



DOS header

DOS stub

PE signature

Headers

File header

Optional header

Section headers <

it~ You are here!

text section
{code)

.data section

Sections

other sections

Data

Other data

Section headers — 3T0 MAOCCHB CTPYKTYP TMMNA
IMAGE_SECTION_HEADER

KaXXaQa 13 CTPYKTYP OMMCbhIBAET OAHY CEKLMIO
MCMOAHIEMOTO AMAC

KOAMMECTBO CEKLIMM OMPEAEAIETCH MOAEM
NumberOfSections 8 IMAGE_FILE_ HEADER

Cpasy nocae maccuea cTpyktyp IMAGE_SECTION_HEADER,
OMUCBIBAIOLLIMX CEKLMM, HOXOAATCH COMM CEKLMM



Section-header

typedef struct IMAGE SECTION HEADER {
BYTE Name[ IMAGE SIZEOF SHORT_NAME];
union {
DWORD PhysicalAddress;
DWORD VirtualSize;
} Misc;
DWORD VirtualAddress;
DWORD SizeOfRawData;
DWORD PointerToRawData;
DWORD PointerToRelocations;
DWORD PointerTolLinenumbers;
WORD NumberOfRelocations;
WORD NumberOfLinenumbers;
DWORD Characteristics;
} IMAGE_SECTION HEADER, *PIMAGE_SECTION_ HEADER;

Name: uma cekumm,
IMAGE_SIZEOF _SHORT NAME ==

VirtualSize: pasmep cekunm B BUPTYAAbHOM
NAMATK.

VirtualAddress: RVA cekumu.

SizeOfRawData: pasmep cekumm B oamae.
AOAXeH BbITb KpaTeH FileAligment

PointerToRawData: RAW cmeLlleHmne A0
HAYAAQ CceKUuMM. TakKe AOAXKEH ObITb
KpateH FileAligment

Characteristics: GUToBble ATPUBYTbI AOCTYNA K
CeKLMM M MPABUAC AAR €€ 3ATPY3KM B
BUPTYAAbHYIO MAMSTb



Bonpochbi?




