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OCHOBHbIE NCTOYHUKN JOKa3aTEeNbCTB

1. Peecrtp. O01IHE HACTPOUKU

\Windows\System32\config (Bce Bepcuu OC):

SOFTWARE | HKEY_LOCAL_MACHINE\SOFTWARE | macrpotiku I[10 B OC

SAM HKEY_LOCAL_MACHINE\SAM HACTPOMKH yYeTHBIX 3aII1CEN B
OC

SECURITY | HKEY_LOCAL_MACHINE\SECURITY | Xpauut uandopmMaruio o
ToJicucTeMe 0e30I1acCHOCTH
JIOKQJIbHOTO KOMIIbIOTEPA

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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OCHOBHbIE NCTOYHUKN JOKa3aTEeNbCTB

2. Peectp. HacTpoliku yueTHbIX 3amiucein

Users\<uMs y4eTHO# 3amucu>\ NTUSER.DAT | HKEY CURRENT USER | nporpammmbie
(8 Windows Vista u BbII11€) HACTPOMKY yUIETHOH
Documents and Settings \<umsa S
VIEeTHOU 3amucH>\
(mo Windows XP)
Users\ <ums y4eTHO#H 3amuicu>\ UsrClass.dat | HKEY_CURRENT_USER | mapamerpsl o
AppData\\ Local\Microsoft\Windows
e \ \ \ \ \SOFTWARE\Classes YMOJTHAIIO,
(B Windows Vista u Bbi1e) KOTOPBIE OTHOCATCA
KO BCEM
II0JIb30BaTEJISIM
JIOKQJILHOTO
KOMIIbIOTEpA.

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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BAXKHO!

BpemenHnble MeTKU pasziesioB peecTpa Regedit He u3Biekaer. BpemeHHbIe
METKHA UMEIOTCA TOJIKO Y Pas/lejiOB PeecTpa, HO He y OT/IEJIbHBIX KJIIOYEeH.
[Ipu u3MeHeHUU B3HAYEHUs KaKOro JMOO Kioua MEHSETCS 3HauyeHHe
BPEMEHHOU METKHU Pas/iesia, B KOTOPOU XPAHUTCA 3TOT KJIKOY.

Paznesnna HKLM\SYSTEM\CurrentControlSet B nHeaktusnoii OC Brl He
HaujeTe, T.K. BTOT pasfesa AUHAMUYeCKUH U (QOPMHPYETCSI BO BpeMsd
3arpy3Ku OC Ha OCHOBaHUU 3HAYEHUS KJII04a
HKLM\SYSTEM\Select\Current. Kpowme TOTO, IIPUBBIYHOTO
«HKEY_LOCAL_MACHINE\SYSTEM» u T.n. Bhl Takke He HaljeTe,
BMecTO 3Toro myTu oyzeT «$$$PROTO.HIV ».

GROUP-IB GLOBAL CYBER SECURITY COMPANY



Paspen
HKEY_LOCAL_MACHINE \ SYSTEM

ComputerName

ShutdownTime

fDenyTSConnections

StandardName
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Pasngen peectrpa HKEY_ _LOCAL_MACHINE\SYSTEM

HacTtpotiku BpeMmeHU (TeKyurui

mﬂa%@ontro]\TimeZoneInformation

Date and Time Properties

| Date & Time | Time Zone | Internet Time |

| (GMT-08:00) Pacific Time (US & Canada) v

(1 server applications
([ serviceCurrent
([0 serviceGroupOrder
@[] ServiceProvider
#{_] Session Manager
(] setup
|- stillimage
|-(L] SystemResources
(] Terminal Server
£3) TimeZoneInformation
(1 update
(] UsbFlags
-] video
(1] virtualDeviceDrivers
(L] Watchdog
[ windows

F =

Automatically adjust clock for davlight saving changes

[ OK ] [ Cancel

-] WMI
[ wow
|-{_] Enum
|-{_] Hardware Profiles

~—

BB

Al Mame Type
|| [ab](Default) REG_SZ
(28] g
8] ActiveTimeBias REG_DWORD
24)Bias REG_DWORD
8] DaylightBias REG_DWORD
[ab] DaylightMame REG_S5Z
8] Daylightstart REG_BINARY
28] standardBias REG_DWORD

StandardName
Edit String

REG_SZ

Yalue name:

}AStandardName

Data

(value not set)
0x000001e0 (480)
0x000001e0 (480)
OxFFFFFFcd (4294967236)
Pacific Davlight Time
000003 000200020000
0x00000000 (0)

Pacific Standard Time

RX

Yalue data:

-

Pacific Standard Time}

oK ] [ Cancel

GROUP-IB GLOBAL CYBER SECURITY COMPANY



Pasngen peectrpa HKEY_ _LOCAL_MACHINE\SYSTEM

3amnper Ha BXOoJAINe MOAK/JII0UYEeHHUA IO NPOTOKoay RDP

CBOWCTBa CUCTEMBI

OBopyaosarue
YnanexHblit gocTyn

Wma komnbtoTepa |
[ononutensHo | 3awMTa cucTeMb!

Y naneHHblit TOMOLLHKMK

0 PazpewnTs NoAKNIYEHUA YA3NEHHOMO NOMOLLHMKE K 3TOMY
KOMMbIOTEPY

\ControlSetooX\Control\Terminal Server

Y70 NpOMCXOAMT NPK BKMKDYEHUM YASNEHHO 0 MOMOLWHWKE 7

LononHuTensHo

YnanexHblit pabouwit cTon

BblGepMTe B3PWaHT U YKaXNTe, KOMY PaspelleH0 NnoaknioyeHne.

(®) He paspewaTs yaaneHHbIe NoAKMNIOYEHNA K 3TOMY KOMMLIoTEDY
() PaspewnTs yaaneHHbIe NoAKMOYEHMA K 3TOMY KOMMBOTEPY

V| Paspelmts noaknioyeHns TonbKo ¢ KOMNbBIOTEPOB, Ha KOTOPE
paboTaeT yaaneHHbiit paboynii CToN ¢ NPOBEpPKOM NOANMHHOC
Ha ypoBHE CE™ (pexomeHayeTCR)

| Boibpam nonbsosartenei

MNomoub BbIGpaTE

(21 server applications
(L1 ServiceCurrent
(21 ServiceGroupOrder
(10 serviceProvider
(1 Session Manager
(13 setup
(17 stillimage
(1 systemResources
(21 Terminal Server
23 TimeZoneInformation
(2] Update
(1 usbFlags
1 video
(1] virtualDeviceDrivers
(L1 watchdog
(1 windows
(3 wmr
3 wow

: Omena | [lpw & {:] Enum

#-[_]] Hardware Profiles

GROUP-IB GLOBAL CYBER SECURITY COMPANY

|

MName Type Data

(Default) REG_SZ (value not set)
ActiveTimeBias REG_DWORD  0x000001e0 (430)

Bias REG_DWORD  0x000001e0 (430)
DaylightBias REG_DWORD  Oxffffffcd (4294967236)
DaylightName REG_5Z Pacific Davlight Time
DaylightStart REG_BINARY 0000030002 00020000
StandardBias REG_DWORD  0x00000000 {0)

StandardName
Edit String

Pacific Standard Time

?X

REG_SZ

Value name:
’ StandardName ]
Value data:
[Pactic Standard Tind |
| ok || cance |
7



Pasaea peecTpa HKEY_LOCAL_MACHINE\SYSTEM

CeTeBble HACTPOUKU

GROUP|IB

\ControlSetooX\Services\Tcpip\Parameters\Interfaces

= (3 Tepp

(] Linkage
=[] Parameters
& (] Adapters

[ DNSRegisteredddapters
= L_"] Interfaces
([ {04CE7E29-DIF5-4EFD-847C-9404591013DB} | _é_bj DhecpSubnettdask

[ {22EF954F-3463-4677-8272-6EF092847E6C}

| Value «

' ab] DhepNameServer

3 3_@] DhepDefaultG ateway

aB| DhepDomain
aB] DheplPAddress

5 gﬂ DhcpServer

Q_I)j DhepSubnettdaskOpt

([ {2EAABCA5-ACD7-4730-B1E7-F579D6329549) | yﬂ Domain

(] {64045464-D420-4E16-9864-943DC2EBIBT4} | 8% EnableDeadGwWDetect
([ {eAAEABDE-1337-4F27-B664-B75281227875) | 2% EnableDHCP
([0 {8BD724DF-CCD2-4887-A61B-DC5IAS17F7D7} | ab] IPAddress

Ea {SDD1DBBS-FBAB-4ESB-SBE1-4BBS&EA250FU}; gbj IPAutoconfigurationdddress
i @8 {B5BAE3BE-E644-4665-B5E7-7038DA46C294})

' | aB] NameServer

3ﬂ IPAutoconfigurationtd ask
l:] {pA792E88-88E2-4ADC-A11D-U1195118EE88} f.j{] IPAutoconfigurationSeed

' ab] NTEContestList

gﬂ RawlPallowedProtocols
f-jﬂ ReaqisterddapterN ame
| 28] RegistrationEnabled

ab| Subnethask

GROUP-IB GLOBAL CYBER SECURITY COMPANY

Type
REG_MULTI_SZ

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_MULTI_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_MULTI_SZ
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_MULTI_SZ

Data

101.24.10.24
netbynet.ru

101.24.38.34

212.1.224.34
10.33.16.111
255.255.192.0
255.256192.0

0=x00000001
0=00000001
0.0.0.0
0.0.0.0
255.255.0.0
0x00000000

0=x00000002
0
0x00000000
0x00000001
0.0.0.0



Paspen
HKEY_LOCAL_MACHINE \ SOFTWARE
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OCHOBHbIE UCTOYHMKU JoKa3aTeNbCTB

CBenenusa o ycraHoBjieHHOUM OC
\Microsoft\Windows NT\CurrentVersion

L} MiTeC Windows Registry Recovery - [SOFTWARE] - O R
€4 File Explore Windows Help ‘?”Em
£7 SOFTWARE
B0 0 | General| Instaledsoftware | HotFires |
| & Export to REGEDIT4 format... = S s - ¥ &
: Product Name: | Windows 7 Enterprise —_-‘;
[E] Export Data... Lﬂ ‘ P 2 mandSec Sy
— R Owner: \l'lonbsosarenb Windows \ |
Explorer tasks -
¥ File Information Organkeatior: Control Fanel Home View basic information about your computer
é;D Security Records Product ID: | ® Device Manager Windows edition
© sam Product Key: i ) Remote settings Windows 7 Ultimate
' Windows |"3H5U°n : Product Yersion: ‘Multiprocessor Free 6.1.7601.win7sp1 gl 9 - temprotection Copynght €200 Microsoft Corporation. /All Aghts sesesved;
=t ———| | B Advanced system settings Service Pack 1
8 Hardware Install Date: | 25.02.2014 11:45:25
(85 User Data Service Pack: [Service Pack 1
Startup Applications Ty
@ i System Root: | C:\Windows
o4 Services and Drivers
System
@ Network Configuration y
- . . Rating: m Windows Experience Index
@A wWindows Firewall Settings
— ; Processor: Intel(R) Core(TM) i7 CPU 930 @ 2.80GHz 2.79 GHz
& Environment Installed memory (RAM): 12,0 GB
[£7) Shell Folders System type: 64-bit Operating System
@ Outlook Express Pen and Touch: No Pen or Touch Input is available for this Display
& Raw Data Computer name, domain, and workgroup settings
Computer name:
Windows NT Registry 160574 keys loaded M:AWindows\System32\config\SO Full computer name:
Computer description:

Domain:
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OCHOBHbIE UCTOYHMKU JoKa3aTeNbCTB

CBenenusa o ycraHoBjieHHOUM OC
\Microsoft\Windows NT\CurrentVersion

AccessData Registry Viewer (Demo Mode) - [SOFTWARE] = =
File Edit Report View Window Help [=][&]lx]
@SB BEEE |02
(] VSTAHostConfig A | Name Type Data
® g m{;’ Runtimie Setup &) CurrentVersi... REG_SZ 6.1
B battat [38]CurrentBuild  REG_SZ 7601
& @8] SoftwareType REG_SZ System
--{Z] WIMMount 2
@8 Windows @CurrentType REG_SZ Multiprocessor Free
o
(22 Windows CE Services @Inst-aIIDate REG_DWORD 0x530C8255 (1393328725)
-] Windows Defender @Reg!steredo... REG_SZ :
(20 Windows Desktop Search E":]Reglsteredo... REG_SZ Monezosatens Windows
-3 Windows Mail [a)sSystemRoot  REG_SZ C:\Windows
@-(C] Windows Media Device Manager E"]InstallationT... REG_SZ Client
-] Windows Media Foundation E"]EditionlD REG_SZ Enterprise
-] Windows Media Player NSS a ProductName REG_SZ Windows 7 Enterprise
-C] Windows Messaging Subsystem @Productld REG_SZ
-0 Windows NT [88 DigitalProdu... REG_BINARY A4 00 00 00 03 00 00 00 30 30 33 3932 2D 39313820 353030303030322D 3
-/ CurrentVersion [28 DigitalProdu... REG_BINARY F8 04 00 00 04 00 00 00 30 00 30 00 33 00 39 00 32 00 2D 00 30 00 30 00 31 00 37
-{20 Windows Photo Viewer [aB) CurrentBuild... REG_SZ 7601
-3 Windows Portable Devices E":]BuiIdLab REG_SZ
(-1 Windows Script Host @B]BuildLabEx  REG_SZ
- Windows Search [B)BuildGUID  REG_SZ
) g w'sf:( 3] CSDBuildNu... REG_SZ 1130
8 a W°' sza‘es [B)PathName  REG_SZ C:\Windows
'wanovc - .
bE MozillsPlugins @JCSDVerSIon REG_SZ Service Pack 1
{21 Notepad++ v |« 2
B Key Properties 0057 00 69 00 6E 00 64 00-6F 00 77 00 73 00 20 00|W-i-n-d-o-w-3- -
Last Written Time 10|37 00 20 00 45 00 6E 00-74 00 65 00 72 00 70 00|7- -E-n-t-e-r-p-
20|72 00 69 00 73 00 &5 00-00 00 reica-eciEs
0S Install Date (UTC)
06S Install Date (Local)
SOFTWARE\Microsoft\Windows NT\CurrentVersion Offset: 0

666 0000000000000000000000000000000000000000000000000000000000000000s0000attttstctetttntestttttnes GROUP-IB GLOBAL CYBER SECURITY COMPANY  cereemtmmmmmntnamtsntmeuatsttneesttsmesestssstestsstetsitetiatsstsematisiieeiottiioiaiiins
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Pasngen peectpa HKEY_ LOCAL_MACHINE\SOFTWARE

CBenenus o 110, ycranoBiaeHHoM B OC
\Microsoft\Windows NT\CurrentVersion\Uninstall

=-(Z Uninstall Name Type Data
(11 {1451DE6B-ABE 1-4F62-BE9A-B363A1 758842} | [ab] Default REG &3

(] {26A24AE4-039D-4CA4-87B4-2F33216016FF} [3B]DisplayName
(1 {26A24AE4-039D-4CA4-87B4-2F3321601 7FE} ENoModlfy
(L] {350C97B0-3D7C-4EES-BAAS-00BCB3DS4227} ¥]NoRepair
(0] {3FA365DF-2D68-45ED-8F83-8CAA33E65143} Bl P e
(0] {6956856F-B6B3-4BE0-BADB-8F495BE 32033} [28]uninstalitring
(01 {837b34e3-7c30-493¢-8F6a-2b0f04e2912c}
(0] {8534E4F2-C431-4C21-8600-3E593520FBB2}
(L] {8A703DD3-ASEE-11D4-A706-000629E9SE20}

(value nat set)

REG_SZ 7-Zip 4.65

REG_DWORD 0x00000001 (1)

REG_DWORD 0x00000001 (1)

REG_SZ "C:\Program Files\7-Zip\Uninstall. exe"

# Add or Remove Programs

(] {E6B87DC4-2B3D-4483-ADFF-E483BF718991} B D rm— s

(1 {e7394a0F-3f50-45b1-87fc-abcdS 1893246} & ¥ RLSAATE: L] showupdates  3ortby: @

| CE:;goigr 7-2ip 4.65 Size  3.13MB

(L AddressBook . Programs Used rarely

(] Adabe Flash Player Plugin Last Lised On 11/25/2009
- AvGIUninstall %‘ To b orovathie o aaram nputer, click Rem -

D Brandlng [ 0 remove Chis program rrom your computer, CiCK Remove, Remove

Add New
{{1 Connection Manager Programs B8 Adobe Flash Player 10 Plugin
g gygn:: Hext.Ed'tor FREE EDITION ;ﬁ Apple Application Support Size  34.05MB
irectAnimation \

(L] DirectDrawEx Add%n " “1@ Apple Software Update Size  2.16MB -

(Z) DXM_Runtime windows | @M AYG 9.0 Size  85.70MB

g Fontcore COMPONENES | Bl Brother HL-2170W Siee  12.11MB

Foxit Reader
@ ‘ y Cyagnus Hex Editor FREE EDITION 1.00 Size 0.55MB

i g .
Set Program ;@ Foxit Reader Size 9.71MB
Access and [ ; ’
Defaults ‘ ﬂgﬂ Intel{R) Extreme Graphics 2 Driver
| i5) Intel(R) PRO Network Adapters and Drivers =

? Invisible Secrets 2.1 Size 1.86MB
.......... GROUP-IB GLOBAL CYBER SECURITY COMPANY teeesesssacestettsetetttstscassesacattstrstcstssnes treescessens teescesses
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Pasnaen peectrpa HKEY_LOCAL_MACHINE\SAM

CBeneHusa o 00 yueTHbIX 3anucax B OC

1 Windows Installation
¥ Hardware
User Data
@ Startup Applications

%3 Services and Drivers

@ Network Configuration
’Windows Firewall Settings

& Environment
[£5) Shell Folders
() Outlook Express
&% Raw Data

L} MiTeC Windows Registry Recovery - [SAM] - DR
€9 File Explore Windows Help I—_—“—En_;a
|3 SOFTWARE | /@3 SYSTEM | €3 sam |
General ) Groups and Users |

| Export to REGEDIT4 format.. | |5 & Users Property Value

H EvportDat |3 & AAMUHUCTPATOR SID 5-1-5-21-1159259651-1992089595-3254878985-500

BROLSSA - - Tocte Comment BeTpoeHHan YyeTHaA 3anuch aaMUHUCTPATOPa KOMMBIOTEPa/aoM...

& Buibin Users Last logon 05.11.2014 16:33:14

“7 File Information v- & Groups Last password set 25.02.2014 11:44:53

& Secuity Records @ Builtn Groups Last incorrect password 05.11.2014 11:32:07

Windows NT Registry 70 keys loaded

M:\Windows\System32\config\SAM

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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Pasnaen peectrpa HKEY_LOCAL_MACHINE\SAM

CBeneHusa o 00 yueTHbIX 3anucax B OC

L} MiTeC Windows Registry Recovery - [SOFTWARE] ==l %
@ File Explore Windows Help mmm
|9 soFTwaRe [ @ sysTEM €5 sam |
TR ) B 7 8 & 2 DX |
|5 Export to REGEDIT4 format... [5 ProfieGuid | Value Tipm Data
[El Export Data... EI[:! ProfileList aB) ProfilelmagePath REG_EXPA..  CAUsers\damuHuctparop
Helnpesss: =
[ Explorer tasks -3 51518 88| Flags REG_DWORD  (x00000000
o : -3 51519 24 State REG_DWORD 0400000100
%7 File Information ;
3 s1520 24 sid REG_BINARY 0105000000 000005150000 00 03E6 1845 FB D
& Secuity Records 1-1159259651 19320895 873995500 8% ProfileLoadTimeLow REG_DWORD 0400000000
© saM - (1 5-1-5-21-3948468306-146855646-3066327537-10636 8] ProfileLoadTimeHigh REG_DWORD  0x00000000
&, Windows Installation - (13 5-1-5-21-3948468306-146855646-3066927537-16333 %?5 RefCout .. REG_DWORD  0x00000001
e [0 5-1-5:21-3948465306-146855646-3066927537-22381 &4] RunLogonScriptsync REG_DWORD  0+00000000
kv (13 5-15:21-3348465306-1 46855646-3066927537-4643 #8] NextLogonCacheable REG_DWORD  0x00000001
User Data - ([[1 5-1-5-21-3343468306-146855646-3066927537-6406
[ Startup Applications (10 5-15-21-3948468306-146855646-3066927537-6422
T [ 5-15-21-3948468306-1 46855646-3066927537-5436
st ks (1 51-5:21-3348465306-146855646-3066327537-6437
@ Network Configuration [ 5-15-21-3948468306-146855646-3066927537-5438
@B Windows Firewall Settings - ([[3 5-1-5-21-3348468306-146855646-3066927537-6543
Y [ 5-15-21-3348468306-1 46855646-3066927537-6544
— - (13 515:21-3943465306-146955646-3066927537-6746 v | < >

[£7) Shell Folders

[G) Outlook Express

Windows NT Registry

Key

Type

Value

Result Panel

Data

>

<
| Search | Log |

Key Path CMI-CreateHive{3D971F19-49AB-4000-8D39-A6D9C673D809}\Microsoft\Windows NT\CurrentVersion\ProfileList\S-1-5-21-1159259651-1992089595-3254878985-500

160574 keys loaded

M:\Windows\System32\config\SOFTWARE
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OCHOBHbIE UCTOYHUKN AO0Ka3aTeSlbCTB
- o ES

a Autoruns | | - Sysinternals: www.sysinternals.com
3. ABTO3AIPY3KA  |rie twy omons ver s

Find... Ctrl+F
Open... Ctrl+0 Winlogon | + Winsock Providers 23 Print Monitors @ LSA Providers & Network Providers ‘ Bt Sidebar Gadgets
Save.. Ctils'S T @ Internet E xplorer u_’] Scheduled Tasks % Services % Drivers @ Codecs Iﬁ Boot Execute E Image Hijacks

T = Description Publisher Image Path A
Analyze Offline System... &

. ‘ntversion\Run
Compare... cronis Scheduler Helper Acronis c:\program files (x86)\common fileshacronishschedule2\schedhlp.e

ogitech Download Assistant Logitech, Inc. c:hwindowshsystem32\logilda. dll
Refresh F5 WindowshCurrentVersion\Run
Exit cronis TIB Mounter Monitor Acronis Intemational GmbH c:\program files (x86)\common files\acronishtibmounter\tibmounten
: vast! Antivirus AVAST Software c:\program files\avast software\avasthavastui.exe

avast! Antivirus
iTunesHelper
Catalyst® Control Center Launcher

O W) AvastUl.exe

% iTunesHelper

% StartCCC

@ TruelmageMonitor.exe

AVAST Software
Apple Inc.

Advanced Micro Devices, Inc.

c:\program files\avast software\avasthavastui.exe

c:\program files (x86)\itunestituneshelper.exe

c:\program files (x86)\ati technologiesati. ace\core-statichamdB4'c
c:\program files (x86)hacronis\trueimagehometrueimagemonitor. ex

51 vmware-tray.exe VMware Tray Process Viware, Inc. c:\program files (=86)\wmware' workstation', tray.e:
3 C:\Usersy “AppD atatRoaming\MicrosoftywindowshStart MenusProgramshStartup
3} Dropbox.Ink Dropbox Dropbox, Inc. chuserst sappdatatroamingdropboxibinidropbox.exe

Q’ HKLMASOFTWARE \Microsoft\Active Setuphlnstalled Components
¥ (51 Microsoft Windows MNovra Windows

%] Themes Setup
%] Windows Desktop Update

@ HKLMASOFTWARE \wWowB432Node\Microsoft\active Setuphinstalled Components

E} Google Chrome Google Chrome Installer

=) Microsoft Windows Moura Windows

@' HKCUAS oftwaresMicrosoft\windows\CurrentVersion\Run

| NetShareMonitor

5 Sony PC Companion

ﬁ HKLMASOFTWARE\Classes\Protocols\Filter
(%) text/wml Microsoft Office XML MIME Filter

Q’ HKLMA\SOFTWARE\Classes\Protocols\Handler
(%, ms-help Microsoft® Help Data Services Module
%) osf Microsoft Office 2013 component

@ HKLMASOFTWARE \Microsoftywindows\Currenttersion\E xplorer\SharedT askS cheduler
(%] SolDisk Mount Notification CBDisk Mount Notifier

Sony PC Companion

Microsoft Corporation

Google Inc.
Microsoft Corporation
Sony

Microsoft Corporation

Microsoft Corporation
Microsoft Corporation

EldoS Corporation

@’ HKLMASOF TWARE \wWowB432Node\Microsoftywindows\Currentersion\E zplorer\SharedT askS cheduler

%, SolDisk Mount Notification CBDisk Mount Notifier
KLMASOFTWARE \Microsoft\wWindows\Currentersion\ShellS erviceObjectDelayLoad
(%) EldosMountNotificator-cbdisk3 CBDisk Mount Notifier

EldoS Corporation

EldoS Corporation

@ HKLMASOFTWARE \wWowB432Node\Microsoft\windows\Currentersion\ShellS erviceObjectDelayLoad

(%] EldosMountNotificator-cbdisk3 CBDisk Mount Notifier
ﬂ' HKCUAS oftware\Classes\ShellE x\ContextMenuH andlers

EldoS Corporation

c:\program fileshwindows mail\winmail. exe
File not found: /Userlnstall
File not found: U

c:\program files (x86)\googlehchrometapplication’39.0.2171.955in
c:\program files (x86)\windows mail\winmail. exe

File not found: C:\Users\ “Desktop\NetShareMonitor\NetShar
c:\program files (x86)\sony\sony pc companion\pccompanion.exe

c:\program fileshcommon files\microsoft shared\office15\msoxmimf

c:\program fileshcommon files\microsoft shared\help\hxds.dll
c:\program files\microsoft officehoffice15Ymsosb.dil

c:hwindowshsystem324cbdiskmntntf3.dll
c:hwindowshsyswowB4\cbdiskmntntf3.dll
c:hwindowshsystem324cbdiskmntntf3.dll

cwindowshsyswowB4\cbdiskmntntf3.dll

(%] DropboxExt Dropbox Shell Extension Dropbox, Inc. c:husersh, .appdatatroamingtdropboxibin\dropboxext64.24.dll
ﬂ’ HKLMAS oftwaretClasses\\ShellE x\ContextMenuH andlers
% 7Zip 7-Zip Shell Extension Igor Pavlov c:\program filesh\7-zip\7-zip.dll
1%, Acronis True Image Shell Context M... c:\program files (x86)\acronis\trueimagehometishell. dil
%, ANotepad++64 ShellHandler for Notepad++ (64 bit) c:\program files [x86)\notepad++\nppshell_06.dll
(%) avast avast! Shell Extension AVAST Software c:\program fileshavast software\avastiashshab4.dll
% avast avast! Shell Extension AVAST Software c:\program fileshavast software\avastiashshell.dil -

Ready.
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OCHOBHbIE NCTOYHUKN JOKa3aTENbCTB

3. ABTO3arpyska

B

MiTeC Windows Registry Recovery - [SOFTWARE]

@ File Explore Windows Help

9 SOFTWARE ||@ SYSTEM

|

A ‘( Name Command line Location
' Export to REGEDIT4 for.. 1 fj bginfo C:\Wwindows\bginfo.exe C:\WwWindows\ptb.bai timer:00 /nolicprompt Run
— ] ConnectionCenter "C:\Program Files\Citrix\C4 Client\concentr.exe" /startup Run
Expot Data.. ] Communicator "C:\Program Files\Microsoft Lynchcommunicator.exe” /fromrunkey Run
' [T} BCSSync "C:\Program Files\Microsoft Office\Dffice145\BCSSync.exe” /Delay...  Run
7 File Information 1 fj cchpp "C:\Program Files\Common Files\Symantec Shared\ccipp.exe' Run
&% Security Records 7 lgfTray C:\wWindows\system32\igfxtray.exe Run
] HotKeysCmds C:\Windows\system32\hkemd.exe Run
@ SAM | [T Persistence C:\windows\system32\igfxpers.exe Run
[+ Windows Installation 1 fj RTHDVCPL "C:\Program Files\Realtek\sudiotHDA\RIHDVCpl.exe' -s Run
@ Hardware B Run
] HPUsageTracking "C:\Program Files\HPYHP UT\bin\hppusg.exe" "C:\Program Files\...  Run
User Data 1 ToolboxFx "C:\Program Files\HPAT oolboxF\binsHPTLBXFX.exe" /enumion /...  Run
@Startuphppﬁcahons | 1 fj HP Laserlet Professional ... C:\Program Files\HP\Digital Imaging\Fax\Fax Driver 0.6 Baseshppf... Run
e B HP Software Update C:\Program Files\HpA\HP Software Update\HP'WuSchd2.exe Run
— ] Lync Browser Helper C:\Program Files\Microsoft Lync\OCHelper.dll BrowserHelperObjects
@ Network Configuration '] Groove GFS Browser Helper  C:APROGRA™1\MICROS~3\0ffice1 4AGROOVEEX. DLL BrowserHelperObjects
0'W'indows Firewall Settings 1 fj Office Document Cache H... C:APROGRA~1\MICROS~3\0ffice1 4\URLREDIR.DLL BrowserHelperObjects
] Userlnit explorer.exe WinLogon

& Environment

(57 Shell Folders

() Outlook Express
Windows NT Registry

v

160574 keys loaded

M:\Windows\System32\config\SOFTWARE
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OCHOBHblE UCTOYHUKN OKa3aTeNbCTB
4. 2Kypuaasi OC

\Windows\System32\config (o Windows XP) .evt
\Windows\System32\winevt\Logs (Windows Vista u BbI1IIe) .evix

AppEvt.evt (Application.evtx)

Perucrparus mporpaMMHbIX coObITuil OC

SecEvent.evt (Security.evtx)

Perucrparmus cobsrtuii ayrenTudukanuu B OC

B Untitled.ELX - Event Log Explorer - [File:

File Tree View Event Window Help

- 7D7 - i

\winevt\Logs\Application.evix]

G EGERP@AEYT XQMWIHSE
Computers Tree x4 4 » A |showing 34164 event(s) |

- &) vMs007 (ocal) | Type |pate [Time |Event |source |category |user |computer A
=k {3 Log F||95 @ Information 13,12,.2014 21:22:01 1035 Msilnstaller None \CUCTEMA

"o | srformation

13.12,2014 21:22:01 1035

Msilnstaller Non \CUCTEMA
(@ information __13.12.2014 21:22:01 m_m_—
@ Information 13.12,2014 21:22:01 1035 Msilnstaller None \CVICFEMA
(i) Information 13.12.2014 21:22:01 1035 Msilnstaller None |\CUCTEMA v
g YcTaHoBwmK Windows M3MEHMN HacTPoiKy npoaykTa. MpoaykT: Microsoft Silverlight. Bepaus: 5.1.20913.0. Asbik: 1033, MsroTosuTens: Microsoft Corporation
A |||M3meHeHne HacTpoiiku 3aBepLUEHO ¢ cocToaHWeM: 0.

=
e
=
o]
=%
< > | x ‘ Description
Ready
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OCHOBHbIE UCTOYHUKN AO0Ka3aTeEJ1IbCTB

5. CeTeBas akTuBHOocTb. McTopusa (OC Microsoft Windows)

Internet Explorer
Karasor «\Documents and Settings\[umsa mosb3oBaTesis]\Local Settings\» B Windows XP (datiisr: index.dat)
Karasor «\Users\[ums nmonb3oBaress]\AppData\Local\Microsoft\Windows\History» B Windows Vista, 7, 8, 8.1

Mozilla Firefox

Karasor «\Documents and Settings\[umsa mosb3oBaTessa]\Application Data\Mozilla\Firefox\Profiles\» B
Windows XP (daiin: places.sqlite)

Karasor «\Users\[ums monb3oBartens]\AppData\Mozilla\Firefox\Profiles\» 8 Windows Vista, 7, 8, 8.1
(daiin: places.sqlite)

Google Chrome

Karasor «\Documents and Settings\[umsa mosb3oBaTesisa]\Local Settings\Application Data\Google\ Chrome\» B
Windows XP (datiisr: History, Archived History)

Karasor «\Users\[ums nonb3oBaress]\AppData\Local\Google\Chrome\User Data\Default» 8 Windows Vista,
7, 8, 8.1 (daiinnr: History, Archived History)

Opera

Karasor «\Documents and Settings\[umsa mons3oBaTesisi]\Application Data\Opera\Opera\» B Windows XP
(dain: global_history.dat)

Karamor «\Users\[ums monb3oBarens]\AppData\Roaming\Opera\Opera\ » B Windows Vista, 7, 8, 8.1
(dain: global_history.dat)
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OCHOBHbIE NCTOYHMKN [OKaA3aTEeNbCTB

5. CBegeHusA o 3anycke NporpamMm Uiv 4octyne K HUMm

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\Com
Dlg32\ OpenSaveMRU

IIporpaMmbl, OTKPBITIE UJINU COXPAaHEHHbIE
yepes3 MPOBOJHUK

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\ Explorer\Com
Dlg32\LastVisitedMRU

[IporpamMMbl, OTKPBIThIE UJIN COXPAaHEHHbIE
yepe3 IPOBOJIHUK, AEUCTBUS C KOTOPHIMU
MIPOU3BOJUINUCH HEJTABHO

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\ Explorer\Run
MRU

3amyck uepes [lycts -> BeimostHUTS (Start
-> Run)

SYSTEM\CurrentControlSet\Control\Session Manager\AppCompatCache

JIOoCTyTI K HCITOJTHAEMBIM (haiiiam
(mpoBepKa COBMECTUMOCTH )

HKCU\Software\Microsoft\Windows\ShellNoRoam\MUICache (XP, 2000,
2003)

HKCU\Software\Classes\Local Settings\Software\Microsoft
\Windows\Shell\MuiCache

(Vista, 7, 2008).

3arryck mporpamMmm depes IIPOBOIHUK

\Windows\Prefetch

KemmpoBaHue 3aIrycKaeMbIX IIPOTpaMM
JULs1 yckopeHust paboTtel OC
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[1pakTuka

—. ¥Ycranasiausaem SIFT Workstation
- Hayuaem crpykrypy HKM/I
-~ JlesmaeM TanMJIalH
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ApX1TEKTypa |G|:zoun:>|i5|

Applications

I

Operating
System

4 User Mode

l Kernel Mode

Nildr
NTFS.sys
Ntoskrml.exe

—

Boot Sector

l

Waster Boot
Record

I

Hard Disk
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N3yyeHune ctpoeHna HXXM/

MBR (Master Boot
Record)

Cmenienue oxibe — Hauaso

OIIMCAHUSA MEPBOTO paszesia
(16 Oamr)

CMmenmieHue 0x1€¢2 — THUII
daiinoBoii cucrembr (1 6aiT)

CMmemreHue 0x1c6 —
IIEPBBII CEKTOP pasziena (4
OauTa)

CmemeHue oxica — pasmep
paszzesia B KiaacTepax (4
OariTa)

Volume boot record
Cvmewmienue 0x28 — pasmep
paszesna B kaacrepax (8 6aur)

CmemeHnue 0x48 —
YHUKAJIBHBIA CEPUIHBIN
HoMep ToMa (8 6aiT)

KommyTarop-npeaycunurens [ToBopoTHaA pamka [nuunens asurarens
6noka ronosok No3uLHoHepa NPMBOAQA BPALLIEHMA UCKOB

[oCTOAHHbIR
MArHuT

[onoska [Taker auckos
YTEHUA/3aNUCH (nea aucka)

CwmeweHune 0x0B - pasmep
pasgerna B knacrtepax (8 6anT)

CwmeweHue 0x0D — yHMKaIbHbIN
CepUUHbLIN HOMEpP ToMa (8 banT)

1 cekTOp — 512 BGanT
1 knacTtep — 4096 6anT
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danrnosble 3anmcu |crour|iB

00C7FF3400 46 49 4C 45 30 00 03 00 43 F3 18 9B OB 00 00 00 FILED...Ca.1....
00C7FF3410 59 00 02 00 38 00 03 00 78 02 00 00 00 04 00 00 Y...8...%....... 0x10 STANDARD_INFORMATION
00C7FF3420 00 00 00 00 00 00 00 00 09 00 00 00 29 00 00 00 ............ Fosis 0x30 SFILE NAMEO

00C7FF3430 8C 06 00 00 00 00 00 00 10 00 00 00 60 00 00 00 §........... -

00C7FF3440 00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 00 ........ B 0x60 SVOLUME_NAME

0OC7FF3450 22 3D CA 9D CA BB C4 01 14 E3 A4 11 35 24 C5 01 "=ElEwk. 50 584, 0x80 sDATA
00C7FF3460 14 E3 A4 11 35 24 C5 01 7D 28 94 09 94 44 C5 01 .39.564.}(1.1DA.
00C7FF3470 00 00 00 00 00 0O 0O OO 00 00 00 00 0O 0D OO QO ................
00C7FF3480 00 00 00 00 29 03 00 00 00 00 00D OO 0O OO OD OO ....)...........
00C7FF3490 FO 37 13 29 00 00 00 00 30 00 00 00 70 00 00 OO &7.)....0...p...
00C7FF3440 00 00 00 0O 0O OO0 04 00 52 00 00 OO0 18 00 01 00 ........ Reisizisieinin
00C7FF34B0 0& E4 00 00 00 00 03 00 22 3D CA 9D CA BB C4 01 .&...... "=E1Enk.
DOCTFF34C0 22 3D CA 9D CA BB C4 01 22 3D Ch 9D Ch BB C4 01 "=ElEwk. "=EIEsd.
00C7FF34D0 22 3D Ch 9D Ci BB C4 01 00 00 00 00 00 00 00 00 "=EpE»d.........
00C7FF34E0 00 00 00 00 00 00 00 OO 00 00 00 10 00 0D OO OO ................
00C7FF34F0 08 02 43 00 4F 00 45 00 4E 00 33 00 35 00 7E 00 ..C.O.E.N.3.5.~.
00C7FF3500 33 00 30 00 35 00 00 00O 30 00 00 00 70 00 00 OO 3.0.5...0...p...
00C7FF3510 00 00 00 0O 0O 0O 03 00 56 00 00 OO0 18 00 01 00 ........ Vesanna
00C7FF3520 0& E4 00 00 00 00 03 00 22 3D CA 9D CA BB C4 01 .&...... "=ELEnk.
00C7FF3530 22 3D CA 9D Ch BB C4 01 22 3D Ch 9D CA BB C4 01 "=EjE»d. "=EjEni.
00C7FF3540 22 3D Ch 9D CA BB C4 01 00 00 00 00 00 00 00 00 "=EpEsd.........
00C7FF3550 00 00 00 00 00 0O 00 OO 00 00 00 10 00 DD OO OO ................
00C7FF3560 04 01 63 00 6F 00 65 00 6E 00 33 00 35 00 30 00 ..c.o.e.n.3.5.0.
00C7FF3570 SF 00 30 00 35 00 00 00 40 00 00 00 28 00 00 OO _.0.5...@...(...
00C7FF3580 00 00 00 0O OO0 0O 08 00 10 00 00 00 18 00D OO OO ................
00C7FF3590 0B 8D 04 D9 1E 90 D9 11 B9 08 00 0D 56 08 E4 DB .1.0.40.*.. .v.&0
00C7FF3540 90 00 00 00 58 00 00 OO 00 04 18 00 00 00 O7 OO w...X...........
00C7FF35B0 38 00 00 00 20 00 00 00 24 00 49 00 33 00 30 00 &... ...8.1.3.0.
00C7FF35C0 30 00 00 00 01 00 00 OO 00 10 00 00 0L OO OO OO O...............
0OC7FF35D0 10 00 00 00 28 00 00 00 28 00 00 00 01 00 O 00 ... .(...(.....0.
00C7FF35E0 00 00 00 00 00 00 00 OO 18 00 00 00 03 DO OO OO ................
00C7FF35F0 00 00 00 00 00 00 00 00 A0 0O 0O 00 50 00 BC 06 ........ ... P.1.
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BpeMeHHble aTpubyThl |GRDUF"iB|

0x00 |8 File Creation Time
0x08 |8 File Alteration Time
0x10 (8 MFT Change
0x18 (8 File Read Time
0x20 (4 DOS File Permissions
0x24 (4 Maximum number of

versions
0x28 (4 Version number
0x2C (4 Class ID
0x30 |4 |2 |Owner ID

K
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Co3faHue TarMnamnHa |GROURP|iB

A T

Extent

Master File Table

NTEFS

Log file record

R ARR RN

BpeMmeHHBIE METKH
*Creation time
*Last accessed time
*Last written time Large file record

seats sito xecort | PP T IIIIII0]

Extent 2

o (v . . Small directory record Extent 2
*Last Modification time T T
System File File Name MFT Record Purpose of the File
Master file table $Mft 0 Contains one base file record for each file and folder on an NTFS volume. If the allocation information for a file

or folder is too large to fit within a single record, other file records are allocated as well.

Master file table 2 $SMftMirr 1 A duplicate image of the first four records of the MFT. This file guarantees access to the MFT in case of a
single-sector failure.

Log file $LogFile 2 Contains a list of transaction steps used for NTFS recoverability. Log file size depends on the volume size and
can be as large as 4 MB. It is used by Windows NT/2000 to restore consistency to NTFS after a system failure.

Volume $Volume 3 Contains information about the volume, such as the volume label and the volume version.

Attribute definitions $AttrDef 4 A table of attribute names, numbers, and descriptions.

Root file name index $ 5 The root folder.

Cluster bitmap $Bitmap 6 A representation of the volume showing which clusters are in use.

Boot sector $Boot 7 Includes the BPB used to mount the volume and additional bootstrap loader code used if the volume is

bootable.

Bad cluster file $BadClus 8 Contains bad clusters for the volume.

Security file $Secure 9 Contains unique security descriptors for all files within a volume.

Upcase table $Upcase 10 Converts lowercase characters to matching Unicode uppercase characters.

NTFS extension file $Extend 1" Used for various optional extensions such as quotas, reparse point data, and object identifiers.
12-15 Reserved for future use.
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CosnaHue TaumnanHa |GF%DLJF"iB|

—  SIFT Workstation
(http://davnads.blogspot.com/2012/12/4n6time
-release-notice.html)

—  Plaso (http://plaso.kiddaland.net/)

~  4n6time
(http://davnads.blogspot.com/2012/12/4n6time
-release-notice.html)
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Timeline
NMpocmoTp Hanuumna ®C Ha obpase
mmils <nyTb K panny obpasa>
3anoMHNTb cMmelleHne B cekTopax!
Y Hac 63. B 6antax 512*63=32256
MoHTUpOoBaHue obpa3a B pexume YTeHUSA
sudo mount —t ntfs-3g -o ro,loop,nodev,noexec,show_sys files,streams_interf
=windows,offset=32256 /cases/DBO/raw.dd /mnt/windows_mount
UsBneyeHne MFT

icat -i raw -f ntfs -0 63 /cases/DBO/raw.dd 0 > /cases/DBO/raw.mft
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Timeline
Konuseptauua MFT

cd /cases/DBO/

log2timeline -f mft -z Europe/Moscow -m C: raw.mft -w timeline.csv

log2timeline-sift —z ESTSEDT —p 0 —i partition.dd

Cos3paHue timeline

log2timeline -p -r -f winxp -z Europe/Moscow /mnt/windows mount -w
timeline.csv

O6paboTka TimeLine

12t_process -b timeline.csv MM-DD-YYYY..MM-DD-YYYY

Pabota c ®C

fls —0 63 raw.dd

NMpocmMmoTp aTpndbyToB hannos

RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR

istat —o 63 raw.dd <node number>
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MaTtBeeBa BecTa

+7(495) 984-33-64 1006.313

matveeva@group-ib.ru

| N (o
@ +7(495) 984-33-64 ﬁ www.group-ib.ru E info@group-ib.ru

n facebook.com/group-ib B twitter.com/group-ib



