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Hackers. Evolution
Xakepbl. IBOMOLUA

PomMaHTUKu CnevnHas !
MHOOPMaLIMOHHOWN
BOUHDbI

A remariable collection of characters...courageously expioring mindspace,
an innerword where nobody had ever been before™ —The New York Times

THE SHOCKING SCALE OF
CYBERCRIME

$388

THE TOTAL BILL FOR CYBERCRIME FOOTED BY ONLINE
ADULTS IN 24 COUNTRIES TOPPED USD $3888N OVER
E PAST YEAR @

hackers

heroes of the computer
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Heroes Cyber Crime  Cyber Army



Bachosens: Highly-skilled petty cyber criminal
with lofty ambitions targeting large organizations
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Bachosens: Highly-skilled petty cyber criminal with lofty e a—— O BTN IIIRISEEE
ambitions targeting large organizations prom— ANAA 260134£811205835811
Eastern Europe based attacker’s advanced malware bears comparison with that used by nation- xn--ilaj.name. AAAA 2803:4£0:120:035%5:5

state actors, but basic missteps indicate a threat actor who is skilled but lacking in expertise

Symantec Security Response [}

* KcxoaHbiv Koa Ha
 CnoXHoe 3aka3Hoe VirusTotal

malwarev « PacnpocTpaHsietca ¢
* Lenesou oULLINHT nrpamu
« JdremepHble AES-KNIo4K « Kennorrep 6e3

https?//&@ﬂ%%%@@ﬁ%@“é/dl%hosens—highIy—skiIIed—petty—cyberMi@nH@@fB@ TIOMEHQB B-1OQ;organizations
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Internet Intelligence
Ecnn ncnonb3oBatb METOA bl UHTEPHET-
pa3BeaKu...

15-10-2008, 19:26
Program f
eeeeeeee Sale Program ft
Il details ol
Russian ICQ to 31
0
eeeeeeeeee - . —
Moscow a Skype
check in: 12.2007
messages: 7
' [+/-1
TTTTTTT 0[+]

* Niropp C***x**
* Tupacnonb

e E-mail: ******@gmail.com

https://motherboard.vice.com/en_us/article/zmbj7y/lone-wolf-criminal-hacker-gets-doxed-thanks-to-series-of-dumb-mistakes



Mbl — geTn B MUpe YMHbIX BELLEN
BoeHHble — OeTK C rpaHaToun
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* BblCOKOTOYHOE OpyXue
* YMHOE€ opyxue
* ABTOHOMHOE netarnbHoe

opyxue
« CeTeueHTpMYyecKas BOMHa




Honeypots

A honeypot is a decoy computer system for
trapping hackers or tracking unconventional or
new hacking methods.

KTO nepBbIM KMOHYIT HA NPUMaHKY?
* MuHUCTEPCTBO OBOPOHLI OQHOW N3 CTPaH

CHI'
* AHTMBUpPYCHasa KOMMNaHUA

o SSRGS KO8R, QARQH M3 cTpaH CHI



Fitness app Strava lights up staff at military
bases

duTHec-Tpekep Strava
Bblaan pacnornoXxeHne BoeHHbIx 6a3 CLLUA

https://www.bbc.com/news/technology-42853072



Working off the IP address, U.S.
investigators identified Guccifer 2.0...

CkpbiBaunTe IP. Bceraa.

https://www.thedailybeast.com/exclusive-lone-dnc-hacker-guccifer-20-slipped-up



«AdpecHble NOBYLUKN»

Internet
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Kidnapper Kidnapped victim

Security Researcher

Law entorcement



UTO 3HaAYUT:
«He ocTtaBndaTb crnegoB? »

* be3ynnMkoBOCTb

* HegocTaTO4YHOCTb AgoKa3aTternbHoM b6as3bl
* CKpbITe NpmnCyTCTBUA

* MackupoBka

 PasmbiBaHue Lenu

* JloXHbI cnen

 JlereHaa NpuKpbITUSA



Digital Forensics

Digital forensics (sometimes known as digital forensic science)
is a branch of forensic science encompassing the recovery and
investigation of material found in digital devices, often in
relation to computer crime.

PopeH3UuKa (KomnbloTepPHaAA KPUMUHANTUCTUKA,
paccnegoBaHue KMbeprnpecTynneHmn) — npuknagHas
HayKa O pacKpbITUU MPECTYNMNEHNN, CBA3aHHbIX C
KOMMNbOTEPHOM MHdOpMaLmen, ob nccriegosaHum

LM pOoBbLIX AOKa3aTenbCTB, METOAAaX NOUCKa, NonyvYeHust 1
3aKpenfeHnst Takux JokasaTtenbCcTB




[lpa4yem gaHHble

* be3Bo3BpaTHOE YHUYTOXEHMNE
* HeBnanmble pasgensl
* TrueCrypt

* KpMNTOKOHTEUHEDPSI

» CTeraHorpagus

* «[1BONHOE OHO»
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OSINT (Open Source Intelligence
- PaszBeaka no OTKPbIThIM
MCTOYHUKaM
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Using OSINT...
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MCTOYHUK yTeYyeK nMyHon nHdpopmaumnm
— 0a3bl yganeHHbIX CTpaHuL, B COLICETAX

3 ¥ “ AT § -‘;’:’

Co6paHo 6onee 174 161 000 doTorpachuin

Mel cobupaem yacTHble kapTuHkn BKoHTakTe

TMepei BavA CaAT, KOTOpEW COREpUT BombiuyIo Basy doTorpadeti Ml MOCTORHHO ACBARNTEM HOBLE KADTVHKM, MOSTOMY €571 CErOAHS
BKOHTaKTE, HEAOCTYMHEIX 6OMEUMHCTEY NOMb3oBaTENEH. BrvwmTe HIA4Ero He Bbin0 HaliaeHo — 3aBTPa OHO MOXET OK33aTLCA Yy Hac. Takwe
CCLUIY Ha CTPaHIUKy N106Or0 YeNioBeKa 1 YaHAIATe, CTb NI CH B Mel fE0Be3HD PACCMOTPIM BCS BalLIA BOMIPOCH! M NOXENSHAS Yepes
CroTobase, ANEKTPOHHYIO NONTY,

easorpoice@skotobaza org @GermanSkotobaza Cnyusireie $oTo NSFW

rogenmbcs  E3NaikHyTs W Teumiyts S+ MmocamyTs

Ckotobasa

22615856 B

Cpeav apyseit Fapuxosa Baguma, B Ckotobase HaigeHbl cnegyowme:

€ @

Anexcangpa MapwuHa ona Huxa Muna Katepuna

Banepuit




The Hacker

1 AA Bank of Montreal S
@cash ELKA Enterprises, Inc 1500 ATWATER AVE, MONTREAL, QUEBEC H3Z 1X5 CANADA i 7
3500 Maisonneuve, #802 PATABLE WU, DOLLARS THROUGH BANK O MONTREAL 430 PARKAVE. NEWYORK. Y
d 3 i
m Montreal, PQ H3Z 3C1 August 13, 1999 £ \
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One hundred and 00/100 .S, dollars

_ [Uss100.00

l PAY TO THE ORDER OF:

| Andrei Masalovich
Ulitsa Zoi i Aleksandra Kosmodemyanskih 37-30

Moscow, 125130 A i

Russia
Credits for an75
WEGSLI 120260025461 0283 LBOLwAZ5W A
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APT — Advanced Persistent Threat

* An advanced persistent threat (APT) is a set
of stealthy and continuous computer
hacking processes, often orchestrated by a
person or persons targeting a specific entity.

* APT ( «pasBuTagd ycTton4meas yrposa;
TakxXe uernesas kmbeparaka) —
NPOTMBHUK, 0bnagaroLLmnmn COBPpEMEHHbLIM
YPOBHEM creuunarnbHbIX 3HaHUU U
3Ha4YUTENBHBLIMU PECYpCaMm, KOTOPbIE
NO3BONIAKOT eMY CO34aBaTb BO3MOXHOCTH
ONA OOCTUXEHUS Lenen nocpeacrBom
Pa3fINYHbIX BEKTOPOB HaMNaaeHus




Advanced Persistent Threat Groups

APT37 (Reaper)

North Korea

Target sectors: Primarily
South Korea — though also
Japan, Vietnam and the
Middle East

—in various industry
verticals, including chemicals,
electronics, manufacturing,
aerospace, automotive, and
healthcare

https://www.fireeye.com/current-threats/apt-groups.html

APT28 Tsar Team

Suspected

attribution: Russian
government

Target sectors: The
Caucasus, particularly
Georgia, eastern European
countries and militaries,
North Atlantic Treaty
Organization (NATO) and
other European security
organizations and defense
firms

Associated

malware: CHOPSTICK,
SOURFACE

l
J ,{\!
“wn O PN -
* N ) APTSS
y

APT33

Suspected attribution: Iran
Target sectors: Aerospace,
energy. APT33 has targeted
organizations, spanning
multiple industries,
headquartered in the U.S,,
Saudi Arabia and South Korea.
Associated alware:
SHAPESHIFT, DROPSHOT,
TURNEDUP, NANOCORE,
NETWIRE, ALFA Shell



Using Google Translate

WannaCry:

* TpeboBaHu4a o0 BbIKyMne
Oblnn HanucaHbl Ha 28
A3blKax

* Ha Tpex aA3bikax be3
nepeBoaa

 PoaHou — kntanckum,
BTOPOW - aHTMTMUCKUN
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[Tpumep paboTbl B «CEPOM» UHTEPHETE:
MeToauykn TeppopuUCToB
no 6eCKOMI'IpOMaTHOVI pa60Te

Safety and Secunty guidelines
for Lone Wolf Mujahideen and small cells

; la.\:le a.ul.u.c dAuc ‘_,_:I
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Stylometry
ldentify Satoshi Nakamoto

- Stylometry is the application of the study
of linguistic style, usually to written
language. Stylometry is often used to
attribute authorship to anonymous or
disputed documents

MAN OF THE YEAR

Bitcoin Founder
SATOSHI
NAKAMOTO

Zy Crypto

Source: hello-crypto.ru/resurs-zy-Crypto-utverzhdaet-chto-vyichislil-realnogo-satoshi-nakamoto/



YTO OEJIATB?

 Jltoau
* [lpouecchl
e TexHonormn
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* Kubepopyxume
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FnasHbie HOBOCTK O Curyaywn B crpade O BoenHbie koHdn

Cupniickue xakepsl B3nOManu
caiiT Forbes

X3Kepki U2 rpynNNupoexKn «Cupuicxkon
ANEKTPOMMON 3pMmuuy (SEA) eanomanu cany
AMEPUKAHCKOro ¥ypHana Fordes u paa
NPUHAANEXIWMX NIQIHIND W €70 COTPYAHNKIM
AXKAYHTOR B caTi mukpolnora Twitter

Bo ®paHumMm CMEeHWICA HavyalbHUK reHwTaéa

pf

NMPOLECCH!

KoHTpornb 06CTaHOBKU B

KNoepnpocTpaHCTBE

B DARPA pazpabarteiBaeTcs
CUCTEMA MCNONB3OBAHUA
cmapTdoHoB Ha none 6os

B yNpasnexnn NepeneKrmesiix
NCCNE0BATENLCKMX NPOrPAMM MUHNCTEPCTEA
ofoposel CLUA (DARPA) npiwnm X BRIB0AY, NTO
NPUELINKE NOCTOAMKO CESPATRCA C mofnnbnbm
NOMOWHUKOM MOXET CTaTL Ha none BoAa
NPenMyWecTEOM ANA aM2PUKIHCKIX BONCK. B
cpeay noAEUNuCs coobwenna o Havane
p3a3paloTox cuCTeMs! CERIN, KOTOPAER Oul

¢ e Ay

O YpessoivanHoie .

Ha nrowaam MHsannaos s MNapuxe r

| d . WENTJ 53.::i.
Beneiii gom npeacrasun
rocyypexgeHuam CLUA cnucok
peKoMeHAauuii no sawure oT

Agmuuuncrpauma Benoro goma coobumna o
CX@ CNIUCKS PEKOMEHAZUMI ANA 23WNTH
WHOPICTPYKTYPBI NACTHBIX KOMAIHKA K
rocyupexaenni ot knlepyrpos. Npeangent
CUWA Bapak O6ama npuearcreosan ato
HoeoegegeHue. OkoNo roaa Halan Mmaea
rOCYyA3pPCTES 8 CEOEM EBICT)NNEHNM
NOCEAWEHHOM NONOXEHN Q8N B CTPaHE

itar-taszz.com

INM AL NC H =

MuHo60poHbI

. ConpeaensHbie ¢

AamuHuncTpayma CLUA
NPeACTaBUNA HOBYIO KOHUENUUIO
kubepbesonacHocTu

Mpeanaent O0ama HABaN 3Ty MHNUMATHEY

NOBOPOTHBIM MOMEKTOM B 00ecnavennu
33WNTE OT X3KepCKNX 373K

v.golos-amertki.ru

18 TORKECTEEHHAA USPDEMOHMA, BO BpeMA XO




TEXHOJOI M

e CUCTEMBbI KOHTPOMA ornepaTuBHOU ODCTAHOBKMU
CucTtemMbl paHHEro npeaynpexaeHus

* AHanunTtnyeckaa obpaboTtka 60sbLMX AaHHbIX
* CUTyauUMOHHbIE LUEHTPbLI HOBOIO NOKONEHUS

{ [TlepBbIX LLIAr — CUCTEMbI KOHTPOSIA onepaTuUBHOU ]
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