


Bupyc

[loa komnbrOMepHbIM
BUPYCOM NMPUHATO
MOHMMATb NPOrpPaMMmbl
MW 3/IEMEHTDI
nporpamm,
HeCAHKLLMOHMPOBAHHO
MPOHMKLUVE B
KOMMbIOTEP C LLeNbIO
HaHeCeHUs Bpeaa,
OT/INYNTENIbHOWN
0COBEHHOCTbIO KOTOPbIX
ABN1ISIE€TCH CMOCOOHOCTL
CaMOTUPAXMPOBAHMSI.




Bce supycbl moxcHo 06veduHums 8 caedyroujue
OCHOBHbIe 2pyNnnbi:

) —
uH@uyupyrom 3a2py304Hble CeKmMopbl HcecmKux ouckos u
duckem, nomeuw,as 8 Hem KOMAHObI 3aNycKa Ha UCNoHeHue
camozo supyca, komopblU Haxodumcs 20e-mo 8 dpy20Mm
mecme Komnblomepa.

o — 3apaikarom ucnosiHsiemsobie

¢alinel (c pacwupeHuem .com, .exe, .Sys), nymem
donucbisaHus ceoell o0CHoBHOU Yacmu («mena») 8 KOHey
3apaxcaemoll npo2pammel, «20108bl» - 8 €20 Ha4yano. Bupyc,
Haxodsawulicsa 8 namsamu, 3apaxcaem sce Aobol 3anyweHHbIU
nocsie 3moz2o ucnonHsembil gain.

@ CNocobHbI

nopaxams Kak Kod 3a2py304HbIX CEKMopos, mak u Ko
¢atinos.




® Makpo-supycsbil.

3apaxaeT pansibl ZOKYMEHTOB, HaNpMmep
TEeKCTOBble A0KYMeHTbI. [1ocne 3arpysku
3apaXKE€HHOro 4O0KYMeHTa NOCTOAHHO
Haxo4MTCA B ONepaTUBHOM NaMATU 40
3aKpbITUA JOKYMEHTA.

® «Yepsb»r.

3TO NPOrpaMma, KOTopas TUPAXKMPYETCS Ha
XKECTKOM AMCKE, B MaMATU KOMMbIOTEPA U
PacnpoCTPaHAETCS MO CETMU.

® OcobeHHOCTbIO YepBeun, OT/INYAIOLLUX UX
OT APYrnX BUPYCOB, ABASIETCA TO, YTO OHU
He HecyT B cebe HM KaKoW BpeAOHOCHOM
Harpysku, KpoMe CaMOpPa3MHOXEHUS,
LLe/1b0 KOTOPOrO AAB/ISETCS 3aMyCOpMBaHMeE
NaMaTU, U KakK CneiCcTBuUE,
3aTOpMaxnBaHne paboTbl onepaLMoOHHOM
CUCTEMBI.




K Z4aHHOM KaTeropmm OTHO IgP3@NPOCTPAHSIOLLLME CBOM KOMWUM MO
NOKANbHbLIM U/nan rno6ﬂEcFr\BM:

I. NPOHUKHOBEHUS Ha yoa/ieHHble KoMNbloMmepbl;
2. 3anycka csoel konuu Ha yoasieHHOM KOMNnblomepe;

3. danbHeliwe20 pacnpocmpaHeHUs Ha opyaue KOMnNbOMepbl 8 cemu.

Ana cBoero pacnpocTpaHeHUs CeTeBble YePBU UCMONb3YHOT Pa3HOObpasHble
KOMMNbIOTEPHbIE M MOBUABHbIE CETU: SNEKTPOHHYHO NOYTY, CUCTEMbl OOMeHa
MIrHOBEHHbIMW coobueHnsamm, pamnoobmeHHble (P2P) n IRC-cetn, LAN, cetu
obmeHa gaHHbIMK MeXAY MOOUIbHBIMKW YCTPOUCTBaMU (TeniepoHamu,
KapMaHHbIMW KOMMbIOTEPAMMU) U T. 4.

BonbWNHCTBO N3BECTHBIX YepBEN PACNPOCTPAHAETCA B
BUAe GannoBs: BJOXKEHNE B 3/IEKTPOHHOE NMUCbMO, CCbIJIKA
Ha 3apaXxeHHbIU pan Ha KakoM-nnbo Beb- nam FTP-
pecypce B ICQ- n IRC-coobuweHunax, dpann B kaTanore
obmeHa P2P u . 4.

HekoTopble yepBu (Tak Ha3biBaeMble «bechanoBbie» nau
«MaKeTHble» YepBW) PACMPOCTPAHAIOTCA B BUAE CETEBbIX
MaKkeToB, MPOHMKAIOT HENOCPeACTBEHHO B NaMATb
KOMMblOTEPA U aKTUBU3UPYLIOT CBOU KOA,.




B dononHeHue k amoli knaccugukayuu ommemum ewje HeCKONAbKO
omau4YumenbHbix ocobeHHocmel, xapakmepu3youwux Hekomopsble galinoso

3ae2py304YHbie sBUpPYyChl.
Moanmopdusm.

BONbWNHCTBO BUPYCOB, CO34aHHbIX B MPEXHUE roAbl, MPY CAMOPa3MHOXEHUN HUKAK He
N3MEHSAIOTCA, TaK YTO «MOTOMKU» ABNAKOTCA abCONOTHO TOYHOM KOMMEMN
«MPAPOAUTENS», YTO U MNO3BOJISIET JIErKO MX 0OHAPYXMBATb NO XapaKTEPHOWN A5
KaXkJ,0ro nocses0BaTe/ibHOCTM 6anToB

«Crenc» - TexHonorusa.

ITOT TEPMUH NOSIBMJICA NO aHA/I0OMMM C HA3BAHUEM TEXHONOTMKM Pa3paboTku

.. amMepuKaHckoro 6omMbapAnpoBLLYMKa, HEBUAMMOrO Ha SKpaHe pagapa. CTenc-smpyc,
& HaXOAACb B MaMATU KOMMbIOTEPA, NMePexBaTbIBAET NOYTU BCE BEKTOPbI NpepbiBaHMi . B

|| qmnﬂm_“[ﬂuﬂmu pe3ynbTaTe NpUY NOMbITKE KOHTPOAS A/MHbI 3apaxeHHoro danna A4OC BblgaeT cTapyto,
(OHING 1H RHAM)

«NPaBUJIbHYIO» AJIMHY BMECTO MCTUHHOM, @ MPU MPOCMOTPE KOAbl BUPYCa
MCK/IIOYAOTCSH UM U3 PaCCMOTPEHMS.

«Jlornueckue 6ombbi».

Kaa nporpaMmma A06aBaseTcs K Kakon-11b0 nose3HoM NporpamMmme 1 «4pemMseT» B HeU
A0 onpejenieHHOro Yaca. Korga e nokasaHusi CUCTEMHOMO CHETUYMKA BPEMEHM

A, AHHOI 0 KOMMbKOTEPA CTaHYT PAaBHbIMU YCTAHOBAEHHOMY NPOrPaMMMUCTOM 3HAYEHWUIO
4aCoB, MUHYT U CeKYHZ, (M1 NPEBbLICAT MX), NPOMU3BOAMNTCSA Kakoe-1Mbo paspyLuatoLee
AencTBue, Hanpumep, GopmMaTMpOBaHME BUHYECTEPA. DTO OAMH U3
pacnpoCTPaHEeHHbIX BAPMAHTOB MeCTU OBMXKEHHbIX MPOrPaMMMUCTOB CBOEMY
PYKOBOZCTBY.

NMporpamMmmbi-BaHAA/bl.

Cambiii IPOCTOM CNOCOB HANAKOCTUTb BCEM U BCA. MTULLETCA NporpamMma-paspyLumnTess
(Hanpumep, Bce TOT Xe GOPMATUPOBLUMK BUHYECTEPA), €M AAeTCS Ha3BaHWe, Takoe
Xe, KaK Y ApYrown, None3Hon NporpaMMbl, M OHa Pa3MeLLaeTCsl B KayecTBe
«OBHOBNEHHOI Bepcumy». Huyero He nogo3peBatoLL i Nosib3oBaTes b 06paj0BaHO
«CKQUMBAET» ee Ha CBOM KOMMbIOTEP W 3aMyCKAeT, a B pe3y/ibTaTe - IMLLAETCS BCEU
MHPOPMaALLMM Ha XXECTKOM AUCKE.




® «Jlornyeckue 60mM6bI» - CKPUNTbI U ANNAETDI.

N x0Ts1 OCHOBHbIE PYHKLUM A0CTYNA K COAEPXKMMOMY BaLLero ~J Moura
ANCKA 34eCb OTKIHOYEHbI, HEKOTOpPble MesIKMe HEeMpPUATHOCTY
3TO MOXeT A0CTaBuUTb. KcTaTun, B nocsiefHee BpemMs co34aTenu
HeKOTOPbIX CAUTOB (Kak NPaBK/IO, U3 pa3psasa «TONbKO AA N Ny
B3POC/IbIX») OCBOWJIM OOONBITHLIN BapuUaHT CKPUNTOB (Ha
6a3e JavaScript), cnocobHbix npu oTkpbITMK Takon Web-
CTPaHULLbl HE TOJIbKO «MPOMNUCATb» apec AAHHOMO CamnTa B kit S0
KayecTBe «A0MallHero» (eCTeCTBeHHO, He CnpaLwnBas y | Crcox nanox
noceTuTeNa pa3peLleHuns), HO M BHECTU ero HemocpeACTBEHHO
B cMcTeMHbIN peecTp Windows B kayecTBe «6a30BOro».

® «TpofiHCKUE KOHUY.

X

3TO MOAY/IM, MpUcoeaMHAEMbIE K KaKUM-TMHO HOPMa/IbHbIM
nporpaMmMam, pacnpoCcTpaHAeMbIM Mo CETU, NN
«3abpacbiBaeMble» B Ball KOMMNbIOTEP HECAHKLMOHUPOBAHHbIM
cnocobowm.

Llesib «TPOAHCKOrO KOHSA» - BOPOBaThb LLeHHY0 MHbOpMaL Mo
(naponun focTyna, HoMepa KPeAUTHbIX KapTouek U T. M.) U
nepesaBaTb ee TOMY, KTO 3TOI0 «KOHS» 3aMyCTUJI.

® [loyTOoBble BUPYCHI.

Yalue BCcero 3apaxeHue HaYMHAETCA C NOJlyYEeHUS HEM3BECTHO OT
KOro MMUCbMa, COAEePXKALLErO NCMOHAEMYHO NPOrpaMMmy-
«3apoabiw» . Korga HMYero He NoA03peBatoL i1 N0Nb30BaTe b
3anyCcTUT TaKyt NPOrpaMmy Ha UCMOJIHEHWE, COAEPXKALLMNCS B
Helr BUPYC «NPONUCLIBAETCS» B cCUCTEME U, 06paLLancs K
COAEPXKMMOMY aZ,pPECHOM KHUMM, HAUMHAET TANKOM OT Bac
paccblaTh BceM abOHeHTaM CBOM KOMMU-3apOAbILLN B
KauyecTBe BJIOXKEHUN.




Bupycbl deasmcs makice HA
pe3udeHmHble U Hepe3udeHMmHble

— rnepBble NPU MNOJYYEHUM YNPABJ/IEHUSA
3arpy>katoTcs B NaMATb U MOTYT
AENCTBOBATb, B OTAIM4YME OT
Hepe3nAEHTHbIX, He TO/IbKO BO Bpems
paboTbl 3apakeHHOro gaunna.



AOFIOIIHI/ITGIIbeIe TUlbl BUPYCOB

3ombu (Zombie) - 310 nporpamma-
BMPYC, KOTOpas nocsae
MPOHMKHOBEHWS B KOMMbIOTEP,
MNOAKAOYEHHbIN K CETU VIHTepHeT
YNPaBAAETCA M3BHE N UCMO/Ib3YeTCS
3/10YMblLUJEHHMKAMWN AN
OpraHmM3ayum aTak Ha gpyrme
KOMMbIOTEPbI. 3apaXXeHHble TaKUM
obpa3om KkoMMnblOTEPBLI-30MbBU MOTYT
0b6beAMHATLCA B CETU, Yepe3 KOTOpble
PACCbIIAETCSt OFPOMHOE KOIMYECTBO
HeXkenaTesbHbIX coobleHnm
3N1eKTPOHHOM MOYTbI, @ TakXe
PACcNpPOCTPAHAKTCA BUPYChl N ApYyTruMe
BPEeAOHOCHbIE MPOrpamMMbl.




LLinnoHckas nporpamma (Spyware) - 310 MPOrpaMMHbIN MPOAYKT,
YCTQHOBJ/IEHHbIN MW NPOHUKLLIMIA HA KOMNblOoTep 6e3 cornacms ero
BNAZeNbLa, CLe/blo MONyYeHUs MPaKTUYeCKn NOJHOMO A0CTYNa K
KOMMbloTepy, cbopa 1 OTCAEXMBAHUSA IMYHOWN AN KOHPUAEHLNANBHOM
MHPOpMaLmu.

OTH MPOrpamMmbl, Kak npaBna0, MPOHNKAKOT Ha KOMMNbKOTEP NMpn NOMOLWN
ceTeBbIX HepBEN, TPOAHCKUX MPOrpamMm Uanm nog sn40M peksiaMbl

OAHOW N3 Pa3HOBUAHOCTEN LLUMUOHCKMX NPOrPaMM IBASIOTCSA :

- 3TO NOYTOBAA PacCCbl/iKa MMEKoL ad cBOEeun

LleNblo NosyvyeHne KoHGuAeHuaabHou puHaHcoBon MHPopMaLmm. Takoe
MMCbMO, KaK MPaBuUI0, COAEPXUT CCbIJIKY Ha CaUT, ABAAIOLLENCA TOYHOM
Konmeu nHTepHeT-6aHKa nam gpyroro GUHaHCOBOrO yYpexaeHus.

—3TO 3aMaCKMpPOBaHHaa popmMa PULINHT],
3aKH0YAOLLAACS B TOM, YTO NPM NOMbITKE 3aUTU Ha OPULLMANBbHBIN
CanUT MHTepHEeT baHKa NAM KOMMEPYECKOM OpPraHn3aLLmm,
No/Ib30BaTe/Ib aBTOMAaTMUYECKM NePeHanpPaBAseTCs Ha IOXKHbIN
CanT, KOTOPbIN OYEHb TPYAHO OTIMYMUTL OT OPULMABHOIO CanTa.

OCHOBHOM L,e/1bt0 3/10YMbIWAEHHNKOB, NCNOAb3YyHoWmxX GapMuHr,
ABNAETCA 3aBAaLeHNE NIMYHOU GUHAHCOBOWN MHPOPMaALLMEN
nosnb3oBatens. OTAnUMeE 3aK/IIOYAETCA TOJIbKO B TOM, YTO BMECTO
3/1€KTPOHHOWN MOYTbl MOLLEHHUKMN UCNOAb3YIOT bonee
M30L,PEHHbIE METOAbl HAaNpPaB/EHWS NO/Ib30BATE A HA
danbLKMBLIA CANT.



Xakepckue ymuaumsl U npoyue
8pedoHOCHbIe NPo2PAMMbI

K 'AaHHOM KaTeropmu OTHOCATCSA:

YTUANTbI aBTOMAaTM3aunm CO34aHNA BUPYCOB,
4yepBen N TPOAHCKMX NporpamMmm (KOHCTPYKTOPbI);

NporpamMmMHble bubanotekmn, pazpaboTaHHble AnA
co3gaHunsa spegoHocHoro [10;

XaKepCKue yTUANTbI CKPbITUA KOAA 3apaXkKeHHbIX
$annoB OT aHTUBUPYCHOM NPOBEPKMU
(wndposanbLmku Gpannos);

«3/1ble WYTKWN», 3aTPpyAHSAOLLMe paboTy ¢
KOMMbIOTEPOM;

nporpaMmmbl, coobuatouime NOb30BaTetO
3aB€/,0MO JIOXHY0 MHPOPMALUIO O CBOUX
LEVNCTBUSIX B CUCTEME;

npoyve NporpamMmmebl, TEM UM UHBIM CNOCOHOM
HaMEpeHHO HAHOCALLME NPAMOUN UM KOCBEHHbIV
yw,epb JaHHOMY U YAANEHHBIM KOMMbIOTEPAM.




KaHanbl pacnpocmpaHeHus

([ J QUCKembl

CaMbIV pacnpoCTpaHEHHbIV KaHa 3apaXxeHuns B 1980-90 rogbl. Ceryac npakTUYeCckn OTCYyTCTBYeT 13-3a
nosBaeHns 6onee pacnpoCTPaHEHHbIX M 3G PEKTUBHbBIX KAHAIOB U OTCYTCTBUA GIONMN-AUCKOBOAOB.

® Qrew-Hakonumenu (prewxu)

B HacTosAwee Bpema USB-bneLikn 3aMeHSI0T ANCKETbI M MOBTOPSAIOT UX CyAbby — 60ablLOe KOMYeCTBO
BMPYCOB PacnpoCTpaHsAeTCs Yepes CbEMHbIe HaKONUTeN, BKAtoYas Lndposble doToannapaTsl,
undpoB.ble BuAeokamepsl, Ldposble naeepbl (MP3-nieepsbl), coToBble TesledoHbI. Vicnosb3oBaHme
3TOro KaHasa NpenmyLLecTBeHHO 06yCcN10BNEHO BO3MOXHOCTbIO CO34aHMA Ha HaKonuTese
cneunansHoro ¢panna autorun.inf, B KOTOPOM MOXHO yKa3aTb NpOrpammy, 3anyckaemyto [poBoAHNKOM
Windows npwu oTKpbITUM Takoro Hakonutens. Grewkmn — 0CHOBHOM MCTOYHUK 3apaXKeHuns AS
KOMMbIOTEPOB, HE NMOAK/OYEHHbIX K ceTu MIHTepHerT.

dnekmpoHHas noyma

Ceryac OAMH U3 OCHOBHbIX KaHa/10B pacnpocTpaHeHus BupycoB. ObbIYHO BUPYCbl B MMCbMaxX 31€KTPOHHOM
MoYTbl MacknpytoTcs nog 6e3obuaHblie BNOXKEHUA: KAPTUHKK, AOKYMEHTbI, My3bIKY, CCbIIKM HA CaMThI.

i\’ ® Cucmembl 0bmeHa M2HOBEHHbIMU CO0bWeHUIMU

Tak xe pacnpocTpaHeHa paccbl/ika CCblIOK Ha ikobbl $OTO, My3biKy IM60 Nporpammsl, B A€UCTBUTENbHOCTH
sBasowmecs smpycamu, no ICQ n yepes gpyrve nporpammsl MrHOBeHHOro obmMeHa coobLeHnsMU.

® Beb-cmpaHuubi

Bo3moxHO Takxe 3apa>eHune 4yepe3 CTpaHuML bl MHTepHET BBUAY Ha/INMYNA Ha CTPaHULUaX BCEMMpHOl\/JI
NnayTnHbI Pa3/IMHYHOIO «aKTUBHOIO» COAEP>XKNMOIro: CKPUMNTOB, ACtiVQX-KOMI’IOHEHTbI, Java-annnetos

([ J MHmeQHem u noKanbHbIe cemu (qegeuz

YepBu — BMZA BMPYCOB, KOTOPbIE MPOHMKAIOT Ha KOMMNblOTEP-XepTBy 6e3 yyacTusa nonb3osatens. YHepsu
MCNO/b3YIOT Tak Ha3blBaeMble «AbIpbl» (Y3BMMOCTM) B NPOrpaMMHOM obecrneyeHnmn onepaLMoHHbIX
cUCTEM, YTOObI MPOHUKHYTH HA KOMMbIOTEP.




