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[TpYMHa HESIXPPEKTUBHOCTU
NPpUMEeHAeMbIX Mep 3aliuUThbl

m B psage cnyyaeB B opraHu3aumnsax oTCYTCTBYIOT
HOPMATUBHO-MeTOANYECKME AOKYMEHTbI,
dbopManunsytowme npouecc obecnevyeHus
MHPOpPMaLMOHHON Be30MmacHOCTH

= [lepcoHan KoOMMNaHMKM 3a4acTyo HE OCBEAOMNEH O
BO3MOXHbIX Yrpo3ax, BCNeaCTBUE Yero
A0NyCKalTCs HernpeaHaMepeHHbIe OWnbKH,
npuBoAasiLMe BUPYCHbIM aTakaMm

= B KOMNaHWAX OTCYTCTBYET MOJSIHOUEHHAs CUCTEMA
3aWNTbI MHOPpMaL UK

= WNHdbopmMmaumoHHana 6e30nacHOCTb
BOCNMPMHMMAETCH KaK NPOEeKT,
noapasyMeBalowWM pa3oBoe BbiMNOJIHEHUeE
3a4a4 No 3awuTe AaHHbIX
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CucteMa YnpaBneHus

MHPopMaLMOHHOU Be30onacHOCTbIO
|

CYWUDB - 5T0 JOKYMEHTMPOBaHHAA CUCTEMbI YNpaBieHnd, onpeaenéHHas B
paMKax KOMMNaHWW, KOTopas BK/IKOYAET B cebs
% YTBepXAeHHY pyKOBOACTBOM MOJIMTUKY MH(POPMaLUMOHHON
6e3onacHoCTH
= OnpegendeTt noHATUE UHPOPMAUMOHHON Be30MacHOCTU, Uenm u
3apa4n CYUB, npnBep>xeHHOCTb pyKOBOACTBA U T.4.
< [naH no oueHke pmnckos 6e30MacHOCTU
= OnucbiBaeT NOpsaAoK OUEHKM U aHann3a puckos 6e30nacHoOCTuU
<% [lepedyeHb MHPOPMALMNOHHBLIX aKTUBOB, nognagatouwme B 0bsactu
nencrensa CYUB
<% TonoxeHne o0 NPUMEHNUMOCTM KOHTponen (Statement of
Applicability)
= onpegenset Habop KOHTpPMep, HarnpaB/ieHHbIX HA MUHUMM3ALUIO
PUCKOB MH(OpMaLMOHHON 6e30nNacHOCTH
<%  WcuepnbiBatowmmn Habop B3anMMOyBsi3aHHbIX npoueayp,
NOANOSINTUK, pernameHToOB U MHCTPYKLUMIN, HanpaB/IEHHbIX Ha
dopmanusaynio NpoueccoB 3almTbl MHPOPMaLUUK

AuanOrHayka



CYNb npegHa3zHavyeHa OAna:

m YcrnewHoro pykosoacTtBa obecneveHnem Ub,
opraHun3sysi eé PyHKLUMOHUPOBAHUE
CUCTEMATUYECKMN N NMPO3payYHbIM cnocobom

m [1OCTOAHHOrO yny4lleHUs AeATe/IbHOCTU B
obnactn obecnedeHnsa b c ydéTom
noTpebHoCcTen BCcex 3auHTEPECOBAHHbIX CTOPOH

m [lonyyeHna yBepeHHOCTU B TOM, UYTO 3a4dHHble
TpeboBaHus K Ib 6yayT BbINOJ/IHEHDI

m OopMMpOBaHUA egUHbIX NOAXOA0B K OLEeHKe
ANOCTUTHYTOro yposHa Vb
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MexayHapoaHbin ctaHaapTt ISO/IEC 27001

NcTopusa dpopMUpoOBaHMA CTaHaapTa

BS 7799 YHactb 1 onybnmnkosaHa — ¢eBpasb 1995
BS 7799 YacTtb 2 onybnimkoBaHa — ¢peBpanb 1998

BS 7799:1999 YacTtb 1 n Yactb 2 onybsiMkoBaHbl —
anpenb 1999

ISO 17799 Yactb 1 onybnmnkoBaHa — aekabpb 2000

BS 7799:2002 YacTtb 2 onybsinkoBaHa — CeHTS6pb
2002

ISO 17799:2005 onybnnkosaH — ntoHb 2005
ISO 27001:2005 onybnmnkoBaH — okT6pb 2005
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[Tpouecc peanunzaunm CYUNDB
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[ThaHnpoBaHuMe

m OnpepneneHune obnactmn AencTBus NpoekTa
(scope)
NaeHTnpunkaumsa nHPopMauUnNOHHbIX aKTUBOB

OueHKa 1 aHaam3 puckoB MHMOPMAaLIMOHHOM
6e3onacHoOCTH

m [IpMHATUE BbICIUMM PYKOBOACTBOM OCTATOYHbIX
DUCKOB

m PaspaboTtka NoIMTUKN MHPOPMALMOHHOM
6e30nacHOCTU opraHm3auyunu

N Onpen,eneHme 3dlWLUTHbBIX Mep KOHTPOJIA U UX
oboCcHOBaHue A1 MMHUMU3ALUNN PNCKOB
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Peannsauuns

m Peanunsauunsa nnaHa obpaboTkn puckos Nb n
BHeApeHue 3alUTHbIX Mep

m OnpepneneHuve KO4YEBbLIX NMoKasaTeneun
3P PEKTUBHOCTU AN BbIOpAHHbIX 3aLLUTHbIX
Mep

= YnpassieHne paboTamMu U pecypcamum,
CBA3aHHbIMK C peannsaumnen CMUDB

m Peanusauymsa nporpamMmm no obyyeHuto um
ocBeaomnieHHocTn Ub
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[IpoBepkKa

MOHUTOPUHI U KOHTPOJIb 3aLWLUTHbLIX Mep,
BKJIlOHAsa perncrpauunto 4encTBumn m
cobbITnn, cesi3aHHbIX ¢ CYNDB

AHanuni adpdpekTnsHoctn CYNUDB, Bknoyas
aHaIn3 ypoBHEN OCTAaTOYHOro pucka Nb w
NPpUEMIEMOro pucka rnpu n3MeHeHmnax

BHyTpeHHUN ayant CYUNDB

AHann3 CYUDBb co cTopoHbI BbiCLLIEro
PYKOBO/ACTBA

BHewHnn ayagnt CYUB

Cnang 10
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[lenctBue

Peanunsauunsa Taktnyeckmx ynydweHmnn CYUB
Peannsaumnsa crpatermyeckmnx ynydlleHunmn
CYUDB

NMHdopMmnpoBaHue 06 N3IMEHEHUAX U NX
corfacoBaHue Cc 3anHTepecoBaHHbIMU
CTOpPOHaMu

OueHKa AO0CTUXEHUS NOCTaB/IEHHbIX Liesien
n notpebHocTten B pazsutumn CYNB

Cnang 11
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OnpepneneHne paMoK NpoeKTa

m Obnactb gencreungd (scope) A0JIXXKHa OXBaTblBaTb
Hanbonee KpuTnyeckme bmusHec-npouecchol
KOMMaHum

m Ha aTane onpeaeneHus rpaHunL, NpoeKkTa
HeobX0AMMO yUnTbIBATb B3aMOAENCTBUE
pa3/In4yHbiX BusHec-npoueccos

m ObnacTtb oencTemda MoXeT onpeaensaTbCs Ha
OCHOBE C/leAyrLWmnX KpUutepues:

X KntoueBble 6M3H€C-33ﬂ,al-ll/l KOMIMaHN"

Hanbonee kputnyeckasa nHpopmaumns

KntoyeBble VIHCI)OpMaLI,l/IOHHbIe CncCrteMbl KOMIMNaHM"

L)

Y/ Y/
% %
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NoeHTndpumkaumsa akTMBoB

= WMHPOpMaLMOHHbIE pecypcCbl, KOTOpbIE
obecneymBaroT BbINOJIHEHUE BU3HecC-
NpoL.EeCccoB, 3aAaHHbIX paMKaMMN NpoeKTa

m [IpnknagHoe n obLwecncrteMHoe NporpaMMHoe
obecrneyeHune

= AnnapaTtHoe obecneyeHune
m [e/neKoMMYHUKaUuMoHHOoe obecneyeHune

m [lepcoHan

Cnana 13 AuaAorHayKa



Knaccnpumnkaumsa MHPOpPMaLMOHHbIX
pPecypcoB

OTKpbITass MHPOpMaALUNS

OTKPpbITasg MHPOpMaLUNA OrpaHNYEHHOro
pacrnpocTtpaHeHus (ANns BHYTPEHHeEro
NCMOoJSIb30BaHUA)

KOH(pUaeHUManbHaa nHpopMaumns
CTPOro KoHdpuaeHuManbHas nHbopMaLus

R/ R/
%> %

R/ R/
%> %
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OueHka puckoB 6e30nacHOCTU

m MeToauka 6a3smpyeTcsa Ha NyyYWwnx MUPOBbIX
npaktnkax NIST-800, OCTAVE v ap.

m BblinonHAeTca agantaums METOAUKU MCXoas U3
cneundunKkn opraHmsaumm 3aKasumka

m MeToaunka npeanonaraeTt pa3paboTky moaenu
Yrpo3 Aas MHpOpMaLMOHHbIX aKTUBOB,
onpeaesieHHbIX B paMKax NMpoeKTa

m MoXeT ocywecTBnaTbCd Ha OCHOBE
KONMNYECTBEHHbIX N Ka4YeCTBEHHbIX LUKaJ
OLEHKN pUCKOB

Cnaiip 15 .A.uaI\OI'HaVKa



KayecTBeHHada oueHKa pUCKOB

KayecTBeHHas WKarna oueHKU YPOBHA yuiepOa

1. Manbin ywepb6
[MpuBOANT K HE3HAYNTESNBbHBIM MNOTEPSM MaTepuarbHbIX akTUBOB,
KOTOpble BLICTPO BOCCTAHaABNNBAKOTCS, UMK K HE3HAYUTENBHOMY
BUSIHMIO HA penyTaunio KoMnaHum

Bbi3biBaeT 3aMeTHbIE noTepun MmartepumasibHblX akTuBoB UWJTN K YMEPEHHOMY
BJTIMAHNIO Ha penyTaunio KOMMNnaHnm

anIBO,EI,VIT K CyweCTBEHHbIM NMNOTEPAM MaTepuaribHbIX akKTBOB
U1 3Ha4YNTEINIbHOMY YPOHY penytaunn KoOMnaHmnm

4. bonblwon ywep6b
Bbi3biBaeT 6onbLUMe NOTEPU MaTepuanbHbIX aKTUBOB UMM HAHOCUT
GonbLLION YPOH penyTaunm KoMnaHum

5. Kputuueckum ywepo
[MprBOANT K KPUTUYECKUM MOTEPSM MaTepUarbHbIX aKkTUBOB UIN K MOSTHOW
noTepe penytaumm KOMNaHUN Ha PbiHKE

Cnaiia 16 AuaAor HaYKa



KayecTBeHHasa oUeHKa pUCKOB

KayecTBeHHas LWKana oueHKu BEPOATHOCTU NpoBeAEeHUA aTaKU

1. Ou4eHb HU3KaA
ATaka npakTuyecku HUKorga He ByoeTt npoBedeHa.
YpoOBeHbL COOTBETCTBYET YNCNOBOMY MHTEpBany BepoaTHocTn [0, 0.25)

BepoAaTHOCTL NpoBeaeHns atakm 4OCTaTOYHO HU3Kas.
YpOBEHbL COOTBETCTBYET YMCIIOBOMY UHTEpPBarny BepodaTHocTu [0.25, 0.5)

BeposaTHOCTb npoBeAeHust atakm npnbnusntensHo pasHa 0,5

4. Bblcokas
ATaka, ckopee Bcero, byaet nposeaeHa.
YpoBeHb COOTBETCTBYET YMCIIOBOMY MHTepBany BepoAaTHocTun (0.5, 0.75]

5. OuyeHb BbICOKas
ATaka nodTu HaBepHsika OyaeT npoBeaeHa.
YpOBeHb COOTBETCTBYET YNCNOBOMY NHTEpBany BepoaTHocTn (0.75, 1]

Cnaiip 17 .A.Llal\orHaYKa



KayecTBeHHasa oUeHKa pUCKOB

NMpumep Tabnuubl onpeneneHUsa YPoOBHA pUCKa
nHdopmMauMoHHON 6e30NacHOCTHU

BeposTHocTb OueHb Huskan CpepHsan Bbicokas OuyeHb
arakn HU3Kas BbICOKasl
Yiwep6

Manbin Huskunn Huskuun Huskun CpeoHun CpeaoHun

ywepb puUcK pUCK pUCK pUCK puUcK
YMepeHHbIN Husknn Huskun CpeaHum CpeaHuu Bbicokuu

ywepb puck puUcK pUCK pucK puck
CpeaHun Husknn CpeaHum CpeaHum Bbicokun Bbicokuu

ywepb pUCK pUCK pPUCK pUCK pUCK
Bonbwon | CpenHnn CpeoHun Bbicokumn Bbicokuu Bbicokumn

ywiep6 puck pUcK puUck puck puck
Kputnuecknun | CpeaHun Bbicokun Bbicokun Bbicokumn Bbicokumn

ywepo pUCK pUCK pUCK pUCK pUCK

Craiia 18 AuanOrHayka




KonimyecTtBeHHada oLueHKa pUCKOB

KonnyectBeHHas WKana oueHKU BepOSATHOCTHU
npoBeOeHUA aTaku

BeposATHOCTb npoBeaeHuUs ataku namepsetcs ot 0 go 1

KonuyecTBeHHas LUKana oLueHKU YPOBHS yLiepoa

Yuwep6 usmepsierca B pMHaHCOBOM 3KBUBaAJIeHTe

Cnana 19 AuaAor HayKa



Kputepumn oueHkn 6e30nacHOCTU

a HopmaTuBHO-NpaBOBblE AOKYMEHTbI NPeANPUATUS,
KacatoLllmecsi BONpoCoB MHAOPMAaLMOHHON 6e30NacHOCTY

a TpeboBaHMA AEWNCTBYHLLENO POCCUNCKOrO
3akoHopartenbctBa (PO ®CT3K, CTP-K, TOCThl)

a TpeboaHua oTtpacnesbix ctaHgapTos (CTO BP NBBC-1.0)
a PekomeHpauun mexayHapoaHsix ctaHgaptos (ISO 13335,
OCTAVE)

a PekomeHpgaunn koMmnaHUnM-npomsBoanTeNen nporpamMmmHoro
n annapatHoro obecneyenuna (Microsoft, Oracle, Cisco u .

n.)

Cnana 20 AuaAorHayKa



AHaNn3 pUCKOB

= OnpeaenexHne NpMeMIEMOro YpoBHS pucKa

m Bbibop 3aWNTHBIX MeEp, NO3BONAKOLWMX MUHUMU3NPOBATb
PUCKU A0 NPUEMIIEMOrO YPOBHS

= BapunaHTbl ynpaBneHus puckamu 6e3omnacHoOCTm

R/
%*

7/
%*

Y/
%*

YMEHbLUEHNE PUCKA 3@ CYET MCMNOJ1b30BAHMUS
NOMOSTHUTENbHbIX OPraHM3aUMOHHbIX U TEXHUUYECKUX
CpeACTB 3alNTbl;

YK/IOHEHME OT pUCKa MYTEM U3MEHEHUS apXUTEKTYPbI
NN CXEMbl MHPOPMALMOHHbIX NOTOKOB AC;

N3MEHEHME XapaKTepa puUcKa, HanpuMep, B
pe3ynbTaTe NPUHATUA Mep MO CTPAxXOBaHUIO;

NPUHATUE PUCKa B TOM Cnydae, ec/im OH YMeHblUeH Ao
TOro YpoBH4A, Ha KOTOPOM OH He npeactaBiseT
onacHoctun ansa AC

Cnang 21
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MHCTpYMEHTabHbIM aHaNn3 3aWULLLEHHOCTM
|

Ansa yero npegHasHa4eH:
=  HBeHTapu3aumsa pecypcoB cetu (ycTpoincTtea, OC, cnyxosl, M0O)
= peHTudukauma n aHanin3 TeXHONTOTMYECKUX YA3BMMOCTEN
= [loarotoBka OT4YETOB, OnNMcaHue nNpobnem n MeToaoB YCTPaHEHUS

Tunbl ncnonb3yembiX 419 aHa/IN3a CPeacTB:
= CeTeBble cKaHepbl 6e30NacHOCTK
X0oCTOBble ckaHepbl 6e3onacHocTy (Npoepka OC 1 NPUIOXEHWIA)
YTUNUTbI YAIEHHOTO aiMUHNUCTPUPOBAHNS
YTUNuTbl AN Bepudonkaum HangeHHbIX YsiI3BUMOCTE
YTUNnUTbl NSt MHBEHTapU3aLnn pecypcos

Cnaiip 22 .A.Llal\orHaYKa



MHCTpYMEHTabHbIM aHaNn3 3aWULLLEHHOCTM

|
% AHanun3 cpeacTs 3awwunTbl MHPOPMaLMM

=  AHanu3 VPN-wnwo308B

= AHanNM3 aHTUBUPYCHbIX CpeaCTB 3allunThbl

= AHanus cucrtem obHapyxeHunda atak IDS/IPS
= AHanNuM3 MexceTeBblX 3KPaHOB

= AHanNM3 CUCTEM 3alNTbl OT YTEYKUN KOHDUAEHLMATbHON
MHpOopMaunm

<% AHanun3 6e30nNacHOCTN CEeTEBOUN MHMPACTPYKTYpPhbI
= AHanm3 6e30nacHOCTN KOMMYTaTOpPOB
= AHanu3 6e30nacHOCTU MapLpyTU3aTopoB
= AHanmni 6e3onacHoctn SAN-ceTen

=  AHanus 6e3onacHocTtn cetem WLAN

Cnana 23 AuaAorHayKa



VIHCprMeHTaﬂbeIVI dHaJ1N3 3allUNLLEHHOCTHU

|

< AHanu3 6e3onacHocTn obLwecncTeMHOro
nporpaMMHoOro obecrneyeHus

=  AHanun3 OC Windows
=  AHanum3 OC UNIX
=  AHanu3 OC Novell Netware

<% AHanu3 6e30nacHOCTM NPUKIAAHOIO NMPOrpaMMHOro
obecneyeHuns
= AHanu3 6e3onacHoCcTn 6a3 AaHHbIX
= AHanm3 6e30nacHOCTM NOYTOBbLIX CEPBEPOB
=  AHanuis 6e3onacHocTn Web-cepsepos
= AHanuns 6esonacHocTn Web-npunnoxeHumn

Cnaiip 24 AuaI\OI'HayKa



OcobeHHOCTN NCNO/Ib30BaHUA MHCTPYMEHTa b-
HbIX cpeacTB Ansa cbopa MHPopMaumnu

% 3apaHee oroBapmBalOTCA paMKu NpoBeAEHUS
MHCTPYMEHTAIbHOro ayamnTa

% Pe3ynbTaTbl aHaNIN3UPYIOTCS U UHTEPNPETUPYIOTCS
3KCNnepTamm

7/
%®

[MponsBoanTCca dUIbTpaLmMsa MOAYYEHHbIX AaHHbIX

/7
%*

[TpOBEPKY KPUTUUYECKU BAXHbIX CUCTEM XKENATENbHO
NpoBOANTb BO BHepaboume 4yacbl, B MPUCYTCTBUMU
aIMMHUCTpaTOpa C 06A3aTeNIbHbIM Pe3epPBHbIM
KOnNMpoBaHUEM MHdOpMaLnm

Cnaiip 25 .A.uaI\OI'HaVKa



CocTaB NUCXOAHbIX OAHHbIX

% WHpopMauunsa ob opraHmsaumm 3aKasumka

<% OpraHunsaumoHHoO-pacnopsaanTesibHas AOKYMeHTauus
Nno BonpocamM nHpopMaumoHHON 6e30nacHOCTU

% WHPopmauunsa o6 annapaTtHOM, 06LLECUCTEMHOM U
NnpuKIagHoM obecneyeHnmn XOCTOB

% WHdopmMaumga o Tononornm aBToMaTManpoBaHHOM
CUCTEeMbl 3aKa34ynKa

% CxeMa MHPOPMaLIMOHHbIX MOTOKOB BHYTPU KOMMNAHUM

Cnaiia 26 AuaAorHayKa



MeToabl c6bopa UCXOAHbIX AAaHHbIX

<% [lpepocTtaBneHmne onpocHbIX JINCTOB NO
ornpeaenéHHoOn TeMaTukKe, CaMOCTOATESIbHO
3aMoOJ/IHAEMbIX COTPYAHMKAMM 3aKa34ymka

% WHTepBblOMpOBaHME COTPYAHNKOB 3aKa34uunka,
obnagarownx Heob6xoanmMom MHPoOpMaumnen

% AHanu3 cyuiectsytoien opraHnM3aLunoHHO-
TEXHNYECKOW AOKYMEHTaUUn, NCMNosib3yeMon
3aKa3uynKoMm

% Wcnonb3oBaHue cneunann3npoBaHHbIX
NpOrpaMMHbIX CPeacCTB

Cnaiip 27 AuaI\OI'HayKa



Y10 Takoe KoHTposin (Control)?

1. Mepsbl koHTpOona (Control) — aT0 Mepa N0 MUHMMU3AUUM
pUCKa

2. Mepbl KOHTPONS NO3BOMIAT CHU3UTb PUCK, HO HE YCTPaHUTb
ero NOJIHOCTbIO

3. CTOMMOCTb BHEAPEHUS Mepbl KOHTPOSA AOJ/IKHA ObIThb
MEeHbLUE BeIMYMHbI yepba

4.  Kaxablh akTUB MOXET OblTb NOABEPXKEH pPa3/IMYHbIM PUCKAM

5. KaxaoMy pucky Aos/kHa 6bITb COMOCTaBIeEHA Mepa
KOHTpONS

6. HekoTopble Mepbl KOHTPOJIA BIMAIOT Ha HECKOJIbKO
pPa3/INYHbIX PUCKOB

7.  Mepbl KOHTPONSA AO0/IXKHbI 6bITb KOMMJIEKCHBIMU

Cnaiip 28 AuaAorHayKa



PaspaboTka lNonoXxxeHna o
NPUMEHUMOCTUN KOHTpPOJIen

NonoxeHne o npumeHUMocTn KoHTponen (Statement of
Applicability) onucbiBaeT cCOBOKYNMHOCTbL KOHTPOSIEN, KOTOPas
OomKkHa ObITb BHeApeHa B KOMNaHuM ans obecneyeHus
MWUHUMN3aLUNU PUCKOB 40 NPUEMNEMOro OCTaTO4YHOIO YPOBHS

[TonoxeHne 6asnpyeTcs Ha KOHTPONAX, onncaHHbix B ISO 17799, HO
MOXET BKNtoYaTb B cebst AONONHUTENBHbIE MEPLI, HEOOXOAUMbIE
Ons noBbllWEeHNST YPOBHA MHGOpMaLMOHHON 6e30NacHOCTU

Cnana 29 AuaAorHayKa



HopMaTuBHO-NpaBoBoOe obecrneyeHune
MHPOpMaLUMOHHON 6e30nacHOCTH

Craiia 30 AUuanOrHayka



OcHOBHble pa3aenbl MonnTmnkn

m Llenn v 3apaumn MNMonntmkm 6e3onacHoOCTuU

m 3aKoHoAaTenbHas U HopMaTBHAS OCHOBA
obecrnevyeHnss HPoOpMaLMOHHON 6e30MacHOCTH

= Moaenb yrpo3 nHopMaLumMoHHOMN 6e30MNacHOCTH

m TpeboBaHUA K KOMMJIEKCHOW CUCTEME 3aLUUTDI
OpraHu3aumm

= OpraHu3aumoHHble Mepbl 3aLLMTbl MHPOPMALUK
m TexHonormyeckme Mepbl 3aWwunTbl MHPOPMaL UK

m [11aH KpaTKOCPOUYHbIX U AOATOCPOYHbIX MEpP MO
peanun3aunn lNonntmkm 6e3onacHoOCTm

Cnaina 31 AuaAorHayKa



OcobeHHOCTU co3naHns NMonnTmku

¢ YUYNTbIBAETCH TEKyLLee COCTOAHUeE
n 6navikavume nepcnekTusBbl pa3Butus AC

¢ YYUTbIBAKOTCSA Lenn, 3a4a4vyn U npaBoBble
OCHOBbI co3aaHunsa n akcnayaTtaumm AC

¢ YYUTbIBAKOTCS peXnMbl GYHKLMOHNPOBAHUS
NJAHHOW CUCTEMBI

¢ pou3BOAUTCS aHAJIN3 PUCKOB
nHdpopMaLLMOHHOU 6e30MnacHOCTU A4
pecypcoB AC KoMnaHuu

Cnaing 32 AuaAorHayKa



YacTHble nonntnkm b

< [lonntunka npegocrtaBneHMd A0CTyna K
MHPOPMALIMOHHBIM pecypcam

% [lonntnka obecneyveHnsa 6e€30NacHOCTM KOMMYHUKaLNI
% [lonntnka obecneyeHnsa 6e30NacCHOCTM NPUTOXKEHNN
<% [lonntnka Bblbopa TEXHUYECKNX CPEeacCTB

% [llonutnkKa aHTUBUPYCHOMN 3aLUUTHI

% [lonntnka obecneueHmnsa dmnmnyeckom 6e30nacHoOCTH
cpeAacTB MHpopMaTmaumm mn 3amnTbl MHPOPpMaUUK

% [onntuka B3anMoAenCTBMUA C OpraHmn3aunsamMm-
noapsaaYnMKamm
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PernameHTtbl B o6nactm b

% PernamMeHT pe3epBHOMo0 KONMpoBaHUS
MHPOopMaLUnn

% PernameHT paccnenoBaHMsa MHUMOEHTOB B
obnactn MHPOPMaLMOHHOMN 6€30MaCHOCTU

% PernamMeHT npoBeaeHnsa ayguTta
MHPOPMaLMOHHON Be30MacHOCTH

% PernameHT ynpaBneHns 4OKYMEHTaMM B
obnactm NbB
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MHCTpYKLUMKM No 6e30MnacHOCTH

% WHCTpyKUMa aaMuHmMcTpaTopy 6e30nacHOCTU

% WHCTpyKuMs nonb3oBaTesto rno obecneyeHuto
MHpopMaLMOHHON 6e30nacHOCTH

Cnaiin 35 AuaI\OI'HaYKa



CncrtemMa KOHTpOS BEPCUN

<% npaBusia opopMJIEHUS TUTYNbHOIO JINCTA
% CUCTEMY HyMepauun NOKYMEHTOB U UX BEPCUN B
paMKax eanHOro Knaccudpukatopa

% CcneumnanbHble NOAA ANS y4YeTa U3MEHEHUN,
BHECEHHbIX B TEKCT AOKYMEHTa

% npaBwuia aBTOpMU3aLUN USMEHEHWUN, BHOCUMbIX B
HOPMATUBHbIE AJOKYMEHTbI
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bHeapeHne pa3pabOTaHHbIX
NOKYMEHTOB

m ObyyeHme agMMHUCTpaATOpOB 6€30MacHOCTH,
OTBETCTBEHHbIX 3@ YCTAHOBKY U
ob6cnyXxXmBaHue cpeacTs 3alluUThbl

m ObyuyeHune nonb3osaTenen, paboTaroLmMX CO
cpeacTBaMu 3aLUUThI

m ATTecraumga cneymanuncrtoB No pesysbTaTtaM
nporpaMMmbl 0byyeHuns

m YKOMMNJZIeKToBaHue noapasaeneHunm
npeanpuaTnusa COTpyaHUKaMu,
OTBETCTBEHHbIMWN 3a BbINOJIHEHNE paboT Mo
3almTe OT yrpo3 6e30nacHoOCTU
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Pa3zpaboTka n BHeapeHne CYNDB

1. Oo0ciienoBaHe KOMIIAHUU

1.1. | Beibop obnactu AeHCTBHS CUCTEMBI YIIpaBiIeHHUs] HH()OPMAIMOHHON 0€301aCHOCTHIO

1.2. | Unentudukanus nHpopMaimoHHbIX aKTUBOB B paMKkax obsactu aeiicteust CYUb

1.3. | COoop u ananu3 wHOpMAIUM O NMPUMEHSIEMBIX B KOMIIAHMH CPEIACTBaAX M MeEToAax
3aIUThI

2. OuneHka U aHAJIM3 PUCKOB MH(OPMALUMOHHON 0€30MaACHOCTH KOMIIAHUM

2.1. | Pa3paboTka 1 coriacoBaHWE METOJIMKH aHAJIN3a PUCKOB 0€30MaCHOCTH

2.2. | IlpoBeneHue OLEHKN PUCKOB 0€30MACHOCTH

2.3. | PazpaboTka pekoMeHJaluil MO COBEPIIEHCTBOBAHUIO HOPMATHBHO-METOIMYECKOTO U
TEXHOJIOTHYECKOTO  OOEeCIeYeHHs, HaMpaBICHHOTO Ha MHUHHUMH3AIUIO PHCKOB
uH(}OpMaAIIMOHHON 0€30MaCHOCTH
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Pa3zpaboTka n BHeapeHne CYNDB

3. Pa3paboTka npoexTa 1o BHeIPEHUI0 CUCTEMbI YIIPABJICHUS HH(POPMANMOHHOM
0€30MaCHOCTHI0

3.1. | Pa3zpabGoTka/KoppeKTUPOBKA MOJUTUKHA UHGOPMAITMOHHON 0€301TaCHOCTH KOMITAHUH

3.2. | Pa3zpaboTka/koppekTupoBka noautuk u npouenyp CYUb

3.3. | Pa3paboTka TEXHMYECKOTO IMPOEKTa MO peaau3allid KOMIUIEKCHON CHCTEMBbI 3alllUThI
uH(}OopMaK KOMIIAaHUU

4. BHenpenue cucteMbl ynpapjaeHus MTHPOPMAIHOHHOM 0€30MACHOCTHIO

4.1. | OOyueHue COTpyAHUKOB KOMIIAHUU B COOTBETCTBUU C pa3pabOTaHHBIMU TOKYMEHTaMU
(mm. 3.1, 3.2)

4.2. | YcranoBKa/HaCTpOMKa CPEJCTB 3alIUTHl HHPOPMAIIMH B COOTBETCTBUH C TEXHUUYECKUM
npoekToM (11. 3.3)
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Pa3zpaboTka n BHeapeHne CYNDB

5. OO1mmii ayIuT 10 OKOHYAHUIO PadoT

5.1. | KoHTpOnbHBIN ayIuT

5.2. | KoppextupoBka n yCTpaHEHUE HEAOCTATKOB

6. IloaroroBuTe/ibHbIE PA0OTHI K NPOBEIeHUIO cepTUPUKAIUU HA cooTBeTcTBHE ISO
27001

6.1. | OdbopmiieHre HEOOXOIUMBIX JOKYMEHTOB

6.2. | I[logaua 3asBkH B ipeacTaBUTENBCTBO BSI
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Cnacmnbo 3a BHUMaHue!

3A0 «AnanorHayka»
Ten.: (495) 980-67-76
dakc:(495) 980-67-75

vas@DialogNauka.ru
www.DialogNauka.ru
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