BPYCDbI




Knaccndpumkaumsa Bupycos

N3BeCTHble NMporpamMmMHbie BUPYCbl MOXHO KnaccuduumnpoBaTb Mo
cneaywuwmMm rnpusHakam:
ecpefe obuTaHus;
eCriocoby 3apaxeHusa cpenbl 0buTaHus;
*B0O31ENCTBUIO;
¢0COOEHHOCTAM anropuTMa.
B 3aBUCMMOCTU OT cpeabl 0ObUTaHUS BUPYCbl MOXHO pa3aennTb Ha:
eCeTeBbIE;
e(bannoBble;
®3arpy304Hble;
e(hanoBO-3arpy304Hble.

CereBblie BUPYCbI PAaCNPOCTPAHAOTCS MO Pa3/INYHbIM KOMIMbIOTEPHbIM
ceTaMm. K ceTeBbIM OTHOCATCSA BUPYCbl, KOTOPble AJ19 CBOEro
pacrnpocTpaHeHNsa akKTUBHO MCMNOJ1b3YHOT NPOTOKOJIbl 1 BO3MOXHOCTU
NnoKanbHbIX U rnobanbHbiX ceTen. OCHOBHLIM NPUHLUIMOM paboThl
CeTeBOro BMpyca aBnsgeTcsi BO3MOXHOCTb CaMOCTOATENIbHO nepenaTb CBOWU
KOA Ha yAaneHHbIW cepBep nnm pabouyto ctaHumio. «lMNosIHOLEHHbIe»
ceTeBble BUPYChbl NpU 3TOM 06/1a4a10T elle U BO3MOXHOCTbIO 3aNyCTUTb Ha
BbIMNOJIHEHNE CBOM KO HA yAa/IeHHOM KOMMbIOTEpe NN, NO KpamHeun
Mepe, «NOATOJIKHYTb» MOJIb30BaTess K 3arnyCcKy 3apa)XeHHoro gaunna.



CeTeBble BUPYCbl NPOLWIOro pacnpoCTPaHAINCL B KOMMbIOTEPHOMN CETH
N, Kak NpaBuno, TaK Xe KakKk U KOMMNaHbOH-BUPYCbl, HE N3MEHSAIN dalnsibl
NNn cektopa Ha anckax. OHM NpOHMKANM B NaMATb KOMMbOTEPA U3
KOMMNbOTEPHOWU CETU, BbIYNCIANIN CETEBbIE aapeca APYrnX KOMMNbIOTEPOB
N paccblslasin No 3TUM agpecaM CBOU KON, DTU BUPYCbl MHOMAA TaKXe
co3paBanin paboume annbl HA ANCKAX CUCTEMbI, HO MO BoobLIe He
obpallaTbCs K pecypcaMm KomnbloTepa (3a NCKAYeHneM ornepaTuBHOM
namMaTun).

[locne HeCKONbKUX aNMAeMNin CETEBLIX BUPYCOB OLLUMOKN B CETEBbIX
NpPOTOKOJIaX U NporpaMMHoOM obecneyveHnn 6blsin nCnpasBseHbl, @ «3aaHne
ABepun>» 3aKkpbiTbl. B pe3ynbTaTte 3a nocnegHne AecsTb NeT He bbI1o
3a(PUKCUPOBAHO HM OAHOr0 C/ly4yas 3apaeHnsa ceTeBblM BUPYCOM, Kak,
BNpo4yeM, He NosIBUNOCb M HXU OAHOIr0 HOBOIrO CETEBOro BMpYyca.

«Macro.Word.ShareFun» - ncnonb3yeTt BO3MOXHOCTU 3/1IEKTPOHHON
noytbl Microsoft Mail - oH co3paeT HOBOe NNCbLMO, coAepXKallee
3apaeHHbIn pann-gokyMmeHT («ShareFun» aBnsaeTca Makpo-BMPYCOM),
3aTeM BbibupaeT n3 cnmcka agpecos MS-Mail Tpu cny4vyanHbiX agpeca u
paccblslaeT No HMM 3apa>keHHoe NMUCbMO. NOCKOIbKY MHOrme
nosb30BaTes I ycTaHaBnBatoT napameTpbl MS-Mail Takum o6pasom, 4To
Npun NoayyYyeHnn nncbMa aBToMaTndeckun 3anyckaerca MS Word, To Bupyc
«aBTOMATMUYECKN» BHeOPHAETCS B KOMMNbIOTEP agpecaTta 3apaXXeHHOoro
nncbma.



BTtopoun Bupyc («Homer») ncnonb3yeT 4519 CBOEro pacrnpoCcTpaHeHus
npotokon FTP (File Trabsfer Protocol) n nepenaet cBoto KONuio Ha
yAaneHHbIn ftp-cepsep B kKaTanor Incoming. NockonbKy ceTesBomn
npoTtokon FTP ncknoyaeTr BO3MOXHOCTb 3anycka anna Ha yaasieHHOB
cepBepe, 3TOT BUPYC MOXXHO OXapaKTepu3oBaTb KaK «Mosy-CceTeBon»,
O[lHAKO 3TO peasibHbl MPpUMep BO3MOXHOCTEN BUPYCOB MO
MCNOJIb30BAHNIO COBPEMEHHbIX CETEBbIX MPOTOKO/IOB N NOPaXXeHUo
rnobanbHbIX CeTen.

dannoBble BUPYCbl BHEAPAOTCSA rMaBHbIM 06pa3oM B UCMNOJTHSAEMbIE
mMoaynun, T. e. B hannbl, nmewowme pacwmpeHnsa COM u EXE. OHu MoryT
BHeAPATLCS U B Apyrue Tunbl pansioB, HO, KakK NpaBwu/io, 3arnncaHHbIe B
Taknx pannax, OHM HUKOr4a He NoJsyyvarT yrnpassieHne U,
cfiegoBaTesibHO, TEPAKT CMOCOOHOCTb K pa3dMHOXeHUo. B oTnnumne ot
3arpy304HblX BUPYCOB, KOTOPbIe NpakKTUYeCKN BCeraa pe3naeHTHbl,
dannosBbie BUPYCbl He 06a3aTenbHO pe3naeHTHbl. O6nacTbio 06uTaHus
dannoBbIX BUPYCOB ABNAKOTCA pannbl. ECcnn annosbiv BUPYC HeE
pe3naeHTHbIN, TO NpU 3anycke MHPMLUUPOBAHHOIO NCMOSIHAEeMOoro danna
BMPYC 3anucbiBaeT CBOW KO B Tes0 NMPOrpaMMHOro gamnna Takum
obpa3om, 4To Npun 3arnycke nNnporpaMmmbl BUPYC NepBbIM rnosydyaeTr
yrnpassieHune. [lponssenst HEKOTOpbIe AeUCTBUS, BUPYC nepenaet
yrpasJieHNne 3apa>XeHHOoW NnporpaMme.



[Mpyn 3anycke BUPYC CKaHUPYET NIoKasibHble ANCKU KOMMblOTEpPA U
ceTeBble KaTasiorn B NoMckax HoOBoOro obbekTa aAnga 3apaxeHus. lNocne
TOro Kak noaxoasiwmm rnporpaMMHbin pann byanet HanaeH, BUpycC
3aNunCblBaeT B HEro CBOM KoZ, 4YTobbl MoNyyYnTb yrnpasieHue npu 3anycke
3TOro pavna.

Ecnn dannosbin BUPYC pe3naeHTHbIN, TO OH YCTAHOBUTCHA B NaMSATb U
NOY4YNT BO3MOXHOCTb 3apakaTb dansibl U NPOSABATbL Npoyne
CMOCO6HOCTN He TO/IbKO BO BpeMs paboThl 3apaxeHHoro dawna.

OTHOCUTENIbHO HOBOM Pa3HOBUAHOCTLIO (halSIOBOro BMpYycCa ABNAETCS
MaKpOKOMaHAHbIA BUPYC, PACcnpOCTPaHALWMNNCA C AOKYMEHTaMN
O(PUCHbIX NPUNOXEHUN, Taknx Kak Microsoft Word for Windows mnnu
Microsoft Excel for Windows.

MexaHW3M pacrnpoCcTpaHeHNA MAaKpPOKOMaHAHbIX BUPYCOB OCHOBAH Ha
TOM, YTO CYLLECTBYHOT MakKpOKOMaHAbl, KOTOPbIe 3arnyCKatTCs npwu
OTKPbIBAHUM OOKYMEHTa AN18 peaakTUpoBaHUsS UM Npu BbIMOJIHEHNN
apyrux onepauuu. Npu 3TOM BUPYC NOJSIYUYUT yrnpaBieHUe n MoOXeT
3apa3unuTb Apyrne AOKYMEHTbl, XpaHslwmecs Ha anckax. Ecnu enpycHas
MakpokoMaHaa nMmeet nmga File Save As, To pacnpocTpaHeHune Bupyca
6yaet NnponcxoanTb NMpuU COXpaHEHUU AOKYMeHTa.

Onga npepoTBpalleHns 3apaxeHns MakpoOKOMaHAHbIMN BUPYCaMu
HeobxoaAMMO nepeq NpPoOCMOTPOM UM pefaKTUPOBAHUEM MPOBEPSATb
HOBble Pansibl LJOKYMEHTOB C NMOMOLLbIO aHTUBUPYCHbIX NPOrpammM,
CMOCO6HbIX NCKaTb Takmne BUPYChI.



3arpy304Hbie BUPYChbl.

BTopasa 6onbliad rpynna BUPYCOB - 3TO TaK Ha3blBaeMble 3arpy304Hble
BUPYCbl. PacnpocTpaHeHne U akTuBmM3aumns 3TMx BUPYyCoB NPOUCXOAUT B
MOMEHT 3arpy3Kkun onepaymoHHON CUCTEMDbI, elle A0 TOro, Kak
Nosib30BaTe b ycnes 3anyCcTuTb Kaky-Mbo aHTUBUPYCHYIO NMporpaMmy.

Cpa3sy nocne BKJIIUYEHNA /1IEKTPONNTAaHNUSA KOMNbOTEPA HAaUYMHAET
paboTaTb nporpamMMma MHUUMannsauunmn, 3anncaHHas B MN3Y 6a3oBou
cucTtembl BBoda/BbiBoaa BIOS. DTa nporpaMma npoBepsieT onepaTuBHYIO
NaMaTb U Apyrue yCTpomcTBa KOMMbKOTEPA, a 3aTeM nepenaer
yrpasJieHne nporpamMMme Ha4vaslbHOW 3arpy3ku, KOTopad TakXe HaxoaAuTcs
B BIOS.

3arpy3ka ornepaymMoHHOW CUCTEMbI IBNAETCA MHOIMOCTYneH4YaTblM
NpoLEeCCOM, X004 KOTOPOro 3aBUCUT OT pa3HblX 06CTOATENbCTB. B 3TOM
npouecce 3a4eNCTBOBAHO TP NMPOrpaMmbl, KOTOpbIe ClyXaT 06beKkToM
HanageHns 3arpy304YHblX BUPYCOB:

rNaBHad 3arpy3o4yHas 3anuchb;

3arpy3o4Has 3anmncb Ha J1I0rM4ecKkoM gucke;

3arpy3o4Has 3anmcb Ha AMUCKeTe.

BupycCbl MOryT 3aMeHsATb HEKOTOPbIE UJTN BCE NMepeymnc/ieHHble Bbllle
06BbeKTbl, BCTpamBas B HUX CBOE TeNI0 N COXPaHASa COoAepPXMMOoe
OPUIrMHaNIbHOIro 3arpy3o4Horo ceKktopa B kKakom-nnb6o 6onee nnmnm meHee
noaxoAsuwemM A58 3Toro Mecte Ha AUCKe KOMNbTepa.



B pe3ynbTate npu BKIKOYEHUM KOMMbOTEpPA NporpaMmma 3arpysku,
pacnoJsioxxeHHasa B BIOS, 3arpyxaeTt B nNaMsaTb BUPYCHbIN KO4 U nepenaet
eMy ynpasneHue. [anbHenwas 3arpy3ka ornepaumoHHON CUCTEMBI
NpOMCXOANT Mo KOHTPOJSIEM BUPYCaA, UTO 3aTPYAHSET, @ B HEKOTOPbIX
Clly4asixX U UCKI4YaeT ero obHapy>XeHune aHTUBUPYCHbIMU NMpOorpaMMamMu.
3arpy3o4Hble BUPYCbl 3apa)atoT 3arpy3o4Hbin (boot) cektop dpnonnu-
ancka u boot-cektop nnm Master Boot Record (MBR) BuH4YecTepa.
MpyHUMN OENCTBUSA 3arpy304HbIX BUPYCOB OCHOBAH Ha anropmutMax
3anycka onepaymoHHOMN CUCTEMbI MPU BKJIIOYEHUU WU Nepe3arpyske
KOMNbOTEpa - rnocne Heob6xoanMbIX TeCTOB YCTAaHOBJ/IEHHOIO
obopynoBsaHusa (NaMaTn, ANCKOB U T.4.) NporpaMmMma CUCTEMHOW 3arpy3ku
CUUTbIBAET NepBbin PU3NYECKNUN CeKTOop 3arpy3oudHoro aucka (A:, C: nnn
CD-ROM B 3aBUCUMMOCTM OT NapaMeTpoB, YCTaHOBNEeHHbIX B BIOS Setup)
N nepepaeT Ha Hero yrnpasrieHune.

dans10B0-3arpy304Hbie BUPYChblI.

CyuwecTByeT 60/iblLIOE KOSIMYECTBO COYEeTaHUN - Hanpumep, Gannoso-
3arpy304Hble BUPYChbl, 3apakarowme Kak gannbl, Tak N 3arpy3oyHblie
CeKTopa AMCKOB. Takme BUPYChbl, KaK NMpaBuio, UMEOT AOBOJIbHO
CJTOXHbIN aniropuT™ paboTbl, 4acToO NMPUMEHSAKT OPUrMHa bHbIe MEeTOoAbI
NPOHUKHOBEHUS B CUCTEMY, UCMONB3YHT CTESIC U NOJIMMOPPUK-
TEXHOJIOrnU



Mo cnocoby 3apa>xkeHns1 cpeabl ObMTaHUs BNPYCbl AENATCS Ha ABe
rpynnobl:

® pe3naeHTHbIe

e Hepe3naeHTHbIE.

MNog TepmuHoM "pesngeHTHOCTh" (DOS'oBCKMN TepMnH TSR -
Terminate and Stay Resident) noHnMaeTcs cnocobHOCTb BUPYCOB
OCTaB/IsiTb CBOU KOMUMN B CUCTEMHOW NAaMATK, NepexBaTbiBaTb HEKOTOPLIE
cobbiTna (HanpuMmep, obpalweHna K pannamMm Uan gUcKam) u Bbi3biBaTb
Npuv 3TOM npoueaypsbl 3apaxeHnst obHapy>XeHHbIX 06bekToB (dpanios U
cekTopoB). Taknum obpasoM, pe3naeHTHble BUPYCbl aKTUBHbI HE TOJIbKO B
MOMEHT paboTbl 3apa>XeHHOW NMporpamMmmbl, HO 1 MOCe TOro, Kak
nporpaMma 3akoH4una cBO paboTy. Pe3anaeHTHble KONMUn Takux BUPYCOB
OCTalTCH XXMU3HECNOCOOHbLIMN BMIOTb 40 O4YepeaHOMN nepe3arpyskun, gaxe
eC/In Ha AMNCKE YHUUTOXEHbI BCE 3apaXeHHble pannbl. HacTo OT Takmnx
BMPYCOB HEBO3MOXHO M36aBUTbCS BOCCTAHOB/IEHMEM BCeX KOMNuin pansos
C ANCTPUBYTUBHBLIX ANCKOB Unn backup-konuin. PesngeHTHas Konus
BMPYCa OCTAaeTCs aKTUBHOW U 3apa)aeT BHOBb co3JaBaeMble annbl. To
XXe BEPHO M A5 3arpy304HbiX BUPYCOB — (popMaTUpoBaHue Ancka npu
Ha/IM4YMM B NAMATM pe3nLEHTHOro BMpyca He BCeraa BblyiedmBaeT AUCK,
MNOCKOJIbKY MHOIMe pe3ngeHTHble BUPYChbl 3apakaeT AUCK NMOBTOPHO nocre
TOro, Kak oH oTopMaTUpPOBaH.



Hepe3sngeHTHbIe BUPYCbI, HAaNpoOTUB, aKTUBHbI AOBOJIbHO
HENpPoOAO/IKNTENIbHOE BPEMSI — TOJIbKO B MOMEHT 3anycka 3apa>XeHHOM
nporpaMmsbl. [1nst cBOero pacnpocTtpaHeHUs OHU ULWLYT Ha AUCKE
He3apaxeHHble ansibl 1 3anNnCbIBAtOTCA B HUX. locne Toro, Kak Koa
BUpYyCa nepegaeT ynpaBieHne nporpaMme-HOCUTEND, BNNSHME BUpYyCa
Ha paboTy onepauMoHHOMN CUCTEMbI CBOAUTCS K HYJIO BMJIOTb A0
oyepeaHoro 3anycka Kakon-nnmbo 3apaxeHHoW nporpaMmsbl. [MoaTomy
dannbl, 3apaxeHHble Hepe3naeHTHbIMU BUPYCaMU 3HAUYNTENIbHO NpoLle
yAanuTb C AUCKA U NPU 3TOM He NO3BOJINTb BUPYCY 3apa3uTb UX
NOBTOPHO.

Mo creneHn BO34eHNCTBHUS BUPYCbl MOXHO pa3aennTb Ha cneayolmne

BUAbI:

e HeomnacHble, He Mewatuwme paboTe KOMNbOTEPA, HO YMEHbLUAKLWMe
o6beM cB06OAHOW OMepaTUBHOM MAaMATU U NAMATM HA AUCKAX,
ANENCTBUS TaKNX BUPYCOB NPOSBASAKTCSA B KaKUX-1mMbo rpapunyecknx
NN 3BYKOBbIX 3(pdeKTax,

e OrnacHble BUPYChbl, KOTOPblE MOryT NMPUBECTUN K Pas3/IMYHbIM
HapyweHnsaMm B paboTe KOMMNbOTEpPa OYEeHb OMacHble, BO34AENCTBUE
KOTOPbIX MOXET NPMUBECTUN K NMoTepe NporpamMM, YHUUYTOXEHUIO
OAHHbIX, CTUPAHUIO MH(POPMaLMKM B CUCTEMHBIX 0b6nacTax Amcka.



Mo ocobeHHOCTAM aniropnTMa BUPYCbl TPYAHO KlacCcnduumnpoBaTb

n3-3a 60nbWOro pasHoobpasus.

[MpocTenme BUpycCobl - napasnTUUYeckmne, OHU U3MEHSIOT coaepXXxmnmoe
dansioB N CeKTopoB ANCKA M MOTyT 6biTb 4OCTAaTOYHO JIerko
obHapy>XeHbl U YHUUTOXEHDI.

Bupycbl-pensinkatopbl, Ha3blBaeMble YepBsMU, KOTOpPbIE
PacnpoCTPaHATCA MO KOMMbIOTEPHbIM CETAM, BbIYUCNAIOT agpeca
CeTeBbIX KOMMNbKTEPOB UM 3anuncCbiBAOT MO 3TUM agpecaM CBOU KOMuM.
Bupycbl-HEBUAMMKUN, HA3blBaeMble CTe/IC-BUpPYyCaMUn, KOTOPble O4YeHb
TPpyAHO O6HApPYXWUTb N 06e3BpeanTb, TaK KakKk OHW nepexBaTbiBatoT
obpalleHnsa onepaymMoHHOMN CUCTEMbI K MOpPaXeHHbIM ansiam um
CeKTopaM AUCKOB M NOACTaBNAT BMECTO CBOEro Tesfla He3apaXXeHHble
y4acTKuM aucka.

Hanbonee TpyaHo 06HapyXuTb BUPYCbl-MYyTaHTbl (MOJIMMOP@HbIE
BMPYCbl), codepxalwune anroputmbl WNPPOBKMN-paCLNPPOBKH,
6narogaps KOTOPbIM KOMUW OAHOIMO U TOro XXe BUpyca He UMEKT HU
OHOW MOBTOPSIOLWENCS LernoyYkmn 6anTos.

NMerTcsa n Tak Ha3blBaeMble KBA3MBUPYCHbIE UTU «TPOSIHCKME>»
NporpaMmbl, KOTOPbIE XOTS M HEe CroCObHbl K CaMOpacnpoCTpaHEHUIO,
HO OYeHb OMNacHbl, TaK KakK, MaCKMpysCb no nosie3Hyr nporpamMmmy,
pa3pyLwatoT 3arpy304Hbl CEKTOP U (anoBy0 CUCTEMY AUCKOB.



MaKkpoBUpYCbl.

BecbMa opuUrmHanbHbIN KNacc BUPYCcoB (XOTS BUPYyCaMM B MOJIHOM
CMbIC/1€ 2TOro C/I0Ba UX AaXe HeNb3s Ha3BaTb), 3apakatowmnm
OOKYMEHTbI, B KOTOPbIX NpeayCMOTPEeHO BbIMNOJIHEHME MaKpokoMaHa. pu
OTKPbITUMN TAaKUX AOKYMEHTOB BHaudasie MCNOJTHAKTCA MaKpoOKOMaHAb!
(cneumanbHble NMPOrpaMMbl BbICOKOIO YPOBHSA), coaep Kalmecs B 3TOM
OOKYMeHTe, - MaKpOBUPYC KakK pas3 un npeacrasnset cobon Takyto
MaKpoOKOMaHAy. TaknMm obpa3oM, KaK TO/IbKO OyaeT OTKPbIT 3apa*eHHbIN
OOKYMEHT, BUPYC MOJIY4YUT yrnpasB/eHne n CoOBepLUnT BCe BpeaHble
nencrtens (B YaCTHOCTU, HAMAET U 3apas3suT elle He 3apaXXeHHble
OOKYMEHTbI).

NMonnMmopgHbIe BUPYChbI.

DTOT BUA KOMMbLIOTEPHbLIX BUPYCOB NpeacTaBNdeTCs Ha CeroaHsALWHNN
OeHb Hanbonee onacHbIM.

[MonnMopdHbIe BUPYCbl - BUPYCbl, MOAUDULNPYIOLLME CBOU KO B
3apa)XeHHbIX NporpamMMmax Takmm o6pa3oMm, YTO ABa 3K3eMrJisspa O4HOro um
TOrO e BMpyca MOryT He coBnaaaTb HM B 04HOM buTe.

Takne BUPYCbl HE TONIbKO WN@PYIOT CBOW KOA, UCMOJIb3YS pa3/iMYHbIe
NyTU WNEPPOBAHUSA, HO N CoAEpPXaT KoA reHepauuu Wn@poBLnKa um
paclWMN@pPOBLLIMKA, YTO OT/INYAET NUX OT 06bIYHbIX W@ POBASbHbIX
BMPYCOB, KOTOPble TaKXe MOryT LWM@PPOBaTb Y4aCTKM CBOEro Koaa, HO
NMEKT MPU 3TOM MOCTOAHHbIN KO WN@dpoBasblMKa U paclundpoBLLMKa.



[MonnMop@dHbIe BUPYCbl - 3TO BUPYCbl C CaMOMOANPULNPYHOLWLMNMUCS
pacwudposLlmMkamun. Llenb Takoro wmndpoBaHus: caenatb HEBO3MOXHbIM
NpoaHann3npoBaTb KOA BUpYyCa C NMOMOLLbLI 06bIYHOIO
ansacceMbnMpoBaHus, gaXke nMes 3apa)>eHHbI U OpUrnHasibHbiN Pannol.
OTOT KoA 3awmndpoBaH U npeacrasnser cobom 6eccMbiC/ieHHbIN Habop
KoMaHAa. PacwmndpoBKka npon3BoAUTCA CAMUM BUPYCOM YyXKe
HenocpeACTBEHHO BO BpeMS BbIMOJIHEHUSA. [1pn 3TOM BO3MOXHbI
BapuaHTbl: OH MOXEeT pacwmndpoBaTb cebd BCero cpasy, a MoOXeT
BbIMOJIHUTb TaKYy paclwn@poBKY B Xoae paboTbl, MOXET BHOBb
lingpoBaThb yXe oTpaboTaBlime yyacTku. Bce aTo genaetcs paau
3aTpyAHEHMS aHaimM3a Koda Bupyca.

Ctenc-Bmpychl.

B xone npoBepKu KOMMbOTEPA aHTUBUPYCHbIE NPOrpaMMbl CYMUTbIBAIOT
AaHHbIe - Pansibl U CUCTEMHbIE 00/1aCTU C XXEeCTKMX ANCKOB U OUCKET,
NoSIb3YACb CpeaAcTBaMm onepaunoHHON cncrtembl 1 6a30BOM CUCTEMBI
BBOoAa/BbiBOoAa BIOS. Paa Bupycos, nocrie 3anycka OCTaB/isAOT B
ornepaTMBHOM NaMATU KOMMbIOTEPA CrieunanbHbie MoAYyu,
nepexsaTbiBatowme obpalieHne nporpaMmm K AUCKOBOM noacucteMe
KoMnbloTepa. Ecnu Takom Moaynb ObHapyXXuBaeT, 4YTo nNporpamMmma
NbITAETCA NPOYNTaATb 3apaxKeHHbIN dana nam CUCTEMHYO 06nacTb AUCKa,
OH Ha XOoA4Yy NoAMeHseT YMTaeMble AaHHble, Kak OyaTo BUpYyCa Ha AUCKE
HeT.



Ctenc-empycbl 0bMaHbIBalOT aHTUBMPYCHbIE NPOrpamMMbl U B
pe3ynbTaTe OCTalTCA He3aMedyeHHbIMU. TeM He MeHee, CyLllecTByeT
NPOCTOM CNocob OTK/IHOUNTL MEXAaHU3M MAacCKMPOBKMK CTesIC-BUPYCOB.
J1OCTaTO4YHO 3arpy3nTb KOMMbIOTEP C HE 3apa>XeHHOW CUCTEMHOMN AUNCKETHI
N Cpa3y, He 3anyckKas ApYyrnx nporpamMMm Cc AucKa KoMnbloTepa (KoTopsble
TaK>XXe MOryT OKa3aTbCH 3apa>XeHHbIMK), NPOBEPUTb KOMMbIOTEP
AHTUBUPYCHOM NPOrpamMMoun.

[Mpwn 3arpy3ke C CUCTEMHON OANCKETbI BUPYC HE MOXET NOJYUNUTb
ynpas/ieHne n yCTaHOBUTb B ONepaTUBHOW NaMsATU pe3uaeHTHbIN MOAY b,
peann3yroLwmmm ctenc-MmexaHm3m. AHTUBUPYCHasa nporpaMmma CMoXeT
npo4ynTaTb UHPOPMALUIO, AENCTBUTENIbHO 3aNnMCaHHYI0 Ha AUCKEe, U JIerKo
obHapy>XuUT BUpPYC.

Bupycbi-npuspakm.

Bupycbl-npn3pakn MacKMpPYKTCA C MOMOLLbIO APYrOro MexaHm3ama. JTu
BMPYCbl MOCTOSAHHO MOANDUUUNPYIOT ceba TakuM 06pa3oM, UTO He
coaep>kaT O4MHAKOBbIX (bparMeHTOB. Takme BMPYCbl XPaHAT CBOe TeNno B
3aKOAMPOBAaHHOM BUAE N NOCTOAHHO MEHSIOT NnapaMeTpbl 3TOW
KoanpoBku. CTapToBas Xe 4acTb, 3aHUMaKLWasCca AeKoanpoBaHUEM
HenocpeACTBEHHO CAaMOro Tesla, MOXeT reHepMpoBaTbCS BeCbMa C/TOXHbIM
crnocoboM. lNpu nepeHoce BMpyCa AaHHOro TuUna C KOMMbOTEPa Ha
KOMMbIOTEP KOA BMUPYyCa U3MEHSETCH TakKMM 06pa3oM, YTO yXKe He UMeeT
Hu4yero obLwero co CBOMM npeabiayLwmMMm BapuaHToOM.



A yacTb BUPYCOB MOXET CaMOMOAUDULMPOBATLCA U B Npeaenax
oAHOro komnbtoTepa. OBHapyXeHMe TaKux BUPYCOB BECbMa 3aTPYAHEHO,
XOTS YaCTb @aHTUBUPYCHbIX NPOrpamMM MNbITAETCA HAXOAUTb UX MO y4YacTKaMm
KoZa, XapaKTepHbIM A/19 CTapTOBOM YacTMu.

KoMnaHbOH — BUPYChI.

KoMnaHbOH - BUpYCbl (Companion) - 3TO BUPYCbl, HE U3MeHSALWHNe
dannbl. Anroputm paboTbl 3TUX BUPYCOB COCTOUT B TOM, UTO OHU CO34al0T
ansa EXE-annos pannbl-CNyTHUKK, MMeKLWKne To Xe camoe MMH, HO C
pacwupeHnem .COM, HanpumMmep, anda danna XCOPY.EXE co3gaeTtcsa pann
XCOPY.COM. Bupyc 3anucboiBaetcsad B COM-dann n HMKak He U3MeHseT
EXE-dawnn. MNpun 3anycke Takoro ganna DOS nepBbiM 06HAPYXUT U
BbINONHUT COM-dawnn, T.e. BUPYC, KOTOPbIN 3aTeM 3anyctuTt u EXE-dann.

BuUpycbi-«<yepBu>.

Bupycbi—«4yepBn» (worm) - BUPYCbl, KOTOpPbl€ pacnpoCTPaHSOTCS B
KOMMbIOTEPHOM CETU U, TaK Xe KaK U KOMMNAaHbOH - BUPYCbl, HE NU3MEHSIOT
dannbl nnu cektopa Ha agnckax. OHM NPOHUKAKOT B NaMSATb KOMMbHOTEpPA
N3 KOMMbIOTEPHOW CETU, BbIYNCASAIOT CETEBbIE agpeca ApYyrmnx
KOMMbIOTEPOB N paccbi1atoT NO 3TUM aapecam CBOM KOnunn. Takme BUPYCh
MHorpa cosgatot paboune panmnbl Ha AMCKaxX CUCTEMbI, HO MOryT BoobLle
He obpalwaTbCa K pecypcaM KoMnbloTepa (3a UCKIOYEHMEM ONepaTUBHOM
namMaTun).



CtyaeH4yYeckue BMpPYChl.

CTyneH4Yeckue BUPYChbl SABNSAKOTCA CaMbiIMU MPUMUTUBHBIMU U
3/1EMEHTApPHbIMU, MOTOMY YTO 3TU BUPYCbl NUWIYTCSA paan 3abasBbl nnn oT
He4yero aenaTtb CTYAeHTaMU, KOTOpPble TOJ/IbKO YTO HAay4YuU/InCb UX NUCaTb U
pewunnn nonpoboBaTb CBOM CU/bl. HO TakXe eCTb UCKJTIYEeHNd,
HanpuMep Takon BUPYC Kak «HepHobbl1b» HanmcaH caMbiM 06bIYHbIM
CTYAEHTOM. HO Takme NUCKIoYEeHNA OYEeHb peaku.

TpOosiHCKMEe KOHU, NporpaMMHbIe 3aK/TaAKN U CeTeBble YepBMU.

TPOSAHCKMN KOHb — 3TO NporpamMmMma, cogepxatiias B cebe HeKoTopyto
pa3pyLluarowyo GyHKLNIO, KOTOpas aKTUBU3UPYETCA NpU HACTYMJIEHNN
HekoToporo ycnoeua cpabaTtbiBaHus. O6bIYHO Takme nNporpamMmel
MaCKMPYKTCSA noa Kakne-Hnbyab nosie3Hble YTUNUTbl. BUpycbl moryT
HecTn B cebe TPOSIHCKUX KOHEN UKW "TpossHU3MpOBaTh" Apyrue
NporpaMmmbl — BHOCUTb B HUX paspyluarowme @pyHKLUnNN.

«TpOSIHCKME KOHU>» NpeacTaBnaoT cobom nporpamMmmbl, peanmsyrowme
NOMUMO (PYHKUMMN, ONNUCAHHbIX B AOKYMEHTaunmn, 1 HeKoTopble apyrue
dyHKLUMKN, CBSA3AHHbIE C HapyweHuneM 6e30MacHOCTU U AEeCTPYKTUBHbIMUA
aencrtemusamMmmn. OTMeYeHbl Clydan co34aHus Taknux nporpamMm C uenblo
obneryeHunsa pacnpocTtpaHeHnda BupycoB. CNMCKMU TakKUX Nporpamm
LUMPOKO Ny6nnkyroTca B 3apybexxHon nevatn. OObIMHO OHM MACKUPYIOTCS
noa UrpoBble UM pa3BJieKkaTesibHble NpOorpaMMbl M HAHOCAT Bpen noA
KpacuBble KapTUHKN NN MY3bIKY.



B KayecTBe npuMepa npueBeaemM BO3MOXHble AeCTPYKTUBHbIE PYHKLUU,
peannsyemble «TPOSHCKUMMN KOHAMU» N NPOrpaMMHbIMU 3aKJlagKaMu:

1. YHUuTOXeEeHne nHpopmaumn. KoHKpeTHbIN BblI6Op 061HEKTOB U
CrnocoboB YHUUYTOXEHUSA 3aBUCUT TOJIbKO OT (paHTa3nuum aBTopa TakKoun
nporpaMmbl 1 BO3MOXHOCTeN OC. ITa PpyHKUMNA aBaseTca obuen ans
TPOAHCKUX KOHEN N 3aKnanok.

2. lNepexBaT n nepegava nHpopmaummn. B kayecTtse npmMepa MOXHO
NPpUBECTMN peannsaumnto 3aknaaku Ans eblaeneHnda naponen, Habnpaembix
Ha KnaBuaType.

3. LleneHanpaBneHHasa Mmoamdpukaumsa Koaa rnporpaMmmel,
NHTepecylwen Hapywuntend. Kak npaBuio, 3TO NporpamMmmei,
peanunsyrowme pyHKkunm 6e30nacHOCTU U 3alUThblI.

Ecnn BUPYCbl N «TPOAHCKME KOHU>» HAHOCAT ywepb nocpeacCTBoM
NaBNHOOBPA3HOro CaMOpPa3MHOXEHUSA U ABHOIO pa3pyLlleHus, To
OCHOBHas PYHKUUS BUPYCOB TUMA «4YepBb», OENCTBYHOLNX B
KOMMNbKTEPHbIX CETAX, — B3/IOM aTaKyeMoW CUCTEMbI, T.e. NnpeoaosieHne
3alNTbl C Lesbio HapyweHnd 6e30nacHOCTU U LeSIOCTHOCTM.

B 6onee 80% KOMNbIOTEPHbLIX NMPecTynieHnmn, paccneayemMoix OBP,
"B3/TOMWUKN" MPOHMKAIOT B aTaKyeMYH CUCTEMY Yepe3 rnobanbHyo CeTb
Internet. Korpa Ttakad nonbiTKa yagaeTtcd, byayuiee KOMNaHuUM, Ha
co34aHue KOTOpOW yLWIn roAbl, MOXeT OblTb NOCTaB/IEHO NOA4 Yrpo3y 3a
Kakme-To CeKyHZAbl.



DTOT Npouecc MOXeT ObITb aBTOMATU3UPOBaH C NMOMOLLbIO BUpYCa,
Ha3biBA€MOro CeTeBOn YepBb.

YepBAMM Ha3bIBAOT BUPYCbl, KOTOPbIE PacrpoCTPaHAOTCS Mo
rnobanbHbIM CeTaM, rnopaxkas uesible CUCTEMbI, @ HE OTAeSIbHbIE
NporpamMmbl. DTO CaMbl OMNACHbLIM BUA BUPYCOB, TaK Kak ob6beKkTamu
HanageHnsa B 3TOM CJlyyae CTaHOBATCA MH@POPMALMOHHbIE CUCTEMBI
rocyaapcreeHHoro Mmacwrtaba. C nogsneHnem rnobanbHon cetu Internet
3TOT BUA HapylleHnsa 6e30nacHOCTU npeacrasnsser Hanbonblwyto yrposy,
T. K. eMy B 110601 MOMEHT MOXeT noaseprHyTbcs nobon s 40
MWITIMOHOB KOMMbIOTEPOB, NOAKIOUYEHHbIX K 3TON CEeTWU.



NMpu3Haku NosiBJIEHUSA BUPYCOB.
[pyn 3apa>keHnn KoOMMNbloTEPA BUPYCOM BAXHO ero obHapyXutb. [Ons
3TOro cnefyeTt 3HaTb 06 OCHOBHbLIX NMPU3HaKax rnposasneHnda supycos. K
HUM MOXHO OTHECTU cneaywouwme:

eripekpalleHne paboTbl UM HenpaBuiibHas paboTa paHee ycrnewHo

PYHKLMOHNPOBABLLUUX NPOrpamMm;

eMelSIeHHas paboTa KOMMNbKOTEPA;

®HEBO3MOXHOCTb 3arpy3ku onepaunoHHOW CUCTEMBbI;

e/ICHE3HOBEHME (PAaNNOB U KaTasloroB UM UCKaXeHne UxX COAepPXMMOro;

e/I3MEHEHMe AaTbl U BpEMEHN MOoANDUKaAUUN Panios;

e/I3MEHeHne pa3mMepoB panios;

*HEOXWAAaHHOE 3HAauYnUTEeNIbHOE yBeinyeHme Konmyecrtea ansios Ha

ancke;

eCyLLIECTBEHHOE YMeHblUeHne pa3Mmepa cBob60oaAHON onepaTnMBHOM

naMaTu;

*BbIBO/J Ha dKpPaH HernpeaycMOTPEHHbIX COOOWEHNN NN N306paxxeHun;

eriofaya HenpeagycMOTPEHHbIX 3BYKOBbIX CUrHaI0B;

eyacTble 3aBUCaAHUA 1 cobon B paboTe KoMNblOTEpPA.
CnenyeTt OTMETUTb, UTO BbillenepeyvmncreHHble ssBNeHns HeobsasaTenbHOo
BbI3bIBAOTCHA NMPUCYTCTBMEM BMUpPYCa, a MOryT 6bITb ClieaCTBMEM PpYTrnX
npunymnH. NoaToMy BCerga 3aTpyaHeHa npaBu/ibHas AMarHOCTUKa
COCTOSIHUSA KOMMbKOTEpa.



AHTHUBUPYCHBIE IPOTPAMMBI




[na obHapyXeHus, yaaneHusi n 3awuTbl OT KOMMNbIOTEPHLIX BUPYCOB
pa3paboTaHO HECKONbLKO BUAOB CcrneunasnbHbiX NporpaMmm, KOTopble No3BONsAT
OOHapyXuBaTb N YHUUYTOXATb BUPYCbl. Takme nporpamMmmbl Ha3biBalOTCH
aHTUBUPYCHbIMUW. PasnunyatoT crneayowmne Buabl aHTUBUPYCHBLIX NPOrpamMmm;

* IpOrpamMmbl-4ETEKTOPbI;

* IporpamMmbl-4OKTOpa nnun daru;

* NporpamMmbl-peBN3OPHI;

* NIporpamMmmbl-PUNLTPbI;

* IporpamMmbl-BakUNHbI UNU UMMYHM3ATOPHI.

MporpamMmbi-AeTeKTOpPbl OCYLLECTBIIAIOT NOMUCK XapaKTepHoW a4
KOHKPETHOro BUpyca CUrHatypbl B ornepaTtnBHOU NnamMatu n B pannax v npu
oOHapyXeHnn Bbl4aloT COOTBETCTBYHOLWEe coobLleHne. HegoctaTtkom Takmx
aHTUBUPYCHbIX NMporpamMm ABMSeTCA TO, HTO OHW MOTYT HAXO4UTb TOMbKO Te
BUPYCbl, KOTOPbIE N3BECTHbI pa3paboTymMkamMm Taknx nporpamm.

lNMporpammbi-gokTopa unu c¢garu, a Takke nporpamMmbl-BakUMHbI HE TOMNbKO
Haxo4AT 3apaXeHHble BUpycamMmu oaunbl, HO U «JfliedaT» ux, T.e. yoanawT u3
doanna Teno nporpamMmmbl-Bupyca, Bo3spalLaa ansibl B UCXo4HOEe cocTosiHue. B
Hadane cBoen paboTbl doarn NLWYT BUPYCbl B ONepaTMBHOMN NaMsATUN, YHUYTOXadA
NX, N TOSTIbKO 3aTeM NepexonaT K «JiedyeHuto» dannos. Cpeau aros BbliAENSOT
nonudaru, T.e. NporpaMmmbl-4oKTOpa, NpegHasHa4vYeHHble a4 noucka u
YHWYTOXEHWS OOIBLIOro KONTMYecTBa BMPYCOB. Hanboriee N3BECTHEBIE N3 HUX:
AVP, Aidstest, Scan, Norton AntiVirus, Doctor Web.



lNMporpammMbi-peBU30pPbI OTHOCATCS K CaMblM HaEXHbIM CpecTBaM 3aLUunTbl
OT BUPYCOB. PeBN30pbl 3aNOMUHAKOT NCXOOHOE COCTOSIHUE Nporpamm,
KaTanoroB U CUCTEMHbIX obrnacTteun gucka Torga, Korga KoMnbTep He
3apaxeH BUpPYcoOM, a 3aTeM MNepuognuvecKn Unm no XxeraHuto rnonb3oBaTens
CpaBHMBAIOT TeKyLlee COCTOsIHNE C ncxogHbiM. OBHapYXEeHHbIE N3MEHEHNS
BbIBOAATCS Ha 3KpaH MoHuTOopa. Kak npaBuro, cpaBHeHNE COCTOAHUMN
NPOM3BOAAT Cpasy Mnocne 3arpy3ku ornepaunoHHon cuctemsol. [pu cpaBHEHUU
NpoBepPAITCA ANnHa dpanna, Ko4 UMKINYeCcKoro KOHTponsa (KOHTponbHasa
cymma danna), gata n BpeMmsa mogndukauum, apyrme napamMmeTpsbl.
[TporpaMmmbl-peBM30pPbI UMEOT 4OCTAaTOMHO Pa3BUTbLIE anropmuTMbl,
0OHapyX1BatoT CTENC-BMPYCbl 1 MOTYT AaXe OYNCTUTb U3MEHEHUS BEPCUM
npoBepseMomn NporpaMmmsl OT UISMEHEHUN, BHECEHHbIX BUpYycoMm. K yncny
nporpamMmmM-peBM30pPOB OTHOCUTCA LLUMPOKO pacrnpocTpaHeHHas B Poccun
nporpamma Adinf.

MporpammMbi-(pMNETPbI URKM «CTOPOXa» NpeacTaBnaAlT cobon HebornbLune
pe3naeHTHbIe NporpamMmbl, NpeaHa3sHadYeHHble Ans ObHapyKeHUS
No403pUTENbHbIX 4ENCTBUN NpU paboTe KOMNbITepa, XapakTepHbIX A4
BUPYCOB. TakumMu OeNcTBUSMU MOTYT SIBATLCA:
*MNOMbITKN KOppeKkunn dgannos ¢ pacwmpeHnsmm COM, EXE;
*n3MeHeHne atpudyTtoB damnna;
*MPSMast 3aMicb Ha AWCK 1O abCOIMIOTHOMY apecy;,
*3aMnCb B 3arpy30o4Hble CeKkTopa ANCKa;
e3arpv3ka pe3naeHTHOW nporpamMmmbi.



[Mpn NonbITKe Kakon-nmMbo nporpaMmmbl NPON3BECTUN YKa3aHHbIE OEeNCTBUA
«CTOPOX» MOCHLIIaEeT MNosb3oBaTesito coobLleHne 1 npegnaraeTt 3anpeTuTb Unm
pas3peLunTb COOTBETCTBYIOLEe aencTteue. [porpamMmmbl-punsTpbl BECbMa
NOJSIE3HbI, TaK Kak CNOCOOHLI OBHAPYXNTb BUPYC Ha CaMOW paHHen ctTagun ero
CyLLeCTBOBaHMNA 00 pa3MHoXeHns. OgHako, OHU He «Jedat» dpansibl N OUCKMN.
[ONna yHUYTOXEHNSI BUPYCOB TPebyeTcst NPUMEHUTb Apyrme nporpamMmmbl,
Hanpumep darn.

BakuuHbI UFTM UMMYHU3ATOPbI - 3TO Pe3NLEHTHbIE NMPOrpaMmmbl,
npegoTepallatoLmne 3apaxeHune dpannos. BakunHbl NPUMEHSAIOT, ecrnu
OTCYTCTBYIOT NpOrpaMmbl-40OKTOpa, «nevawmey» 3ToT Bupyc. BakunHauus
BO3MOXHa TOJIbKO OT U3BECTHbIX BUPYCOB. BakumHa moauduumnpyet nporpammy
NN OUCK Taknm obpasom, YToDbl 3TO HE OTpaXkasiocb Ha Ux paboTe, a BUPYC
byneT BOCMPUHMMATL UX 3apaXeHHbIMU 1 NO3TOMY He BHeapuTcsd. B HacTosiwee
BpeMsi NporpaMmmbl-BakLMHbI UMEIOT OrpaHUYeHHOE NPUMEHEHME.

CBoeBpeMeHHOe 0OHapyXeHne 3apaKeHHbIX Bupycamm hansioB U UCKOB,
NOSIHOE YHUYTOXEeHNEe OBHapY>KEHHbIX BUPYCOB Ha KaXOM KOMMbKTEPE
NO3BOMNAKT N3bexaTb pacrnpocTpaHeHNa BUPYCHOM aNUAEMUN Ha apyrue
KOMMNbHOTEPHI.

[MaBHbIM Opyxnem B 60pbbe C BUpycamm ABMSAIOTCA aHTUBUPYCHbIE
nporpammbl. OHM NO3BOSIAIOT HE TONBKO OBOHAPYXUTb BUPYCHbI, B TOM YUCIIE
BUPYCHI, UCMONb3YLLNE pPasfMIYHbIe METOOBI MAackKMPOBKW, HO U yOaInnTb NX N3
KOMMNbHOTEpPA.



CyLLecTBYET HECKONBLKO OCHOBOMOSararLmnx MeToaoB NONCKa BUPYCOB,
KOTOpble MPUMEHATCA aHTUBUPYCHBbIMW NMporpaMmmMamMu;
« CkaHunpoBaHue;
« OBPUCTUYECKUIN aHaNU3;
« OBHapyXeHne U3MEHEHUM;
* Pe3ngeHTHble MOHUTOPGI.

AHTMBUPYCHbIE NPOrpaMmMbl MOTyT peasrim3oBbiBaTb BCE NEPEYNCIEHHbIE
BbllLe METOAUKMN, NMNOO TONbKO HEKOTOPbLIE N3 HUX.

CkaHupoBaHue sBnseTcs Hanbornee TpaguLNOHHLIM METOAOM MOUCKa
BupycoB. OHO 3aksto4aeTcd B MNOUCKe CUrHaTyp, BblAeNeHHbIX U3 paHee
OOHapyXeHHbIX BUPYCOB. AHTUBUPYCHbIE NPOrpamMmMbl-CKaHepbl, CNOCOOHLIe
yOoanuTb obHapyXeHHble BUPYCbl, 0ObIMHO Ha3bIBAOTCA nonudaramu.

HepoctaTtkoM npocTbiX CKaHEPOB ABSISIETCS MX HECMOCOBOHOCTb OOHAPYXUTb
NoAMMOpPdOHbIE BUPYChI, MOSIHOCTBLIO MEHSLWMe cBon Koa. [na atoro
Heobxo4MMO ncnosib3oBaTh DOriee CrOXHbIE anropuTMbl MOMCKA, BKIKOYatoLwme
9BPMCTNYECKUIN aHarnM3 NpoBepsiEMbIX Nporpamm.

Kpome Toro, ckaHepbl MOryT OOHapPYXXUTb TOSTbKO Y>KEe U3BECTHbLIE U
npenBapuTeribHO U3yYeHHbIE BUPYChI, A9 KOTOPbIX Oblfia onpegeneHa
curHartypa. [loaTomy nporpamMmmbl-CKaHEPbI HE 3aLUTAT Ball KOMMNbLKOTEP OT
NPOHNKHOBEHMA HOBbIX BUPYCOB, KOTOPbIX, KCTATK, MNOSABIISAETCH NO HECKOJSTBKO
LUTYK B O€Hb. Kak pe3yrkrar, CKaHEPEI YCTapeBaroT Y)Xe B MOMEHT BbIXO4a HOBOWM
BEPCUMN.



ABPUCTUYECKUUN aHarM3 3a4acTyio NCMNOSIb3yeTCA COBMECTHO CO
CKaHWpoBaHWEM 4115 NoMCKa LUNAPYIOLLMXCA U NONUMOPdHbLIX BUPYCOB. B
OONbLMHCTBE Clly4aeB 9BPUCTUYECKNN aHanNn3 No3BONSET Takke 0OHapyXmMBaTb
N paHee Hen3BeCTHble BMPYChbl. B aTOM crnyyae, ckopee BCcero ux nedeHve oyger
HEBO3MOXHO.

Ecnun aBpucTMyecknin aHanmsaTop coobLuaeT, YTo dpann unmn 3arpy3o4Hbin
CEKTOp, BO3MOXHO, 3apa)eH BUPYCOM, Bbl OOSMKHbI OTHECTUCH K 3TOMY C
bonbwum BHUMaHneM. Heobxoanmo ononmHUTENbHO NMPOBEPUTL Takne ansbl C
MOMOLLbI CaMbIX MOCeQHUX BEPCUA aHTUBUPYCHbLIX MPOrpamMm CKaHepoB Unu
nepenatb UX AnNs nccnegoBaHUa aBTopamM aHTUBUPYCHLIX MPorpamm.

OOHapyxeHne N3sMeHeHUMN.

3apaxkad KoMnbloTep, BUPYC AenaeT N3MEeHEHNA Ha XXECTKOM UCKE:
OOMNNCLIBAET CBOM KOA B 3apaxaemblin pais, USMEHSIET CUCTEMHbIE 0bnacTu
avcka u T. 4. Ha obHapyXeHun Taknx nameHeHun oCHOBbIBatOTCS paboTa
aHTUBUPYCHbIX NporpamMm-peBn30opoB.

AHTUBUPYCHbIE NPOrpamMmMbl-peBN3OPLI 3aNMOMNUHAKOT XapaKkTePUCTUKN BCEX
obnacTen gucka, KOTopble MOryT NoABEPrHyTCA HanageHMo BUpyca, a 3aTem
nepunoandeckn npoBeparT nx. B cnyvyae obHapyXeHUss U3AMEHEHUN, Bbl4aeTCs
coobLleHne 0 TOM, YTO BO3MOXXHO Ha KOMMNbLIOTEP Hanan BMpyc.



Pe3naeHTHblIe MOHUTOPDI.

AHTMBUPYCHbIE NPOrpaMmsbl, MOCTOSAHHO Haxo4sLWMecs B onepaTUBHOM
NamMsaTU KOMNbKOTEPA U OTCEXNBAKOLWNE BCE NOAO3PUTESNbHLIE OEUCTBUS,
BbINOSIHAEMbIE APYrMMU NporpaMmmMmamMmu, HOCAT Ha3BaHWE pPe3ngeHTHbIX
MOHUTOPOB NN ctopoXxen. K coxkaneHuto, pe3anaeHTHbIE MOHUTOPbLI UMEIOT
OYeHb MHOIO HEOCTATKOB, KOTOPbLIE AENAOT 3TOT Knacc nporpamm
ManonpurogHbiMn ansa ncnonb3oBaHus. OHM pasgpaxkatoT rnosib3oBaTenemn
OONbLUMM KONMMYECTBOM COODLLIEHUI, MO BonbLUEen YacTU HE UMELLIUM
OTHOLLUEHNSA K BUPYCHOMY 3apakeHUto, B pesynkrate Yero nx oTKYator.



(OcHOBHBIE MEPHI 1O 3AIIUTE
OT BUPYCOB




[ns Toro, 4tobbl HE NOABEPrHYTb KOMMbLIOTEP 3apPaXXEHUIO BUpycCamMun U

obecneunTb HagexHoe xpaHeHne nHopmauum Ha gmckax, HeobxogmMmo
cobntogaTb criegyroLne npasuna:

OCHACTUTb KOMMbIOTEP COBPEMEHHBLIMU aHTUBUPYCHBLIMKU NporpaMmMamMu,
Hanpumep AVP, Aidstest, Doctor Web, n noctossHHO 0OHOBNATL UX BEPCUMU;
nepen CYMTbiBaHMEM C OUCKET MHpopmMaLnm, 3anmMcaHHOW Ha apyrmx
KOMMbOTEpax, BCerga npoBepsaTb 3T OUCKETbI HA Hann4vne BUPYCoB,
3anyckas aHTUBUpPYCHble NporpamMmbi;

Npu NepeHoce Ha KoMmnbloTep dpannos B apxXxmMBMpoBaHHOM BUAE MPOBEPATL
NX cpasy Xe rnocre pasapxmpaunmn Ha XXeCcTKOM AucKe, orpaHmnymBasl obnactb
NPOBEPKN TONLKO BHOBb 3anucaHHbIMK doanamu;

NepnoanyecKkn NPoBEPATb HA HanNM4ne BUPYCOB XXECTKMUE OUCKM KOMIMbITEpPa,
3anyckas aHTUBUPYCHble NporpamMmbl A5 TeCTUPOBaHNA dansios, NaMATU U
CUCTEMHBIX 0bracten QUCKOB C 3alUULLEHHON OT 3anmcun OUCKETHI,
npegBapuUTenbHO 3arpy3mB onepaunoHHY CUCTEMY C 3aLLULLEHHOWN OT
3anmcm CUCTEMHON OUCKETDI;

BCerga 3aljuviaTb AUCKETbl OT 3anncu npu paboTte Ha Opyrnx KOMrbloTepax,
eCIn Ha HMUX He OyaeT Npomn3BoaUTCS 3anucb MHdoOpMaunu;

oba3arenbHO AenaTb apXMBHbLIE KOMUK Ha AUCKETax LeHHOM MHdopMauuu;
He OCTaBMATb B KapMaHe auckoBoda A ONCKETbI MPU BKIOYEHUN UM
repe3arpy3ke ornepaUnoHHON CUCTEMBI, YTOOBI MCKITIOYNTE 3apakeHne
KOMMbOTEpPa 3arpy304HbIMU BUPYyCcamu,



* NCMNONb30BaTb aHTUBUPYCHbIE MPorpamMmbl 4ns BXOOHOMO KOHTPONS BCEX
MCNonHAeMbIx oansos, NosiydaeMbiX N3 KOMMNbIOTEPHLIX CeTen;

« ansi obecneveHunst bonbLen 6eszonacHocTn npumeHeHus Aidstest n Doctor
Web Heobxoaumo coveTaTtb ¢ NoBCEAHEBHLIM UCMNONL30BaHNEM PEBU3OPA
ancka Adinf, nnbo ncnonb3oBaTtb NOSHbIM KOMMIEKT aHTUBMpYyca AVP.



