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PUHAHCOBAA TIPAMOTHOCTb

Bonpocbl (hrHaHCOB 3aTparnBatoT Bce cepbl KN3HU COBPEMEHHOMO YE/I0BEKA, a
hMHAHCOBas rPaMOTHOCTb CTana HEOBXOAMMbIM XKU3HEHHBIM HaBbIKOM, KaK YMEHWE YNTaATb U
nucaTb. PMHAHCOBO rPAMOTHbIN YENOBEK MOACUUTLIBAET CBOM Pacxo/ibl U 10XO/bl, BEAET
CEMENHBIV UMW NINYHBIN BIOAKET, HE BNE3AET B U3NULIHME A0NTN, UMEET (PUHAHCOBYIO
«noAayLwKy 6e3onacHocTn». ®UHAHCOBAS MPAMOTHOCTb AAET BO3MOXHOCTb YNpPaB/siTb CBOUM

OUHAHCOBLIM 6/1aronoyYneM, CTpoUTb A0NFOCPOYHbIE MNaHbl M A06MBATLCA YCrexa.

[MpoekT «Cogencreme NoBbILLEHNIO YPOBHS (PMHAHCOBOM rPaMOTHOCTU HacesieHns U pa3BuUTUIO

domHaHcoBoro obpasoBaHus B Poccurckon degepaunmn» peanndyetcsd MMHMcTepcTesom

domHaHcoB Poccunckon degepaumm coBMecTHO ¢ BceMmnpHbiM BaHKoM.

Llenb - noBbIWeHne gonHaHCOBOM rPaMOTHOCTU POCCUNCKNX rpaxaaH, coaencrane
doopMMPOBAHUIO Y HACENEeHUs pa3yMHOro oMHaAHCOBOro noseaeHnd, 060CHOBaHHbIX PELLEHWH,

OTBETCTBEHHOIO OTHOLWEHUA K JIMYHbIM CbVIHaHCaM.
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duHaHcoBas 6e30nNacHOCTb

Hawa ¢purHaHcoBasi 6€30MacHOCTb HaNpPAMYO 3aBUCUT OT NMPUHUMAEMBIX HAMWU EXEAHEBHO PELLEHUN.
HenpoayMaHHbI BbIGOP NOCTaBLUMKA (PMHAHCOBBIX YCYr, HEBHUMATENIbHOE YTEHWNE YCNOBUS
[I0rOBOPOB, OTCYTCTBUE (PMHAHCOBOM ANCLIMMIIVHBI U KaK CNEACTBUE - HEUCTIONHEHNE CBOUX

0653aTenbCTB U HENnpuaTHa4d CI)VIHaHCOBaFI CUTyauus.

®duHaAHCOBOE MOLUEHHMYECTBO — COBEPLUEHME MNPOTUBOMNPABHbIX AENCTBUN B cdepe
OEHEXHOro obpalleHns nytem obmaHa, 3/10ynoTpedbneHns A0BEPUEM U APYTrUX MaHUMYNSLUNA

C Le/Ibl0 HE3aKOHHOIro oboratleHus.

e MoOLUEHHNYECTBO C UCNOJSIb30BaHMEM BAHKOBCKUX KapT
e |IHTepHEeT-MOLIEHHNYECTBO

e MobunbHOE MOLEHHNYECTBO

e @uHaHcoBble NMpamMuabl

e KpeauT B npoaaxe MeAULMHCKUX YCNyr
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7 13 10 coBepLUEeHHONETHMUX POCCUSH

BrageoT 6aHKOBCKUMKM KapTamu™

KAPTA

baHkoBCckass ~ kapta  —  YyAOOHbIA  WHCTPYMEHT

noBCEAHEBHbLIX PACHETOB.

Haunbonee pacnpocrpaHeHbl:
o/lebeToBble - WHCTPYMEHT YynpasfeHns 6GaHKOBCKUM

CYETOM, HA KOTOPOM pa3MelleHbl COBCTBEHHblE

CpeAcTBa [epKaTens KapThbl.

eKpeautHble - 3TO 6aHKOBCKasl MacTUKOBas KapTa,
NO3BONSIOLAS HAa OCHOBAHWM 3aK/ItOYEHHOTO C HaHKOM
noroeopa 6paTh B AoNr y 6aHKka onpeaeneHHble CyMMbI
NEHer B nMpefaenax YCTAHOBMEHHOrO  KPeAUTHOrO

JIMMUTAa.
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CXEMbl MOLLUEHHMNYECTB C KAPTAMM

=

CKUMMWHI JlInBaHckas «Mara3snHHbIe» DuwnHr MoLlueHHn4YecTBo BuimHr
neTns MOLLUEeHHUKN C MOMOLLbIO
TenepoHa

Cnocobbl 06MaHa ntoAerd M KpaXu JeHer c ux 6aHKOBCKMX KapT pa3HoobpasHbl:  OT
MNOArNsAAbIBaHUSA M3-32 MNJieya BO BpeMs onepaumit ¢ 6aHKOMATOM W MOCNeAyoLWero XuleHus
KapTbl A0 XaKepPCKUX aTak Ha nporpaMMHoe obecrieyeHue. Mpu 3TOM MPEeCTYNHUKN MOCTOSIHHO
NPUAYMbIBAIOT HOBblE CNOCOBblI XWULLEHUS [AEHEXHbIX CPEeACTB, MO MEepe TOoro Kak cTapble
nepecTaloT pabotatb. VIMEHHO MO3TOMY Ba)XHO ObiTb B Kypce OCHOBHbIX MPUEMOB, KOTOpbIE

MCMOSIb3YIOT 3/T0YMBbILLNEHHUKK, U cobntoaaTb 6a3oBble nNpaBuia 6€30MacHOCTW.
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CKUMMWUHTI

MpeanonaraeT yCTaHOBKY CrieuManbHbIX YCTPOMUCTB Ha 6aHKOMaTbl, C MOMOLLbIO KOTOPbIX
NPECTYNMHUKX NOAy4atoT MHGOPMaLMIO O KapTe.

TakoBbIMU BbICTYMaloT HaKaHast
knaBuaTypa (O4YeHb Noxoxkasl Ha HACTOsILLYHO)

7 YCTDOI\/JICTBO ana  CHUTbIBaHUA  AAHHbIX

KapTbl, KOTOpPOe YCTaHaB/MBAETCA Ha

KapTpuaep

MoxeT 6bITb YCTaHOBJIEHA CKpPbITas KaMepa,

KOTOpas 3aCHMMeT npouecc sBoaa NNH-koAaa.

Mpy ncnonb3oBaHUKM HaHKOMaTa OCMOTPUTE NOBEPXHOCTb Haa MUH-knaBMaTypon 1 yCTpoOUCTBO ANist

npueMa KapTbl Ha NPeAMET HaXOXAEHWNS NOCTOPOHHUX NPeaMETOB.
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TPAMMWUHT (JINBAHCKASA NMETNA)

Nnn nomowb npoxoxero. CyTb 3TOro0 BMAa MOLIEHHMYECTBa 3aK/IHYaEeTCsa B YCTAHOBKE Ha

6aHKOMaT YCTpOMCTBa, KOTOPOe 6JIOKUPYET KapTy U He BblAaeT ee o6paTHo.

OTpe3ok doTonneHkn (CknaabiBaeTcs norosiam, Kpas 3arnbaroTcs noa
yrnoMm B 90 rpagycoB) BcTaBnsieTcss B 6aHKoMaT. Ha HWxHen cTtopoHe
oTonNEHKM Bbipe3aH HEBOMbLUIOK NENECTOK, OTOTHYTbIA BBEPX MO XOAY
KapTbl. [lNeHKa pacnonaraetcs B KapTpuaepe TaK, 4Tobbl He MelwaTb

NnpoBEAEHNIO TpPaH3aKUUN. OTOFHYBLIJVII\/IICFI NIENECTOK HE TMO3BOJIAET

6aHKoMaTy BblAaTb MNACTUKOBYHO KapTy obpaTHO.

Ha nomollub 4YenoBeky nNpuUXoauT «A06pbIN» MOLIEHHWMK, pa3daBasi pa3fiMyHble CoBeThbl. B npouecce
«MOMOLLM>» pacTepsiHHbINA YenoBek 0b6blYHO cornallaeTcs Ha BBeaeHue MNMH-koaa, KOTopbIA M 3anoMUHAET
NpecTynHuk. locne 4Yero MOLUEHHWK <«yXOAWUT», COBETYSl 06paTuTbCs B 6aHK. PacTepsiHHbIA 4YenoBek

OCTaBJIAET KapTy B 6aHKOMaTe, a MOLLEHHMK CMOKOMHO ee AO0CTAEeT U NCMOJIb3YET MO CBOEMY YCMOTPEHMUIO.

3aKpbiBanTe pyKkou knasuaTypy npu Beoae MNUH-koaa
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MAITASUHHbIE MOLLWEHHUNYECTBA

OT HenobpOCOBECTHbIX COTPYAHMKOB B OpraHM3aLmax He 3acTpaxoBaH HUKTO. [JlaHHble KapTbl
MOryT 6bITb CYMTaHbl U 3aUKCUPOBAHbI PYYHbIM CKUMMEPOM, @ BNOCNEACTBUM UCMO/b30BaHb!

ANA XUWeEHNA AEHET.

e He nepenaBaiiTe KapTy MOCTOPOHHMM: €€ PeKBU3UTbI (HOMEpP KapTbl, CPOK AEUCTBUSA, UMS
Bnagenbua, CVV/ CVC-koa) MoryT 6biTb UCNOb30BaHbl A1 YyXXUX MOKYMOK;
e TpebynTe NpoBeAeHUs onepauun C KapTon TOSIbKO B IMYHOM MPUCYTCTBUM, HE MO3BOMSAS

YHOCUTb KapTy M3 nons 3peHust (Hanpumep, obuumaHTaM Unmn Kaccupam).
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PULLUNHI

Llenb pmwinHra — nosyyntb AaHHblE O NIACTUKOBOW KapTe OT CaMOro nosib3oBaTens. B 3ToMm
C/lydae 3/10YMbILLNIEHHUKX PacChialoT MOMb30BATENAM 3MEKTPOHHbIE MUCbMA, B KOTOPbIX OT

nMeHn baHka coobLuatoT 06 n3MeHeHusIX, SKobbl NPON3BOAUMBIX B CUCTEMe ero 6e30MacHOCT!.,

[Mp 3TOM MOLUEHHUKM MNPOCAT AOBEPYMBBLIX MOJSIb30BaTENEN BO30O6HOBUTbL MHAOPMaLUIO O
KapTe, B TOM 4ucne ykasaTb HoMep KpeauTkm u ee [MNH-koa. CaenaTtb 3TO npeanaraeTtcs
HECKONbKMMKN Cnocobamum: nmbo OTnpaBMB OTBETHOE MUCbMO, NIMO60 NMpouas Ha cauT 6aHka-
SMUTEHTA W 3aMn0JSIHUB COOTBETCTBYHIOLWYHO aHKeTy. OQHAKO CCbiiKa, NpUKpensaeHHas K NucbMy,

BEJET He Ha pecypc 6aHKa, a Ha NoAAeNbHbIN CanT, UMUTUPYIOLWNIN PaboTy HACTOSILLErO.

Camas cnoxkHas 3aavya MoOLLIeHHUKa — Yy3HaTb Baw MNH-kog.

Hukomy He coobuianTe ceon MNH-koa.
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MOLUEHHWUYECTBO C MNOMOLLUDbIO TEJIE®GOHA

Pa3HOBMAHOCTbIO CIJVILIJVIHFa ABNAKOTCA 3BOHKM HaA COTOBbIE

TenedoHbl rpaxaaH OT «npeacTtaButTenen» 6aHka ¢ npockbon
MOracuTb 3a/10/HPKEHHOCTb MO KPeauTy.

Koraa rpaxkgaHuH coobliaeT, 4To KpeauT OH He 6bpan, emy

npeanaraetcda yTodHMUTb AaHHbIE €ro NN1aCTUKOBOM KapThbl.

B npanbHeuMweM yka3aHHas WHMOpMauusi WUCMoNAb3yeTcs Ans

MHNULNNPOBaHUA HECAHKLUMOHNPOBAHHbIX AEHEXHbIX

nepesoaoB C KAPTOYHOIo CHETA MNMoJib30BaTes.

i

BaHKM 1 NnaTeXHble CUCTEMbl HUKOrAa He MPUChINAaoT NUCEM U He 3BOHAT Ha TEJ'IerOHbI
CBOUX KJ/TMEHTOB C I'IpOCb6Ol\/JI NpeaocTaBnTb UM AaHHbIE cdeToB. ECnn Takag cutyauma

NpoOn3oNAET, Bac NOMPOCAT npuexatb B 6aHK NNYHO.

12
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BULLMHT (rOJIOCOBOU ®ULLINHI)

HoBbii  BUA MOLULEHHNYECTBQ, VICI'IOJ'Ib3YIOLL|,Ml\/’I TEXHOJZIOT'NK, MO3BOJIAOLLYIO

aBTOMaTMyeckn cobmpaTtb MHGOPMALIMIO, TaKyto, Kak HOMepa KapT M CUYETOB.

MoLweHHUKN MOAENUPYHOT 3BOHOK aBTOMH( OpMaTopa, Nosly4ynmB KOTOPbIN AepXaTeNb Noay4vaeT
cnenyoLLyto MHpopMauuio:

eABTOOTBETUMK MpPeAynpexaaeT noTpebuTtensi, 4YTto CEero KapToM Mpov3BOASTCS MOLUEHHUYECKME
OEWCTBUS, W OAET WHCTPYKUMM — NEPE3BOHUTb MO OMNPEAENeHHOMY HOMEpY. 3/0YMbILIEHHUK,
NPUHMMAIOLLMIA 3BOHKM MO YKa3aHHOMY aBTOOTBETYMKOM HOMepY, NpeACTaBNASETCS BbIMbILLIIEHHbIM
MMEHEM OT Nnua GUHAHCOBOWM OpraHmn3aLmu.

eKorpa no 3TOMy HOMepy nepe3BaHUBalOT, Ha [APYroM KOHLE MNpoBoAa OTBEYAET TUMUYHLIN
KOMMbIOTEPHbIA OMI0C, COOOLLAIOLWNIA, UYTO YENOBEK [O/MKEH MPOUTU CBEPKY JAaHHbIX W BBECTU 16-
3HauyHbIA HOMEP KapTbl C KnaBmaTypbl TenedoHa.

e3aTeM, UCMOJb3ys 3TOT 3BOHOK, MOXHO CObpaTh M AOMONHUTENBHYIO MHOpMaLuto, Takyto, kak CVV-koga,

CPOK AEWCTBUS KapTbl, AaTa poXAeHusl, HOMep 6aHKOBCKOro cyeTa v T. M.
13
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MEPbI BESOINACHOCTHA

HecmoTpss Ha Bce cucTeMbl MHMOPMAUMOHHOM 6e3onacHoCTM 6GaHka B pesynbraTe
MOLLEHHMYECKMX OMnepauni C KapTaMn CYLLLECTBYET OT/IMYHASA OT HYNISt BEPOSTHOCTb XMLLEHUS
CpeacTB C Ballen KapTbl. YTobbl M36eXaTb WCYE3HOBEHUS AEHEr, cobnioganTe npaBuna,

3aTpyAHSIIOLLME HEMPaBOMEPHbIE onepaunmy ¢ BalMMK MHaHCaAMW:

o e XpaHute MWH-kOA OTAENbHO OT KapTbl M HE MULLMTE ero Ha
38 /0 el KapTe, He coobwanTe HUKOMY K He BBoauTe [WH-koa npw

470/ pabote B WHTepHeTe. [lpn ero notepe WM Kpaxe -
noTepaHHbIE NN
o YKpajeHHble KapTbl

3ab6/10KMpynTE KapTy;

wennmimekapr, | ©  COXpaHANTE  BCE  AOKYMEHTbl [0  OKOHYaHUs  NPOBEPKM
1 50/0 noJiy4eHHbIe
UR (IPRABLLHEN MPaBUIbHOCTU CMIUCAHHbBIX CYMM;

OOKYyMeHTaM

e CoobulaiTe baHKy aKTyaslbHblE KOHTAKTHbIE [JaHHbIE;

*Mo wtoram 2013 r. Uctouruk: FICO

CTPYKTypa MOLLEHHNYECTBA C e [loaxkntounte ycnyry SMS- yBeaoMIeHUW, BCerga UMenTe npu

6aHKOBCKMMYK KapTamu B
Poccum. Beero 4,48 Mapa. py6. cebe TenedoH cny>xo6bl NOAAEPXKKM.
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NPU PACYHETE KAPTAMU

He npeBblanTe NUMUT KPeAUTOBAHMS — 3TO MOXET MPUBOAMTL K OG/I0KMPOBAHMIO KapThbl, WTpadaMm u
KOMUCCUSAM;

CBOEBPEMEHHO OMJlauMBanTe KpeauT — 3TO 06eCcneynT OTINMYHYIO KPEeAMTHYI0 UCTOpUIO U ybepexeTr oT
LWTpados;

He ponyckaWTe notepu KapTbl, TO/OMKW, OIOKUPOBKM - MEPEBbLINYCK KapTbl MOXET CTOUTb
NOMONTHUTENbHbIX CPEACTB;

He cHuMMainTe C KapTbl A€HbIM MOMHOCTBIO — OCTABbTE CYMMY ASl ONIaThl KOMUCCUMIA MM @aBTOMaTUYECKUX
nnaTtexen. B cnyyae OTCYTCTBMS CyMMbl M €Cnv KapTa npeaycMaTpuBaeT oBepapadT, 6aHK coBepluMT
AAHHbIA NNATeX 3a CYET 3aEMHbIX CPEACTB;

Ecnn cMeHunn mecto paboTbl YTOUHUTE aKTyasbHble 1S Bac Tapudbl MO 3apnnaTHON KapTe;

Mpy mncnonb3oBaHMM KapTbl 3apybexoM, MOMHUTE O KypcoBOM pasHuue. Ecnn kapTa npuBsisaHa K
pybneBoMy cueTy, TO NpPW pacyeTax 3a rpaHuuen 6aHKkoMaTbl W MNNATEXHble TEepMUHanbl 6yayT
MCMONb30BaTb OAWH KYPC, @ POCCUMCKMM OaHK CMULIET AEHbrM CO CYeTa, MPUMEHSI APYroh, U MOXET

BO3HWUKHYTb HeXenaTeNbHbI «TEXHUYECKMI oBepapadT».
15
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BAAbl UHTEPHET-MOLUEHHMNYECTB

Mokynku yepes CocraBnsiem Mucbma ot «Hurepuiickmne»
NHTepHeT ropockon naaTeXHbIX CUCTEM, CIOXETbl
cyAebHbIX

NpUCTaBoB U Ap.

MOLLEHHNYECTBO B MHTEPHETE BK/IOYAET B cebs BCe CyLECTByOWME BWUabl 06MaHa,
NpUAyMaHHbIE Y€I0BEYECTBOM 33 BCHO WUCTOPUIO €ro CYLLECTBOBAHWUS. ITOT MEpPEYEHb
OOLUMPEH, MOCKOMbKY MOLLUEHHUMKM MO MaKCMMyMy WCMOSb3YIOT BCE MPEUMYLLECTBA
MHTEPHET-KOMMYHMKALIMI: MACCOBbIA OXBaT, BO3MOXHOCTb Bblbopa LIENEBON rpynmbl,

onepaTtnBHOCTb.

17
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NMOKYINKWN YEPE3 UHTEPHET

MNokynaTenb (kepTBa) cornawaeTcsd KynuTb Yy MpoaaBLa
(MowWweHHMKA) ToBap 4epe3 WHTepHeT. [lpoaasel NpocuUT
OonNnaTUTb TOBap 4epe3 CUCTEMY [EHEXHbIX MepPeBOaOB
N NOSIyYaeT AEHbIMN, UCMOAb3Yys 3a4acTyio danblMBOE UK
HeJeNCTBUTENbHOE YA0CTOBEpeHMe nn4HocTU. ObellaHHbIN

TOBaAp HE AOCTaBNAETCA MNMOKYraTesto.
Takass cxemMa MoOLLUeHHNYecTBa OObIMHO MMEET OAWH WK

HECKOJIbKO ABHbIX MNMPU3HAKOB — HalNpuMep, npe,u,naraeMbu‘/'l

TOBap NPOAAETCS MO YAUBUTEJIbHO HU3KOM LieHe.

18
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COCTABJIEHME TOPOCKOIA

ObbsaBNEHW, MpeanaralWmnX 3akas3aTb MEepPCOHasbHbIN
rOPOCKOM, OYE€Hb MHOrO BO BCEMMPHOM MNayTUHE. ABTOPSI
obeLatoT BbicNaTh ero 6uicTpo 1 6ecnnatHo. Monb3oBaTesnto
npeanaraeTcs  3amnofiHUTb  CTaHAAPTHYKO aHKeTy (uMms,

damunusl, gata poOXAEHUS), OCTaBWUTb CBOM 3/IEKTPOHHbIN

aapec.

JllobuTenb acTponorMmM ykasblBaeT BCe 3TWM AaHHble, HO BMECTO rOpOCKOMNa B €ro SWmK
nonagaeT MUCbMO C elle OAHMM YC/IOBMEM: YTOObl MOSyuYnTb 3akas, Hado OTNpaBwUTb MO
yKazaHHoOMY HoMmepy CMC-cooblieHne ¢ HabopoM Tex uUnu MHbIX umdp. Npu 3ToM 3abbiBaloT
006aBUTb, UYTO CTOMMOCTb 3TOrO COOOLIEHUS MOXET COCTaB/NsATb HECKOJSIbKO COTEH
pyb6nei. B nyuwem cnyyae emy, AENCTBUTENBHO, NMPULLIOT ropockon. Mpuyem cpasy Xxe,

YTO Y>Xe BbI3blBAaE€T COMHEHUA B €ro YHMKanbHOCTU. B XyaLeM — HUYero He NpuLLIoT.
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NMANCbMA TJIATEXXHbIX CUCTEM

Bbl MOXeTe 06Hapy>XUTb B CBOEM NMOYTOBOM SILLIMKE MUCbMO OT
aIMMHUCTPaUMM NnaTexHou cuctemsbl (e-gold, Moneybookers,
Paypal), cynebHbix npuctaBoB W Apyrux... B nocnaHun,
Hanpumep, rOBOPUTCS, YTO Y BaC €CTb AOJT MO KPeaUTy u Bam
HY>XHO CpOYHO CBEpUTb [JaHHble B danne. K nucbmy
npunaraeTca BNOXeHne — dansl, KOTOPbIM HY)XHO CKayaTb

N OTKPbITb. WNu e B NUCbMe eCTb CCblika, No KOTOpOﬁ

HY>KHO NepenTn «ANsi CKauMBaHUS NPOrpaMMmbls.

Ha camoM pene 4acto BaCc NOAXWAAeT BMPYC, 3ajaya KOTOpOro - C06paTb AOaHHbIE O
BallNX aKKayHTax B IMJ1IaTEXHbIX CUCTEMAX, AAdHHbIE 6aHKOBCKOM KapTbl, KOTOPbIE Bbl

BBOAUTE HA CBOEM KOMIMbIOTEPE.
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«HUTFEPUUACKME> CHOXKETDI

CyTb 3TOV/ MOLUEHHWYECKON CXEMbl CBOAUTCS K TOMY, YTO HEKTO MPEACTaBSIETCA MOJyyaTento NUcbMa
AEWCTBYIOLUMM MM ObIBLUMM MUHUCTPOM MW NPEeACTaBUTENEM 3HAaTHOM HUrepUMUCcKon (3MMHabBUINCKOMN,
KEHUMMCKOW...) CEMbM, MOMaBLUeN B HEMUIOCTb Ha poanHe. K aapecaTy obpallatoTcs ¢ Npocbboi oka3aTb
COAENCTBME B BbIBOAE M3 OXBAYEHHOWM rpaXKAaHCKOM BOWMHOW CTpaHbl KPYMHOM CyMMbl, KoTopasi 6yaet
nepeBefleHa Ha cYyeT agpecaTta. EMy 3a noMolb «B CraceHWM CpeacTB» O6eLaroT COMMAHBLIA MPOLIEHT.
Korma KIMEHT «3arnatbiBaeT HaXWMBKY», €ro MpocaT MEepPeYnc/IMTb HE3HAUYUTENbHYIO CyMMY,
HeobxoamMyto Ans oopMNeHNs NepeBoda, Aauv B3STKU WM ONnaThbl YCIYr HOpUCTa. 3aTeM MOSIBNSETCS
elle ofHa MpUYMHA MEPEYUCTIUTb <HE3HAUUTENbHYK» CyMMy, MOTOM JApyrasl... [eHbru TSHYT U3

AOBEPYUBOro KJIneHTa A0 TEX rnop, Nnoka OH HE OCO3HAET, YTO €ro O6MaHy1'IVI.

Mo pe3ynbTaTaM chneumanbHbiX UCCNeaoBaHMM, NPUMEPHO OAMH MPOLIEHT MOJb30BaTENEN
MHTEPHETA, TO €CTb KaXXAbIM COTbIN, NMOMYy4YMBLIMX MO e-mail «HWUrepunckmne nmcbma»,
OKa3bIBalOTCS BOB/IEYEHHbIMKU B 3Ty adepy. B apceHane MOLIEHHMKOB Kak MpaBU/IO BCEro

HECKOJ1bKO YJ1I0BOK, KOTOpPblE MOIyT COME€TATbCA B OAHOM INMNCbME.
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CnoCOBbbl SALLIMNTDI

CtapailTeCcb He OTKpbiBaTb CailTbl MMATEXHbIX CUCTEM MO CChINKe
(HanpumMep, B NucbMax). O6sa3aTenbHO npoBepsinTe, kakon URL ctouT
B afJPECHON CTPOKE, UM MOCMOTPUTE B CBOWCTBAX CCbINIKM, Kyda OHa
BeAET. Bbl MOXXETe nonacTb Ha CalT-06MaHKY, BHELLUHE OYEHb MOXOXMM,
NPaKTUYECKM HEOT/IMYMMBIA OT HACTOSALLEro CailTa NIATEXHOM CUCTEMBI.
PacyeT B 3TOM C/lyyae Ha TO, YTO Bbl BBEAETE Ha TAKOM CalTe CBOM
AI@HHbIE U OHM CTaHYT U3BECTHbI MOLLEHHUKAM.

CoBepLuaiTe NMOKYnku B UHTEPHETE C MOMOLLbIO OTAENbHON H6AHKOBCKOM
KapTbl U TOJIbKO Ha NPOBEPEHHbIX CalTax

Hukoraa HMKOMY He coobluaiTe BallM Maponu. BBoauTb Naponv MOXHO
M HY)XXHO TOJSIbKO Ha CaMUX CalTax MMaTEeXHbIX MPOLIECCOPOB, HO HUKAK
HEe Ha Apyrux pecypcax.

He xpaHuTe @ainbl C CEKPETHOM MHbOPMaLMen Ha AOCTYMHbIX WK
HEIOCTAaTOYHO HaAEXHbIX HocuTensx WHdopmauuu. Bceraa penanTe

HECKObKO KOMWUA TaKnx q)aﬁnos Ha pa3HbIX HOCUTENAX.
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CnoCoObbl SALLINTDI

Ecnn BaM npeanaraloT yAaneHHylo paboTy v nNpyv 3TOM MNpPOCAT OnniaTUTb
PErMCTPALMOHHBLIA B3HOC B KaueCTBE rapaHTUM 3a MEPEeCbINKy AaHHbIX
MT.MN., He nonajaMTtecb Ha 3Ty NOBYWKYy. Hactosiwme pabotoaatenu
HUKOr1a He NPOCAT AEHer C COMCKaTeNen, OHM CaMu NMNaTaT 3a paboTy!
MNpeanoXeHust B Ayxe «BblWANTE TyAa-TO HebONbLIyD CyMMY W BCKOpE Bbl
bynete 3aBaneHbl AeHbramMm» — 3TO MNPeAsiOXKEeHUs OT  Y4YaCTHUKOB
(PMHAHCOBBLIX NMpaMua. He BepbTe TakMM NpeanoXeHusiM, B nupamuaax
BbIMIPbIBAIOT TOJSIbLKO MX CO3AaTeNu.

MncbMa o npobneMax C BallMM CYETOM B KakOM-Nnbo nnaTeXxHoW CUCTeMe,
Tpebylowme nepexoga Ha CaWT W Kakux-nmbo aAencTBun OT  Bac,
OTNpPaBNsIATE B KOP3MHY, HE OTKpbiBas. TexHuyeckas noadepXKa
NNaTEXHbIX CUCTEM HUKOrAa He pacChiNaeT Taknx rMuUceM.

B 99 % cnyyaeB nnaTteXxwu, KOTOPble Bbl AENAeTe OHNanWH, OTMEHUTb
Henb3s. [103TOMy He ToponuTecb, NoAyManTe, Npexae YeM 3annaTuTb 3a

TOBap WK ycnyry.
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BAAbl MOBUJIbHbIX MOLUEHHUYECTB

il D =2 @

. =

«Bbl BblUrpanu «Mama, g nonan «Bawa 6aHKoBckas Bupyc
npus...» B aBapuio...» KapTa
3abn0kmpoBaHa...»
OCHOBHbIX BMAOB MOBMNBHOMO MOLUEHHMYECTBa HEMHOIO, HO MX Bapuaumi AOCTAaTOYHO MHOIO,
NpuyeM BCE OHW BbIFOAHbI AJ11 MOLEHHWKOB U NMPUHOCAT UM OFPOMHbIE CyMMbI feHer. [laxe npu
HebonbWNX (UHAHCOBBLIX NOTEPSAX KOHKpeTHOro 4enoBeka (15-150 pybnen) cpabaTtbiBaeT

a(ppekT MacwTaba, Koraa XepTBaMmn CTaHOBATCS ThICYM JTIOAEN.

[No AaHHbIM Me)KLI,YHaDOD,HOﬁ CTaTUCTUKKN, COBOKYIMHbIE NMOTEPU OrNnepaTopoB CBA3N U abOHEHTOB OT

MO6MNBHOrO MOLLEHHNYECTBA EXXEr0AHO COCTABSIOT NPUMEPHO 25 Mapa A0NNAPOoB.
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«Bbl BbIUIPAJIN NMPN3...»

MOLLUEHHUK MPUBNEKAET <«XKEPTBY» [AOPOrMM MOAAPKOM, KOTOPbIM BbIUrpar
aboOHEHT, HO MpW 3TOM MpoOCUT MpucnaTth noaTeepxaatowyto CMC, BHecTu
«PErnCTPaLMOHHbIA B3HOC» Yepe3 WHTEPHET-KOLENEeK, KynuTb KapTOuKy
npeaonnaThl U NepPe3BOHUTb, Ha3BaB KOA.

MonyunMB «B3HOC», MOLLUEHHUK MCYe3aeT, a ObellaHHbIi npu3  ToXe

pacTBopsieTcs.

«MAMA, A NOIMAJN B ABAPULO...»

JTa CxeMa HarnpaBfieHa Ha BO3AEUCTBME Ha MCUXUKY YenoBeka. MoLUeHHMK
otnpasnsetr CMC unm 3BOHUT C HENPUATHON HOBOCTbBIO, «XKepTBa» B MaHMWKe
3abblBaeT NPOBEPUTb AOCTOBEPHOCTb MOJNTYYEHHOW MHOPMaLMK 1 NepeBoanT

cpeacrea Ha Cc4HeTa MOLWWEHHUKOB.
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«BALLUA KAPTA 3ABJIOKNPOBAHA»

Ha MobunbHbii TenedoH npuxogut CMC «Bawa 6aHkoBCkass KapTa
3abnokuposaHa. Mo Bonpocam pa3ba0KkMpoBKM 0bpallanTecb NO TenedoHy...».
«XXepTBa» nepe3BaHMBAET MO YKAa3aHHOMY HOMEpPY W «COTPYAHUK 6aHKa»,
KOTOPbIM SBMSIETCS MOLUEHHWK, NpeanaraeT NnpomuTu kK 6aHKOMaTy M COBEPLLUTb
HEeCKO/IbKO Oomnepauuin noa AUKTOBKY. Pe3ynbTaT He 3actaBuT cebs ponro

XAaTb - A€HbIN C KapThbl nepel‘/’l,uyT Ha CHET MOLWLEHHUKOB.

BUPYC

OH nOMOraeT 3/0yMbIWNIEHHUKAM  MoaobpaTbCs K GaHKOBCKOW  KapTe,

NpUBSI3aHHON K MOBUNbHOMY TenedoHy, 1 NepeBecTM BCe AEHbIM Ha CBOM CYET.

B 2014 r. coTpyaHuku komnavuu Tele2 npuHanu oT aboHeHTOB W obpabotann 17 640

obpalleHunin ¢ xanobamMm Ha pasHble BUAblI MOLLEHHUYECTBA.
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CNnoCOBbbl SALLINTDI

+ He otBevante Ha CMC 1 He oTkpbiBanTe MMC OT HEM3BECTHbIX abOHEHTOB,
B TOM 4ucne nosapaBuTeNbHble cooblleHnss n OTKpbITKM. C Bawero cyeta

MOryT CnncaTtb AEHbIN.

« MNpun nonyyeHun coobuieHnn oT 6aHKOB, MOBWUIIbHBIX OMNEpaTopoB O
npobnemMax CO CYETOM MEpPEe3BOHUTE MO M3BECTHOMY BaM Homepy 6aHka
N YTOYHUTE MHPOpMaumo. baHk HuMKorga He coobwaeT nogobHbiM 0bpa3om

NH(OPMaLMIO.

« He otnpaensere CMC Ha KOPOTKME HOMEpa, 3apaHee He y3HaB CTOMMOCTU
No/Io6HOro CoobLLEHNA. TO MOXHO CAENaTb HA CailTe CBOEro onepaTopa

MOOWUNBLHOWM CBS3MU.
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CnoCoObbl SALLINTDI

Hukoraa He coobuanTe HMKaKuMX MEpPCOHasnbHbIX AaHHbIX (AaTy poXAeHus,
®NO, paHHble O PpoACTBEHHMKAX W T.A4.), AaXe ecinm BaM  3BOHSAT
N NpeacTaBnsloTCs COTPYAHMKOM 6aHKa, noavuumn, MobubHbIX OnNepaTopoB
nT. a0 [onpocute npeacraBuTbCs, HasBaTb PUO, 3BaHWE-AOHKHOCTD,
MOVHTEPECYUTECb, KakOW aapec Yy oOTAeneHus, oduca, YTOYHUTE
HauMeHOBaHME OpraHuM3aumn. 3aTeM y3HauTe TenedoH 3TON opraHusauum
B CNpaBo4HbIX 6a3ax Wu nepe3BoHUTe. [lOMHWUTE: MOLWIEHHWKU  MOryT
MCNONb30BaTb BalUM MEepPCOHasnbHble AaHHbIE B PA3HOOOpa3HbIX NPEeCTYMnHbIX
CXeMax, BMioTb A0 OTKPbITUS Ha Balle M UpMbI.

BaM MoOryT mo3BOHUTb M COOOWMTb, YTO Ball POACTBEHHMK WM 3HAKOMbI
nonasn B aBaputo, 3a pelleTKy, B 60NbHMLY M 3@ HEro Hy>XHO BHECTW 3anor,
wrpad, B3ATKY — OTKynuTbCcsa. He BepbTe! [lo3BOHMTE  BalleMy
POACTBEHHWUKY.

LleHHyt0 WH(pOpMauMilo HUKOraa He XpaHuTe TONbKOo B TenedoHe,

aybnupyinte ee B 6yMaxkHOM 6/TOKHOTE MM B KOMMbIOTEPE. o
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PUHAHCOBASA MTUPAMUNIOA

Ecnn roBopuTtb O [A€Hbrax, TO HaAMWU ABUXYT [ABa
OCHOBHbIX 4YyBCTBaA. CTpaX MOTEPATb 3apa60TaHHoe n
X€aHne MakKCMMalibHO MPEYMHOXWUTb TO, 4YTO YXeE
ectb. K coxaneHuo, 4acto MMEHHO BTOpOE 4yBCTBO
NpUTYNNAET OCTOPOXXHOCTb U MPpUBOAUT K MJia4E€BHbLIM

(OMHAHCOBbLIM pe3yfibTaTaM.

duHaHCOBad nupaMupga — CXeMa WHBECTULUMOHHOIO
MOLUEHHNYECTBA, B KOTOpOﬁ A0Xo4 Nno npuBJIEYEHHLIM
AEHEXHbIM CPEACTBAM 06pa3yeTc9| HE 3a CYET BJIOXEHUA
Mx B I'IpM6bIJ'IbeIe dKTUBbl, a 3a CYET NOoCTynneHund

AEHEXHbIX CPEACTB OT NpuBIe4EHNA HOBbIX NHBECTOPOB.
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NMPUHLUUN PABOTDI

NHBecTopoB  nOBYXAQlT  BKNaAblBaTb  [AEHEXHble  CpeacTBa
obelaHneM MoNyYEHUS BbICOKOM rapaHTUPOBAHHOW [1OXOAHOCTW.
[TOCKOSIbKY HET BO3MOXHOCTM 0becrneynTb B TeyeHue ASIMTENbHOro
BPEMEHW MOCTOSIHHbIA NPUTOK AEHEXHbIX CPEACTB HOBbIX MHBECTOPOB,
pecypcbl (OMHAHCOBOM MMpaMuAbl  HAUYMHAOT  COKpalWaTbCd, a
(uHaHcoBble 0b6s3aTenbCTBa pacTyT. BO3MOXHOCTL  BO3BpaTa
BNOXEHHbIX CPeACTB C TeYEHNEM BPEMEHU CTAHOBUTCS BCE MEHbLLIE.

3aKOHOMEPHbIM  MTOrOM  TakOW  CUTyauMm  CTAHOBUTCSH  Kpax
(PMHAHCOBOM NMUpaMuAbl, B pe3ynbTaTe KOTOPOro MHBECTOPbI TEPSIOT

BJ1IOXXEHHbIE CPEACTBA.
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YTOBbl HE CTATb XXEPTBOW NMMPAMUbI

Bo-nepBbiX, HE NOAAaBalNTECh HA arPeCcCMBHYIO peKNaMy <«ferknx u 6bICTpbIX AEHer», rapaHTMpoBaHHas
[NOXOJIHOCTb BbIlIE CTaBKM OAHKOBCKOrO Aerno3uTa — MOBOA 3aAyMaTbCs O LENnecoobpasHOCTM TakKux
B/TOXXEHUN,

Bo-BTOpbIX, 00paTUTe BHMMaHWE Ha CNeayllWme MpU3HaKM, KOTOpble MOryT XapaKTepu30BaTb
OpraHM3aLmio Kak «(MHAHCOBYIO NUPaMUay»:

eBaM 0OBSACHAIOT BbICOKYIO [0XOAHOCTb HEMPO3pPaYHbIMU CBEPXMPUOBLINIbHBIMA MPOEKTAMU, MPU 3TOM HE
PacKpbIBaOT MH(OPMaLMIO O MOTEHLUMANbHbIX pUckax. MpoeKTbl, Kak NpPaBuIo, HaxoAsTCA B APYron CTpaHe,
YTO 3aTPYAHSIET BbIICHEHWNE TEKYLLErO NOJIOXEHUS AEN.

eOpraHM3aTopbl CKPbIBAOT MHMOpMauMio 0 cebe, 0 HanMuMu NULEH3UMA Ha BeAEHWEe COOTBETCTBYIOLLEN
AEATENbHOCTU W AEUCTBYIOT YEpPE3 NOCpeaHMKOB. YacTo KOMNaHMs 3aperncTpMpoBaHa He B Poccuu.

eBaM o06ellaloT BbLICOKOE BO3HArpaXAeHUs 3a MPUBEAEHHbIX [APY3€l, 3HaKOMbIX WAN POACTBEHHUKOB.
MpeanaratoT MNOCTPOUTb CUCTEMY MPUBMIEYEHUSI KIMEHTOB W 3apabaTbiBaTb Ha Hel. ArpeccrBHO
peKNaMUpYyT CBOWN YCNyru

B-TpeTbuX, CTapalTeCcb NPWHMMAaTb B3BELUEHHblE (UHAHCOBbIE pELUEHWUSl, HE MNOAJAABAUTECH 3MOLIUSM,

MOBbILLANATE CBOW 3HAHUSI B 061acTV (pUHAHCOBOM rPaMOTHOCTMW.
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NMPUSHAKU MTUPAMUADI

He noppaBalTecb Ha arpeccuBHYO peknaMmy <«nerkux u ObICTpbIX AeHer». lNpexae 4eMm
MPUHSATL PELUEHNE O BNIOXXEHUW AEHEr, NPOBepbTe MOCTYNMBLUEE BaM MpPeAsIOKEHNE Ha
NPU3HaK1 (pMHAHCOBOW NMpPaMUABbI:

e [lpu3bIB He pa3ayMbiBaTb U BKIAAbIBaTh ObICTPO

e Ob6ellaHne cBepxBbICOKON AoxoaHOCTU 6onblue 20% roaoBbixX

e O6bACHEHME TakOM [OXOAHOCTU HEMpo3pa4vyHbIMKU  CBEPXMNPUObITbHBIMY
NpoeKTamMu

e (O6bellaHue BO3Harpa>xaeHuns 3a npunBeeHHbIX KJINEHTOB

e AHOHWMHOCTb OPraHM3aTOpPOB M OTCYTCTBME 3aluMTbl MpaB BKJag4yuka B

A0OroBope

e OTcyTCTBME MHOPMALIMM O BO3MOXHbI pUCKaXx

e TpeboBaHue , HaNpUMep, ONNaTUTb «BCTYMUTENbHbIN B3HOC», «0bydeHue»,
«y4yacTue B CEMUHape»

e OTCYTCTBME JIMUEH3MK/ YKa3aHME HOMepa YyXXOM  JIMLEH3MKM, WK

COBCTBEHHOMN, HO HE NMO3BONSIOLLEN PAaboTaTh C AEHEXHBLIMY CpeACTBaMy
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YTO AEJIATH

Hepen TEM, KaK OTAATb A€HbI'N.

e [lpoBepbTe Hanuume nuueHsuun LleHTpanbHoro 6aHka
Ha BedeHne peaTenbHocTn (b6aHKOBCKasl, CTpaxosas,
MHBECTULIMOHHAS).

e BHMMaTENbHO U3y4MTE AOrOBOP Ha MpPeAMET YCIOBUI

MHBECTMPOBaHNS 1 BO3BpaTa CPeACTB.

e Hanante B WHTEepHeTe wHdoOpMaUMO 0 AaHHOM
OpraHu3auun, €ee WCTOpPUI0, OT3blBbl  K/IMEHTOB,

PENTUHIN B COOTBETCTBYIOLLEN OTPAC/IN.

35



{

-
v

ApYyxn
¢ PpnHaHCaMHM

HALIMOHANBHAA NMPOrPAMMA MOBbIWEHUS
®UHAHCOBOW FPAMOTHOCTM MPAXAAH

BawunduHaHCbl.pP

PESIOME

MposiBnsiiTe 6ANTENBHOCTD U BHUMATENbHOCTb K CBOMM €XeAHEBHbLIM (PMHAHCOBbIM
onepauusm.

Hukoraa HuMkoMy He coobuianTe Bawm naponu, NMUH-koa, CVV.

Micnonb3ynTe aHTUBUPYCHOE NPOrpaMMHOe obecrneyeHue.

Mpy coBeplUueHNN NNaTeXen B UHTEpPHETe 06s3aTeNnlbHO npoBepsiiTe, kakon URL
CTOUT B a[IpECHOMN CTPOKE

He nepepnaBaiite 6aHKOBCKYIO KapTy TPETbUM JTMLLAM.

Ob6s3aTenbHO YCTaHOBUTE Maposib Ans pa3bnoknpoBku TenedoHa, 0cobeHHO ecnu
Ha HEM YyCTaHOBJ/IEHO HaHKOBCKOE MOBWIBHOE NPUIOXEHME.

FapaHTMpPOBaHME AOXOAHOCTU MO MHBECTULMAM, B HECKONbKO pa3 MpeBbILLAOLLEN
PbIHOYHBIN YPOBEHb, ABNSIETCS NMPU3HAKOM (DUHAHCOBOW MMpPaMUARbI.

MNpn nonyyeHun coMHUTENbHbIX CMC oT 6aHKoB WM Nuu, npeacTaBUBLLMXCS
POACTBEHHUKAMM, NMO3BOHUTE B BaHK UMM POACTBEHHWMKAM, YTOYHUTE MHMOPMaLMIO.
He otBeyanTe Ha coMHUTENbHBLIE CMC,

Ecnu Bbl cTanu »xepTBoi (hMHAaHCOBbIX MOLLIEHHUKOB, COOBLLUTE B MOSIMLMIO.

36



anx" BawnhuHaHCLI. pdp
¢ PpMHaHCAMHU

WWWWWWWWWWWWWWWWWWWWWWW

SUHAHCOBOM MPAMOTHOLTH MPAXAAH

CNNACMBO 3A BHUMAHMUE!

OO CBUOAHUA!




