PoodumesbcKkoe cobpaHue

NHpopMayuoHHaA
3aujuweHHocmb demeu

@ cemu MHTEPHET




MHmMepHem no380J19em BAaM.:

e OOIIATHCSA C APY3bsIMU, CEMbEU, KOJIJIETaMU;
IIOJIy4aTh JOCTYII K HWHPOpMAIU U
pa3BJIEUEHUAM;

*YUUTDBHCA, BCTPEIYATHCA C JIIOAbMH N Y3HABATD
HOBOE€.




HTEpHET ABNSAETCS MPEKPACHBIM MCTOYHHUKOM JIJIs1 HOBBIX
3HAHUW, ITOMOTaeT B ydeOe, 3aHumaetr gocyr. Ho B To ke
BpeMsi, CeTb TauT B c€0€ MHOTO OIacHOCTeW. Qoa3amenbHo
HYJCHO R02080pums ¢ OembMu, OOBSICHUTHb, YTO MOTYT
BO3HHUKATh PA3JIUYHbIC HEMPHUATHBIC CUTYalldHM U TO, KaK M3
HUX TyYIIAM oOpa3zoM BBIXOJ/IUTb. ITomaUTE,
yTo Oe3omacHOCTh Bamux Aereii B MHTepHetre, Ha 90%
3aBHUCHUT OT Bac.




PedepasnibHbIU 3aKOH Ne 436-93

«O 3awyume demeu om
UHghopmMauuu, npuduHsirowel epeo
ux 300po8bLI0 U pa3sumuro» WH BPHEUK @

YctaHaBnuBaeT npaBuna
Meanabdbe3onacHoOCTU aeteun npm oobopore
Ha TeppuTopumn Poccum npoayKkumm
CpeAcTB MaccoBOM MHopmauum,
ne4yaTHoW, ayaMoBU3yanibHOM NPoAYKLUN
Ha N6 bLIX BUOax HoCcUTesneu, nporpamMmm
ansa 9BM n 6a3 gaHHbIX, a Takxe
nHopmauumum, pameLiaeMmoun B
MH(pOpPMaLIMOHHO-
TeNIeKOMMYHMUKALMOHHbIX CeTSAX U CeTAX
noaBWMXHOU paanoTenegoHHON CBA3M.




MHpopmayuoHHasa 6e3onacHocmb demeu

3TO COCTOsIHME 3aLUULLEeHHOCTHU
AeTeu, NpU KOTOPOM OTCYTCTBYeT
PUCK, CBA3aHHbIN C NPUYUHEHUEM
nHcpopmaumen, B TOM Ymcne
pacnpocTpaHsAeMoun B CeTun
UHTepHeT, Bpena ux 34o0poBbLIO,
donsnvyeckomy, NCUXNYECKOMY,
AYXOBHOMY U HPaBCTBEHHOMY
pa3BUTUIO




)/apo3bl nodcmepezarujue pebeHKa 8
' FnobasibHou cemu

Zlaxxke cay4auHbiU KJIUK no
3cnJibiswemMy 6aHHepy usiu nepexod
NoO CCblJIKe MOXem npusecmu Ha
caum ¢ onacHbIM coodep>KUMbIM!




Yepo3bl, nodcmepezarujue pebeHKa 8
P FnobasibHou cemu

[lopHo2padus

OnacHa u3bbimoy4yHou uHgopmauueu u
| 2py6bIM, 4acmo U3BpPAUEHHbIM,

" HamypasiusmMom. Mewaem paszsumuto
ecmecmseHHbIX IMOYUOHA/IbHbIX
npusAa3saHHocmeu.

-




Yepo3bl, nodcmepezarujue pebeHKa 8
P no6asibHOU cemu

/JlenpeccusHble M0J100eXKHble meYeHUs

\57 \Pe6eHoK MoKem nogepums, Ymo Wpambl
' - JIyquwee ykpaweHue, a Ccymump, - 8ce2o
Jlub cnocob uszbasseHusa om npobsiem




Yepo3bl, nodcmepezarouue pebeHKa s
no6asibHOU cemu

Hapkomuku

‘nHinepHem necmpum HosocmAMmMuU o “noJsib3e”
ynompeb/sieHuUs MapuxyaHsl, cnauca,
peuenmamu u cosemaMu u320mos/1eHus

“3enba” 4 ' ‘




Yepo3bl, noOcmepeaarowjue peb6eHKa 8
FnobasibHou cemu

|"mbl 3HaKoMcms, couyuasibHble cemu, 6s102u u
\_-/ yamol

-

K coxaneHuw yxe ©OblJ1o0 MHOro ciay4vaeB, Koraa
neaodunbl BbliaaBa/IM cedA 3a OAHOroO aAeten WM
BblAYMaHHbIX MepCcOoHaXKenu, YToobl ‘k
AOBepue U 3aBeCTH MoluJible /e'/
6eceabl C HMMU UAU paXe A
BCTpeye.

HUM B
O CaKcya/ibHble




Yepo3bl, nodcmepezarujue pebeHKa 8
no6asibHOU cemu
Cekmbl

BupmyanbHbiu cobecedHUK He

cxsamum 3a pyKy, HO €My BNOJIHE

‘ no cusam “npoHUKHYMb 8 MbIC/IU™ U
=" nos/auAmMb Ha B832/190bl Ha MUp.




Yepo3bl, noocmepezarowjue pebeHKa 8
nobasbHOU cemu
@' JKCMpemMu3M, HayuoHaau3sm, pawusm

' Bce WuUpoKue 803MoXxHocmu MlHmepHema
UCNoJIb3yIOMcAa npedcmasumesiimu
3KCMpemMucmcKux meyeHuu 0/18 moeo,
4ymobbl 3aMaHUMb 8 CBOU PAO0bl HOBUYKOS.




naymuHe
MpucTpacTue K BUPTY
BUPTYANbHLIM 3HAR
Hepenucku

! LY
U3OLITOYHOCTL 3
UrpoBas 3aBK

KOMMbIOTEPHbLIN
=

flpucmpacmue geMompy ¢busibMoe CPBE
Korga «6onbHOU» MC

o oT NPOBECTK. Nepen 3Kpa
[EHb He OTPbIBaACH U3-38 tol'f,lg;&su MOXH

NOCMOTPETb NPaKTU4eCKu ru6ov'| chuAbLM unu nepeaayy




JTrobonbiTHaA aeTcKasn
npupoaa MoXxeT 3aBeCTU UX
Ha cCauTbl PAaCUCTCKOroO,
ANCKPUMUHALMUOHHOTO,
CeKcyasribHOro,
HaCUNbCTBEHHOrO
coaepXaHUA Ui Ha CaUThbl,
coaepxawime matepuanbl,
noodyxparwme pedbeHKa K
AEeUCTBUAM, KOTOpPbIe MOTyT
NOCTaBUTb NoOpA yrpo3sy ero
NMCUXOriorm4ecKkoe nunu
dousnyeckoe 34opoBLE




O6wme npaBnia 6e30nMacHOCTH Npu padoTte
B UHTepHeTe

PeOeHKky He ciienyer JaBaTh YacTHON MHpopMmauuu o cede (pamMuinio,
HOMep TesiedoHa, ajpec, HOMEP HIK0JIbI) 0e3 pa3pelieHns: POAUTeJIeH.

PebeHKy HYKHO 3HaTh, YTO HEJIb3s yepe3 MIHTepHeT JaBaTh CBEACHHUS O CBOEM
MMEHH, BO3pacTe, Homepe TesiehoHa, HOMEpe MIKOJIbI UK JIOMAIITHEM ajipece, U
T.JI. YOIUTECh, YTO y HETO HET JOCTyIIa K HOMEPY KPEAUTHOM KapThl WM
0aHKOBCKHM JaHHBIM. HayuuTe pebeHKa HCI0Ib30BaTh IIPO3BUIIA (HUKHU) IIPH
oOmieHnu yepe3 MHTepHeT: aHOHUMHOCTD - OTJIMYHBIN CITIOCO0 3anuThl. He
BBIKJIaJIpIBaliTe (poTorpacdumn pedbeHKa Ha BEO-CTpaHUIAX WM ITYOIHYHBIX

dbopymMmax.



O6wme npaBnia 6e30nMacHOCTH Npu padoTte
B UHTepHeTe

He cnepyeT oTKpbiBaTb NMCbMa 3/IEKTPOHHOM MoYTbl, damabl uam Web-
CTPaHMLbl, MNOJIyYEHHbIE OT JIOJEN, KOTOPbIE HE 3HAKOMbI MU HE
BHYLLAIOT J0BEPUA.

Hayumte ero, Kak cneayet noctynartb NpM CTOJIKHOBEHMU C
NoA03pUTE/IbHbIM MaTeEPMA/IOM, PAaCcCKaXXUTe, YTO HE HYXKHO HaXKMMaTb Ha
CCbIJIKU B 3/IEKTPOHHbIX COOOLLIEHMAX OT HEM3BECTHbBIX UCTOYHUKOB,
OTKpPbIBaTb pa3/IM4HbIE BJIOXKEHMA. TaKMe CCbIZIKM MOryT BECTM Ha
HeXXenatesibHble cCamTbl, MK COAEPKaTb BUPYCbl, KOTOPble 3apa3AaT Baw
KoMnbtoTep. Yaanaute ¢ Bawero komnbtotepa cnepl MHGopmMaumm,
KOTOPYIO HeXXenaTtesibHO 0O6HapYXUTb BallemMy pe6eHKy.



O6wme npaBnia 6e30nMacHOCTH Npu padoTte
B UHTepHeTe

BcTpeya B peasibHOM KU3HU CO 3HAKOMbIMM MO MHTEPHET-06LLEHUIO HE
ABNSIETCS OYEHb XOPOLIEN MAEeEMN, MOCKObKY JI0AM MOIYT 6biThb
Pa3HbIMM B 3/IEKTPOHHOM OBLLIEHMM U NPU peasibHOM BCTPeYe, U, eC/n
PEBGEHOK KelaeT BCTPETUTLCA C HUMM, POAMTENAM CaeayeT NoMTU Ha
NepByl BCTPeYYy BMeCTe.

OTCYTCTBMEM BO3MOXKHOCTU BUAETb U CAbILLATb APYrMX NoJjib30BaTeEN
JIErko BocnoJsib3oBatbcA. M 10-neTHuM Apyr Baliero pebeHka no 4aty
B PEA/IbHOCTM MOKET OKa3aTbCA 3/I0YMbILLJIEHHMKOM. MoaTOoMy
3anpeTuTe pebeHKy HazHa4yaTb BCTPEYUU C BUPTYasibHbIMM 3HAKOMbIMM.






rae rynsioT Bawu aetn? |




A Bbl 3HaeTe c kem obujaercalBallipe6€HOoK?,




PeKoMeHaauuu poamutenam

1. Tlocemante HWMHTEepHET BMecTe ¢ gaeTbMu. [loompsiiTe Bammx JaeTen
JIEIUTHCA C BaMH MX yCIIEXaMH U HEyJladaMH B JieJie OCBOCHUS IHTEpHET;
2. OObsicHUTE AeTIM, YTO €ciid B UTHTepHETE YTO-IM0O0 OECITIOKOUT UX, TO UM

CIACAYCT HC CKPbIBATH 3TOI'0, 4 IIOACIIUTLCA C BaMHU CBOUM 6€CHOKOﬁCTBOM;

3. CocraBbTe CIIUCOK MPaBUJI pabOTHI eTeil B IHTEpHET ¥ MOMHUTE, YTO

JIy4dlle TBepaoe «HeT», YeM HeyBepeHHoe «aa». [IycTs orpanudeHus OyayT
MUHUMAJIBHBI, HO 3aTO ICMCTBOBATh BCceraa U 0€3 OrOBOPOK.

4. O0bsicHuTE peOCHKY, YTO IIPU OOIICHUH B YaTaX, UCIOJIb30BAHUY IMPOTPaAMM
MTHOBEHHOI0 oOMmeHa coobuieHusmu (tuma ICQ, Microsoft Messenger u T.11.),
MCIIOJIb30BAHUHU OH-JIAMH UTP U JPYTUX CUTYyALUSIX, TPEOYIOMMNX
perucTpalum, HeJab3s UCIIOIB30BaTh pealbHOE UMSI, TIOMOTUTE BalllEMy
pEOEHKY BBIOpATh PETUCTPALIMOHHOE UMSI, HE COAEPkKAIllee HUKAKOW JTUYHOM

UH(pOpMaLIH.

5. O0BbsicHUTE PEOEHKY, UTO HEJIb3S BbIIABAaTh CBOW JINYHBIC JaHHbIC, TAKUE KaK
JOMAIITHUK ajpec, HoMep TeaedoHa U J00yI0 IPYTryo JUYHYIO
WH(POPMALINIO, HATPUMEDP, HOMEP IIKOJIbI, KJIACC, JIOOMMOE MECTO MPOTYJIKH,
BpEMsi BO3BpAIIEHUS JOMOM, MECTO Pa0OThI OTIAa WJIK MaTE€PU U T.J



PeKoMeHaaUunn poamtenam

6. OOBscHUTE CBOEMY PEOCHKY, UTO KaK U B peajibHOM >XKU3HU U B VIHTEpHETE
HET pa3HUIIbI MKy HEMPABUIbHBIMU U MPABUJILHBIMU TIOCTYIIKAMU;

7. Hayuurte Bammx JeTeil yBaxkarb co0eceqHUKOB B MIHTepHEeTEe. YOEIUTECh, UTO
OHM ITIOHMMAIOT, YTO MpaBUja XOPOIIETO TOHA JACWCTBYIOT OJMHAKOBO B
HNHTEpHETE U B PEAIIBHOMN KU3HU;

8. CkaxwuTe WM, YTO HUKOTJA HE CTOMT BCTpEYarbCs C JApy3bimMu u3 MHTEepHETA.
Benap 11011 MOTYT OKa3aThCsi COBCEM HE TEMH, 3a KOTO ce0sl BBIIAIOT;

9. OObscHUTE, UYTO AAaJIEKO He BCe, YTO MOXKHO yBUAeTb B VHTepHeTe —
npasaa. [Ipy coMHEHUAX, MyCTh JIy4lll€ yTOYHUT Y Bac.

10. Kommprotep ¢ noakiaroueHreM K MHTEpHETY JOJKEH HAaXOAUThCS B OOIIei
KOMHAaTe

11. IIpuydnte ce0s 3HAKOMUTBLCS ¢ caliTaMM, KOTOPBIC ITOCEIIAIOT Balllk JSTH.

12. Ucriosb3yHuTe COBPEMEHHBIE TPOTPAMMBI, KOTOPBIE TTPEA0CTABISIIOT
BO3MOKHOCTh (DMIIBTPALIMU COJACPKUMOTO CaliTOB, KOHTPOJIUPOBAThH
MecCTa MOCEIICHUS U ICSITEILHOCTh TaM.



[TfporpaMmbi-HbTPDI
Power Spy 2008

(http://www.securitylab.ru/software/301944.php)

[iporpaMmy y1006HO
MCMNOJIb30BaTb, YTOObI
y3HaTb, YEM 3aHATbl AETH
B OTCYTCTBME POAMTENEMN.
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[TfporpaMmbi-HbTPDI

iProtectYou Pro
(http://soft.mail.ru/program_page.php?grp=5382)
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[TfporpaMmbi-HbTPDI
KidsControl

(http://soft.mail.ru/program_page.php?grp=47967
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[TfporpaMmbl-PUNBLTPDI

CYBERsitter
(

CYBERSitter paet
YE E]_ ﬁﬁ,@) B3POC/IbIM BO3MOXHOCTb
2=l 1) orpaHM4MBaTb AOCTYM
Protecting Kids and Families for 14 Years ‘queﬁ K HeXxXenarte/ibHbiIM

pecypcam B Internet.



[TporpaMmbl-PUNBLTPDI

KubepMama 1.0b
(

{* PacnucaHue ann patoyux aHER

" PacnucaHue A5 BBIXOAHBIX U NPasAHHUYHbLIX AHEH

[V B neHb Ha KOMNBIOTEPE MOXHO patoTaTe He Gonee IU“:UD =l Y4acoe

v Kaxable IDU545 = MUHYT AENaTk NEPEpPbIB Ha IDD:15 = MUHYT

IV Paspewwurs patioty & cetu MHTepHeT

[~ Pazpewwre patoTy B onpeaeneHHble UHTEpBank! BpEMEHK

oK

OTtmeHa

KnbepMama npocnegut 3a BpeMeHeM
paboTbl, NpegynpeanT pebeHKa 0 TOM,
YTO CKOPO €My HYXHO byaeT OTAOXHYTb
M MPUOCTAHOBUT PaboTy KOMMbIOTEPA,
KorJa 3ajaHHoe BaMM BpeMsA UCTeYeT.
KnbepMama nogaep:ueaet caegyowme
BO3MOXHOCTMU:

- OrpaHu4yeHue No CyMMapHoOMy
BPEMEHU paboThI

- NopaepKa nepepbiBOB B paboTe

- [logaepKka pa3peLleHHbIX
MHTEpBaJIoB paboThl

- Bo3MOXXHOCTb 3anpeTta MHTEpHeTa

- BO3MOXXHOCTb 3anpeTta urp/nporpamm



Y

AHTEpHET ﬂBﬂﬂﬁﬂ @

001eCTBEHHBIM PEeCYPCOM.

I103TOMY HE0OX0AUMO

CJICA0BAThD OCHOBHLIM

NPABUJIAM TaK 3Ke, KaK

[PABUJIAM JI0POKHOIO
ABMZKEHUS IPH BOXK/ACHHUH.



=3

Hazewcb, YTO NpeJocTaB/IeHHaA
MHPOpMaLMA, noMorarmulasa y3Hatb 06
onacHocTAX B MHTEpHETe 1 O TOM, KaK

MM MPOTUBOCTOATb byeT B
la/ibHEULLEM MOJIe3Ha BaM M BaLLMM
neTam!

Cnacu6o0 3a BHMMaHue!



