proydim

Proxim Product Training Class
Tsunami 8000 Product family

Configuration and Management




Configuration options

- WEB Browser, by connecting to the internal web-server, and using intuitive
screens and forms
= Requires an IP path between the computer on which the web browser runs and the
Tsunami device
= Can be performed remotely

- Telnet, by using CLI commands
= Requires an |IP path between the computer on which the Telnet client runs and the
Tsunami device
= Can be performed remotely
= User may need the reference manual for exact command syntax

= Series of commands can be saved in text file and copy/pasted in telnet window for
execution (scripting)

= Serial port

= Cannot be performed remotely, does not require IP path
= User may need the reference manual for exact command syntax



Configuration options

- SNMP

= Requires an IP path between the computer on which the SNMP browser or
manager runs and the Tsunami device

= Can be performed remotely

= Used by ProximVisionES

= MIBs are provided to allow integration in user selected SNMP manager

= User defined/edited configuration files

= Device configuration can be downloaded as an XML file.

= |t can then be edited and loaded back on to the device




QB/MP-8100 Web Interface

Pro><m

wiraless

{= Basic Configuration - Windows Internet Explorer

> A [E, http:{{10.0.0.111/Home.htm

dit View Favorites Tools Help © McAfee” IR

w [gﬁasic Configuration

= UserName / Password

Pro>am

= admin / public

Tsunami MP8100-BSU (Tsunami MP-8100-BSU-WD-v2.3.4{402220) )

. ;i! HELP

BEsic Configuration

| (0-64) characters

= Menu Architecture

Network
(= Ethernet
Wireless

™ 1 1 1 ;z':sumy Channel Bandwidth MHz ™
Basic Configuration :

[
[
‘ System Name ‘Tsns'rl MP3100-8SU

Frequency Domain

Radio Mode

& vian Auto Channel Selection Disable
Filtering
. . DHCP Preferred Channel 100 ¥ |5.5GHZ
Advance Configuration
Active Channel 112 (5.56 GHZ )
DDRS Status Enabled

Network Name

_I.VFB‘O'J-CEII

= Management
[ File Management
B Services
= snTP |
[ Access Control | IP Configuration™
[zl Reset To Factory |

Legacy Mode

=  Monitor

Interface IP Address Subnet Mask Address Type

52550 | [static v

Ethernet1 |10.0.0.111 | [:55

.

= Interface Statistics
= Action Button
[# Network Layer

RADIUS
& 1Gmp

= O K & DHCP
& Logs

= Save to temp configuration file o

Notes: 1.Channel Bandwidth change will reset the Tx Rate to default value.
2.Change in the Radio Mode reset Wireless and WORP parameters to default values after reboot.
3 * Reboot is required

OK

H100% ~

E 0 Internet

= Commit
= Apply to active configuration file

= Reboot

» Restart the device (needed for some modifications)




proy>dm QB/MP-8100 CLI Interface
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Username: admin
[Password:
?3006¢  WELCOME TO COMMAND LINE INTERFACE it

UserName / Password Please Type ’2?’ for a Description on Commands and Parameters

QB—8100-EndPointB> ?
[Possible completions:

aad Antenna Alignment Display
. . clear
admln / ubIIC disable Turn off privileged commands
enable Turn on privileged commands

exit Exit from EXEC
ping Send Echo Messages
show Show Running System Information
. traceroute Trace Route to Destination
(QB-810B-EndPointB> enable
enu Arcnitecuure 08100 _EndPo intBit 7

Possible completions:

aad Antenna Alignment Display
clear
conf igure Enter Globhal Configuration Mode
St d d M d disable Turn off privileged commands
an ar O e enable Turn on privileged commands

exit Exit from EXEC

ping Send Echo Messages

show Show Running System Information
traceroute Trace Route to Destination
QB—8100-EndPointB# configure
QB—8100-EndPointB{config)# ?

Possible completions:

Privileged mode aaggit Iﬂ)ﬁgfl’yczrgi;z:i:gignconfigurations to the device

ethernet Ethernet Configuration
exit Exit from configure mode
filtering Filtering Configuration
LEGELSE Macacl Configuration
management Management Configuration
monitor Monitor Configuration
network Network Configuraion
gos Quality of Service Configuration
radio—mode Radio Mode Configuration
radius Radius Configuration
rehoot Rehoot the device.Set 1 to rehoot
security Security Configuration
- system—conf igure Country Code.Packet Mode Configuration
On I u re en u vlan Ulan Configuration
wireless Wireless Configuration

Worp—gqos Worp Qos Configuration
—8108-EndPointB{config)# _

Sub menu per feature
Need to commit to apply modification
Need to reboot for some features

Tab key automatically finish typing
if there is no ambiguity




pro>dm QB/MP-8100 CLI Interface - scripts

wiraless

P 0B8100 Master set.txt - Notepad § (=] 3]

File Edit Format View Help

enable ;I

configure
radio-mode
S . interface 1 radio-mode 4
= Scripts
rl exit
configure

management ) )
system-information

= A series of CLI commands that can be s L
executed in sequence

= Can be created as plain text file usin e.g.
nOtepad' lm'r'tﬂessex1~t

properties
radio 1 current-bandwidth 20

radio 1 network-name QBS1507ink

H H radio 1 auto-channel-selection disable
= Can be used to ease the configuration of radte & Confqured-chamei 10
rr':g::g i ggge’éﬁte-density medium

large number of devices. R R —

exit
| system-configure

= Suggested approach

management

" Use the reference manual. EE’}E read-write-password public
= Try commands on a unit nearby and verify

th e CO rre Ctn eSS Of th e m . SREUES ty;s:;g(fiy gz profile-name NETSecurityTypeAES

rowadd 02 authentication-mode S
rowadd 02 encryption-type 7
rowadd 02 keyl 2234567890123456

= Once found correct, save copy them in text LR B AR

file used as master set.

sfc-list
rowedit 1 max-latency 30
rowedit 1 tolerable-jitter 30

= Create different scripts from the master set FRREA: 3 RTINS
to make individual script files

rowedit 2 max-msg-inburst 16
commit 1

exit

configure
reboot 1

I




Proydam Text Based Configuration

= Device configuration can be downloaded

as an XML fll e Retrieve from Device
. HTTP TFTP
= It can then be edited and loaded back on
to the device e
File Type | Text Based Temoiate Confio Rl

= Before being able to download the XML
configuration file it needs to be generated
through CLI.

= Two versions can be generated
= Config file including

passwords (in clear)
o . ex Telnet 172.27.72.81 =18
= Config file without

gsernamﬁ : admin 3‘
assword:
passwords tyoooe  UELCOME TO COMMAND LINE INTERFACE 03!
Please Type *?’ for a Description on Commands and Parameters
. Only Change made T80MB-C1 :79 :A8 denable
;8@33;&1:79:9?” generate ?
. ossible completions:
dUI"Ing the Current thc—with—puds Generate Text Based Template Config file with keys/pas
words
H thc—without—puds Generate Text Based Template Config file without keys/
CLI session are saved Eassmd B Y Z !
TBBBBB01 390982 gegerate t30§w1thoug—{gds
. . . £ ¢
into the XML COﬂfIg file T8008-C1 - 79 :A8H 19 fenerated: fuccnssfully &




pro>dm Text Based Configuration

wiraless

= Once downloaded, the XML FREEEEREEEED
config file can be edited N EleKsend

® xml version="1.0" -~
'th t d d XM L d 't 4 #comment *#**% Proxim Corporation - Text Based Template Configuration File ##%%
WIth a standar eqaltor. |- o
=) configuration
%I management
. . ] :g 1;0111:01:
- Microsoft XML Notepad
ICrOSO otepad Is -
#--) security
an easy to use, free of M v e
) &3 properties
@D dfs
h XML edit S v
charge editor.
1
=) frequency-extension
& value upper
=3 guard-interval
& value £ullGI-800nSec
=) tx-antennas
& value seven
=) rx-antennas
& value seven
=) data-streams
& value dual
#- ) worp
#--) wireless-timer
- qos
#-[) network
#-- ) commit
#-I2) reboot
%2 dhep
#--[) ethernet
#--[2) system-configure
#-2) radio-mode
#-I2) worp-gos
- igmp v
DynamicHelp‘
Description File Line Column

http://www.microsoft.com/downloads/details.aspx?familvid=72d6aa49-787d-4118-ba5f-4f30fe913628 &displavlang=en
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Configure PC to manage 8100

= i i
Q- O 3 puws m| B Sz ﬂ - Set the IP Address of the PC to be within

1P addess
R BuetootComecton

- [ the same subnet as the 8100 devices

T being managed

hamats DNS sarver il

Vr 3 Advanced.
et Brate Netvork
— e
T
oK Cancal
sct— R — Aewns
<h
Packets: 2 "
Properes Dsade.
B

Qi - Q- (| Pewer [ rosen | [

Address [ netnor Comeccons Bl
rame [ stots | e i e # o s s | P 5
— TR —

[ Cresteavenc

R Veraon Wireless - V2Access

. Genendl | Exceptions | Advanced |
L SetorComecson

LAN or High-Speed Internet

omectons

¢ On frecommended)

comnecting o ths

= When using Scantool, disable Windows
B N R e Firewall to allow discovery of 8100

Select this when you comect to
ocaters.

This sertng bocks af outsde sources

netwoks 1 less secure

subc
such 33 amots. You wl ot be ntfied when Windows

- - devices
Q-

Off (not recommended)

g
Computer more vunerabl to viuses and e,

Windows Frewal s usng your nondoman sesngs

1 n

o] o |
e PN JJ
L

ok | _cwes
« —




Using scantool

- Small windows application to be used to detect Proxim equipment

= Configuration computer and Proxim device needs to be on same segment (the scan request
will not pass through a router)

= Shows IP addresses for Proxim devices found (even though these maybe in a different subnet
from the configuration computer)

= Allows making basic changes (IP address)

= Can be used during forced reload procedure to “tell” the bootloader where the tftp server is and
what the name is of the image that is to be reloaded

Il Scan List
7 .
Pro><1m
wireless
MAC Address | System Name | IP Address | Uptime | System Description | Rescan I
00-20-a6-c1-65-7c  System Name 169254128132 0d0h18md5s  Tsunami OB 8100 End Point & 'WD-1.0.0(207201)
Change |
Web Config |
Select Adapterl
About | Cancel |




proy<m Using Scantool to change IP

— = After clicking ‘OK’ you will be prompted

S Change X

wcases [T to accept changes and automatic reboot.
. Name [—
pro)w:('h’crc. IP Address Type @ Static (" Dynamic CIICk ‘OK,

|P Address ["30010—-
%ﬁ:ﬁﬁ#:ygm:x e [552882850 Gypaioo@oreon
Gateway IP Address 10,001
TFTP Sewver PAddess [0 00 00

Select Adapter
Image File Name er
Read/\Wiite Password | 1 1
s | JEC-ZH
|
‘Web C | OK I Cancel | e
I II
EaE2
Text Layouts

= — -—

MAC Adsess I——m

: ]
pPro > 1m o
wireless 1P Addess Type ~ S Dynamc
Lol ScanTool v2.7.2 x| ! —
WChddes | Sptembame || e [ Rescan_|
W206<1 657 System Neme Sbneth ¢ ?:mm. WD-1.0.0207201)
Galewsy Sor changes o take effect, _C’"_E_J

TFIP Se E et

Image Fils Name [ ”

Reod/Wite P o

Wb Coriguaaicn| (3 Corcel | b
II || EIES




pro>dm Login Screen

wireless

'3
N N7

device to be managed :
b = r— N B8 e s e 9
browser i.e. |E,

Mozilla, etc.

Enter IP Address of ' L e e Lz

4’ Connect to 10.0.0.10 HE

When prompted, enter A
u S e rn a m e/ p a SSWO rd The server 10.0.0,10 at Wireless Device requires a username

and password,

User name: |ﬁ admin LI

Password: [ so0ses |

[ Remember my password

Cancel

Username: admin
Password: public

© (] ‘ I - [®w0% -




Pro>dm Home Page
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EEX

B

{= System Summary - Windows Internet Explorer

\
L

RIS

(S A A \g http:{{10.0.0.111/Home.htm

File Edt View Favorites Tools Help ©__McAfee |2

w ke ,QSystem Summary [7| - B e v [2rPage v 3 Tooks 2

proyam

amsnas — "1

Tsunami MP8100-BSU (Tsunami MP-8100-B SU-WD-v2.3.4{402220) )

€ 147 System Name Tsunami MP8100-BSU
Used to Comm It Changes to System Up-Time 42:17:35:56 (dd:hh:mm:ss)
memory IP Address 10.0.0.111
Remote Partners 2
Radio Mode BSU
Network Mode Bridge
Interface Status Physical Address Speed/Mode
Reboot Button- Ethernet 1 up 00:20:a6:c1:66:cc 100 Mbps / Full Duplex
y . . Ethernet 2 PEOWNE 00:20:36:c1:66:cd
Used to reboot radio. Will Wireless UEIM 00:20:a6:c1:6514 DDRS Enabled
Event Log

also activate some changes

~

im:44s-->Channel 100 i as the current channel.
0 SUR (MARC 1

SUR

is trying to =
registered at
is trying to
registered at ¥
| 3

MPE150-CPE

CiearEventiog
Powered Bi

Done ‘ [ % € Internet # 100% ~

Home Button:

Clicking on this button will Navigation Tree:  \
navigate to this page Select various buttons to
navigate through the device




Configuration screens - live

Operation

= AT this point the instructor will connect live to an 8xxx system and illustrate
the various configuration screens when access the device(s) using the web
interface




proydim

Return to agenda




