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McTopuueckue ceeaneHus

TTepBbIv BUpPYC NOSBUNCA FAe-TO B CGMOM Hadane 70-
X unu paxe B KoHue 60-x roaos, XoTa «BUPYCOM»
ero HUKTO elle He Ha3bIsasn.

Hayane  1989r. BUPYCOM,  HAMUCAHHbIM
GMEPUKAHCKUM  cTyaeHToM  Moppucom,  6b1num
3apaXeHbl U BbIBeAeHbI U3 CTPOS  ThICAYMU
KOMMbOTEPOB, B TOM 4ucCre npuHaanexawmx
MUHUCTepcTBY 0b0poHbr CLIA. ABTOp BUpyca 6bIN
NPUrOBOpPeH K TpeM MecCALaM THOpbMbLI U WTpady B
270 Tbic. $. HakasaHue morno 6biTb U 6onee
CTPOTUM, HO CyA Yydyen, 4YTO BUPYC He nopTun
AAHHbIE, a TOSbKO pA3MHOXanNCcs
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| Knaccupukaums BUpYCOB.

no no
Cpehe 0cobeHHOoCTAM
0buTaHUS anropuTma
no no
cnocoby mactaby

3apaxeHu4d BO30eUCTBUSA



TTo cpene obuTaHUA

damnosbie CeTeBble

3arpy3ouHbIe Makpo-BupyChbI
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~ Knaccuoukaumsa no cpepe obutaHus

dPannoBble BUPYCbI 3apa)katoT BbIMOSTHSAEMbIE pannbl
(3TO Hambornee pacnpocTpaHEHHbLIN TUM BUPYCOB), MO0
co3gatoT pannbl-ABONMHMUKN (KOMMAaHbOH-BUPYCHI), NMOOo
NCNOJIb3YT 0CODEHHOCTU OpraHnu3auun annosomn
cuctembl (link-Bupychil).

3arpy304Hble BUPYCbI 3apaxatoT 3arpy304Hble CEKTOpaA
anckoB (boot-cekTop), NMMbO rmaBHYIO 3arpy304Hyto
3anucb (Master Boot Record), nnbo mMeHsI0T ykasaTenb
Ha akTUBHbIN boot-cekTop.

Makpo-BUpPYChbI - pa3HOBUOHOCTb (PannoBbIX BUPYCOB
BCTpanBaloLMNECHA B JOKYMEHTbI N 3NIEKTPOHHbIE TabnuLbl
NonynsapHbIX Pe4aKkTOPOoB.

CeTeBble BUPYCbI NCMONMb3YIOT AN CBOEro o %"
pacnpocTpaHeHUsi MPOTOKONMbl UM KOMaHAbI 2
KOMIMbIOTEPHbIX CETEN N SNEKTPOHHOWM MOYThI. *
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TTo cnoco6y 3apaxeHus
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Pe3npaeHTHbIE He pe3uaeHTHbIC
OCTaBNHAT CBOK PE3NAEHTHYIO He 3apaxaroT namsTb
4acTb, KOTOpasi MOTOM KOMMbIOTEPA aKTUBHOE
nepexsartbiBaeT obpalleHue HeorpaHMYeHHoe BpeMs

onepaunoHHON CUCTEMBbI K
obbeKkTam 3apaxeHus n
BHEAPATCS B HUX. AKTUBHbIE A0
BbIKITIO4YEHUA UMK nepe3arpy3ku
KOMMbtoTEpPA.



TTo macwTaby BO3AEUCTBUA
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be3speaHble OueHb

onacHbIie

HeonacHbie OnacHeIe
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TTo macwTtaby BpeAHLIX BO3AEUCTBUM
KOMMbFOTEpHbIE BUPYCHI AeNaTCa Ha:

Be3BpeaHble — He BNUAKOT Ha paboty K, nuub
yMeHbLUaT 06beM cBOOOAHOW NaMATM Ha AUCKeE, B
pe3ynbTaTe CBOEero pasmMHoOXeHus

HeonacHble — BnnsHne, KOTOpbIX OrpaHN4YnBaETCS
YMEHbLUEHMEM MNAaMATU Ha ANCKe, rpadomnyeckumum,
3BYKOBbIMWU N APYTMMN BHELLUHUMU 3 dpekTamu;

OnacHble — NpUBOAAT K cOosiM U 3aBUcCaHusIM nNpu paboTe
Ha [1K;

OyeHb onacHble — NPUBOOAT K MOTEPU NPOrpamMm u
OaHHbIX (U3MeHeHue, yaarneHune), dopmMaTnpoBaHMIO
BUHYecTepa n T4,
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TTo ocobeHHOCTaIM anropuTtma
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TTpocTteuwme Bupycbi-yepsu

Bupycbi- Keasu-
HeBUAUMKU BUPYChI



Ctaauu Bupyca

)

\ - ~
AKTUBHAS I’Ia/gCMBHaﬂ




AKTUBHAA CcTaAUA
(aTaka Bupyca)

BupycHas ataka moxeT HauyuHaTbcs OAHOBpeMeHHO
Ha BCeX MOPAaXeHHLIX KOMMbOTEepax Unu B pasHoe
Bpema. OBbIYHO aTaka HAYUHAEeTCS C BbIMNOSIHEHUS
HekoToporo oblwero pAnga BCeX KOMMbHOTEpoB
ycnoswus.

Ha4yano aKkTUBHLIM AeUCTBUAM BUPyCa  MOXeT
NONOXUTb AOCTUXeHUe onpepeneHHoro
KONMYeCcTBA BbLI3OBOB 3APAKEHHOW MPOrpaMMbI Ha
UCNOJIHeHue.,



TTaccueHaga ctagus

Bupyc npaktuyecku He npossnseT cebsa, crapasacb
OCTABATbCA He3aMeTHBIM Ang  noJfib3oBatens.
TTonyyaa ynpaeneHue Ha 3TOU CTAAUU, BUPYC
OTbICKMBAET HA ApYyrux AUCKAX KOMMbLOTEpa
CUCTEMHbIE WNU  NpUKNaZHbIe MNPOrpaMMBLI U
BHeapseTca B Hux. TIpoAonXuUTenbHOCTb 3TOU
@pasbl MOXeT 6bITb Pa3HOU: OT HEeCKOSIbKUX MUHYT
A0 HECKONbKUX nerT.



~— 3awuTa OT KOMNbFOTEPHBIX

BUPYCOB.
/ } \
PesepsuposaHue PunbTpaums

= q\ Pesu3us

BakuuHauums JleyeHue
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TTpogpunakTuka



BHEIMU MepamMi
CUYUNTALOTCS:

Pe3epBupoBaHue (konmpoBaHune FAT, exxedHeEBHOE BeaeHNe apxmBoB phansos);

NpodmnakTuka (pasgernbHOe XpaHeEHNE BHOBb MOSTyY4EHHbIX NporpamMm m
9KCNNyaTUPYIOLLNXCH, XPaHEHNE HENCNONbL3YEMbIX NMPOrpamMm B apxmBax,
Mcnonb3oBaHMe creumanbHOro gucka ang 3annucu HOBbIX NMPorpamm);

PeBu3una(aHanns BHOBb MOMYyYEHHbIX NporpamMm crneumnanbHbIMU CpeacTsaMmn n Ux
3anycK B KOHTponmpyemomn cpeae, cuctemarnyeckasi nposepka BOOT-cekTopa
NCNOMNb3YEMbIX AUCKET U COOEPXKUMOIro CUCTEMHBLIX bansnoB (Npexae Bcero
command.com) v gp.);

PunbsTpaumsa (MCnofb3oBaHMe cneunanbHbIX CEPBUCHLIX NporpamMm Ans pasdoneHns
ONCKAa Ha 30Hbl C YCTAaHOBNEHHLIM aTpudyTtom read only,);

BakuunHauusa (crneumanbHas obpaboTka pannos, ANCKOB, KaTanoros, 3anyck
cneunarnbHbIX PE3UAEHTHbLIX NPOrpaMmm-BakUnH, UMUTUPYIOLLNX COYETAHUE
YCINOBWUN, KOTOPbIE NCMNOMb3YITCA AaHHLIM TUMOM BMpYyCca ON19 onpeaeneHuns,
3apaxeHa yxe nporpamma, gmck, 9BM unu HeT, T.e. obMaHbIBaOLWMX BUPYC);

JleyeHue (Oe3akTmBaLMIO KOHKPETHOIO BMpYyCa C NOMOLLbLIO cneuuanbHON nporpaMmmel
NN BOCCTAHOBSIEHME MEPBOHAYasIbHOro0 COCTOSAHUA NPOorpamMm nyTem yaaneHus
BCEX 3K3EMNMAPOB BMPYCa B KaXXAOM U3 3apaKeHHbIX hannos nnn gUCKoB).

UpyCoB




AHTUBUPYCHbIE MPOrpPaMMbI

npeAHa3Ha4YeHbI Ans
NpeAOoTBpALLEeHUS 3apaXKeHUs
KOMNbOTEpPA BUPYCOM U
NUKBUAGLUU NOCneacTsun
3apaxxeHus.




~ OCHOBHbIE GHTUBUPYCHbIE CPpeACTRa

[etexTopbr BakuuHebI

HokTtopa Pesusoper

v

Pe3naeHTHbIe MOHUTOPBI
NN PUNbTPLI
= A




AHTUBUPYCHbIE NPOrpaAMMBIL

CTopoxa unu AeTekTopbl — NpeaHasHayeHbl Ansa obHapyxeHns doannos
3apa)eHHbIX N3BECTHbLIMU BUpPYCaMU, U1 MPU3HAKOB YKasbiBalOLWMX Ha
BO3MOXXHOCTb 3apaKeHus.

OokTopa — npeaHasHadeHbl Anst ObHapy>XeHUs U yCTpaHEHNSA U3BECTHbLIX UM
BUPYCOB, yaanssa ux n3 tena nporpammbl 1 BO3BpaLlasa ee B UCxogHoe
cocTtosiHne. Hanbonee nasectHbiMu npeactasutenamm ssnatotca Dr.\Web,
AidsTest, Norton Anti Virus.

PeBu30opbl — OHWN KOHTPONUPYHOT YSA3BUMbIE U MO3TOMY Hanbonee atakyemble
KOMMOHEHTbI KOMMbKOTEPA, 3aNOMUHAKOT COCTOSHME CIYXXeDHbIX obnacTen u
dannos, a B criydae obHapyXeHnst USMEHEHUI COOOLL AT NONb30BaTEN!O.

Pe3naeHTHbIe MOHUTOPbI MU PUNLTPLI — NOCTOSHHO HAXOO4ATCSH B NaMATH
KOMMbloTEPa ANa 0O6HaAPYXEHUS MONbLITOK BbINOMHUTL HECAHKLMOHUPOBAHHLIE
oencteus. B cnyyae obHapyXeHusi Nogo3puUTENLHONO AEUCTBUSA BbIBOAAT
3anpoc nosnb3oBaTento Ha NoaTeBepXxaeHne onepauun.

BaKkuMHbI — UMUTUPYIOT 3apaxeHue dannos smpycamu. Bupyc byoet
BOCMPUHNUMATb UX 3apaXeHHbIMU N HE ByAeT BHeAPATLCA.
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Haubonee wu3BecTHbIE
AGHTUBUPYCHbIE NMPOrPAMMbL
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AHTUBUPYCHAS Nporpamma
Dr. Web
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— (CpepfHee BpeMs peakuuu pasfinyHbIX

AGHTUBUPYCHBIX NPOrpaAMM Ha HOBbIE YrpO3bl
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PaBUIa KOMMNbFOTEPHOU
"rmrueHbr"

He ncnonb3oeatb COMHUTENbHbLIE AUCKETbI

OrpaHUUYUTbL AOCTYN K PAUSIAM NPOrPaMM,
YCTAQHABMUBAA ANA HUX, KOTAA BO3MOXHO, CTATYC
«TONbKO ANS YTeHUs»

TTpu paboTe B ceTU, NO BO3IMOXHOCTU, He BbI3bIBAUTE
NPOrpaMMbI U3 NAMATU APYrUX KOMMbHOTEPOB.

XpaHUTe NpPOrpamMMmMbl U AAHHbLIE HA Pa3HBIX AUCKeTax
UNU B pa3HbIX MOAKATANOrax XecTkoro AUCKa.

He konupymuTe nporpammel Ans CO6CTBEHHLIX HYXA,
CO CNYYAUHBIX KOMUW.

Ob6g3aTenibHO UMeTb GHTUBUPYCHYHO NMPOrpammy



O630p ypoOKa

Ha cerogHAawWHUN OeHb 3aperncTtpupoBaHo
bornee 100000 BpeOoOHOCHLIX Nporpamm

NJTIN KOMIMbHOTEPHbIX BUPYCOB. Ecnn paHbLUEe Cxogute B nabopoTopuio n
OOHOBUTE aHTUBUPYCHI!

npeobnaganu annosBeble BUpycbl 1 Boot-
BUpPYCbl, TO Tenepb OCHOBHas Macca
BPEOOHOCHbLIX MporpaMM nNpUXoauTcs Ha
«MNOYTOBbIE 4yepBU» 7 LLINUOHCKME
nporpaMmmbl  («TPOSIHCKME  KOHW»)  C
dyHKUMAMM  yOANEHHOro  yrnpasreHUs
nopa€HHbIM KOMMbIOTEPOM.

AHTMBMpPYCHaa nporpamma OO6bIMHO COCTOUT
n3 aHTUBUPYCHOIO MOHMTOpPA n
aHTUBUPYCHOIO cKaHepa, KOTOpblE
MCNOMb3YIT 0OLWY aHTUBUPYCHYHO Oasy
naHHbIX. Eé Heobxogumo  perynsipHo
0BHOBNATL Yeped NHTEpHET Ans HaOEXHOW
3alMTbl CBOEro KOMNbKOTEPA.
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TTposepka 3HaHUU

Boribepute oteeT A, ecnim BbI
COrNACHLI C HUXe NpUuBeAeHHBIMU
yTBepxaeHusmm u HET B
NPOTUBHOM CJlyuyae






Bonpoc 1

TTporpamma, HANUCAHHAA B MAWUHHBIX KOAAX,

cnocobHaa BHeApsaTbCa B ApyrMe npoOrpammel,
XpaHawpecs  Ha  AUCKAX  3aNOMUHGAHOLMUX

YCTPOWUCTB KOMnNbOTepa, U ymeroLlas
CAMOBOCMPOU3BOAUTLCA HA3LIBAETCAS APXUBATOP




P

Bonpoc 2

CylwiecTByeT ABe CTaAUU BUDPYCA -
AKTUBHAS U NACCUBHAS
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Bonpoc 3

HaunyJwewu 3awmtou oT Bupyca
9BN9€TCA QHTUBUPYCHAS
nporpamma
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Bonpoc 4

Bupycbr knaccuopuumpyrotcs no
| macwTaby BO3AEUCTBUS

| cnocoby 3apaxeHus

| ocobeHHOCTaM anropuTma

| cpeae 0bUTAHUS
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Bonpoc 5

Ha3HayeHue peTteKkTopa -
O6HApPYXUTb U NeYnTb BUPYC




P
Bonpoc 6

Dr. Web- 310 nporpamma ans
CXKaTUA PAUNIOB
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TTo3apasnsaro!

BAa
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Bb1 oTBeTMNM NpaBunbHO!



YCcTpOMCTBO KOMMbIOTEpA
[aHHbIE U NpOrpammel
$amnbl U PannoBas cuctema

Ipacpuyeckum UHTepgenc onepaumoHHbBIX CUCTEM U
NpUNOXeHUn

KomnbroTepHbIe BUPYChI U QHTUBUPYCHBIE MPOrPAMMBI



