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CosnaHne REST AP
ONA BHELUHUX NPUNOXEHU




OCHOBHbIE€ 3HaHUA

. Ewe pas, yto Takoe REST-noaxon

. [Moaoxonbl kK co3gaHuto REST API

. Ctanpapt npegctasnenmns JSON API
. Ceprnanusartopsl

. BepcuoHmnpoBaHue

. AyTeHTnmnkayus

. ObecneyeHne 6e3onacHOCTH

. CORS

=1




REST-nogxon <

. Mepenaya cocTossHUS NpeacTaBneHus %
(NnpeacrasreHne gaHHbIX B y4OOHOM aJis

KNnneHTa doopmare)

. KnneHTt-cepBepHoe B3anMmoaencTeme

. COCTOAHME KIMEHTa Ha CepBEpE He
coxpaHseTca («3aecb U cenyac», «He NOMHIO
npoLunoe, He aymaro o dyayuiem»)

. NgeHTndomnkauymsa pecypcos (H-p URI)

. Pecypchbl otaeneHbl oT npegctasneHna (HTML,
JSON, XML)

. OrpaHn4yeHHoe yncno metogos (CRUD)

. ['pnmep peanuzaumm — HTTP




REST-nogxon

."-

T




REST-noaxon <

=

A N6 E L A

. HE NMOMHIO NpoLUnoe, He aymMmato o dyayuiem




[lpuknagHoun nporpamMmmMHbIN
nHtepdenc (API)




[loaxogbl K co3aaHuio REST AP

. APl BHYyTpMU
. APl — oTtoenbHOe npunoXxeHue




CTtaHpapT npeacraBneHUs

JSONAPI <=

. MIME-Tnn — application/vnd.api+json
. KopeHb — kntoy data
. [lanee naet maccuB pecypCHbIX OObEKTOB
. MoxeT nomnmo data BcTpeyaTtbea elle apyrue
Kntouun, Hanpumep, included
. Included — pecypcHble 06BLEKTBI, CBSI3aHHbIE
C 9TUM PECYPCHbIM OOBEKTOM




PecypCHbIN OOBbEKT

. type — Tun oonekra (article, user u T. 1.)

. 1d — naenTuduUKaTOp 0OBEKTA.

. attributes — COBOKYITHOCTB Map KJIIOY-3HAYCHHUE.

. relationships — COBOKYIMHOCTH OOBEKTOB CBSI3EM
(relationship object), koTopasi OIIMCHIBAET CBA3b
MEXy TEKYIIIIM PECYPCOM U APYTUMHU PECYPCAMHU.




[Tpumep JSON API

{'ldatall [{"Id" ll1|l lltypell llusersll ll@e
s":{"email":"test@mail.ru"},

"relationships”:{"rental-units":{"data":[{"id
mn ., ll1ll lltypell llrental_unitsll},{llidll:ll2ll,lltypell
"rental-units"}]}}},

{"id":"2","type":"users”, "attributes":{"emai
I":"user@mail.ru"},

"relationships”:{"rental-units":{"data":[{"id
mn ., ll3ll lltypell llrental_unitsll},{llidll:ll4ll,lltypell

"rental-units"}]}}}]}




Cepwuanusartopbil

E “
. CepuranumsaTopbl — 06bEKTHI, peanmw
cepuanusauuto, T.e. npeacraBneHune

MHOPMaLIMOHHOIO pecypca B PasnnyHbIX
doopmaTtax

. Gem

. fast_jsonapi

. Jbuilder

. active_model_serializer
. Jsonapi-rails
. RABL




Cepuanunsauus

—

mavias




Cepuanunsaumsa oobekTa
“1“" ESS

class OrderSerializer
include FastJsonapi::ObjectSerializer
attributes :title, :cost

attribute :phone do |object|
object.user.phone
end

belongs_to :user
has_many :order_items

end




pornncaTb MapLUpyTM3aLmio
REST API

wti CSg

scope module: "api" do
namespace "v1" do
resources :competences, only: %]I[index]
end
namespace "v2" do
resources :competences, only: %]I[index]
end
end




BepcnoHmpoBaHmMe KOHTPONMepoB

—-vl

-- api_controller.rb

"-- expeditions controller.rb # macnenyemcs ot api_controller.rb

—-V2

-- api_controller.rb

"-- expeditions_controller.rb GET /v1/users

"-- ap1_controller.rb

"-- expeditions_controller.rb # moxyib

-- application controller.rb




PeannsoBaTb KOHTpOMep

wt- Css

module Api::V1
class ExpeditionsController < ApiController
def index
respond_to do |format]
format.json do
render json: ::V1::ExpeditionSerializer.new(Expedition.all).serialized_json
end
end
end

# ...




AyTeHTUUKaUmnA <

=

. ['lo nornHy/naponto
. ['lo TOKeHy

. Oauth

. JWT




bazoBada ayTeHTUudUKaums <

. Kogupyem noruH:naposne B «Base64» %

. Base64 — npeacraBneHne ABONYHbIX JaHHbIX
B Buae ASCII-cumBonos

. Base64.encode64 «login:password»

. ['lepepaem nony4veHHyto ctpoky B HT TP-

3arosioBke

. Authorization: Basic base64 string

. [nsa obpaboTkn ncnosrb3lyem mMeTos

authenticate with_http basic (13

ActionController::HttpAuthentication::Basic::Con

trollerMethods)




PeanunsoBartb 6a30Byt0 ayTeHTUUKaLMNIO

class Api::ApiController < ApplicationController
protect_from_forgery with: :null_session, if: Proc.new { |c| c.request.format.json? }
skip_before_action :authenticate_user!
before_action :auth_by_ password

include ActionController::HttpAuthentication::Basic::ControllerMethods
private

def auth_by_ password
result = authenticate_with_http_basic do |email, password |
user = User.find_by(email: email)
user&.valid_password?(password)
end

render json: { error: 'HenpaBnsbHbiX 10rMH 1mb6o naponb!' }, status: 403 unless result
end

end




PeannsoBaTb ayTEHTUMPMUKALNIO NO TOKEHY
““M" ESS

Authorization: Token YYYY

include ActionController::HttpAuthentication::Token::ControllerMethods

private

def auth_by_token
result = authenticate_with_http_token do |token|
User.find_by(auth_token: token).present?
end
render json: { error: '"HenpaBunibHbiN TOkeH!' }, status: 403 unless result
end




[eHepupoBaTb TOKEH ANSA Nonb3oBaTeNA
““M" ESS

5 3

class User < ApplicationRecord

before_create :generate_token
private
def generate_token
self.token = Devise.friendly_token 8
end
end




[lony4yaTtb gaHHblIe U3 Tena 3anpoca B

KOHTpornnepe

attr_reader :json
before_action :parse_request
private

def parse_request
@json = JSON.parse(request.body.read)
end
end

wtMt, LS5

5 3




. ObecnevyeHmne 6e3onacHoCTu

. 3ammTa OT OOJBIIOro YMciia 3allpoOCOB %
. DDoS
. Throttling
. Co3manune OebIX U Y€PHBIX CIIMCKOB II0JIb30BaTeICH
10 YCJIOBUSIM
. OTCcnexnuBaHue 3aIpOCOB I10 YCIOBUIO
. Gem rack-attack
. Rack middleware




Peanu3oBaTb NpocTenLlyo 3aLinTy ]

ntM-

ﬁ

# application.rb
config.middleware.use Rack::Attack

# initializers/rack_ attack.rb

Rack::Attack.blocklist('block localhost’) do |request|
['localhost’, '127.0.0.1', '0.0.0.0'].include? request.ip
end




Co3naTb TECT NONyYeHUs SKCNeanuuii Yepes
REST API

wi- LSy

test 'should get index' do

user = create(:cosmonaut)

count = 10

create_list(:expedition, count)

get vi_expeditions_path(format: :json),

headers: { 'Authorization’ => "Token #{user.auth_token}" }

assert_response :success

assert_equal count, JSON.parse(response.body)["data"].length
end




|

Co3agaTb TECT NPOBEPKM ayTEHTUDMKALNM

T L

ﬁ

test 'should get forbidden’ do
get vl_expeditions_path(format: :json)
assert_response :forbidden

end




3arnaHem noa Kanort




basoBaga HI TP-ayTeHTUUKauns

def authenticate_with_http_basic(&/ogin_procedure)
HttpAuthentication::Basic.authenticate(request,

&login_procedure)

end

def authenticate(request, &login_procedure)
iIf has_basic_credentials?(reguest)

login_procedure.call(*user_name_and_password(reqguest)

)

end
end

def has_basic _credentials?(request)
request.authorization.present? &&

(auth_scheme(request).downcase == "basic")

end




basoBaga HI TP-ayTeHTUUKauns

def authorization

get_
get_
get_
get_
End

Nead
nead
nead

Nead

er("HTTP_AUTHORIZATION") ||
er("X-HTTP_AUTHORIZATION") ||
er("X_HTTP_AUTHORIZATION") ||
er("REDIRECT_X_HTTP_AUTHORIZATION")

def auth_scheme(request)

request.authorization.to_s.split("™ ™, 2).first
end




Anroputm gencteun Rack::Attack

def call(env)
env['PATH_INFO'] =

PathNormalizer.normalize_path(env['PATH_ INFO'])

req = Rack::.Attack::Request.new(env)

iIf safelisted?(req)
@app.call(env)

elsif blocklisted?(reqg)
self.class.blocklisted_response.call(env)

elsif throttled?(req)
self.class.throttled_response.call(env)

else
tracked?(req)

@app.call(env)
end

end







wtMb  CSs

YMeHns

. BepcuoHnpoBaTb KOHTpoONNepsl

. BepcuoHmnpoBaTb cepmanmnsaTtopsl

. BbiBECTU MHOPMaALIMIO O 3KCNEaULINAX U
aKkcneanuum

. AyTEHTUULIMPOBATL MO TOKEHY

. Co3naTtb akcneanuuio

. PeannsoBatb npocTtenilyo 3aWmTy ¢ NOMOLLLH
YEpPHOro cnmcka

. Co3paTb TecCTbl ANs MPOBEPKU

pabotocnocobHocTn REST API




BEUYHAX HEOIIPEJIEJIEHHOCTD!

KAKXXUTB?




HeonpeneneHHOCTH :

| \

. MoXHO nn BepcuoHupoBaTtb Moaenb? Her.

. PasHuua mexay included u relationship?
. Relationships — npocTo nawHnKn cBA3aHHbIX

OOBbEKTOB,

. iIncluded — 6onee noapobHas nHPopmMaL U

. ECTb nn rotoBbI gem gnsg ayTeHTMdukaymmn?
[la, Hanpumep,
https://qithub.com/baschtl/devise-token_authenti
catable




HeonpeneneHHOCTH e

-

. Kak nsbexartb gyonunpoBaHusa Koga B - -
KOHTposepax npu BEPCUOHNPOBAHUN?
. HacnegoBaHue
. BbiHeCTM 00OLWKK Kog B Moayrib
. Vicnonb3oBaTb rembl, Hanpumep, api-versions
. Tak Hago :) (penko Korga npu N3MeHeHun

BEPCUNUN NMOJTyHaEeTCAH MNMOJIHOE ,qy6n|/|p0|3aH|/|e,
TakKXe rnpeabiayLlyro BepPCNO Mbl MOXXEM MO3XKeE

yoanuThb)




CamMocTodaTenbHO

. basoBas ayteHTUPUKaLnA
. BnoxeHHble aTpnbyThI
(accepts nested_attributes for)
. BnoxeHHble pecypchl
. JSONP

. CORS




[lononHnTenbHOe YTeHu

. AnerepHatuebl REST nogxoay — RPC, SOAP
. AyTeHTudpunkauma Ha ocHose JWT
. Bonpockl 6esonacHoctun ang REST AP




. MeXx-gomMeHHble 3anpochil
(CORS, Cross-Origin Resource Sharing)

. Yayuiienue JSONP

. [To3BosieT 6e30macHbIM 00pa3oM aeaath AJAX-
3aIIPOCHI C OJHUX JOMCHOB Ha JPYTHUe

. Peanmm3yroTcs mpocCThi€ U CI0KHBIE 3AIIPOCHI




. [1IpocTon 3anpoc

. Meton
. HEAD
. GET
. POST
. 3aroJIOBKH1
. Accept
. Content-Type, HO TOIBKO CO 3HAYECHUSIMU
. application/x-www-form-urlencoded
. multipart/form-data
. text/plain
. JIBr>k0K 100aBuThH Origin




. [lpocTON 3anpoc-oTBET

. POST /too/bar HTTP/1.1

. Origin: http://friend.ru go

. Host: profport.ru

U1

. 200 OK HTTP/1.1

. Access-Control-Allow-Origin:
http://friend.ru
. Content-Type: text/html; charset=utf-8

. <hl>Iloexamu!</h1>




. PeannsoBaTtb npocToun 3anpoc
ntHt

let xhr = new XMLHttpRequest();
xhr.open("GET",
"http://localhost:3000/v1/competen
ces.json");
xhr.addEventListener('readystatecha
nge’, function() {

if (xhr.readyState
xhr.status 200)

alert(xhr.responseText);

2

xhr.send(null);

4 &&

tsS

config.middleware.insert_before
0, Rack::Cors do
allow do
origins "*'
resource '*', :theaders => :any,
:methods => [:get, :post,
:options]
end

end




Pe3ynbrar

= 370 ¥e Tak npocTo!
R
A ato cpenaw!

A mory aro caenars!




Pesynbrar

. [To3Hakomunucb ¢ REST API

. Hayuunnunce sBepcmonnposats REST API

. AyTeHTUMPMUMpoBanu nonb3oBaTens No TOKEHY

. Obecneunnn NpocTenLUyo 3aLmTy

. Co3ganu TecTbl, YTOObI YJOCTOBEPUTBLCS, YTO
BCE paboTaeTt

. B utore cosgann REST API| ana BHeLwHuX
NPUNOXXEHNN




. CNMCOK NCTOYHUKOB

. OcHOBHOE
. Building JSON API with Rails 5

. Building the Perfect Rails 5 APl Only App
. [JononHutenbHoe

. What is REST
. JSON API specification
. Uto Takoe CORS




