OBPABOTKA U
PACITO3HABAHNE
N3OBPAXKEHNI

JleoHna MouceeBud MecTeukum
npodoeccop
Kadpeapa matemMaTu4ecknx MeToooB
nporHosupoBaHua BMK MI'Y

Kadpeapa nHtennektyanbHbiX cuctem MOTV



ONeEPALUNUN HAL
N3OBPAXEHWNAMM

e Toye4Hble

e [lpocTpaHCTBEHHbIE
e Anrebpanyeckue

e [eoMeTpuyeckume

e MexxkaapoBtkle




Anrebpanyeckue onepauymm

CocTaBnaloT HOBOE n300paxeHne n3

NOTOYEYHbLIX CYMM, pa3HOCTEWN,
Npon3BeOEHNN U

YaCTHbIX ABYX UCXOOHbIX NU300pakeHNN.
Cymma: C(x, y) = A(x, y) + B(x, y)
PasHocTb: C(x, y) = A(x, y) — B(x, y)
[TlpounsseneHune: C(x, y) = A(x, y) x B(x, y)
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CnoxeHune nsobpaxeHumn

MicnonbayeTtca ans:

- OcCpeagHeHNsa MHOXXeCTBEHHbIX
N300paxeHum

OOHOU N TOW XKe CUEeHbl C Uerbko
YMEHbLUEHNSA

BITMUAHNA CﬂyanIHOFO LLHYMa;

- NS BblAeNeHUsa coaepXnumoro ogHoro
obpasa

Hag Apyrmm, co3gaHms adpdekra 4BONHOM

QAKCrnoRRALLIAIN



YMeHbLLUeHne Wwyma

OcpeaHeHUs1 MHOXKECTBEHHbIX N306paXxeHn ogHOW U TON XKe
CLIEHbI

D.(x,y)=8(x,y)+N.(x,y), i=1,...,m-MHOXecTBO 00pa30B

S(x,y) - obpaz,  N,(x,y) - mym.
LLIym HEKOpPEIUPOBAHHBIN U UMEET HYJICBOE CPEAHEE 3HAUCHUE:

E[N,(x,»)]=0



OTHoLeHne curHan/wym

Be3pasmepHaa BennYMHa, paBHas OTHOLLEHMUIO
MOLLIHOCTM NOJIE3HOIO CUrHaNa K MOLLHOCTH

LLIYMa
SNR - signal-to-noise ratio

2
ACI/II‘Haﬂ

SNR = PCHrHaﬂ _ -
PLUYM AmyM

P — cpeaHAA MOWHOCTL
A — cpegHeKBaapaTUYHOE 3HAYEeHUE aMNANTYAbI



3amMeHeHne OoTHOLLEeHNA

OTHOLIEHHUE MOIIHOCTEH CUTrHAI/LIyM BbIPACTACT B ~/ /M pa3.

P (X, )/’) — 5 (X, y)

oo :
E {N “(X, y)J
[Ipu ocpeanenuun m odpa3zoB
. 1 m _ s
D(x,y) =—> (S(x,»)+ N,(x,5))
=1
UMEEM
L | o gl
Pl ) = Vi) -
E {l Z (S(.\', y)+N.(x, __1')) —-S(x, _\')}
w5
m*S? m>S?

= = =m-P(x,y)

E[Z N? } + E{ Z N, - ,\',} Z E[N?]
=1 g

T =



Pe3ynbTaTt ocpeaHeHus

S(x,v) - obpas,

N.(x,y) - mywm,

D(x,y)=—)_ (S(x,y)+ N.(x,v)) - ocpeanéuublii 06pas,
n i<
\E(\,l) =~/m-/P(x,y) - OTHOLICHHE «CUTHAN/LIYM» BO3PACTACT B

\Jm pas.



BbluntaHmne nsobdpaxxeHumm

Micnonb3yeTtcsa ong

- yoaneHust HexxenarernbHoro obpasa us
n3obpaxeHnsa (MeaneHHO MEHSIIOLLNINCS
dooH, nepuogmnyecknmn Wym, gpyrue
a0aNTUBHbIE MOMEXMN);

- onpeaeneHne N3aMeHeHnn mexxay ABymMs
N300paXKeHNsIMMU OHOM U TON XKe CLIEHBI.



BblioeneHne obbekta Ha oHe
»Y ~“\ F', '
2 ) '& 1 )';,f? b

N3o0bpaxxeHne ¢ BBOOOM
KOHTPaCTHOIro BeLlecTBa U
BblYMTAHMEM NCXOOHOIO

10

cxooHoe
n3obpaxeHue



CermeHTaumsa naobpakeHus

BblunutaHue A(x,y)-B(x,y) YMHOXeHune
k(A(X/y)-B(X/y))

11



YMHOXeHMe n3odpakeHnn

* Wcnonb3yeTcsa Ans BblAeneHns ¢ NOMOLL b0 Macku obnacTen,
KOTOPbI€ He AOMKHbI YYUTbIBATLCSA MPU BbIYUCTIEHUSX.

 MarHuTHO-pe3oHaHCHaga ToMorpamma Leun Yyernoseka (cresa)
YMHOXaeTCcsa Ha MackKy (crpasa), B pesyrnbraTte 4yero
BblAENATCA NUKCENN, COOTBETCTBYHOLLME OOHON U3 apTEepPUN.

 OcpeaHeHne ApKOCTU NUKCENEeN BHYTPYW BblAENeHHOW
obnacTu 1 yMHoXeHve Ha nnowagb obnactn naet
BO3MOXXHOCTb OLIEHUTb CPEAHMIN KPOBOTOK YEPES3 apTeEPMIO.

12



[locTpoeHne macku 1 BblaeneHune
OObEKT




[lpMeHeHne yMHOXeHUA Ond
CUHTEe3a CLEHbI




[leneHne nsobpaxxeHnn

cDO[:)MI/I[:)OBaHl/Ie I/I306pa)KeHI/IFI 4aCTO MOXXHO pacCMaTpumBaTb, KakK
MYNbTUTIJTMKaTUBHBLIN NMPOLECC:

Alx, y)=1(xy) - R(x,y)
A(x, y) - Habnogaemoe nsobpaxeHue
I (x, y) - HU3KOMACTOTHas NoMexa (HepaBHOMEPHOE OCBELLIEHME)
R(x, y) - Hy>Has1 KOMMNOHEHTa N306paxeHus

1. OUeHNTb KOMMOHEHTY | (X, y)
2. Pasgenutb A(x, y) Ha | (x, y)

Ha neBom pucyHKe nsobpaxxeHne KpoBOTOKa Yepes LLIED, NoyYeHHOoe C
MOMOLLIbIO MAarHUTHO-PE30HaHCHOro ToMorpada. Ha npasom —
yNy4lleHHOE U3obpaXkeHne ¢ NOMOLLbIO onepaLun eneHus.
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N306paxxeHne n ero
rmcrorpamma sipKkoCTH.

®OHOBbIE NMUKCENM U
pacnpeneneHne nx
APKOCTY

L] = Lol o o na

Mopgenbs dpoHoBOM
SIPKOCTU U pe3ynbraT
aeneHunst n3obpaxeHun

16



Mopenb oOHOBOU APKOCTH

: 2 2)
B(x,y)=a, +ax+a,y+a;x" +a,y" +axy

(x;,v,),i=1,...,k - BbiOpanHbie (hOHOBbBIC MUKCEIH,
¢, =1(x,,V,) - ApKOCTb BbIOPAHHBIX (DOHOBBIX MHKCEICH.

ATITIpOKCUMALIMS 110 METOY HAUMEHBbIIINX

KBaJIpaToOB
k
s : ) . ’ 2
C'(a()v . -,05) = Z((i i B('\i’..\"i))
i=]
oC , . o
—=0,7=0,...,5 - cucrema TMHEAHBIX YPABHCHHUI
oa.
4
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[ eomeTpuyeckme onepayum

reOMeTpW-IeCKMe ornepaunn MeHAKOT NPOCTPaHCTBEHHbIE
OTHOWEHUNA Mmexay obbekTamu B M306pa)KeHI/II/I.

18



[ eomeTpuyeckme onepayum

1. Pe3yanaT 3aBUCUT TOJ1bKO OT

KoopAauHat
o nuKcens
2. Pe3ynbraTt He 3aBUCUT OT OKPY>KatoLLMX
® nukcenewu
3. NMpumep: I(x,y) = I(x+a, y+b)

19



[ eomeTpuyeckme onepayum

x— f.(x,y)=x
y—= f,(x,y)=)

I )= G f, )

[(x,y) I'(x',y)
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[Tpsamoe oTobpakeHune

x> f.(x,y)=x
y=> f(xy)=y

H=——=r

[IpooOpas O0pas

OCHOBHbIEe MPobsieEMBbI:
NPOMNYCK NI NEPEKPLITUE NUKcenen obpasa

21



ObpaTHoe oTobpaxkeHue

"‘, — fjr‘l ('\A,a..v’) =X
Yo £ (& y)=y

[IpooOpas3 O0pas3
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[Tpnmep: pacTakeHne no ocu X

[Ipsimoe oroOpaxeHue: x' = 2x y=y
0o _1—"1T  —, 00
OnAa’ * "\ : ———-“-’. S
[IpooOpas3 = B : Oobpa3
-~ B
x' ,
OOparHoe OTOOpaKeHHe: x=—=  y=)
w.o.)m‘\.
[IpooOpa3 O0pas3




MHTepnonauna

YTo penartb, koraa 3Ha4vyeHus (x,y) He uenble
ymucna?

x=f(x, )"
y=f(x,"

VIHTepnonaymna — reHepauyma HOBOIO NMUKCens
Ha OCHOBE aHarnm3a OKpyXXarLnx NUKceneu



MHTepnonauuna no bnmwkanwemy
coceny

ApKOCTb onpenensaeTcs no uBety onmxauiiero
NMKcena K npoobpasy

[10CTOMHCTBO — BLICTPO paboTaeT

HepocTtaTok — HapyLleHne HeNpPepbIBHOCTY
LIBETOBbIX NMEPexXoaoB

; ® o\ o o

I'(x',y") = Hround[ ' (x', )], round[ £, (x', ")])



[Tpmep «NoOBOPOT»

\

WYY i\\\\\“(\'w d¥:
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[Tpnumep «macuTabmnpoBaHme »
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bunnHenHasa nHTepnonauuns

ApkocTb onpegensieTca NyTEM UHTEPNONALMK MO
LIBETY MEXAY YETbIPbMSA bnmKanmmm K npoodpasy

NMNKCENAM

N . ‘
- S=SW-(1-Ax)+ SE - Ax

4 P N =NW-(1-Ax)+ NE - Ax
F=S-(1-Ay)+ N-Ay

S
S Ay

28



CpaBHeHWe OBYyX BapnUaHTOB
NMHTEPNONAUUN «NOBOPOT»

LS ? . ~\. o \e\\‘ . g - N\ e W .\\ v ." X
= o ‘.\."_\\‘;1:3'."{!%,{.‘. ' \\\\',\\\‘\\\‘:').\\\\
. v WAL

NHTepnonaumnsa no

Grikaiiluemy coceay bununeiinas

NHTEpPNONALNS
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CpaBHeHMEe OBYX BapUaHTOB
MHTEepnonNALnm
«MacLuTabnpoBaHue»

VIHTepnonauuna no
brnivxkanwemy coceny

bunmnHenHas
NHTepnonauuns




YcTpaHeHue gedopmMaumm

6. Detajleg Dcf‘ﬂm& :

220 p"'hq,h
. you may detennil?c that one or i, -

During Yol;r & ing someone; or you !I?ﬂ)' Ol?laln IRC traffic or mmr::ny“llr Oy
computers m];DoS pandler or agent t}}&t xdenn.ﬁes victims of DDog i dl%‘fol
e ﬁom:c respansible for providing Information that opens ot gy, gy
= have essentially gives account/password information "”"Wing thej Oabyy,
because )’0‘;_0' hem 1o be wrivially taken over by someone else, ofmurse, w I repy,
control, Of 1 take them over anywzy before you release informagjo,, e

used of providing the means. The IP addreggo, of; _utlat .
ing that you want to consider carefully before releasing, ang th Victimg a
another thing ictim sites end allow them to release their own jng, N yoy

want to ralk to the it ved cially if suspected of performs; "Matiop
Names of individuals invo (espe P periorming DDyg
should be held closcly, bue provided to law enforcement. Releasing ngpq o3l
or making statements abol.}t them and their skill level publicly, can SOMetime . ToC
their astacking you in recaliatio
you might be sued for libel.

yestigation:

n. Pethaps worse, if you cannot provye your 4l tin
egatinm

NcxopHoe
n3obpaxeHune

220 6. Detailed Defense Approache

During your investigation, you may determine that onc or more of your owy
computers are attacking someone, or you may obtain IRC traffic or command/control
traffic from a DDo$ handler or agent that identifies victims of DDoS attacks. You do
not want to be responsible for providing information that opens other hosts up to abuse
because you have essentially given account/password information allowing their remote
control, or for them to be trivially taken over by someone else. Of course, someone else
may find them and take them over anyway before you release information, but at least
you could not be accused of providing the means. The IP addresses of victims are
another thing that you want to consider carefully before releasing, and then you may
want to talk to the victim sites and allow them to release their own information.

Names of individuals involved (especially if suspected of performing a DDoS attack)
should be held closely, but provided to law enforcement. Releasing names of suspects,
or making statements about them and their skill level publicly, can sometimes resultin
their attacking you in revaliation. Perhaps worse, if you cannot prove your allegations
you might be sued for libel.

PacnpsamneHHoe nsobpaxeHue
CO crmaXxuBaHuneMm (cepoe)
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YcTpaHeHne gedopmaumnn

*AKHI‘I [ |

UcxogHoe nckaxénHoe nsobpaxexue

,ueTeKTleOBaHMe rOPU30OHTASIbHbIX NUHUIA Tabnuubl

Pesynnrar BeipaBHUBaHUS TAOTHIIBI
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