Application layer
DHCP, DNS, HTTP, SMTP,FTP




Moaeab OSI 1 ctek TCP/IP

Moaenb OSI MpPOTOKOADI CTeKk NpOTOKOAOB
TCP/IP
YpOBEHb MPUAOXKEHMM HTTP, DNS, DHCP,FTP | YpOBEHb NPUAOXKEHMM

YpOBEHb NPEACTABAEHMS

CeQaHCOBbIM YPOBEHb

TOAHCMOPTHbLIM YPOOBEHbD TCP, UDP TPAHCMOPTHbLIM YOOBEHb
CeTeBoM YPOBEHD IPv4, IPvé, MexxceTteBom YPOBEHb
ICMPV4, ICMPVé
KAHAABbHbIM YOOBEHb PPP, Frame Relay, YpOBEHbL CETEBOIO
Ethernet AOCTYNA

PU3NMYECKMIMN YPOBEHD




[TOOTOKOAbLI MPOUKAAQAHOTO YOOBHS

YpoBeHb
NPUAOXKEHUMH

Cucrtema KoHdourypauus | dAekTpoHHas | lMepeaaya Beb
UMEH y3AQ noyTa danaos
SMTP
DNS BOOTP POP FTP HTTP
DHCP IMAP TFTP




HTTP

HTTP - HyperText Transfer Protocol - NpoTOKOA NeEpeAQYM TMNePTEKCTA
HTML - HyperText Markup Language - 43bIK TMnepTekKCTOBOM PA3IMETKM

URI - Uniform Resource Identifier - yHMdonuMpoOBAHHBIM (€AMHOOBPA3HbIM)
MAEHTMJOMKATOP pecypca.



URL

URL - Uniform Resource Locator - EAMHbIM YKQ3aTeAb pecypca —
eAMHOOBDPA3HbIM AOKATOP (ONPEAEAUTEAD MECTOHAXOXKAEHMUS)
pecypca.

<cxema>://<norunH>:<naponb>@<xoct>:<nopt>/<URL-nyTb>?<napamerpbi>#<akopb>

port query

| |

http://www.domain.com:|234/path/to/resource’a=b&x=y

T 1T T

protocol host resource path




HTTP

HTTP — nopt 80
KAMEHT-CEPBEPHAT APXUTEKTYPA

OOMEH COOBLLIEHUIMM UAET MO CXEME (3AMPOC - OTBET



HTTP

TCP — coeanHeHme:
AOATOBPEMEHHOE

[TOCAEAOBATEABHAS MEPEAAYT 3AMPOCA C NPOCTOIMM

KoHBemepHas nepeaqya

KpaTKOBpEMEHHOE



HTTP Bepcun

HTTP 1.0
HTTP 1.1




D

KNUeHT

CepBep



mE

MopT UCTOYHUKE — . [opT HasHauyeHus
BeO-knueHTa 1305 ~

BeO-cepBepa

- 80
NCTOYHUK MonyyaTtensb
192.165.1.5 192.168.1.7

00-07-E9-42-AC-28 00-07-E9-63-CE-53



PopmaT HTTP-coobLLLEHMM

CTpyKTYpQ

HTTP-3anpoc

HTTP-oTBeT

CrapToBas cTpokda

Metoa/URL HTTP/1.x

HTTP/1.x KOA COCTOAHMA Ppa3a

3AaroAOBKuU

3aronoBok 0 DNS mmenun MK

3ArOAOBOK O BPEMEHM OTMPABAEHMS
OTBETA

3AroAoBOK 06 MCMOAb3YEMOM
bpaysepe

3AroAoBOK 06 MCMOAb3YEMOM BED-
cepsepe

30roAOBOK O
NPEANOYTUTEABHOM A3bIKE

3AroAOBOK O KOAMYECTBE ODAMTOB B TEAE
COOOLLLEHMS

3ArOAOBOK O PEXMME
COCTOAHMS

3AroOAOBOK O PEXMME COEAMHEHMS

MycTaa cTpoka

TeAO coobLeHHNs

KAKOYEBbIE CAOBA, CTPAHMLA
nepeAQ4Ym HO CEPBEP

Mo>XeT BObITb PACMNOAOXEH TEKCT
3aMNPALLMBAEMOM CTPAHULLbI




HTTP, METOABDI

MeToA HTTP — NnoCAeAOBATEABHOCTL M3 AIODObIX CUMBOAOB, KPOME YMPOABAFOLLIMX U
PA3AEAUTEAEN, YKA3LIBAKOLLAA HO OCHOBHYIO OMNEPALMIO HOA PECYPCOM.

GET POST PUT DELETE

HEAD TRACE  OPTIONS



HTTP, METOABDI

GET: MOAYYMTb AOCTYI K CYLLLECTBYIOLLIEMY PECYPCY.

B URL mepe4rcAeHa BCI HEODXOAMMAL MHADOPMALMS, HTODbI CEPBEP CMOT HOMUTU U
BEPHYTb B KOYECTBE OTBETA MCKOMbIN PECYPC.

Web browser www.dartlang.org server

htto GET request >
hitp.fwww.dartlang.org/docaftutorials/fetchdata/

- http response

(R — [:html:»

</html>

HTTP Request: HTTP Method Path HTTP Version
GET /index.html HITP/1.1



HTTP, METOABDI

POST. npumeHIeTCa AAG MepEeAQYM MOAb3OBATEABCKMX AQHHbBIX 3AAQHHOMY
pecypcy.

PUT: MpUMEHAETCA AAQ 3ArPY3KM COAEPXKMMOTO 3ANPOCA HA YKA3AHHbIM B
3anpoce URI.

POST HTTP/1.1
<3aronoBKu>
<Teno coobuweHus>

™

</Teno coobweHus>




HTTP, KOAbl COCTOAHMS

B oTBET HA 3AMPOC OT KAMEHTA, CEPBEP OTMPABASET OTBET, KOTOPbIM COAEPXMT, B
TOM YUCAE, U KOA COCTOSHMS.

AQHHbIM KOA HECET B cebe 0COObIM CMBICA AAL TOTO, Y4TOObI KAMEHT MOT OTYETAUBEM
MOHSTb, KOK MHTEPNPETUPOBATH OTBET:

2xx: CoobuwieHua o6 ycnexe
200 OK («xopotwuoy): HTTP/1.1 200 OK

3xx: MNepeHanpaBAeHHue

4xx: KAMeHTCcKune owmnbku
404 Not Found («He HangeHo»): »): HTTP/1.1 404 NOT FOUND

5xx: Owmnbkn cepsepa



[Tonumep HITTP 3anpoca

» O6biyHbIM GET-3anpoc
GET /main.html HTTP/1.1
Host: sample.org

User-Agent: Mozilla/5.0 (X11; U; Linux
i6é86; ru; rv:1.9b5) Gecko/2008050509
Firefox/3.0bb

Accept: text/html
Connection: close



[Tomep HITP OoTBETA CepBEPa

HTTP/1.0 200 OK

Date: Wed, 11 Feb 2009 11:20:59 GMT

Server: Apache

X-Powered-By: PHP/5.2.4-2ubuntubwml
Last-Modified: Wed, 11 Feb 2009 11:20:59 GMT
Content-Language: ru

Content-Type: text/html; charset=utf-8
Content-Length: 1234

Connection: close

(Danee cienyeT BamnpoueHHasi cTpaHuila B HTML)



HTTPS

HTTPS - HyperText Transfer Protocol Secure — pacLumpeHme npotokoAa HTTP,
NOAAEPXMBAKOLLIEE LLUMAOPOBAHME.,

AQHHbIE, MEepeAQBAEMbIE MO MPOTOKOAY HTTPS, «ynmAKOBbLIBAKOTCA) B
Kpuntorpadom4yeCckmm npoTtokoA SSL mam TLS.

B otAmdme ot HTTP, AAq HTTPS no yMmoA4YaHMio mcnoabsyetcsa TCP-nopt 443.



DNS - Domain Name System — cuctema AOMEHHbIX UMEH —
KOMMNbIOTEPHAS PACMPEAEAEHHAT CUCTEMA AAD MOAYYEHMS
MHADOPMALMM O AOMEHAX.

Nopt 53/UDP, 53/TCP
KAMEHT-CEepBEPHOE B3IAMMOAENCTBME
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CeTb

Cepsep DNS KnueHt
Nmn Appec

_ ——-
WWW cisco.com 198.133.219.25
DNS-cepBep conoc TaBnaeT uMa Ona ycTponc T8
AOMEHA C YUCNOB bIM aapec oM. MCNOMb3YKTCA Yucna.




Panna /etc/hosts - TeKCTOBbIM QOAMA, COAEPXKALLIMM BA3Y AQHHbIX
AOMEHHbBIX MMEH M1 MCMOAb3YEMbIMN MPU UX TPAHCAILIMKM B CETEBLIE OAPECA
Y3AOB.

3anpocC K 3TOMY DAUNAY MMEET MPUMOPUTET Nnepea obpaLleHmem K DNS-
CEPBEPAM.

B otAmume ot cuctembl DNS, COAEPXKMMOE GOAMAQ KOHTPOAMPYETCH
AAMUHUCTPATOPOM KOMMIOTEPA.



DNS

AomeH - domain - OBAQCTb — Y3EA B ACPEBE MMEH.
30HA — 4YACTb AEPEBA AOMEHHbBIX MMEH.

AeAermpoBaHne — onepaums nepeAain OTBETCTBEHHOCTM 3a YACTb AEPEBA
AOMEHHbBIX UMEH APYTOMY AULLY MAM OPTAHM3ALLMM.

DNS-cepBep — crneumaamsnmpoBaHHoOE 1O AAq 0OCAYy>XMBAHMA DNS, a takke
KOMMbIOTEP, HA KOTOPOM 3TO 1O BbINOAHIAETCH. DNS-cepBep MOXET ObITb
OTBETCTBEHHbIM 30 HEKOTOPbIE 30HbI M/MAM MOXET MEPEHAMPABAITL 3AMPOCHI
BbILLIECTOALLLUM CEPBEPAM.

DNS-KAUEHT — CNeUMAAMNINPOBAHHAS BMOAMOTEKA (MAM MPOrPAMMA) AAF PADOTLI C
DNS. B pgae cAyq4aeB DNS-cepsep BbICTYNAET B POAM DNS-KAMEHTQ.

DNS-3anpoc - DNS query — 3anpocC OT KAMEHTA (MAM CEPBEPA) CEPBEPY.



Nepapxma DNS

ru.wikipedia.org.
Mepapxmiyeckas CTRYKTYPA, B KOTOPOM
BCE Y3Abl OObEAMHEHBI B AEPEBO, U
KQXKABIM Y3EA MOXET UAU
CAMOCTOATEABHO OMPEAEAITL PADOTY
HMXKECTOALLIMX Y3AOB, MAU
AEAETUPOBATL (MNEPEAABATL) UX APYTUM
Y3AAM.

((com J( org J( net J( pl ) .. ]

(wikipedia ] ( fsf ] ( .. )

[ csb ][ ru J[ }




Other DNS
SEervers

> " or
Preferred [ 4| g DNS server
DNS server Jﬂ }
ol % &1
o B

@n L microsoft.com
DNS server

com
DNS server

-

DMS client
_| example.microsoft.com
»A—fn DNS server



3anmcm DNS

PecypcHbie 3anucu DNS — 3anmcm o0 COOTBETCTBMM MMEHMU M CAY>KEDOHOM
MHAOOPMALIMU B CUCTEME AOMEHHbIX MMEH.

mums (NAME)

TTL (Time To Live)

mn (TYPE) pecypcHOM 3anmcu
kaacc (CLASS) pecypcHoM 3anmcu
AAMHA MOAS AQHHBIX (RDLEN)

rnoAe AaHHbIX (RDATA)



3anuncum DNS: 3anmce A

3anuch A (address record) MAM 3aMMCb AAPECA CBA3bIBAET MM XOCTA C OAPECOM
MNPOTOKOAQ |Pv4.

3anpoc A-3anmcu Ha ums referrals.icann.org BepHET ero IPv4-aapec — 192.0.34.164



3anmcum DNS: 3anmce AAAA

3anmcek AAAA (IPvé address record) CBA3bIBAET MMA XOCTA C AAPECOM MPOTOKOAQ
IPvé.

3anpoc AAAA-3anmcuK Ha nma K.ROOT-SERVERS.NET BepHET ero IPvé-aapec —
2001:7fd::1.



3anumci DNS: 3anmcbk MX

3anucb MX (mail exchange) nAm No4YTOBbIM OOMEHHMK YKA3bIBOET CepBeP (bl)
OBMEHA NOYTOM AAT AOGHHOTO AOMEHQ.



nslookup

Nslookup - YTMAUTA, NPEAOCTABASIOLLLAA MOAB3OBATEAID MHTEPTDENC KOMAHAHOM
CTPOKM AAR ODOpaLLeHnd K cucteme DNS (npolue roBops, DNS-KAMEHT).

C:\Docunents and Settings“Jodi>nslookup twitter.con
resolverl.opendns.com
2088 .67.222.222

Name = twitter.com
Address: 211.94.66.147




[To4TOBAY CAYXKOO

KAMEHT-CEpPBEPHAS APXMTEKTYPC

_ MNouToBbIN
[TOYTOBBIN KAMEHT (AreHT MOAb3OBATEAS) — _ wawenr
[1O AA9 NPEAOCTABAEHMS MOAB3OBATEAIO Mourossiit St ”Z:;Zi::" )
YCAYT MO MOAIFOTOBKE SAEKTPOHHbIX P A g
COoOBDLLLEHMM “ TMoutoBbiii cepeep
[OYTOBLIM CEPBED — MPUEM, s | Nowroswiit
OycoepmsaLms, pAcrpeAeAeHne _ wwenr ) : Qi

r— MouToBsbii

COOOLLLEHUMM OT KAMEHTOB.

Kavewt

T~ _—

e —————



SMTP, POP, IMAP

SMTP - Simple Mail Transfer Protocol — npoCcTom MPOTOKOA NEPEAQHM MOYTHI
nopt 25/TCP

POP3 - Post Office Protocol Version 3 — MpOTOKOA MNMOYTOBOTO OTAEAEHMS, BEPCUSI 3

nopt 110/TCP

IMAP - Internet Message Access Protocol) — NpOTOKOA MPUKAQAHOTO YPOBHS AAS AOCTYMA K
DAEKTPOHHOM MNoyTE

noprt 143/TCP



Mail
exchanger (MX)| (= —

MUA - mail user agent

MTA - mail transfer agent
MSA - mail submission agent

MX - mail exchanger

MDA - mail delivery agent




SMTP

SMTP - Simple Mail Transfer Protocol — npoCcTom MPOTOKOA NEPEAQYM MOYTHI
nopt 25/TCP

SMTP-onepaumsg COCTOUT M3 TPEX MOCAEAOBATEABHOCTEM KOMAHACQ/OTBET:
MAIL FROM — yCTQHOBAMBAET OOPATHLIM AAPEC
RCPT TO — yCTAHOBAMBAET MOAYHATEAT AOHHOTO COOBLLEHMS

DATA — AAd OTMPOBKU TEKCTA COOBLLLEHNS (COAEPXKMMOE MMCbMA).



$m————- +
Fmm———— -~
| File |[<-->]
|System]|
Fm————- +

.......... + ¥ S P R i
| |
| SMTP |
Client- |Commands/Replies| Server-
SHTE e = an o e ot >|  SMTP
| and Mail |
| |
.......... 4= X T R e s

SMTP client SMTP server




Server: 220 somewhere.com Simple Mail Transfer Service Ready

Client: HELO example.edu

Server: 250 OK

Client: MAIL FROM:<John Q Smith@example.edu>
Server: 250 OK

Client: RCPT TO:<Mathew_ Doe@somewhere.com>
Server: 550 No such user here
Client: RCPT TO:<Paul Jones@somewhere.com>

Server: 250 OK

Client: DATA
Server: 354 Start mail input; end with <CR><LF>.<CR><LF>

Client: ...sends body of mail message, which can contain
Client: ...arbitrarily many lines of text
Client: <CR><LF>.<CR><LF>

Server: 250 OK

Client: QUIT
Server: 221 somewhere.com closing transmission channel



SMTP, POP, IMAP

MOYTOBLIA areHT
nonk3oBarens
(MUA)
s OTnpaeKa aNnekKTpoHHOro
l COOGLWEeHURA

.. 7?9
OTnpasuTEnb

MoYTOBBLIN areHT

nons3oBarens
(MUA)
r
MonyyaTens
AreHT 4OCTaBKMU
noytel (MDA)
SMTP/POP3-

Cepeep

B MOEM CNUCKE HET 3TOrO

nosny4yartena.
H nepeHanpas nak0 3NEKT POHHOE

c000L{EHME HA APYTON CEPB EP.

' AreHr

nepeckinku
noYThl
(MTA)
SMTP/POP3-
CepBep

B MOEM CNUCKE ECTh Nony4yaTerns
rec ipient@ domain.c om.

$1 noMmely 3TO COOOLEHNE B
NOYTOB bl AWK NONYYaTENA.




DHCP

DHCP - Dynamic Host Configuration Profocol — NpOTOKOA AMHOMMYECKOM
HACTPOMKM Y3AQ

KAMEHT-CEPBEPHAN APXMUTEKTYPC
MNopT 67,68/UDP



DHCP: PacnpeaAeiEREesP-ciApe COB

Py4HOE pacnpeAeAeHune
ABTOMAOTHUYECKOE PACMNPEAEAEHME

AMHOMUNYECKOE PACMPEAEAEHME



Onumm DHCP

[TOAHbBIM CnMCOK onunn B RFC2132

HekoTopbiMM M3 HOMBOAEE HOCTO MCMOAb3YEMBbIX OMLLMN ABASIOTCA:
IP-aApeCc MapLUpPYTM3ATOPA MO YMOAYAHUIO;
MACKQ NMOACETH;
aapeca cepsepos DNS;

Mg AomeHa DNS.



-
Q DHCPDISCOVER

DHCPOFFER

Client DHCP Client DHCP
Server Server
_/V
@ DHCPREQUEST DHCPACK
>
Client DCP Client DHCP
Server Server




DHCP
DISCOVER

DEEEEEE® @)

Frame 409: 418 bytes on wire (3344 bits), 418 bytes captured (3344 bits)
Ethernet II, src: Cisco_a7:ff:50 (00:1a:e3:a7:ff:50), Dst: Cisco_43:d8:63 (00:0b:85:43:d8:63)
Internet Protocol Version 4, (10.10.113.51 (10.10.111.11)
User Datagram Protocol, Src Port: 14287 (14287), |[Dst Port: capwap-data (5247
control And Provisioning of wireless Access Points
IEEE 802.11 pata, Flags: ....... T
Logical-Link Control
Internet Protocol version 4, |src: 0.0.0.0 (0.0.0.0) st: 255.255.255.255 (255.255.255.255)|
User Datagram Protocol, Src JBFTT'BEBfBE'TBBTT'UEf'!ort: Bootps 67)

ource port: booLpc (68)

Destination port: bootps (67

Length: 308
# Checksum: 0x900f [validation disabled]
Bootstrap Protocol
Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: 6
Hops: O
Transaction ID: 0x15f9ffb7
Seconds elapsed: 4
Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0 (0.0.
Your (client) IP address: 0.0.0. 0.0.0)
Next server IP address: 0.0.0.0 0.0)
Relay agent IP address: 0.0.0.0 0.0)
Client MAC address: Inte1cor_35:c2:f0|gaO:88:b4:35:c2:f02|
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
option: (t=53,7=1) DHCP Message Type =|DHCP Discover|
option: (t=61,1=7) Client identifier
option: (t=12,1=7) Host Name = "8DwP2Ql"
option: (t=60,1=8) vendor class identifier = "MSFT 5.0"
option: (t=55,T1=12) Parameter Request List

B ®

0.0)
0 (o.
(0.0.
(0.0.

BEEEE




[& Frame 20: 342 bytes
- Ethernet II,

+

Internet Protocol version 4.|Src: 10.10.13.3!(10.10.13.3).[05(: 253
User Datagram Protocol, Src Port: tps (67), Dst port: bootpc (68)

+

Src: C15C0.3a7:

s captured (2736 bits

IDSt: Broaacast zi‘ .li .II :” .'F'?;Sl

pestination: Broadcast SiBiBiEiE
source: cisco_a7:ff:48 (00:1a:e3:a7:ff:48)
Type: IP (0Ox0800)

. 255,255,255 J(255.255.255.255)

ource port: bootps (67)
stination port: bootpc (68)

Length: 308
Checksum: 0x2a36 [validation disabled]

Bootstrap Protocol

S B ESRBEBEESE

Message type: Boot Reply (2)

Hardware type: Ethernet

Mardware address length: 6

Hops: O

Transaction ID: Ox08c0659%a

Seconds elapsed: 0

sootp flags: Ox8000 (Broadcast)

client 1P address: 0.0.0.0 (0.0.0.0)

Your (client) IP address: 10.10,13.10 (10.10.13.10)
Next server IP address: 192.168,200.1 (192.168,200.1)
rRelay agent IP address: 10.10.13.3 (10.10.13.3)
client MAC address: Dell1_65:81:37 (5¢:26:0a:65:87:37)
Client hardware address padding: 00000000000000000000
Server host name not given

soot file name not given

Magic cookie: DHCP

Option: (t=53,1=1) DHCP Message Type =
option: (t=1,1=4) Subnet Mask = 255.255.255.0

option: (t«58,1=4) renewal Time value = 12 hours
option: (t=59,1=4) Rebinding Time value = 21 hours
Ooption: (t=51,1=4) IP Address Lease Time = 1 day
option: (t=54,1=4) DHCP Server Identifier = 192,168.200.1
option: (t«15,1«8) pomain Name = "mrn.com"

option: (t=3,1=4) Router = 10.10.13.1

option: (t=6,1=4) Domain Name Server = 192.168,200.1




+ Frame 21: 363 bytes on wire (2904 bits), 363 bytes captured (2904 bits)

- Ethernet II, Src: Dell_65: af 37 (SC 26 Oa 65:8f:37), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Destination: Broadcast

ilsource: Dell_65:8fF:37 (5c: 26 Oa 65 8f 3 )
Type: IP (Ox0800)

+

D | | C | + Internet Protocol version 4,[Src: 0.0.0.0 (o.o.o.o).(zss.zss.zss.zss)
ort: bootps (6

REQUEST

- User Datagram Protocol, Src Port: bootpc (68), Dst P
Source port: bootpc (68)

pestination port: bootps (67)
Length: 329
+ Checksum: 0x015a [validation disabled]
- Bootstrap Protocol
Message type: Boot Request (1)
Hardware type: Ethernet
Mardware address length: 6
Hops: O
Transaction ID: Ox08c0659a
Seconds elapsed: 0
i sootp flags: Ox8000 (Broadcast)
Client 1P address: 0.0.0.0 (0.0.0
vour (client) IP address: 0.0.0.0 0)
Next server IP address: 0.0.0.0 ( )
Relay agent IP address: 0.0.0.0 ( )
client MAC address: pell_65:8f:37 (5¢:26:0a:65:8f:37)
Client hardware address padding: 00000000000000000000
Server host name not given
goot file name not given
Magic cookie: DHCP
option: (t=53,1=1) DMCP Message Type = [DHCP Request
4 option: (t=61,1=7) Client identifier
option: (t=50,1=4) Requested IP Address = 10.10.13.10
option: (t=54,1=4) DHCP Server Identifier = 192.168.200.1
option: (t=12,1=7) HOST Name = "SowrP2Ql”
option: (t=B1,1=21) client Fully Qualified pomain Name
option: (t=60,1=8) vendor class identifier = "MSFT 5.0"
option: (t=55,1=12) Parameter Request List

.0
(

)

0.0.0.
0.0.0.0

0.0.0

-

PSR EERES




Frame 22: 342 bytres on wire (2736 bits) 342 bytes caprured (2736 bits)

2 Ethernet II, Src: Ci

+ bestination: &road
il Source: Ccisco_a7:f
Type: IP (0x0800)

5C0_4

cast wm
f:48 ({00 1a:e3.a7 .1 48

interner Protocol version 4

j JIs5rc: 10.10.13.3
| User Datagram Protocol, Src Port: 535tps 237J

pestination porr:

Source port: bootps (67)

bootrpc (68)

Length: 308
+ Checksum: Oxafe0 [
Bootstrap Protocol
Message type: Boot

validation disabled]

Reply (2)

Hardware type: EThernet

Hardware address 1
Hops: O

Transaction ID: Ox
Seconds elapsed: 0

ength: 6

0Bc0659a

w sootp flags: Ox8000 (Broadcast)

Client IP address:
Your (client) IP a

Client MAC address:

soot file name not

Magic cookie: DHCP
4 Ooption: (t=53,1=1)
i oprion: (t=58 1«4)
# option: (t=59,71=4)
4 option: (Tt=51,1=4)
i option: (t=54,71=4)

# option: (t«15,1«8)
i option: (t=3,7=4)

0.0.0.0 (0.0,0.0)

:ff:48), Dst: Broadcast (Ff:ff:ff.ff:ff.ffF)

(10.10.13.3).'05t1 255.255.255.255](255.255.255.255)
, Dst Port: bootpc (68)

ddress: 10.10.13.10 (10.10.13.10)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 10,10.13, 0. 10
Del1_65:8F:37 |{5¢:26:03:65:8f:37)
Client hardware address padding: 00000000000000000000
Server host name not given

given

DHCP Message Type =

Renewal Time value =

OUT S

Rebinding Time value = 21 hours

IP Address Lease Time =

1 day

DHCP Server Identifier = 192.168.200.1
# Option: (t=1,1=4) Subnet Mask = 255.255.255.0

pomain Name « "mrn.com”
Router = 10.10.13.1

4 option: {(t=6,1=4) Domain Name Server = 192,168.200.1




FTP - File Transfer Profocol - NpOTOKOA NepeAa4m qOAMAOB

KAMEHT-CEePBEPHAS APXMUTEKTYPA
MNopTt 20,21/TCP



™ ™
b

CepBep KnueHT

1. Ynpaensawlee coeguHeHue:
KNUEHT YC TaHaB NWUB aET NEPB O€ NOAKNKHYEHNE C CEPB EPOM ANA
yNpaB EHNA TPAUKOM.

2. CoeguH eHue Ans nepenaym AaHHbIX:
KMMEHT YC TaHaB NWB aET B TOPOE NOAKNKHEHNE ANA NEPEAA4 M

JaHHbIX.

MonyyeHune

A — @ [aHHBIX (XX X >

C NnoMOLLbK KOMaHA, OTNpaB NEHHbIX YEPE3 YNpaB NAKLIEE C0EANMHEHNE, AaHHBIE MOXKHO
3arpy3ntb C CEpBepa Uk oTnpasBnTb € KIMMMEHTCKOMO KOMMNBHOTEPA.
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