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XapakTepuUCcTUKnN fimnHNMn CBA3U

= [MponyckHas cnOCOOHOCTb
N3mepseTcs B butax B cekyHay (buTt/c)
n/vnn B nakeTax B cekyHay (pps)

= 3apepxKa nepegaum
N3mepsieTca kak Round-Trip Time (MC) + OTKNOHEHME

» MakcumanbHbIN pa3mep naketa (MTU)
[TpegensHbIN pasmMmep nporyckaembln 000pyaoBaHUEM

* AHTEeHCUBHOCTbL OLLNOOK
BepodaTHOCTbL NOTEPU NAKETOB
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[MponyckHast cCnOCOOHOCTb

= CeTteBas Kapta 1I'out/c (Meab)
PeanbHas nponyckHasa crnocobHocTb 800-900 MouTt/c

= CeteBas kapta 10 'out/c (Meab)
HomunHanbHas nponyckHas cnocodbHocTb 1/2,5/5/10 'éuT/c

= CeteBas kapta 10 '6ut/c (onTuka)
TpebytoTca goporne ontndeckme SFP+ KOHHEKTOPbI
AnbTepHaTmBa: KUTAaUCKUN KOHHEKTOP + naTyuHr agpa
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O6veanHeHue KapT B Bonding

ObbegnHEHNE HECKOMbKNX N3NYECKNX MHTEPAENCOB B OOMNH
norn4yecknn nHTepdoeunc (arperaumns).

OcobeHHOCTH

= /lcnonb3yetcs xewmpoBaHue (src, dst) rapaHTupyoulee
nocrienoBaTesibHYy0 JOCTaBKY AaHHbIX OOHOro0 COeANHEHUS

NMpumepbl
= 4 megHbIX NHTEpdenca — 3.6 [buTt/c
= 2 onTtu4vecknx nHtepdemnca — 20 rout/c

\/
A



T.gu Ha
TEXHOI'IAPK

N
N
BN
X

HighLoad. Jlekuusa Ne2

A
2500.0 M | w
B\ ) g )
) ("\ A

2000.0 M |




MrTY
- wn. H.3. Baymana
HighLoad. Jlekuna Ne2
‘\\\““‘

CeteBou ctek OC

= MHoronoTtouHble ceTeBble KapTbl (MSI-X)
IMeloT HECKOSbKO ovepeneu
[To3BOnAOT pasHecTn obpaboTky Ha Heckornbko CPU

= OOblYHaAsA NPOU3BOAUTENBLHOCTb
150 000 — 250 000 PPS

= [IpepgenbHas npon3BoANUTESNIbHOCTb (C THOHUHIOM)
no 1 000 000 PPS

\/
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HighLoad. Jlekuus

CPUO CPUL
etho

58: 1434978947
eth0-TxRx-0

59: 1950517087
eth0-TxRx-1

60: 1823482036
eth0-TxRx-2

61: 2251074311
eth0-TxRx-3

62: 765575858
eth0-TxRx-4

63: 329477757
eth0-TxRx-5

64: 1517450037
eth0-TxRx-6

65: 938808932
eth0-TxRx-7

66: 1
ethl

67: 1645802435
ethl-TxRx-0

68: 1688597500
ethl-TxRx-1

69: 1805458972
ethl-TxRx-2

70: 2068996833
ethl-TxRx-3

71: 550403216
ethl-TxRx-4

72: 559352604
ethl-TxRx-5

73: 1553486445
ethl-TxRx-6

74: 1060127510
ethl-TxRx-7

75: 1
eth2

76: 1632663556
eth2-TxRx-0

77: 1932803994
eth2-TxRx-1

78: 1890863328
eth2-TxRx-2

79: 2135731441
eth2-TxRx-3

80: 564846310
eth2-TxRx-4

8l: 586755774
eth2-TxRx-5

82: 1608909743
eth2-TxRx-6

83: 831009992
eth2-TxRx-7

84: 1

CPU2 CPU3 CPU4 CPU5
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 630233
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

CPU6

559295

(0

CPU7

598329

CPU8

587664

CPU9

621037

557581

524149

482782

738795

497334

CPU15

590577

NAPK

MailRu Group

449492

PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge

PCI-MSI-edge

~
/'<



MrTY
- wn. H.3. Baymana
HighLoad. Jlekuna Ne2
‘\\\““‘

[lone3Hble yTUNUTLI

= iperf
[To3BonseT co3gaBaTtb HaArpysky HY>XHOW MHTEHCUBHOCTU
TCP n UDP

= netstat —s
Ctatuctuka no nHtepdencam

= mpstat —P ALL
CtatucTtmka no ncnonb3osaHno CPU

= cat /procl/interrupts
PacnpeneneHune obpaboTtku no CPU

\/
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MailRu Group

HighLoad. Jlekuusa Ne2

Server #1: bytes per second

1750.0 M
1500.0 M
1250.0 M
1000.0 M
750.0 M
500.0 M

250.0 M

18:00

rx_bits_s tx_bits_s




MrTY
un. H.3. Baymana
TEXHONAPK

MailRu Group

HighLoad. Jlekuusa Ne2

Server #2: bytes per second

4000.0 M
3500.0M
3000.0M
2500.0 M
2000.0M
1500.0 M
1000.0 M

500.0 M

18:00

rx_bits_s tx_bits_s
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Server #1: packets per second

0
18:00 20:00

rx_packets_s tx_packets_s




MrTY
. H.3. Bagmana

TEXHONAPK

HighLoad. Jlekuusa Ne2

Server #2: packets per second

0
18:00 20:00

rx_packets_s tx_packets_s




HighLoad. Jlekuusa Ne2

CeteBoM TpahmK KpynHbIX NPOEKTOB

Pexnama Mail.Ru 45 I'dut/c 2017
Mail.Ru Group 3.4 Tourt/c 2015
Google (¢ Youtube) >10% Tpaduka B Mmupe
CloudFlare >10% tpaduka B Mmupe
Netflix 37% tpaduka B CIILIA 2015

\/
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Pa3mep nakerta

= Maximum Transmission Unit (MTU)
3Ha4veHue nopsaka 1400 6anT

= Jumbo Frames
TexHonormnsa yeenmyeHna pasmepa nakerta B
KOHTPONMpyemon (COBCTBEHHON) CETU

\/
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Survey Peak Attack Size Year Over Year
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HighLoad. Jlekuusa Ne2

PeknamHasa cuctema Mail.Ru
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TEXHONAPK
MailRu Group
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TEXHONAPK

MailRu Group

HighLoad. Jlekuusa Ne2

8 AVERAGE MOBILE INTERNET CONNECTION SPEEDS

201 8 AVERAGE SPEED OF MOBILE INTERNET CONNECTIONS BY COUNTRY, IN MBPS
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Latency numbers every programmer should know (Jeff Dean)

L1 cache reference

Branch mispredict

L2 cache reference

Mutex lock/unlock

Main memory reference

Compress 1K bytes with Zippy

Send 2K bytes over 1 Gbps network
SSD random read

Read 1 MB sequentially from memory
Round trip within same datacenter
Read 1 MB sequentially from SSD*
Disk seek

Read 1 MB sequentially from disk
Send packet CA->Netherlands->CA

0.5 ns

Sns

7 ns

25 ns

100 ns

3,000 ns
20,000 ns
150,000 ns
250,000 ns
500,000 ns
1,000,000 ns
10,000,000 ns
20,000,000 ns
150,000,000 ns

0.5 ms
I ms
10 ms
20 ms
150 ms
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TEXHONAPK

MailRu Group

HighLoad. Jlekuusa Ne2

Input Interpretation:

_ Moscow
distance
San Francisco, California, United States

Result:

9472 km
Unit conversions:

5885 miles

9472 km

9.472 » 10° meters

5114 nmi

Direct travel times:

aircraft 10 hours 40 minutes
sound 7 hours 40 minutes
light in fiber 44.3 ms

light in vacuum 31.6 ms

\/
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Submarine Cable Map 2018
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HighLoad. Jlekuusa Ne2 TERHOTAPK

CeTeBas 3aaepxkKa

Ping times between cities

Amsterdam & Copenhagen & Frankfurt & Helsinki & London & Moscow & New York& San Jose & Tokyo &
Amsterdam 153.86ms 14.20ms 29.89ms 22.96ms 47.30ms 96.42ms 226.86ms 270.79ms
Copenhagen 82.74ms 112.17ms 52.37ms 40.76ms 60.72ms 115.27ms 162.14ms 275.00ms
Frankfurt 16.50ms 123.25ms 47.21ms 24.63ms 63.82ms 96.70ms 167.43ms 267.34ms
Helsinki 30.06ms 52.32ms 47.16ms 34.95ms 18.31ms 131.37ms 203.62ms 303.50ms
London 22.89ms 90.72ms 25.24ms 34.15ms 62.98ms 77.56ms 142.09ms 270.28ms
Moscow 47.38ms 109.00ms 60.62ms 19.27ms 62.60ms 123.14ms 200.96ms 294.62ms
New York 93.54ms 174.28ms 93.81ms 127.96ms 76.60ms 121.55ms 79.99ms 174.69ms
San Jose 192.61ms 209.72ms 167.60ms 200.84ms 141.93ms 200.95ms 81.45ms 108.03ms

Tokyo 270.55ms 274.68ms 268.34ms 303.05ms 270.80ms 295.01ms 176.68ms 108.09ms

\ /
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# host cas.sv.us.criteo.com
cas.sv.us.criteo.com has address 74.119.117.72

# whois 74.119.117.72

NetRange: 74.119.116.0 - 74.119.119.255

CIDR: 74.119.116.0/22

OriginAS:

NetName: CRITEO-USA

NetHandle: NET-74-119-116-0-1

Parent: NET-74-0-0-0-0

NetType: Direct Assignment

RegDate: 2009-11-05

Updated: 2012-03-02

Ref: http://whois.arin.net/rest/net/NET-74-119-116-0-1
OrgName: Criteo Corp.

OrgId: CRITE-6

Address: 411 High Street

City: Palo Alto

StateProv: CA

PostalCode: 94301

Country: Uus

RegDate: 2009-10-05

Updated: 2010-07-20

Ref: http://whois.arin.net/rest/org/CRITE-6

\/
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HighLoad. Jlekuusa Ne2

N3mepsaem peanbHYHO 3aaepXKy

# ping cas.sv.us.criteo.com

PING cas.sv.us.criteo.com (74.119.117.72) 56(84) bytes of data.
64 bytes from 74.119.117.72: icmp_ seg=1l ttl=246 time=196 ms

64 bytes from 74.119.117.72: icmp_ seg=2 ttl=246 time=196 ms

64 bytes from 74.119.117.72: icmp_ seg=3 ttl=246 time=196 ms

64 bytes from 74.119.117.72: icmp_ seg=4 ttl=246 time=196 ms

64 bytes from 74.119.117.72: icmp_ seg=5 ttl=246 time=196 ms

64 bytes from 74.119.117.72: icmp_ seg=6 ttl=246 time=196 ms

--- cas.sv.us.criteo.com ping statistics ---

7 packets transmitted,

rtt min/avg/max/mdev

6 received,

14% packet loss,

= 196.745/196.769/196.806/0.256 ms

time

6069ms

\/
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AHanuaupyem mapupyT

# traceroute cas.sv.us.criteo.com -gq 1

traceroute to cas.sv.us.criteo.com (74.119.117.72), 30 hops max, 60 byte packets
1 94.100.178.2 (94.100.178.2) 0.408 ms

2 188.254.103.197 (188.254.103.197) 8.875 ms

3 46.61.141.133 (46.61.141.133) 51.420 ms

4 ethernetl0-3.ar4.frad.gblx.net (64.211.193.169) 45.973 ms

5 ae8.scr4.FRA4.gblx.net (67.16.145.241) 51.687 ms

6 pPo3-20G.ar2.SNV2.gblx.net (67.16.139.98) 195.523 ms

7 CRITEO-CORP.GigabitEthernet4-18.ar2.SNV2.gblx.net (206.41.25.26) 202.311 ms
8 *

9 *

10 ~*

11 =

12 =*

13 =*

14 *

15 *

\/
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Traceroutes from Moscow, RU to Yaroslavl, RU
Normal

m— ADNOrmal Stockholm, SE./_—\ Yaroslavl, RU

@
Moscow, RU

® «
Frgnkfgrt, DE

C Dyn
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Looking Glass

KaTtanoru: NMpumepobl:

= http://www.traceroute.net.ru/ = http://lg.vk.com/

= http://www.lookinglass.org/ = http://lg.megafon.ru/
= http://www.bgp4.as/looking-glasses = http://Ig.transtk.ru/

= http://www.bgp4.net/lg = http://lg.retn.net/

= http://lg.he.net/
= http://www.msk-ix.ru/network/lookingglass.htmi

= http://www.ris.ripe.net/cgi-bin/lg/index.cqi

\/
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3aaepxku BHyTpu AL (ropona)

= Hn3Kkne ToONbKO Ha NepBbLIN B3rNs4

= [1ns 3aga4 ¢ MIHTEHCUBHBIM CUHXPOHHbLIM OOMEHOM
NaHHBIMW NO CETN BECbMa OLLYTUMBbI

\/
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IPv6 adoption (Google)

25.00%
20.00%
15.00%
10.00%

5.00%

0.00% , i 3 - - , o
Jan2009  Jan2010  Jan2011  Jan2012  Jan2013  Jan2014  Jan2015  Jan2016  Jan2017  Jan 2018
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Per Country IPv6 adoption (Google)

Russia
IPv6 Adoption: 2.19%
Latency / impact: Oms / 0%
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NMpotokon TCP/IP
(version 4)
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Moaenb OSI
(Open System Interconnection Reference Model)

OSI Model
Data unit Layer Function
7. Application Network process to application
; Data representation, encryption and decryption, convert machine dependent
Host Data 6. Presentation o
data to machine independent data
layers
5. Session Interhost communication, managing sessions between applications
Segments 4. Transport End-to-end connections, reliability and flow control
Packet/Datagram 3. Network Path determination and logical addressing
Media :
Frame 2. Data link Physical addressing
layers
Bit 1. Physical Media, signal and binary transmission

\ /
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Moagenb OSI| B npumeHeHunu Kk TCP/IP

“NWhArOTOON

Application e.g. HTTP, SMTP, SNMP, FTP, Telnet, SSH and Scp, NFS, RTSP etc.

Presentation e.g. XDR, ASN.1, SMB, AFP etc.

Session e.qg. TLS, SSH, ISO 8327 / CCITT X.225, RPC, NetBIOS, ASP etc.

Transport e.q. TCP, UDP, RTP, SCTP, SPX, ATP etc.

Network e.qg. IP/IPv6, ICMP, IGMP, X.25, CLNP, ARP, RARP, BGP, OSPF, RIP, IPX, DDP etc.
Data Link e.g. Ethernet, Token ring, PPP, HDLC, Frame relay, ISDN, ATM, 802.11 Wi-Fi, FDDI etc.
Physical e.g. wire, radio, fiber optic etc.

\/
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Moagenb OSI| B npumeHeHunu Kk TCP/IP

s obpabartbiBaer
’ EFTP NpOoToKeN FTP npouecc Aeranu
MPAKNOAHON. s e st P cepsep | nonbaosarens npunoxewi
k npotokon TCP { %
TPAHCNOPTHLIN TR | JRsisenentssusnsnaismm TCP AP0 ofpaBaroisaer
aAeranu
KOMMYHUKaL|WHA
7 npotoxon |IP
CETEBOW [P skt P

[oaiisep | NpoToxon Ethemet] [Lpaiieep
Ethemet Ethemet

| Ethernet |

KaHanbHe#
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KIMUeHT cepBep

(aKTuBHoe oTEpemue) SYN_SENT W
LISTEN

{NaccuBHoe OTKPEITUE )

YN K, ack Jr SYN_RCVD
ESTABLISHED'Q-"//
Wﬁ-

ESTABLISHED

/ {

(akTnBHOe 3aKkpemue) FIN_WAIT_1 FIN A4
\‘* CLOSE_WAIT

(nacoaeHoe saKpLITHE)
‘_ﬂ_’_’____,ag_kjfiﬁ«-f—/’
FIN_WAIT 2
- LAST_ACK
TIME_WAIT 4—/&/

K N+-7
N CLOSED
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KITUEeHT cepBeep

close OT NPUNOXEHUA—> W‘,
—> poctaska EOF npunoxeHuio
ack of FIN
“lose OT NPUNOKEeHMA

FIN «<

ack of FIN
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TCP window scaling

Anroputm Slow Start:

Paamep okHa yBenun4ymBaetcss Ha MSS nocne kaxaoro ACK

Pa3smep okHa yaBamBaeTca Ha RTT

B Crtydae rnortepu naketa HavynHaem C Hadarlla

EcTb BepxHee orpaHnyeHne pasmepa okHa ¢ 060MX CTOPOH

\/
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TCP window scaling

AnbTepHaTuBbI:
= BBR - anropnt™ yuutbiBarowmn 3agepxkun (Google)
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‘5".:\



MrTY
- wn. H.3. Baymana
HighLoad. Jlekuna Ne2
‘\\\““‘

[NoTepsa naketoB (packet loss)

[loBTOpPHaA oTnpaBKa NakeTa:
= TCP: retransmit timeout=3 s
= DNS: retransmit timeout =5 s

NocneacrBus:
= OwyTmas 3agep)xka ans nosib3oBaTens
= [loBbllIeHHaA Harpy3ka Ha cepBuC

\/
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[NloTeps naketoB BHYTpU AL

= PocT noTpebneHns pecypcoB CUHXPOHHbIMUK CEPBUCAMM
= KackagHoe yBenuyeHune Harpys3ku us3-3a peTpaHCMUTTOB

\/
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NMpobnema meaneHHbIX coeANHEHUN

= 3aHumaltoT pecypcol OC

= 3aHMMaloT NnamaTb B Beb-cepBepe

= BrnoknpytoT paboTy CMHXPOHHOIO Npouecca Unun noToka
= MoryT ncnone3oBartbca Kak metoa DDoS-aTaku

\/



MrTY
. H.3. Baymana

HighLoad. Jlekuusa Ne2 L TEHOT >

N <
3 o
\\““‘

Hepoctatkmn TCP/IP

= bonbloe BpemMsi yCTaHOBMNEHUA COeaANHEHUSA

= OTHOCUTENBHO AOpOroe co3gaHne coeauHEHNS
= [lonraga peakumns Ha NoTepto NnakeTta

= MeaneHHbIN pa3roH window size

= Bbicokasi Harpy3ska Ha OC npu obpaboTke bonbLIoro
KONMyecTBa akTUBHbIX COEANHEHNN
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HighLoad. Jlekuusa Ne2 TERHAP

MpumeHeHue UDP

HocTonHcTBa:

=  Hebnoknpytowas otnpaska

= Hwuakas Harpyska Ha OC

= B0O3MOXHOCTb MHOroagpecHomn nepegaym
HepocTtaTtku:

» HeHageXxHbln

= HeynopagoveHHbIN

= HeobxogmMmo cneguTtb 3a Harpy3kon Ha ceTb
NMpumeHeHuUA:

= COop cTatncTuku

= YBeOoMIeHuns

= CI'IeLI,I/IaJ'II/I3I/IDOBaHHbIe NPOTOKOIJ1bI

\/
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TexHonorua: Point-of-Presence

= [lpokcn-cepsep (NAT) pagom ¢ nornb3oBaTenem

= [lpoKcu-cepBep AepPXUT NOCTOAHHOEe coeanHeHne ¢ L
= OKHO nepenaym pasorHaHHoe

= CKOpPOCTb BblLLE YEeM NPU NOAKIIIOYEHNUN BE3 NPOKCU

\/
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TroHUHr TCP

/etc/sysctl.conf:

net.ipv4.tcp max syn backlog = 1024
net.ipv4.tcp max orphans = 65536
net.ipv4.tcp max tw buckets = 180000

net.ipv4.tcp max syn backlog = 32768
net.ipv4.tcp max orphans = 131072
net.ipv4.tcp max tw buckets = 1800000

/usr/src/linux/Documentation/networking/ip-sysctl.t
xt

\/
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TroHuHr UDP

/etc/sysctl.conf:

net.core.rmem default = 129024
net.core.wmem default = 129024
net.core.rmem max = 131071

net.core.wmem max = 131071

net.ipv4.udp mem = 387840 517120 775680

/usr/src/linux/Documentation/networking/ip-sysctl.t
xt

\/
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Cnucok nutepartypbl

1.

Netflix CDN
https://events.yandex.ru/lib/talks/2396/

How to receive a million packets per second
https://blog.cloudflare.com/how-to-receive-a-million-packets/

THOHUHI ceTeBoro cteka B OgHoknaccHuKax
https://habrahabr.ru/company/odnoklassniki/bloa/266005/

Submarine Cable Map 2018
https://submarine-cable-map-2018.telegeography.com/
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