ATP. Lecture 2

ds -

wR\ Basic Switch
N Setup




4 N
o /
4 )




Basic Switch

Setup




Out-of-band management

physical access to the switch

console port using the serial cable

does not require

K the switch to have network connectivity /




Out-of-band management
AIP ProVision \

Comware

Comware routers

also support an
additional auxiliary port for a secondary CLI
access

- /
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Out-of-band management

15 7o T Web 31 - COMR VT .

FroVimica-i(config)? interfece al-all disable -
ProVisica~i(oconfiyg)? show iaterfasce brief

Statux end Counters - Port Status

Intxusion NDI Flov Boest

Alext Enabled Status MNode Node Ctrl Timat

D e —  —— A— S———— S— a— a— —
¥o »o Down 1000FDx Auto oft 0
Mo No Down 1000F0x Auto ott 0
No No Down 1000FDx Auto off 0
& - - %o o Down 1000FD= Auto ottt 0
No Mo Down 1000FDx Auto ott 0
irect serial connection BB B o dues d
No No Down 1000FD= Auto oft 0
»o Ko Down 1000FDx Auto oft 0
Mo Ko Down 1000FDx Auto oft 0
o console po e No  Dowa 100OFDs  Awio off ©
¥o No Down 1000FDx Auto ottt 0
Mo o Down 1000F 0 Auto ott 0
No No Down 1000FDx Auto oft 0
e - »o = Down  1000FTx Auto oftt 0
a4 AS 310010007 N [ Down 1000FDx Auto oft 0

| O — Ald 100-1000T . 5 Ko Down 1000FDx Auto off 0 -

| b’

1 =

DG

Shwitc'hi | Does not use A 20 N

or require an PC
Ethernet
connection

Terminal software

.
N
S
/

use terminal software PulTTY




Out-of-band management

g A . 9600 bps

8 data bats

No parity

=

| stop bit

T .
L y No flow control




ProVision CLI contexts

Basic context ProVision>

l enable > exit

‘ Enable context ProVisionf

Operator level

Manager level l : > |
config exit
Global confiqurati Return to enable
v st Lsior context from any
context ProVision (config)+ s
exit end

N

l Example: vlan 1

Other command contexts
(such as vlan 1)

ProVision (vlan-1)#




ProVision CLI contexts

r N
\ Y,
Provision>
. - N
> basic level
(operator level).
- Y

enable context (manager level)

Provision #

z
(manager level)

enable context ]
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ProVision CLI contexts

config

ProVision{config)#

Cé(conﬁg)”

ProVision (<context>)

global configuration context

\_

AN

Switch(wvlan-1)# Switch(cspf)#

\. J
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ProVision CLI contexts

Context

CLI Prompt

Description

Basic
(operator level)

Switch>

View a limited number of statistics
and configuration settings.

Enable
(manager level)

Switcht

Begin switch configuration (such
as updating system software).

Global
configuration

Other
contexts

command

Switch(config)4

Switch
(€<context>) #
Examples:
Switch(vlan-1)#
Switch(rip)#

Make configuration changes to the
system’s software features.

Make configuration changes within
a specific context, such as to a
VLAN, one or more ports, or
routing protocols.
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Comware CLI views (contexts)

l system-view >qu1t

System view [HP]

Ctrl + 2

Example: —
interface vlan 1 o

Other command view f - j |
Other command views (HP - Vlan - interfacel]

(such as vlan)
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Comware CLI views (contexts)

4 )
\_ /
< HE =
4 )

(<>)
. .

3y3Cem-view — [HEP]



Comware CLI views (contexts)

4 )
\_ J
4 N
quit
\_ )
4 . )
Other command views
J

7

quit

J

.




Comware CLI views (contexts)

Viewname  Prompt Description

Uservew  <DevceName>  Viewsettmas, perform roubleshooting, and manage confioueations and fles. Move
<HP> tothe Svstem View by entering svstem-vem,

opstem v [DeviceName]  Make changes tothe swtch's confieuration. Also aceess other command views
[EE] Move o the User View by enteri qut

Oter  [DevtceName-<vtew?| Configure settmas for spectfc physical or vitual ntefaces, user nterfaces, or
commang other feafures. Move back a view by entering qut. Move to the User View by
TiEmS oressing [Crt+Z).
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Help keys

4 Both ProVision and Comware CLIs provide help keys )

- J

CLI Descrption

por help  Seeabref descriptton for all available commands at your context or view.

¢stringy?  See commands that start with certan letters
<commandy ? e options for the command and a brief description of each option.

¢atring><Taby Auto complete a command or a command option: Type as many characters as necessary to identfy the
cotmmand uniquely and press <Tab:>
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Practice using CLI help commands

-~

commands

Help

N  Commands available ah
a certain context in the
CLI

e Commands that begin
with a certain character
string

* Keywords associated
with a particular

Y command. /
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HP ProVision switches help commands

ProVision# ?

\ 4

N

y,
e show, which enables you to examine\
current configuration parameters

* copy, which enables you to back up
the switch configuration

e ping and fraceroute, which are

\ /l connectivity test tools j
-
k ProVision# show ? J

18



HP Comware switches help commands

-

<Comware> ?

~N

/

N

_

e display, which enables you to examin
current configuration parameters

* save, which enables you to back up a
switch configuration

e ping and fraceroute, which are
connectivity test tools

\

€

J

\d

<Comware> display ?

J
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Completing basic configuration tasks

/ \ e Return HP Comware and HN

ProVision switches to factory
default settings

e Configure a hostname on
ProVision switches and a
sysname on Comware
switches

e Disable and enable interfaces

e Use CLI help commands to
navigate the CLI and enter

\ / commands /

20




Return HP ProVision switches to factory
default settings




Return HP ProVision switches to factory

default settings
> <
- Y

\
J

ProVision# erase startup-config

(
L

press y




Return HP Comware switches to factory
default settings

[Comware] display current-configuration

. J
HP> display current-configuration #domain system
version 5.20, Release 1211P09 access-limit disable
#sysname HP state active
#irf mac-address persistent timer idle-cut disable
irf auto-update enable self-service-url disable
undo irf link-delay #user-group system
#tidomain default enable system #interface NULLO
#telnet server enable #interface GigabitEthernetl/0/1
#vlan 1 <-output omitted->
#iradius scheme system interface Ten-GigabitEthernet1/0/28
server-type extended #load xml-configuration
primary authentication 127.0.0.1 1645 #user-interface aux O
primary accounting 127.0.0.1 1646 user-interface vty 0 15
user-name-format without-domain #return
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Return HP Comware switches to factory

default settings

<HP> reset saved-cocnfiguration

Yy
Enter

/,7 The saved configuration file will be erased. Are you sure? [Y/N]:
Configuration file in flash is being cleared.
Please wait ...

MainBoard:

\\‘ Configuration file is cleared.
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Return HP Comware switches to factory

default settings

n Enter
\ y Enter y,
<HP> reboot
Start to check configuration with next startup configquration file, please wait......... DONE!

Thiz command will reboot the device. Current configuration will be lost, save current
configuration? [¥/N]:n

This command will reboot the device. Continue? [¥/N]:y
$May 1 14:00:07:594 2000 Comware DEVM/1/REBOOT:
Reboot device by command.
#May 1 14:00:07:694 2000 Comware DEVM/5/SYSTEM REBOOT: System is -rebooting now.

iR (R
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Basic Switch

Setup




Configure a hostname or sysname

HP ProVision switches
To configure a hostname on a ProVision switch, simply access the global
configuration mode by typing configure at the switch prompt. Then you
can enter hostname [name] to make your changes. For example, if you
wanted to assign a ProVision switch the hostname ProVision-1, you would
enter: HP-3800-24G-25FP+ (config)# hostname ProVision—1

ProVision—1 (confiqg)#

HP Comware switches
Custom names for Comware switches are called system names, or
sysname. To assign a system name, first access the system view. From
there, enter the sysname [name] command. If you wanted to assign the
switch a sysname of Comware-1, you would enter:

[HFP] svw=name Comwar=—1

-

[Comware—1 ]
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Disable and enable interfaces

/ By default, all interfaces on \
ProVision and Comware switches are

enabled.
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Accessing HP ProVision switch interfaces

ProVision(config)# interface 1,3-6

—

ProVision(eth-1,3-6)#

\ v

* Fixed switches:
— interface <1-24>

* Modular switches:
= interface’ gglot letters<l <24

* Examples:
— interface 19

BN W WERs T N PR

e
s e = =
- . m

— interface ald

e Configuring a range:
— interface 1,3-6

5406R zI2 switch
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Disable and enable interfaces HP ProVision switches

r a
- .
ProVision(contig)# interface Z-18,20-Z¢ disable
> <
> 4

ProVision(config)# interface Z enable
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Disable and enable interfaces HP ProVision switches

ProVision(contiq)# show interfaces brief
————————————————————————————

Status and Counter=z — Port Status
| Intrusion MDI Flow Beoast
Port Type | Alert Enabled Status Mode Mode Ctrl Limit
______________ Hl | i i A A S o S e BB (BT B
1 100/1000T | Mo Tes Down 1000FDx Auto off 0O
2 100/1000T | No Ho Dowry 1000FDx Auto off o0

<=putput omitted->
19 100/1000T | No Yes Up 1000FDx Auto off 0

<=owtput omitted->
31



Disable and enable interfaces HP ProVision switches

-

For

~

example, you can enter a description that indicates the

device to which the interface is connected.

\
>

\_

Provision(config)# interface 1 name Server

Provision(config)# interface 19 name Comware-l

%
4

J
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Accessing HP Comware switch interfaces

( )

interface <type slot §»/<sub alot»/<port §»

Y
GigabitEthernet Ten-GigabitEthernet

4

\ ten ,
TN

<slot_#> begins at
<sub_slot> begins at 0 ports are numbered from 1

N ———.—_

co Yy

For example, interface g1/0/1

33



Creating a range of interfaces on HP

Comware switches

(" )

1\ J

4 )
[Comware] interface range name EdgePorts ql/0/1 g1/0/3 to gl/0/6

\. J

4 )
persists in the device configuration You can access it

L again by specifying the range name. y

( )

[Comware] interface range name EdgePorts
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Creating a port group on HP Comware

switches

4 )

manual port groups

\(

J
J

Comware| port-group manual EdgePorts

Comvare-port-qroup-manual-EdgePorts] gqroup-member gl/0/1 gl/0/3 to g1/0/6

does not persist in the config




Disable and enable interfaces HP Comware switches

myports

- /

[Comware] port—group manual myports

[Comware—port—group—manual -myports] group—member gl/0/1 to tenl/0/28
[Comware—port—group-manual -mypcrts] shutdown

[Comware—port—group—manual -myport=s] quit

[Comware] interface gl/0/1%

[Comware—GigabitEthernetl/0/18] shutdown
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Disable and enable interfaces HP Comware switches

[Comware] display interface brief
- J

The brisef information of interface(z) under route mode:

Link: ADM - administratively down; Stby — standby

<—cutput omitted—>

Speed oxr Duplex: (a) /A — auto; H — half; F — full

Type: A — access; T — txrunk; H — hybrxrid

Interface Link Speed Duplex Type PVID Description
GE1L/0/1 ADM auto =N PN z

<—outprut omitted-—>

GE1/0/19 UpP 1G (a) F(a) A 1 Comware—22
GE1/0/20 ADM auto =y A 1
GE1/0/21 UpP 1G (a) F(a) A 1 ProVision—1

<—coutput omitted—>
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Disable and enable interfaces HP Comware switches

undo shutdown
command

~N

~
[Comvare] interface gl/0/18

|Comware-GigabitEthernet1/0/19] undo shutdowm

/

descriptions

to add

o

N
~

v

)
~
(e itifEtemet 1] desrntonCoetin b Cowe

(e tihemet 1]
/
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Save configuration settings

HP ProVision switches
To save the configuration on a ProVision switch, enter the following

command: ProVision(config)# write memory

HP Comware switches
To save the configuration on a Comware switch, enter:

[Comware] save
When prompted if you are sure you want to save the config, press y. When
prompted to input a filename, accept the default and press <Enter>.
The current configquration will be written to the device. Are you sure? [Y¥/N]: y
Please input they file name(*.cfq) [flash:/config.cfg]
(To leave the existing filename unchanged, press the enter key): <Enter>
Validating file. Please wait....

Saved the current configuration to mainboard dewvice successfully
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View commands previously executed on the switch

HP ProVision switches

On a ProVision switch, enter:  ProVision-1# show history. You will see output similar to the

following:
= confidgnare
= hostname Provision—1
< show iinterfaces birrieif
= imterface 2—1 8, 20—265c disabhle
= imterface 1 nDame Seserwexr
1 imterface 19 mamses Coommailrs=—21

HP Comware switches

On a Comware switch, enter: [Comware-1] display history. You will see output such as:

SsSwaStem —~rienT

syvsname Comwarnse—1
group—memibeaer gl 0.1 Eo tendl 70028
s=shununtdown

- e e e

40




Configuring IP addresses on HP ProVision switches

4 A

ProVisionf confiqure

ProVision(config)# vlan 1 ip addres=z 10.1.1.3/24

\\\Eia?isian{cﬂnfig]# exit 4////

41




Configuring IP addresses on HP ProVision switches

ProVision# show ip

Internet (IP) Serwvice
IP Routing : Disabled
Default Gateway :
Defanlt TTL : &4
Arp Age : 20
Domain Suffix :

DNS server =
| Proxy ARP

VLAN | IP Config IP Address Subnet Mask Std Local

DEFAULT VLAN | Manual 10.1.1.3 255.255.255.0 No No
42



Using DHCP to assign IP address on ProVision switches

22 COM1 - PuTTY




Using DHCP to assign IP address on ProVision switches

4 )
1\ _J
Comware-1 Comware-2
e —F
21 23
DHCP ‘ \ | DHCP
offers 21 request

= -
]| 1
AN oD - N N
DHCP server request ProVision-1 ProVision-2 Windows 7
10.1.1.11/24 PC

10.1.1.12/24
44




Configuring IP addresses on HP Comware switches

-~

IP address command

<Comware>» system—view

Syvstem View: return to User View with Ctrl+Z.

[Comware] interface wlan 1

[Comware—V1an—interfacel] ip address 10.1.1.1 244///

~

/

display this command

[Comware-Vlan—-interfacel] display this

\_

~
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Configuring IP addresses on HP Comware switches

interface Vian—interfacel

ip addres=s 10.1.1.1 255.2553.255.0

| ]

[Comware] display interface brief

The brief information of interface(s) under route mode:

Interface Link Protocol-link Protocol type Main IF
NULLO up UP (spoofing) NULL e
Vlanl up up ETHERNET 10.1.1.1

c=gutput omitted->
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Link Layer Discovery Protocol (LLDP)

4 )

To enable
this exchange of information, the Internet Engineering Task Force (IETF)

defined LLDP in IEEE 802.1AB.
\_ J
e N

With LLDP, devices exchange local device information such as its major
functions, management IP address, device ID, and port ID.

\. J
( )

Each device sends this information as type, length, and value (TLV) in LLDP
data units (LLDPDUs) to directly connected devices.

. y

4 )

Simple Network Management Protocol (SNMP) programs can use the LLDP
information stored in MIBs to quickly detect Layer 2 network topology

changes and identify each change.




Link Layer Discovery Protocol (LLDP)

[ support LLDP. ]

* Devices use this Layer 2 protocol to send  Comware-1 Comware-2
periodic announcements about: >
- Major device functions (such as bridging and

routing)
- Management IP address
- Device identifier (such as sysname, MAC
address, and chassis ID)
- Port identifier (port ID and description)
* How do you think you could use LLDP in a
lab environment?
* What are other uses for LLDP?

19 :":- A 4
G
LLDP

announcements 1

ProVision-1 ProVision-2
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Verity connectivity HP ProVision switches

Provision(confiq)# show Llop info remote-device

[ J

LLDP Remote Devices Information
LocalPort | Chassisld PortId PortDescr SysName

21 | d0TeiB-ced3le Gig... Gigabi... Comware-2
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Verity connectivity HP ProVision switches

Provision# show l1lldp info remote—dewvice 21

ILLDEP Remote Device Information Detail

Local Port = Z1

ChassisType : mac—address

ChassisId : d0T7eZf—-cedIle

PortType : Iinte. ..

PortlId : GigabitEthernetl 0/ 23

SysMName : ComWara—2

System Descr :@: HF Comware Platform Software, Software WVersion 5.20,
Rele. ..

PortDescr : GigabitEthernetl/ 0,23 Interface
Pwvid s |

System Capabilities Supported : bridge, router
Syscem Capabilities Enabled : bridge, router

BEemote Management IDddress
Type = Adpwd
Addres= I B 1 D s N

<—ocutput omitted—>
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Verity connectivity HP ProVision switches

show arp

Provision# show arp

IF ARP table

IP Address MAC Address Type Port
15.255.1%8.1 00000c-07ac00 dynamic Bl
15.£4858.131 .19 00a0c9-b1503d dynamic Bl

15.255.133.150 000bcd-3cbeec dynamic Bl
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Verify connectivity HP Comware switches

{Comvare> display Llap neighbor-information list

System Name Local Interface Chassis ID Port 1D
Comvare-2  GE1/0/19 d07e-28¢ce-d3le GigabitEthernatl/0/19
ProVision-1 GE1/0/21 d4c9-ef5-1680 19
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Verify connectivity HP Comware switches

<Comware> display lldp neighbor-information interface gl/0/21

LLDP neighbor-information of port 21[GigabitEthernetl/0/21]:
Neighbor index : 1

Update time : 0 days,2 hours,37 minutes, 0 seconds
Chassis type : MAC address

Chassis ID : ddc9-ef85-1680

Port ID type : Locally assigned

Port ID : 19

Port description : 19

System name : ProVision-l

System description : HP J95754 3800-24G-25FP+ Switch, revisien FA.15.10.0011, ROM FA.15.09
(/ws/swbuildm/KA rel irvine qacff/code/build/tam(swbuildm KA rel irvine gacff rel irvine))
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Verify connectivity HP Comware switches

System capabilities supported : Bridge, Router

System capabilities enabled : Bridge
Management address type : ipvd
Management address : 10.1.1.3
Management address interface type : IfIndex

Management address interface ID Unknown

Management address OID 0

Port VLAMN ID(PVID): 1

<—output omitted—>
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Verify connectivity HP Comware switches

[Switch] display arp

Type: S-Static D-Dynamic O-Openflow M-Multiport I-Invalid
10

IP address MAC address VIAN Interface Aging Type
162.168.1.1 00e0-£fc01-0000 10 N/A N/A M
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To verify that a switch can ping other devices

HP ProVision switches
To verify that a ProVision switch can ping other devices, use
the ping command. For example, you might want to see if the

ProVision switch can reach another switch that has the IP
address 10.1.1.2.

ProVision# ping 10.1.1.2

HP Comware switches
Return to the Comware CLI and verify it can ping its
neighbors.

<Comware> ping 10.1.1.2
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