HacTtpounKa dannoBoro
cepBepa B JIOKa/IbHOM
cet Ha Windows/Linux



* dalnoBbIi cepeep paboTtaeT no npoTtokony SMB/CIFS 1 no3sonset npeaocTaBuThb
AOCTYN K 06LUMM pecypcaMm B JIOKaJIbHOM CETU, HanNpUMEP, TEKCTOBLIM (halnamM MK
CeTeBbIM NpUHTEPaM. A ero pasBepTbiBaHMA Ha Windows MCMob3yoTCA WTaTHbIE
cpeacTtBa OC, Ha Linux ucnonb3yetca gannosbii cepeep Samba.

* B MHCTPYKLUMM pacCMOTpeHa HacTpolKa (paiisioBoro cepeepa Ha cepsepax C
onepaluoHHbIMM cucTeMamm Linux n Windows. Ha cepsepe 6yseT HaxoaMTbCA 2
KaTtasiora - ny6/IMyHbIM U NpuBaTHbIM. K danioBoMy cepsepy NoAK/I04eHUe ByaeT
NPOMCXOAMTD KaK C onepaluoHHon cucteMbl Windows, Tak 1 ¢ Linux, T.K. B

BMpTyaanOV 1IANIA fI'\IA'.)IAllQI‘UﬁIA nNvAa I'II_LIf\IA CFAOTIA AANNN/T LUAQAVNANANIATLCrA raonbaoanti f‘

pPa3HbIMHA OC Linux/Windows Server

Samba Server

Private




*Co3aaHue M HaCTpoMKa YacTHOM ceTu

* 1na Hayana B NaHeM yNpaBAEHUSA JOJIKHbI

6bITb CO3JaHbl BCE HEOOXOAMMbIE AJ1S CETU
cepBepbl.

*MNMocne co3aaHMa HEOBXOAUMO 06BEANHUTDL BCE
MaLLUMHbI B € AUHYI0 IOKa/IbHYI0O CETb Yepes
naHenb ynpassieHus B pasgene Cetu. B

pe3ynbTaTe cepBepbl NoyyaTt soKaabHble |P-
ajpeca.



HACTPOUKA ®AMIOBOIrO CEPBEPA HA LINUX
(DEBIAN/UBUNTU)

* Jlna pa3BepTbiBaHMA aliI0OBOro cepBepa Ha cuctemax Linux
MCMO/b3yEeTCA UHCTPYMEHT SAMBA. Huke nepedyncieHs
AENCTBUSA MO €ro YCTaHOBKE M HAaCTPOMKe.

*Npexae Bcero cneayet 06HOBUTb JIOKa/IbHYIO 6a3y NaKeToB:
* apt-get update

* Jlanee ycTaHOBMTE NakeTbl U3 MaBHOrO PEno3nTOpPUA:

* apt-get install -y samba samba-client

* Co3parite pesepBHYyio Konuio darna KoHpUrypaumm Samba:
*cp /etc/samba/smb.conf /etc/samba/smb.conf.bak

* Cospante unm BbibepeTe AMPEKTOPMIO, K KOTOPOM BCe
NoNb3oBaTe M 6yayT MMETb O6LLIMK AOCTYN:

* mkdir -p /samba/public

*NepenanTe K 3TOMY KaTaslory U U3MEHUTE PEXMM A0CTYMa U
B/laAenbLa:

*cd /samba
chmod -R 0755 public



* Co3paliTe unm BblbepeTe KaTaor, K KOTOPOMY MMETb JOCTYN
6y yT OrpaHU4YEHHOE YMCJI0 MOJIb30BaTE/IEN:

*mkdir /samba/private

* CospariTe rpynmny nosb3oBaTtenei, KoTopble 6yAyT MMETb
JOCTYM K NPUBATHbIM JaHHbIM:

* groupadd smbgrp

* Co3paliTe HYHbIX NoJIb30BaTENEN C MOMOLLbIO KOMaHADb!
useradd:

* useradd user1
* Jlo6aBbTe CO3/jaHHbIX NONb30BaTENEN B FPyMNy:
*usermod -aG smbgrp user1

* U3mMeHuTe rpynny, KOTOPOM NPUHAANENXMT NpMBaATHAA
AMPEKTOPMS:

*chgrp smbgrp /samba/private

*3apaliTe naposib, C MOMOLLbLI0 KOTOPOro MoJib30BaTe b 6yaeT
NOAK0YaTLCA K KaTasory:

*smbpasswd -a user1



* OTKpoiTe pain KoHdUrypaLmm Ha pejakTMPOBaHME C MOMOLLbIO
TEKCTOBOr0 peAakTopa, Hanpuvmep nano:

* nano /etc/samba/smb.conf
* 3ameHuTe coaepxumoe danna Ha caeayolme CTPoKK:

* Iglobal]
workgroup = WORKGROUP
security = user
map to guest = bad user
wins support = no
dns proxy = no

[public]

path = /samba/public
guest ok = yes

force user = nobody
browsable = yes
writable = yes

[private]

path = /samba/private

valid users = @smbgrp

guest ok = no

browsable = yes

writable = yesCoxpaHuTe BHeCEeHHble M3MeHeHus, HaxkaB CTRL+X,
3aTeM Enter n Y.



* 3HauyeHMA napaMeTpoB BblLLUE:
* global - pa3gen c o6LWMMM HacTporKamm Ansa Samba cepsepa

* workgroup - pa6oyas rpynna Windows, WORKGROUP - 3HaueHue no
yMon4aHMio ana scex Windows MallMH, eC/in Bbl HE MEHSAIU
CaMOCTOATEIbHO

* security - pex<Mm 6e30MacHOCTM, 3HaYeHMe user o3HavyaeT ayTeHTUPUKaLMIO
MO JIOTUHY M Naposto

* map to guest - 3azaeT cnocob 06paboTKM 3anpocos, bad user - 3anpocsl ¢
HenpaBM/IbHbIM MAponemM 6YyyT OTKJIOHEHbI, EC/IM TaKOE MMS NOJIb30BATES
cyllecTsyeT

* wins support - BK/IOYMTb MM BbIKIOYMTL noaaepKy WINS
* dns proxy - BO3MOXHOCTb 3anpocoB K DNS

& public - Ha3BaHMWe obLyero KaTanora, KoTopoe 6yayT BUAETb NOJIb30BaTE /U
CEeTU, MOXKET ObITb NMPOM3BOJIbHLIM U HE COBMaAaTb C MMEHEM AMPEKTOPUM

& path - mosHbIM NyTb A0 O6LLero KaTtasora

* browsable - oTo6paxeHue KaTasnora B CETEBOM OKPYXEHWUM

* writable - ucnonb3oBaHKWe KaTanora Ha 3anucb, MHBEpcuA read only
* guest ok - aBTopM3auma 6e3 napons

* force user - Nob3oBaTE/b MO YMOMYAHMIO

Valld users - Cn1McokK I'IOJ'IbBOBaTe}'IeM Y KOTOPbIX eCTb AO0CTYyN K KaTtaJiory,
yepes @ yKasbiBaeTca unix- rpynra NoJib3oBaTeNeEN



* NMpoBepuTb HACTPOMKM B Smb.conf MOXHO C MOMOLLIbIO KOMaHADI:

* testparm -sYT06bl M3MEHEHWA BCTYMUAM B CUAY, NMEpe3anycTmTe
cepBuC:

* service smbd restart

* Nanee Hy»HO HacTpouTb firewall, OTKpbIB MOPTbI, KOTOPbIE
ncnosblyet SAMBA. HactoATesibHO pekoMeHAyeM pa3peLllmTb TOJIbKO
NOAK/IOYEHNSA U3 JIOKA/IbHOrO AnanasoHa IP-aapecos uam
BMPTYa/IbHOM YaCTHOM CETU. AAPECHOE NPOCTPAHCTBO BallEN YaCTHOM
CeTU Bbl MOXKeTe yBMAETb B NaHesn ynpasaeHnsa 1cloud.

* 3aMeHuTe 3HaueHMe napameTpa -S B MpaBMIax HUXe Ans
COOTBETCTBMA a[JPECHOMY NMPOCTPAHCTBY Ballel YacTHoM ceTu. Kak

npaBuIo npeduKc cetn /24, ecam Bbl ABHO HE NojpasyMeBaeTe
MHOrO:

* iptables -A INPUT -p tcp -m tcp --dport 445 -s 10.0.0.0/24 -j ACCEPT
iptables -A INPUT -p tcp -m tcp --dport 139 -s 10.0.0.0/24 -j ACCEPT
iptables -A INPUT -p udp -m udp --dport 137 -s 10.0.0.0/24 -j ACCEPT
iptables -A INPUT -p udp -m udp --dport 138 -s 10.0.0.0/24 -j ACCEPT



*Tenepb HEOOGXOAMMO CAeNaThb TaK, YTO6bl YKa3aHHbIE

Bbile npaBuaa daepBona iptables 6611 coxpaHeHbI
nocae nepesarpy3kum malmHbl. Ana 3To ycTaHOBMM
naket iptables-persistent:

*apt-get install iptables-persistent

*MNocne ycTaHOBKM OTKPOETCA OKHO C MPeAJIoKEHMEM

nocsieloBaTb 3arMOMHUTb TEKyLWMe npaBuna iptables
ans IPv4 u IPv6. MoateepauTe 310 JAEUCTBUE.

*NpoBepuTb aKTyasibHble nNpaBua iptables MOXKHO
KOMaHA0M:

*iptables -LB BbiBOJE KOMaHZbl Bbl AOKHbI YBUAETH

paHee Jo6aBJ/IEHHbIE pa3peLlarolme MnoJIUTUKM
(Accept).



HACTPOWMKA OBLLEIrO NYBJMYHOIO KATAZIOTA HA WINDOWS

* Nlna obLero goctyna K dainam no cetm B Windows ncrnonb3ytorcs
ctaHgapTHble cpeactea OC.

* YT06bI NONb30BaTEIM TOKA/ILHOM CETU MO/IM 63 NapoifA NOAKAYATLCA K
obLieMy pecypcy, He06X0AMMO B MaHEeIM YMNpPaB/IEHUA CHATb OrpaHMYeHMS
3alwmTbl. OTKpOMTE NaHeb ynpaB/ieHUa U nepenaute B pasgen CeTb
(Network and Internet) -> LleHTp ynpaB/ieHMA ceTAMM M O6LWMM JOCTYNOM
(Network and Sharing Center) -> PaclumMpeHHblie HaCTPOMKHK 06LLEero
paoctyna (Advanced sharing settings). B pasgene Bce cetu (All
Networks) BbibepeTte onumto OTKIUYMTb AOCTYN C NapOJIbHOM 3aLMUTOM

ITI LS A"" HQFF\AIAFA nrﬂ+ﬂﬁ+ﬂA ’kﬂ"“ﬂ\ LA _OoOONIIDLILATO VADA AL I LA

*§ Advanced sharing settings =

- v A *§ « Network and Internet > Network and Sharing Center > Advanced sharing settings v D Search Control Pane

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.

(® Turn on sharing so anyone with network access can read and write files in the Public folders

(O Tum off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer, This computer can also find media on the network.

Choose media streaming options...
Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

() Tumn on password protected shaning
I@ Tumn off password protected shanng]

Cancel




* Nanee, 4To6bl HACTPOUTL OBLLUMI AOCTYN K KaTanory Ha
Windows He06XxoAMMO CO3AaTb UM BbIGpaTb HYXKHbIU U
OTKPbITb €ro cBoMcTBa. B cBoMCTBax nepenamTte Bo
Bknagky Adoctyn (Sharing) v HaxkMmnTe PaclumpeHHas
HacTpouka (Advanced Sharing).

Win Properties X

General Sharng Securty Previous Versions Customize

Network File and Folder Sharing
Win
Shared

Network Path:
\WWINSERV2016\Users \Administrator\Documents\Win

Share...

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

mﬁ:gvanced Sharing... i

Password Protection

People without a user account and password for this computer
can access folders shared with everyone.

To change this setting, use the Network and Sharing Center.

Close Cancel Apply




*B OTKPbIBLIEMCA OKHE OTMETbTE rasioukor OTKPbITb O6LMK JOCTYN K
3ToM nanke (Share this folder), ana Toro 4T06bI OHa CTana
obleaoctynHon. B none Uma obuiero pecypca (Share
name) BBeguTe UMA, KOTopoe 6yaeT BUAHO BCEM
noJib30BaTeNAM. Aanee HaxXmnTe PaspeweHma (Permissions) an4
HaCTPOMKM NpaB AOCTyMa.

Advanced Sharing X
[Share this folder]
Settings
Share name:
| Win ]
Add Remove
Limit the number of simultaneous users to: 16777 -2
Comments:
Cancel Apply




*BblbepeTe HyHble npaBa A0CTyna A8 BCex

nosnb3oBatenen (Everyone). Haxkmute NMpumMmeHuTb
(Apply), 4TOGbI U3BMEHEHMA BCTYNUAN B CUATY.

Permissions for Win X

Share Pemissions

Group or user names:

82 Everyone
Add... _ Remove
Pemissions for Everyone Allow Deny
Full Cortrol O
Change ]
Read ]

Cancel | | fonly




“Tenepb B CBOMCTBAX KaTasora Haxmute O6Lmi
Aoctyn (Share).

Win Properties X

General Sharng  Securty Previous Versions Customize

Network File and Folder Sharing
Win
Shared

Network Path:
\\WINSERV2016\Win

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

G Advanced Sharing...

Password Protection

People without a user account and password for this computer
can access folders shared with everyone.

To change this setting, use the Network and Sharing Center.

Close Cancel Apply




*B none novcka BBeanTe Bce nosb3oBatenu

(Everyone) n HaxxmuTe [lo6aButb (Add). Ana
NOJIHOro AOCTyna BbloepeTe npaBa Read/Write u

HaxxmuTe MNMogenntbca (Share).

X X

2 File Sharing € 2 File Sharing
Choose people to share with Your folder is shared.
Type a name and then click Add, or click the arrow to find someone. You can £-mait someone links to these shared items, or copy and paste the links into another program.
I Everyone V| I Add I Individual ltems ~

Name Permission Level Win

) WINSERV2016\Win
2 CloudAdmin QOwner
52 Everyone Read/Write v Read
~  Read/Writ:
Remove
Show me all the network shares on this computer.
Cance

*Tenepb Baw KaTasor Windows AocTyneH Bcem
NoJib30BaTENAM JIOKa/IbHOM CETU 6e3 Napos.



HACTPOMKA OBLLEIrO MPUBATHOIO KATAJIOrA HA WINDOWS

* [InA HacTpoiKM 06LLero KaTtasora, KOTOpbIi 6yeT JOCTyNeH TObKO onpeaeieHHbIM
No/b30BaTENAM, HEO6XOAMMO, 4TOGI AaHHble No/b30BaTe/In CYLIECTBOBa/IM Ha cepBepe C obLen
nanKkoi 1 Ha Windows matumHe c KOTOpOM 6yAeT NPOMCXOANTb MOAKIYEHUE (Hasmume
nonb3oBatens Ha Linux cepsepe He TpebyeTca), MPUYEM JIOTMH M NapoJib NoNb3oBaTesIeNn ,qon>|<Hb|
MOJIHOCTbIO coBMnaAatb. O TOM KaK C03/laTb HOBOMO M0JIb30BaTENA YMTAMTE B HALLEN MHCTDVKLMM

* Y106bI NONb30BATENM NIOKA/ILHOM CETM MOr/M 6e3 napons noAK/to4aTbCs K obLiemy pecypey,
HEO6X0AMMO B NaHeNM yNpaB/EHNUS CHATb OrpaHMYeHNs 3aWwmTbl. OTKpOMTE NaHe b ynpaBaeHNUs U
nepenaute B pasgen Cetb (Network and Internet) -> LleHTp ynpaBaeHUa ceTAMMU M 06LMM
aoctynom (Network and Sharing Center) -> PaclumMpeHHble HaCTPOMKM obLiero goctyna
(Advanced sharing settings). B pasaene Bce cetu (All Networks) BbibepeTe onuuio OTK/IIOYMTD
AOCTYN € napo/sibHOM 3awmTon (Turn off password protected sharing) 1 coxpaHUTe U3MEHEHMS.

*4 Advanced sharing settings - a

— v A *& « Network and Intemet > Network and Sharing Center > Advanced sharing settings v O Search Control Pane!

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.

(® Tum on sharing so anyone with network access can read and write files in the Public folders
(O Tumn off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer. This computer can also find media on the network.

Choose media streaming options,

Password protected sharing

When password protected sharing is on, only pecple who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders, To give
other people access, you must turn off password protected shanng.

() Tum on password protected shanng
I@) Tumn off password protected shanng]

Cancel




* Nlanee, 4TO6bI HACTPOMUTL OBLLMIA AOCTYN K KaTanory Ha
Windows Heo6xoaMMo co34aTb MM BbIGPATb HYXKHbIM U
OTKPbITb €ro CBOMCTBa. B cBOMCTBax nepenamte BO

Bknaaky Adoctyn (Sharing) n HaxxmmTe PacwmpeHHas
HacTnouka (Advanced Sharing).

Private Properties X Advanced Sharing

General Sharng  Securty Previous Versions Customize ——rTT -
|MA5hare this folder:
Network File and Folder Sharing Settings
2:“;?:‘; Share name:
| Private

Network Path:

\\WINSERV2016\Users\Administrator\Documents"\Private Add Remoye

Limit the number of simultaneous users to: 16777 -

Advanced Sharing —

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

I—OAQvanced Sharing... |

cocg

Password Protection

People without a user account and password for this computer Cancel . Apply
can access folders shared with everyone.

To change this setting, use the Network and Sharing Center.

oK Cancel Apply




*TaK Kak Katasor 6yAeT AoCTYrNeH TONbKO
onpeAeneHHbIM Nosb3oBaTeNAM, HEOOXOAMMO
yaanutb rpynny Bce nonb3oBatenun (Everyone) c
NOMOLLbIO KHOMKK YaanuTb (Remove).

KVA Permissions for Private

X

Share Pemissions

Group or user names:

.
Pemissions for Everyone Allow Deny
Full Control [ =
Change O [l
Read il

==

Apply




* lanee c MOMOLLbIO KHOMKM Jlo6aBUThb

(Add) no6aBbTe nonb3oBatenen Asa ynpaBaeHUs
KaTaslorom.

Permissions for Private X

Share Pemissions

_G_I'OUD Or user names:

No groups or users have pemission to access this object.
However, the owner of this object can assign pemmissions.

Permissions Allow Deny
Full Control

Change

Read

OK Cancel | | Apply




*Beegute uma 1 HaxkmuTe Nposeputb MMeHa (Check

Names), BbibepeTe rnojiHoe UMA NoIb30BaTesA U
Haxxmute OK.

Select Users or Groups X

Select this object type:

IUsefs. Groups, or Builtin security principals I Object Types...

From this location:

[WINSERV2016 || Locations..

Enter the object names to select (examples):

WINSERV2016\example] l Check Names |
e Cance




*YCcTaHOBUTE HYXHble npaBa U HaxXmMmTe NpUMeHUTb
(Apply).

Permissions for Private

Share Pemissions

Group or user names:

& example (WINSERV2016\example)

Add Remove
Pemissions for example Allow Deny
Full Control O
Change O
Read O

oot | [




*Tenepb B cBOMCTBax KaTasora Haxkmute MoaenmTbes
(Share).

X% Private Properties X

General Sharng Securty Previous Versions Customize

Network File and Folder Sharing

Private
Shared

Network Path:
\\WINSERV2016\Privite

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options.

_ OAg_yancedSharing... 1

Password Protection

People without a user account and password for this computer
can access folders shared with everyone.

To change this setting, use the Network and Sharing Center.

: Close Cancel Apply




*B nosie NomcKa BBEAUTE MMA NOJIb30BaTENA M
Haxxmute Jobasutb (Add). Ansa nonHoro goctyna
Bbl6epeTe npasa YteHne/3anucb (Read/Write) un
HaxxmuTe MNMogenmntbca (Share).

a3 File Sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

v Add
Name Permission Level
2 CloudAdmin Owner
2 example Read ¥| o/ Read
Read/Write
Remove

I'm having trouble sharing

9 Share Cancel




*B uTore Katasor ctaeT o6LeA0CTYMHbIM AJIA
ornpeAeNieHHbIX NoJib30BaTENEN.

€ 33 File Sharing

Your folder is shared.

Individual ltems ~

Private
\\WINSERV2016\Private

Show me all the network shares on this computer.




MopknioyeHue K o6weMy KaTaaory ¢ noMoubto Linux

* YT06bl NOAKNIOYMTLCA K OBLLEMY KaTasory, HEO6XOAMMO YCTAHOBUTL KMEHT A4
MOAK/IIOYEHUA:

* sudo apt-get install smbclient/lna noakaoueHma ucnonb3yite cneaytowmin popmat

KOMaHzb!:

* smbclient -U <Monb3oBatens> \\\\<IP-agpec>\\<06wwmi KaTanor>TaKxe MOXHO

BbINOJ/IHUTb MOHTMPOBaHKWE O6LLero KaTasiora, A1s 3TOro yCTaHOBUTE
JIONOJIHUTE/IbHbIN NaKeT YTUINT:

* sudo apt-get install cifs-utils/lna MOHTMPOBaHMA MCNONBb3YHMTE ceaytoLmii dopmart

KOMaHZb!:

mount -t cifs -o username=<onb3oBaTenb>,password= //<IP-aapec>/<06Lwmm
KaTanor> <To4ka MOHTMpOBaHUA>I ae <ip-agpec> - ajpec MallnHbl, Ha KOTOPOM
pacrnosioXKeHa o6Las AMpekTopusa, a <O6wMu KaTtaaor> - NyTb A0 06LLeN
ANPEKTOPUM.

* Hanpumep:

* mount -t cifs -o username=Everyone,password=

//10.0.1.2/Win /root/shares/publicEC/IM OBLUMN KATAJIOT HAXOAMUTCA HA
WINDOWS SERVER?

Ecav o6LWMM KaTanor HaxoAuTCsA Ha cepBepe C onepaumoHHoM cuctemor Windows, 1o
AnAa nybMYHOro Katanora Mcnosb3ymte uMA noab3oBatens Everyone, a B Kadectse
naposia NpocTo HaxkmMuTe Enter. Hanpumep:

* smbclient -U Everyone \\\\10.0.1.2\\Win
Enter Everyone's password:
253=][Windows Server 2016 Standard 14393] Server=[Windows Server 2016 Standard
smb: \>/lns npMBaTHOro Katasiora MCrnoJsib3yMTe MMA NoJib30BaTeNsa 1 Napo/ib,
KOTOPOMY pa3peLleH AOCTyr.

*



EC/IM OBLUMIA KATAIOT HAXOAUTCA HA LINUX?

*Ecam o6LWmMIM KaTaior HAaX0AMTCA Ha cepBepe C
onepaLlnoHHOM cuctemom Linux, To and ny6amM4Horo
KaTasora Mcnosib3yute MMs noab3oBaTesns nobody, a
B KQ4yecTBe Naposd Npocto HaxkmuTe Enter.
Hanpumep:

*smbclient -U nobody \\\\10.0.1.2\\public
Enter nobody's password:
OS=[Windows Server 2016 Standard 14393]
Server=[Windows Server 2016 Standard 6.3]
smb: \>/lna NnpuBaTHOro KaTasiora MCrosib3ynMTe UMS
NoJib30BaTeNA M Nap0oJib, KOTOPOMY pa3peLleH AOCTyr.



[MoaKkntoyeHne K obwemMy Katanory c nomMouwbo Windows

* 1na nogknoYeHna ncnonb3ymte MposogHmk Windows, B
a[lpECHYI0 CTPOKY BBEAUTE CTPOKY B caeayolem popmMare:

*\\<JlokanbHbIM IP-agpec>\<Ha3BaHue obLiero Katanaora>

g1 M = | public

Home Share View

« v 4 [ \W10.0.1.3\publid

Name Date modified Type Size
3 Quick access

[ Desktop
; Downloads +

E] Documents +

=] test 02.04.2018 18:10 Text Document 1KB




EC/IM OBLUMIA KATAJIOT HAXOAMTCS HA WINDOWS
SERVER?

*Ecnu Bbl NOAKNOYaeTeCh K MPMBATHOMY KaTasiory, TO OH
OTKPOETCS aBTOMATUYECKU, a €CIU MOJK/I0YAETECH K
ny6IMYHOMY, TO Nepej BaMU Bamu MNOSBUTCS OKHO AS
BBO/Ja AlaHHbIX AN BXoAa. BBeauTe normH Everyone #

MNycToM naposb, HaxXMmTe OK. B pe3ynbTtaTe Bbl ByaeTe
NOAK/IIOYEHDI K 0OLLIEMY KaTasory.

Windows Security X

Enter network credentials

Enter your credentials to connect to: 10.0.1.6

6 Everyone

Domain:

D Remember my credentials

OK Cancel




EC/IM OBLUMIA KATAIOT HAXOAUTCA HA LINUX?

* 1A NOAKNOYEHUA K MYBIMYHOM nanke He TpebyeTcH
BBOAMTb JIOTUH UM NMApPOJib, AOCTAaTOYHO B aZpECHYIO
CTPOKY BBECTM HY}KHbIU ip-agpec 6e3 BBoJa
JOMOIHUTENIbHOM MHDOpMaUMKM. Ansa NOAKIOYEHMSA K
NpMBaTHOMY KaTaJiory BBegMTe IOrMH M NapoJib
NoJib3oBaTeNA B NOSIBUBLUEECS OKHO.



OcCHOBHble TUMbl CepBepoB

MpoKcu-cepeep - NOCpeAHUK MeXAY NOoJIb30BaTeIAMM JIOKAJIbHOM CeTU U UHTepHeTOM.
O6ecneunBaeT 6e30MacHbIM BbIXOA B MHTEPHET, 3allMLLas OT HeXKeslaTe/IbHOro AoCcTyna M3BHe M
NpU HeO6XOAMMOCTU OrpaHMUYMBAsA BbIXOA Ha onpejesieHHble pecypcbl NoJib30BaTesIAM
JIOKa/ibHOM ceTu. KpoMe Toro, BbinosiHAET pAg APYrMX YHKUMM: y4eT U 3KOHOMMA TpaduKa
nyTeM CXaTUA AaHHbIX, K3WMpOBaHWEe, aHOHMMMU3aLMA AocTyna.



dann-cepsep - 3T0 LEHTPAIM30BAHHOE XPAHUAMLLE
MHMOPMaLMM, AOCTYMN K AMCKAM KOTOPOro MMELOT
MNO/JK/IIOYEHHbIE B /IOKA/IbHYIO CETb NEPCOHAJIbHbIE
KomMnbtoTepbl. OCHOBHasA 3aza4a hamio0Boro cepsepa
CBOAMTCS K HaZl€KHOMY COXPAHEHMIO JaHHbIX U
6ecnepebonHOMY AOCTYMNY K HEU, a B C/ly4ae
noBpeXAeHMs damnnoB - NOJIHOMY MX BOCCTAHOBJIEHMIO.



CepBep 6a3bl gaHHbIX (database server) - cpeacTtso
He CTO/IbKO XpaHEHMA U AOCTYNa, CKOJIbKO 0O0paboTKM
MacCMBOB MH(MOpMaLMKH. Yepes KIMEHTCKME 3anpochl
3anpalumBaemasn MHpopmMauma U3BNEKAETCA, AaHHblE
o6pabaTtbIBalOTCA, CTPYKTYPUPYIOTCA, USMEHAIOTCA B
3aBMCMMOCTU OT HAaCTPOeK cepBepa. PyKoBoaAT
paboTon Takmx cepsepoB CYB/] (CucTembl YnpaBaeHus
bazamun JlaHHbIX), cCaMble U3BECTHbIE U3 HUX -

! , MySQL. B 3aBMCMMOCTM OT KOZIMYyeCcTBa
NnoJib30BaTesien U paamepa 6as3bl AaHHbIX, A TaKkKe
NepCcrneKkTMBbl MX YBEIMYEHMA B OyayLLEM, ONpeaenstoT
TaKue BaXKHble XapaKTEPUCTMKU cepBepa 6a3bl JaHHbIX,
KakK MOLLHOCTb U MacLUTabupyemMocCTb.



[MprHT-CcepBep (cepBep neyaTu) NO3BOJIAET
MCMOJIb30BaTb OZHO NeYaTarolee yCTpoOMCTBO A1
06C/TYKMBAHMA HECKO/IbKMX KOMMNbIOTEPOB. OYHKUMU
NPUHT-CepBepa - NMPUHATbL 3anpochbl Ha BbIBOA
neYyaTu, BbICTPOMTb MX B O4EpPEb M COrJIaCHO €N
OTNPaB/IITb Ha NMPUHTEP. TaKUM 06PaA30OM,
DKOHOMATCA CpeACTBa HA KOMIMJIEKTAUMIO KaXX4oro
KOMMNblOTEPA COOCTBEHHBLIM MPUHTEPOM, MX MaMATb
OCBOOOXKAaeTca ANA ApYrux 3ajad, paumoHaibHO
MCNOJIb3yeTCA 0PUCHOE NPOCTPAHCTBO.



CepBep paboyeu rpynnbi - MHOroyHKLMOHaIbHOE
annapaTHOE pelueHue AN rpynrbl KOMMbIOTEPOB (KaK
npaBmio, He 6onee 20). O6beaMHAET B cebe
BO3MOXHOCTM (Pan/I0BOr0 cepBepa, CeEpBepa
NPUIOXKEHUM, 6a3bl AAHHbIX, NPMHT/daKc-cepBepa,
NMOYTOBOro M APYrmx, B 3aBUCUMOCTU OT NOTPEOBHOCTEMN.
[pn 06LLEM MCNONb30BAHMM CEPBEP paboyen rpynnbl
06A3aH pa3rpaHMyYMBaTb AOCTYN K AAaHHbIM M MpaBa
nosb3oBatenien. O6bIMHO MMEET OJIMH MpoLieccop, Yalle
BCEro MCMNosib3yeTca B HEGObWIMX (PUPMaX, rae HeT
HY»XAbl B BblA€/IEHMN CEPBEPOB A1 OTAENbHbIX 3aJay.



KoHTponinep someHa (Domain Controller server) -
r/1aBHbIM KOMMbIOTEP B JIOKA/IbHOM CETU, UMELOLLLEN
MEepPapXMYECKYIO CTPYKTYPY - AOMEHE. L4epe3 KOHTpPOEp
JIOMEHA OCYLLEeCTBNAETCA LEeHTPa/IM30BaHHOE yrNpaBaeHUE
pecypcaMm AOMEHA - YYETHbIMU 3aNMUCAMM KOMMNbIOTEPOB U
nosib3oBartenien. Mpu nomoLLm

OH COXpaHsAeT JaHHble O NO0JIb30BaTeNAX U
OCYLIECTBAAET MX ayTEHTUDUKaUMIO ANA AOCTyna K
pecypcam JIoKaJslbHoM ceTu. PaboTaeT noj, ynpaB/iEHUEM
cepBepHbix OC ot MS Windows, HaunHasa ¢ Windows 2000
Server. KOHTpoanep AOMEHA - BaXKHbIM 3/IEMEHT CETEBOM
MHPACTPYKTYPbl KPYMHbIX KOMNaHuM. Kpome Toro, oH
MOXKET BbINONIHATb POJib (PalIOBOro cepeepa U cepeepa
neyarm.



MoyToBbIM cepBep (mail server), unu cepsep
3/1eKTPOHHOM MOYTbl, CEpBEpP COOOLLEHUMN - HA3BAHUE
roBOPUT camo 3a cebs. OcHoBHas 3aZla4a Takoro
cepBepa COCTOUT B pacrno3HaBaHUM aIpeCOB BXOASLLEN
3JIEKTPOHHOW KOPPECMNOHAEHLUMUN U pacnpeaeneHnmn ee rno
ALMKAM MHTPACETH, a TaKkKe OTNpaBKYy MCXOAALLEN,
obecrnevyeHne BHyTpeEHHEN Nepenuckn. MoyYToBbIM cepBep
obecneymBaeT HaZEXHY PpMAbTPALMIO CMaMa M
BPE/IOHOCHbIX MPOrpaMm, pacrnpoCTPaHAEMbIX C
COOBLLEHUAMM, U 3aLUMLLAET BHYTPEHHIO MHDOPMaLMIO
OT HeXeNaTesIbHOro AocTyna.



CepBepbl FTP - HeoTbeMnemMada 4acTb TEXHUYECKOro
obecnevyeHna BcemmpHon MayTmHbl. MX 3agava -
nepemewatb danbl MO 3anNpocy NPocTbiX danI0BbIX
MEHeXepoB C NOMOLLbI CTaHAAPTHOrO NMPOTOKO/1a
File Transfer Protocol. Camble «nNpoABUHYTbIE>
cepBepbl FTP ymeloT pasgensitb dansibl Mo TMNam m
MeCTaM pa3MeLleHUA, OrpaHMuMBaTb AOCTYN K HUM
UM NPeAoCTaBNATb BO3MOXKHOCTUM COBMECTHOIO
MCMOIb30BaHMA B ceTU MHTepHer.



Web-cepBep (cepBep web-npuaoxkeHun) -
crneumasibHO BblAENEHHbIM KOMMbIOTEP, KOTOPbIU
OTBEYaEeT 3a AOCTYMN K CAaUTy KamrnaHMM MoJib30BaTeNEN
MHTEepHeTa, KOPPEKTHOE U ObICTpOE OTOOparkeHue
CTaTUYECKUX AN AMHAMMYECKMX CTpaHML,. Beb-cepsep
0653aH obecnevynTb becnepebomHyto paboty MHTEpPHET-
pecypca C y4eTOM MNoCeLaeMOCTH, NMPOTUBOCTOATb
CeTEBbIM aTaKaM, He A0mnyCcKaTb BO3MOXKHOCTM B3/10MaA.
Yem 60/1bLUYI0 posib UrpaeT MHTepHEeT-cauT B GBU3HecC-
npouecce (HanpMmep, obecneymBaeT CBA3b C
KJIMEHTAMM, ABJISIETCA KaHAJIOM CObITa NPOAYKLUUM),
TEM BarKHee Ana Hee 3TOT cepBep. B nocneanue roapl
Be6-cepBeEpPOM Ha3bIBAOT Yallle HE CaMy MalUUHY, a
NporpaMMmy, BbIMOJHAOLWYIO BbllLENepPeYUCNEHHbIE

dYHKUMM.



Kputepuu Bbibopa cepBepHbIX Ni1aTdopm

*ToTpe6HOCTb B CEPBEPHOM 060pYA0BaHUM BO3HMKAET
NPy OpraHM3aLumM COBMECTHOrO JOCTyna K 06LWuM
AAHHbIM, MHDOPMALIMOHHbIM pPeCcypcam U
NPUNOXKEHMAM. Bbibop annapaTHO-NporpaMMHOro
PELLEHMA BbICOKOIO YPOBHS HE OMpaBAAET B/IOXKEHHbIE
Cpe/icTBa, €C/IM €ro BO3MOXKHOCTH ByayT
MCNONb30BaTbCA TOJIbKO YacTMYHO. C ApYyrom CTOPOHbI,
NpMoBpeTEHME MAIOMOLLIHOIO M/IM HENOAXOAALEro AJf
peasiM3aLmm KOHKPETHbIX 33Ja4 CEpPBEpPA — ELLE XYKeE.
YT106bI HE OLUMOBUTLCA C BbIGOPOM, CAeayeT NPUHMMATb
BO BHMUMaHME HECKOJIbKO (PaKTOpPOB.



HagexHocTb

* C TeXHMYECKOM TOUKM 3pEHUA, CEpBEP — 3TO KOMMbIOTEP CO

cneunaibHbIMU anfnapaTtHbIMU peLLEeHUAMMU, O6€CI'I€‘-IMBalOLLIMMM ero
BbICOKYHO OTKa30yCTONYNBOCTb.

* IMCKOBbIA MacCUB C BO3MOXHOCTbIO FOpSYEl 3aMeHbl;

* pesepBMpoBaHME MO NMUTAHMIO;

* HecKoNbKO YPOBHEN HeNpepbIBHOrO KOHTPO/IA COCTOSHMA KOMMOHEHTOB;
* AMHaMMUecKoe pacnpefeneHne pecypcos;

* pesepBHble NpoLeccopbl, MamMATb M KOHTPOJIEPbI B paMKax TEXHO/I0r MM
iCAP 1 MHoroe gpyroe.

* TaknMM 06pa3oM, OAHUM M3 KPUTEPUEB BbIGOPa CEPBEPHOrO

O60pyAOBaHMﬂ CNIYAKUT KOMIMPOMUCC MeXKAY CTENEHbIO HAAEXKHOCTHU U
CTOMMOCTbHO peLIJeHMl/I No ee obecrnevyeHuto.

* 061acTb NpUMeHEHNS

* CoBEpLUEHHO 0YEBMAHO, YTO K CETEBOMY XPaHUMLLY M KOHTPOJINEPY
JIOMEHa NPeAbABNAITCA pa3Hble TpeboBaHMA. TOYHO TaK e MOHATHO,
YTO YCTaHaB/IMBaTb HECKOJ/IbKO CEPBEPOB HA HEGO/IbLLOM NPEANPUATUN
HeLleniecoobpasHo. Mo3ToMy cneayowmMm KpUTepuem Boibopa
cepBepHOM NAaThopMbl MOXKHO CYMTATb €ro OCHOBHOE Ha3Ha4YeHUE U
MECTO MCMOJIb30BaHUSA.



oM

* B nopaBnsoLem 6o/bLUMHCTBE C/ly4aeB, TPe6OBaHWUA K AOMALLHEMY cepsepy

*

OrpaHM4MBaOTCA BO3MOXHOCTbIO XPaHEHMA M TPAHCIALMM MYIbTUMEAMMHOrO KOHTEHTA.
AAna aTnx uenen naeanbHo noaxoaat NAS-cucTembl, AnanasoH GyHKLMOHA/IbHOCTH
KOTOPbIX MO3BOJIAET Y/J0BJETBOPUTbL KaK Camble MPOCTble, TaK U NPOABUHYTblE MOTPEGHOCTH
nosib3oBaTesiel B CETEBOM XpaHuamLie. Hanpumep, MHOrOypoBHEBbIM M KOHTPOIMPYEMbIiA
JIOCTYN K JJaHHbIM M3 BHELLHEW CPe/ibl C NMOMOLLbIO 06/1a4HbIX CEPBMCOB.

Manbii U cpegHUM GU3HEC

MoTpe6HOCTU 3TUX KaTeropmm 6M3Heca BO MHOIOM onpeaenanTca chepor AeaTeNbHOCTM.
/AN AM3aMHEPCKOro 60po C YMCIEHHOCTBIO A0 50 Ye/IOBEK eCTECTBEHHbBIM BYAET HaNUuue
HECKOJ/IbKMX BblAENEHHbIX MM BUPTYaslbHbIX CMeLManM3nMpoBaHHbIX CEPBEPOB, B TO BpeMS
KaK OCTaTOYHO KpYrHOe Ce/bX0o3npeanpuaTie BroJiHe 060MAeTCA OAHUM 06LLMM. B
YNpOLLEHHOM BUAE, BbIGOp CEPBEPHOM NIAT(OPMbI 3aBUCHUT OT 06bEKTA, NOAJIEKALLETO
aBTOMaTM3aLUMU:

AOKYMEHTO060POT M 3a4a4M OYXrasiTepCcKoro y4yeTa;
OGU3HeC-npoLeccol.

B nepBoM cnyyae — A0OCTaTOYHO JIDGOro cepBepa HavyaslbHOrO YPOBHSA apXUTEKTYpbl X86.
Moaxoabl K aBTOMATM3aLMM Pa3/IMYHbIX OBU3HEC-NPOLLECCOB MOrYT ObITb peasn3oBaHbl
ABYMA NYTAMM:

eAMHCTBeHHbIM cepBep BbICOKOro ypOBHFI OI'ITMMM3MpOBaHHbIM noJ 3ajaayn sBupTtyaim3aumnn
Hu, nNpu HEeo06X0AMMOCTMH, BHELUHUM AMCKOBbIM MaCCUB;

HECKOJIbKO CEepBEPOB Pa3HOro KJjacca, CneLnannsnpoBaHHbIX A1 BbIMOJIHEHUS
KOHKPETHbIX (bYHKLMM.

O npenmyLLecTBax M HeJoCcTaTKkax 060MX NOAX0A0B MOXKHO CMopuTb. B ito6om ciyvae,
MMEET CMbIC/1 MpUo6peTaTb 060pyA0BaHUE B CTOEYHOM MCMOJIHEHMM — 3TO YNPOCTUT
KOHTPOJb, YNpaBaeHMe U obecnevyeHne 6ecnepeboHbiM MUTaHUEM.



KpynHble npeanpuaTtusa

* Mpoduib AeATENbHOCTU BCE elle UMeeT 3HaYEeHUE, HO ero BIMAHUE
yXKe He npeBanupyeT. B MUMHMMaIbHbBIM KOMMIEKT BXOAAT:

* KOHTpoNNep fJoMeHa;

* barnosbiii cepeep;

* HTepHeT-cepBuCbI;

* cepeepa B/l 1/MAn NpUnoxeHui.

* OCHOBHbIM KPUTEPUEM MPM BbIGOPE CEPBEPHOM MAaThOPMbI ABASETCH
BO3MOHOCTb €€ MacluTabupoBaHms. OAMHOYHbIE CEpBeEpa
BOCTPe60BaHbl A5 BbIMNOJHEHWUS CNELMaIM3UMPOBAHHbIX 3a4a4, HO
3HauYUTEIbHAA 1019 NPUXOAUTCA Ha 61 -CUCTEMbI U BHELLHME
JMCKOBbIE MaccuBbl. B KayecTBe asibTEPHAaTUBHOIO BapMaHTa
BbICTYMaloT M3MHPpPenmbl. Kak npasmuio, MHPOpMaLMOHHAA NOIUTHKA
60/1bLIMX NPeANPUATMM YCTaHaB/IMBAET eLle OAMH KpUTEepUiA Bbibopa
annapaTtHou Na1aTopmbl — OPUEHTALMIO HA OJHOIO NPOM3BOAMUTENIA.

* BbI6Op cepBepHOM N1aTdopMbl BCerga 6yaeT MMeTb 31EMEHT
KOMMpPOMMCCa MeXKAY HaIeXKHOCTbIO M MPOM3BOAMTE/IbHOCTbIO, C
OZHOM CTOPOHbI, U «LIeHOWU BONpoca» C ApPYroum.



padmuecKasa cxeMa cepsepa

TIpomeccop

Intel Xeon E5

10/100 Mo'g

CeteBolt amanTep

16ITn 1333 Ml OnepatHeHa1 NaMATE
DIMM DDR3
00 MorHTO
Cegepuuiil 1A s
Mocm PCLE BenQ 17"

OnTHYeCKHHE OPHEOT,
KECTKHH JHCK

FOoxcneli §Ide
Mocm SATA
PS2

Kiaeuatvpa, MEIIB

A4Tech KX




[IpMEep XapaKTEPUCTMKM CcepBepa

Koxcrpyxuma CranbHOi KOPIYC, BO3IMOKHOCTD MOHTaXA B 197 CTOIHKY, YCTAHOBXA Ha cTONe
ITpoueccop Intel Core 17/i5/i3 (2-ro u 3-ro nokonexw#), pasvem nponeccopa LGA1155
CucreMuan noruxa Intel B65

OneparuBRan NaMATh 4 cnora DDR3 1333 DIMM, maxcumanbyniit o6vem no 32 6

Kananoe Ethernet 8 x 10/100/1000 Mbps Ethernet (Intel 82574L/Intel 82583V - onuua) LAN bypass (2 rpynmnes)
COM-noprat (KOMCONBMBIR) 1 x RS-232 (RJ-45 pazvem)

Karanos USB 2 xUSB 2.0

Orcexn AnA HaKonMuTenen 2 x 2,5" SATA HDD/SSD wam 1 x 3,5

ITamaTsh pacmpenua CFast

Audio Her

THIT MCTOMHMKA MIMTAHMA Buyrpennun, ATX, nuranue AC 220V, 270 W

Oxnaxaenue npoyeccopa MTaccuBHOE OXNAMACHWE MPORECCOPA, PAAMATOP B KOMIUIEKTE

CnoTsi pacimperua 1 x Mini PCI, 1 x PCI-Ex 8

Cropoxerow rainep (WDT) Ecre, 8 npeiycTanoBneNHyX 3HAeNuit

Mopaepxusaempe 0C Windows XP Pro, Windows 7 Ultimate 32/64, Linux Redhat Kernel 2.6, FreeBSD 8.2

YcnoBua 3xcnayarauun

Pabovan Temneparypa 0... 45 “C, oTHOCMTEAbHAA BRaXHOCTD 10...95% (6e3 konpexcara)

Tabapura, Macca ycrponcTea

430 x 392,26 x 44 MM, 8,2 X1




